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Abstract

The term Internet of Things (IoT) represents all communicating countless heterogeneous
devices to share data and resources via the internet. The speedy advance of IoT devices
proposes limitless benefits, but it also brings new challenges regarding security and foren-
sics. Likewise, IoT devices can generate a massive amount of data that desires integrity
and security during its handling and processing in an efficient way. IoT devices and data
can be vulnerable to various types of cyber-crimes at each IoT layer. For combating these
cyber-crimes in IoT infrastructure, IoT forensic term has shown up. The IoT forensic is the
process of performing digital forensic investigation in the IoT environment in a forensically
sound and timely fashion manner. Sundry challenges face the IoT forensics that requires
urgent solutions and mitigation methods; digital evidence needs to be collected, preserved,
analyzed, processed, and reported in a trusted manner to be acceptable for presenting in
the court of law. Preserving the evidence unchanged or tampered with is the most critical
challenge in digital forensics. Authentication is another challenge facing digital forensics;
who is allowed to deal with the evidence? One of the most recent solutions for supporting
IoT forensics is the use of Blockchain. Using Blockchain in digital forensics guarantees
data integrity, immutability, scalability, and security. Therefore, this paper presents a com-
prehensive review of IoT security and forensics with the integration with Blockchain tech-
nology. It begins by providing an inclusive discussion of IoT security, as well as the need
for IoT forensics, and the concepts of Blockchain. Then, a review of Blockchain-based IoT
security and forensics issues is presented. Finally, a discussion of open research directions
is provided.
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1 Introduction

Recently, there is no doubt that the Internet of Things (IoT) is the next generation of com-
municating various types of sensor/actuator-embedded devices over the internet [18].
These devices are of different types; from tiny wearable devices with microcontroller units
[67] to huge instrumental devices or smart grids [8, 61]. The benefits of using IoT are well
known like facilitating the communication between people around the world, taking appro-
priate decisions in critical situations based on sensed data from the surrounding environ-
ment, or even preventing some crimes or disasters from happening. [127]. These benefits
do not come without a cost; IoT networks and devices are vulnerable to many threats for
hardware, software, network, or applications or even the services may become inoperable
due to poor Internet connections [127].

Numerous threats were analyzed and many solutions have been introduced for solving
the security problems. These solutions are categorized into four main categories accord-
ing to the used technology. These categories are fog computing, edge computing, machine
learning, and Blockchain-based solutions [42]. One notable solution for cyber-attacks in
IoT was using Blockchain which successfully has solved many kinds of these attacks but it
still has its drawbacks. In this paper, we introduce an overview of IoT and its threats, cyber-
security, and how it differs from regular IT security and how can Blockchain solve these
problems, and some of the future work to improve it.

On the other hand, IoT Digital forensics is a very significant topic that needs special
tools for analyzing the huge amount of data from the crime scene. It can be defined as
the process of extracting, analyzing digital evidence from a crime scene to reconstruct the
crime in IoT infrastructure [49]. Today, there are very complex challenges of IoT Digital
forensics investigation than traditional forensics. One of them is the lack of the appropriate
forensics tools which can support various types and models of IoT devices in the market
while the other is the un-clarity of the network boundaries between connected devices [49].
These new challenges need modern models for analyzing the massive amount of digital
evidence. Digital evidence is defined according to [81] as “the information stored or trans-
mitted in binary form that may be relied on in court”. The sources of digital evidence may
be in the form of text messages, images, call logs of cell phones, network access logs,
internet browser history of computers of laptops, chat sessions, passwords, documents,
spreadsheets, and databases. This paper introduces a review study on the use of Blockchain
in Securing the IoT forensics processes and assisting digital investigators in performing
cybercrimes investigation in IoT infrastructure in a forensically sound manner. Therefore,
the contribution of this paper can be summarized as the following:

Exploring concepts and applications of IoT with its security issues.
Investigating challenges, requirements, and opportunities of IoT forensics.
Highlighting the state-of-the-art research and recent studies of digital forensics in IoT
infrastructure.

e Presenting perceptions and concerns of Blockchain for both digital forensics and IoT
Security.

e Discussing open research directions of this innovative paper’s subject.

The structure of the rest of this paper is organized as follows Sect. 2, provides an over-
view of the Internet of Things definition, applications, layers, advantages and challenges,
and cyber-attacks while the concept of IoT forensics is provided in Sect. 3. Section 4
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presents the characteristics, challenges of Blockchain for IoT security while the challenges
and opportunities of applying Blockchain to IoT forensics are presented in Sect. 5. Finally,
the conclusion and open research points in this innovative theme are presented in Sect. 6.

2 loT security

Internet of Things (IoT) refers to a heterogeneous environment with multiple heterogene-
ous interconnected devices (i.e. webcams, baby monitors, printers, digital video recorders,
Radio Frequency Identification “RFID” and wireless sensors) [58, 92, 96]. The applica-
tions of IoT vary from personal applications i.e. health care to huge instrumental applica-
tions i.e. smart grids to measure the consumption/production of electrical energy, smart
cities, and other applications [82].

The interconnected devices are embedded by both software and hardware to facilitate
the performance of the network. Hardware components of the devices include sensors,
actuators, and communicating cards. Software components are communicating protocols
like TCP/IP and operating systems to manage sensing and transmitting data. The sensed
data is transmitted over the internet and stored on a centralized server or the cloud seam-
lessly [1, 12, 93].

In 2005, the International Telecommunication Union (ITU) defined the internet of
things; IoT as “a global infrastructure for the information society, enabling advanced
services by interconnecting (physical and virtual) things based on, existing and evolving,
interoperable information and communication technologies” [12].

There are 4 basic elements of IoT systems are physical devices, interconnectivity tools,
operating platforms, and real-time applications [38]. The Gartner report announced that
there will be around 20.4 billion IoT devices by 2022. From the point of the IoT industry,
the revenue is expected to grow from $892 billion in 2018 to $4 trillion by 2025 [42].

2.1 loT layers

Through the years there were many aspects of the literature concerning categorizing IoT
layers [12, 38, 42, 96]. Figure 1 shows the different architectures of IoT. The three basic
layers of IoT are:

1. Sensing or actuating /perception layer: it is the layer that contains physical IoT devices
that sense and respond to different phenomena in the surrounding environment.

2. Transport/network layer: this layer gives the ability to the data to be transferred
between the devices.

3. Application layer: this layer is responsible for the storage, analysis, and representation
of the sensed data to the end-user.

While the four layers in IoT are:
1. sensors and actuators: they are the physical sensors “to sense the surrounding envi-
ronmental phenomena”, and actuators” that perform predefined actions according to

the sensed data” for example ultrasonic sensors, temperature and humidity sensors,
electrical sensors, etc.
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Fig.1 The architecture of IoT

2. Communication network: to transmit the received information from the previous layer
to be processed later.

3. Middleware layer: it is an intermediate layer between the communication and applica-
tion layers. It provides computing and storage resources and queuing systems etc.

4. IoT-based end-to-end applications: represents the different applications of IoT’; health
care, smart home... etc.

The International Telecommunication Union (ITU) architecture of centralized
“server/client model” IoT:

—_

Application layer: such as healthcare, unmanned vehicles, smart grids and ...etc.

2. Service support and application layer.

3. Network Layer: This includes connecting devices such as routers, gateways, to provide
Internet or M2M connectivity.

4. Device layer: physical devices and controllers in the IoT.

Authors in [96] suggested new 6 layers architecture of IoT: Physical sensor objects,
Local communication, Gateway objects, Internet Communication, Cloud storage, and
data analysis, and finally IoT application layers.

While [38] suggested detailed IoT layers with sub-layers;

1. Network management:
Perception layer: This represents the bottom layer of the IoT architecture including per-
ception nodes and perception networks. It includes the technologies used for sensing,
identification, communication, and actuation with minimum human interaction

3. Transmission layer: It is responsible for transmitting gathered data to the information
processing unit using wired or wireless communication via a transmission access net-
work, core network, and local & Wide Area Network.

4. Application layer: It is the topmost layer of the IoT architecture. Its purpose is to provide
access to personalized services to the end-users over the network.
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2.2 loT applications

There are many applications based on IoT that can be in several fields such as Personal
health care [2, 5, 10, 13, 17, 23, 34, 141], smart homes [6, 54, 70, 85, 138, 139, 144], smart
cars, unmanned vehicles and parking systems [21, 30, 32, 40, 62, 71, 106], military [11,
22,25, 76, 86-88, 146], smart cities [15, 36, 69, 89, 105], transportation, agriculture, smart
grids [28, 33, 37, 55, 118, 121], automation networks [27, 72], and Cyber-Physical Sys-
tems (CPS) [46, 91, 125]. The mentioned applications can improve the quality of human
life to a better level. Some other applications are mentioned in [31].

2.3 Cyber-security in loT

The security of an IoT object is defined generally as the process of protecting that object
against hardware and software threats. Hardware threats include physical damage, loss, or
robbery. Software threats include unauthorized access, personal data misuse, hacking the
system, or inject malicious code to remotely control the device. The cyber-security system
must ensure the integrity and confidentiality of information, while at the same time this
information is available whenever needed [1]. There are many domains of security for the
surrounding digital world. For many years there was confusion between cyber-security and
information security the difference between them is shown in Table 1.

Recently, cyber-security was categorized as a component of information security. It
is defined as “protecting information assets by addressing the threats to information pro-
cessed, stored and transported by internetworked information systems.” [120]. Figure 2
shows the three different domains of security and the relationship among them [120].

In IoT, interconnected devices are vulnerable to cyber-attackers. Most IoT devices have
limited storage and energy resources. Both IoT devices and services need to be protected
against multiple sources of threats and attacks that target hardware resources, informa-
tion, and data..etc. [1]. IoT security differs from IT security in many aspects: IT devices
are resource-rich, can use complex security algorithms to achieve wide security but lower
capabilities, and depend on homogeneous technologies. On the contrary, IoT devices are
limited in their hardware and software resources; thus it has to apply lightweight security
algorithms, and have many heterogeneous devices and data [42].

Table 1 Difference between cyber-security and information security

Cyber Security Information Security
It is the method of way to defend the information It is the method of the way to maintain the information’s
from outside the resource on the net confidentiality, integrity, and handiness by protecting

data from being changed, removed, or accessed by
unauthorized parties

Protects networks against cyber-attacks Protects information from any threats
Deals with cyberspace dangers Deals with data protection
Cyber crimes, cyber frauds, and law enforcement Unauthorized access, disclosure modification, and
disruption
Professionals deals with the advanced persistent Professionals prioritize resources before threats
threat
Threats that may or may not exist It deals with integrity, confidentiality, and availability
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2.4 Types of security attacks

Four major categorized factors that affect the safety of IoT elements [1] are Vulnerabilities,
Exposure, Threats, and Attacks as the following:

Vulnerabilities: They are weaknesses in the system “software, hardware or even users of
the system” that allow an attacker to gain unauthorized access to the device and execute
commands, steal confidential data, or conduct denial-of-service attacks. Software vul-
nerabilities are easier to discover and handle than hardware vulnerabilities [48, 51, 68,
79, 95, 108, 136].

Exposure: It is the problem in the configurations of the devices that allows an intruder to
collect personal information. Physical exposures are most challenging, where intruders
capture the device itself and modify the programming or even replace it with another
malicious device [4, 19, 114, 122, 132, 140].

Threats: They are some kind of actions based on the system security weakness of the
device. Whether these threats are natural “due to environmental factors i.e. flows, fires..
etc.,”’or human”internal by authorized individuals or external from outside the network,
structured or unstructured”. Good plans should be carefully designed to deal with vari-
ous types of threats especially natural ones as we cannot prevent them from happening
in most cases [7, 41, 42,73, 101, 137].

Attacks: They are the actions taken using various techniques and tools by the attack-
ers; where their purpose is to harm a system or disrupt normal operations by exploiting
vulnerabilities. Attackers whether they are active or passive can harm the network. The
most common attacks are: (a) physical attacks “hardware” [47, 52, 63, 78, 102], (b)
Reconnaissance attacks “scanning network ports, or querying IP addresses...etc.,”, (c)
Denial-of-service (DoS) [83, 90, 98, 111, 116], (d) Access attacks (physical or remote
access” [24, 133, 145], (e) Destructive attacks, Supervisory Control and Data Acquisi-
tion (SCADA) Attacks. Attacks on privacy Track movement “using the devices unique
identification number (UID)”, Password-based attacks, Cyber-crimes [53].

2.5 Security issues according to loT layers

As mentioned before that there are different layers in IoT. Each layer suffers from some
kinds of cyber threats and security issues as shown in Fig. 3 [42, 113] and categorized as

follows:
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Senseing Layer Network Layer
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eSide-Channel eData Transit Injection updates Attacks
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*Eavesdropping Attack in
and Cloud:
Interference
*Booting
Attacks

Fig.3 Security issues based IoT layers [42]

Sensing layer

Node Capturing: Nodes are captured or replaced by other malicious nodes controlled
by the attacker.

Malicious Code Injection Attack: By injecting malicious codes in the memory of the
devices to force them to perform some unintended functions or access the complete IoT
system.

Side-Channel Attacks: Like in electromagnetic attacks, power consumption, and timing
attacks.

Eavesdropping and Interference: where the attackers capture the data during the trans-
mission or the authentication of the collected data.

Booting Attacks: There is a risk at boot time that attackers may try to attack the node as
the security processes of the device are not active until the device is fully booted.

Network Layer

Phishing Site Attack: where the attacker targets several IoT devices of the same owner.
Once the attacker compromises the account and password of a user, then the entire IoT
network that the user is part of becomes vulnerable to cyber-attacks.

Access Attack: In which, an unauthorized person could be able to gain access to the net-
work of IoT devices. The purpose of this kind of attack is to steal valuable information
from the user.

DoS/DoS Attack: in which a huge amount of unwanted requests is flooded to the target
servers. If there are multiple sources used by the attacker to flood the target server, then
it is termed as DDoS or distributed denial of service attack. Mirai botnet is an example
[42].

Data Transit Attacks: during transmission, the data is more vulnerable to cyber-attacks.
Routing Attacks: where malicious nodes aim to redirect the routing paths during data
transmission. Sinkhole and wormbhole are types of this attack [42].
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e Middleware Layer

e  Man-in-the-Middle Attack” MitM”: If the attacker can control the node, then s/he may
have the ability to control all communication between participants.

e SOL Injection Attack: embedding malicious SQL statements in a program to obtain pri-
vate data or alter the database.

e Cloud Malware Injection: The attacker creates a virtual machine to inject malicious
codes in the form of malware.

e Flooding Attack in Cloud: like in the DoS attack which affects the quality of service

(QoS).
e Gateways

e Secure Onboarding: by applying MitM attacks to capture the encryption keys of the
nodes.

e Extra Interfaces: some unnecessary services should be restricted for end-users to pre-
vent hackers from achieving backdoor authentication or information breach.

e Firmware updates: upon downloading and updating the firmware via gateways. The
signatures and versions should be checked and recorded for secure firmware updates for
more protection.

e Application Layer

e Data Thefts: to add more confidence to online users, some techniques should be used
for private data protection such as encryption, and isolation of the data, user authentica-
tion, management of privacy can be used to secure IoT applications.

e Service Interruption Attacks: in this kind of attack authorized users cannot use the
services of IoT applications as the attackers make the servers or network too busy to
respond.

e Access Control Attacks: Once the attacker compromises the account and password of
a user, then the complete [oT network that the user is part of becomes vulnerable to
cyber-attacks.

3 loT forensics

Digital forensics concerns gathering digital evidence then analyzing and examining them
to find any traces related to criminalities against the digital systems. Digital forensics has
several types such as Computer, Network, Mobile, IoT, and Cloud Forensics.

The first Digital Forensic Research Workshop (DFRWS) defined digital forensics as:
“The use of scientifically derived and proven methods toward the preservation, collec-
tion, validation, identification, analysis, interpretation, documentation, and presenta-
tion of digital evidence derived from digital sources for the purpose of facilitating or
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furthering the reconstruction of events found to be criminal or helping to anticipate
unauthorized actions shown to be disruptive to planned operations” [43, 84].

From the above definition, the digital forensic process for the investigation of cyber-
crimes can be as shown in Fig. 4 as follows [77]:

e Identification: To identify the evidence in a crime scene, that evidence will be used to
prove the occurrence of an incident.
Preservation: In this phase, the investigator isolates, secures, and preserves data.
Analysis: In the analysis phase, the investigator construes and correlates evidence, to
prove or disprove the incident.

e Documentation: In this phase, the investigator Documents the crime scene along with
photographing, sketching, and crime-scene mapping.

e Presentation: In this phase, finally the investigator summarizes and explains the con-
clusions that are done with the help to gather facts.

In [109], authors mentioned that the digital forensics life cycle consists of 5 steps or
phases: identification of evidence, evidence collection, recovery, analysis, and preserva-
tion of digital evidence

3.1 loT Forensics Model

The combination of IoT and digital forensics led to the concept of IoT forensics which
attracted multiple researchers’ attention. The rapid growth of IoT devices and objects
brings countless benefits but it came with new security and forensics challenges. IoT
Forensics can be defined as the process of performing digital forensic investigation in the
Internet of Things environment. This means collecting and analyzing digital evidence from
the Internet of things infrastructure which includes all the parts of the IoT environment.

From the above definition of IoT Forensics, authors identify that the digital investigation
process in the IoT could be done at three digital forensics levels as follows:

o Bottom Level: IoT Device Forensics level
o Middle Level: Cloud/Internet Forensics Level
e Top Level: IoT Application Forensics Level

Identifcation

.

Fig.4 Digital Forensic Investigation Process
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These levels will be covered using basic forensic investigations phases which are iden-
tification, collection, preservation, examination, analysis, and presentation. The IoT Foren-
sics Investigation process that can be followed to investigate crimes related to IoT is shown
in Fig. 5. This model consists of four main phases, identification of digital evidence, data
collection and acquisition, data analysis, and examination, and final report and presentation
of a summary of the entire investigation process.

The concept of digital forensics has been applied in different domains; however, dif-
ferent IoT applications need adjusted investigation processes. The heterogeneity of IoT
devices and objects should be taken into consideration when implementing any forensic
model for the IoT. Traditional computer forensics is used to deal with the interconnected
computers with the stored data on them with the general data format of electronic files with
different file formats such as JPEG, MP3, etc.... IoT devices raise the challenges for foren-
sics as they may exist at any geographical location, types of files are of any format as the
devices are of different types; Home appliances, connected cars, wearable devices, RFID,
sensors nodes, WSNs, and medical devices. These devices share data from various format.
Table 2 shows a comparison between computer forensics and IoT forensics.

3.2 Requirements of loT forensics

The massive amount of generated data of all IoT devices around the world makes it hard to
adopt the traditional digital forensics investigation models. The wide variety of IoT devices
will also raise a problem in data analysis because of the heterogeneous formats of data. For
successful IoT forensics to be applied, there are a set of requirements should be ensured:

e Some IoT devices collect sensitive users’ data regarding their habits, financial account,
passwords, etc. These types of data will be used by the investigator in the case of cyber-

Top Layer IoT Applications IoT Application Forensics
‘ Middle Layer Cloud Cloud Forensics J
[ A
Bottom Layer " IoT Devices IoT Devices Forensics
|
IoT Forensics Model

Fig.5 IoT Forensic Investigation Model
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crime. Therefore, users should be aware that their data is being used in the investigation
process, and they should be aware of who accessed their data and used it for investiga-
tion. On the other hand, the investigators who access users’ data must ensure maximum
protection from unauthorized access, loss, and manipulation [80, 110, 126, 135].

e The amount of captured data via IoT devices and sensors from networks and the cloud
raises several issues for the identification of relevant data for the investigation process.
These data need to be managed properly to be effective evidence for an investigation.
the process of collecting the data that is spread across different locations across coun-
tries complicates evidence collection because data can be mixed with other users.

While the IoT provides several sources of evidence for investigators and practitioners,
there are a set of challenges that are stumbling blocks that prevent performing a successful
forensic investigation in the IoT environment. These challenges can be as [39]:

e The collected digital evidence integrity is an important issue in digital forensics. Most
digital forensic methods calculate a hash and maintain chain-of-custody to assure integ-
rity. But in the IoT system, there is a lack of available tools that can prevent accidental
evidence changes in the endpoint.

¢ In the forensic investigation of IoT systems, the process of documenting the topology of
the endpoint’s network is a complex challenge, as there are some possibilities that some
sensors from the crime scene are sending information to IoT appliances residing at an
unknown location.

e The main challenge in the IoT crime scene is evidence visibility, there are possibilities
not to see the required endpoint in the crime scene, on the other hand, an investigator
may even find hundreds of sensors embedded in any existing device in the crime scene.
Sometimes it is not easy or even possible to check every inch in the crime scene. In this
case, the investigator would better check the network logs to identify the number of sen-
sors connected to the network under investigation.

In an ordinary crime, the weapon is tangible, so the investigators investigate the crime
scene by tracking the attacker’s fingerprints and activities to obtain a clear idea about what
happened in the crime scene to identify the criminal. In digital crimes, the weapon is mali-
cious code, so the investigator tries to track the criminal’s digital traces on the local system,
the network, or the Internet to uncover their digital identity [100].

3.3 Challenges of loT Forensics
The challenges of IoT forensics can be as follows [44, 66, 94, 99, 100]:

The data retrieval process needs experts to deal with heterogeneous IoT devices.
Data on the devices are not synced with the cloud so the data retrieved may be incom-
plete
The stored data on the cloud may store the previous event than the required event
The limited storage of the devices prevent storing the whole event
The cloud may store data for a limited period and delete the data after this period
expires. The deleted data may be very important for the investigation.

e The device may explore devices on other networks than its networks making it harder
for the investigator to identify the connected devices.
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Some devices cannot set up the software according to the limited resources

Data on devices can be lost if powered off, while some devices keep logs of activities
unless reset to factory settings.

Wrong reconstructions of the events may lead to very dangerous wrong conclusions
that may lead to charge innocent people

Additional speech recognition tools are required to identify voice commands.
Sometimes the voice commands are ordered remotely from other locations; where the
criminal is not physically present at the crime scene.

The evidence device may be used by someone else than its owner.

The integrity of the collected data must be approved to avoid mistaken analysis.

Some SSD devices delete data permanently if requested. That makes it hard to retrieve
the data.

Decrypting encrypted files.

Acquiring user credentials to access data on the cloud.

Acquiring a passphrase to stored files.

Locating and decrypting shards on different nodes.

Recovering sharded files from different storage nodes.

Identifying a shard’s geographical location.

The huge quantity of data is mostly is either unstructured or not explicit.

Data Acquisition Complexity: HDD is the simplest in data acquisition, then the
encrypted data on HDD. Ram is more challenging as it loses its data if the device is
turned off. Cloud storage is more difficult as it stores data around the country or even
the world. If data is encrypted before it is uploaded and is stored in multiple computers
becomes the hardest data acquisition.

Improve the reliability and trustworthiness of evidence items in DF.

With the massive amount of digital data from IoT devices, it is very hard to recognize
which data is important for the investigation.

If any errors occurred in the collecting phase, then it will affect all other phases and
may lead to a different decision.

Some devices work together over a non-IP network, and at the same time they deal with
the cloud using IP; then it makes it harder to identify the devices

Some IoT actuators are embedded by Real-time Operating Systems (RTOS); which
means that they process data on non-volatile memory for faster actions. That raises the
risk of losing logs if these devices are powered off.

Mobile devices; such as cell phones and vehicles join different networks as they move.
The forensic tools cannot deal with that dynamic topology.

Not all IoT devices are embedded with tamper-resistant software; which prevents tam-
pering with the systems by hackers.

Some logs of IoT devices are not supported for forensic analysis; it doesn’t include who,
who, when, where, and why an incident was executed.

4 Blockchain technology

In last years, cryptocurrency is considered to work as a digital medium of exchange; that
uses robust cryptography to confident financial transactions, control the creation of addi-
tional units, and verify the fund transfer. Bitcoin [117] was invented by Nakamoto as the
first cryptocurrency. Bitcoins are based on the concept of Blockchain to enable reliable
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transactions in decentralized management. Steps in the cryptocurrency system can be as
the next [29]:

Generate a public key and private key for each user to have a wallet.
The sender sends the coin to the receiver using the public key and signs it using his pri-
vate key.

¢ Finally, the transaction is validated and added to the chain via the mining process.

Blockchain is considered as a distributed data structure; named ledger. Ledgers con-
tain information about transactions of the participant nodes of IoT. The entries “blocks”
in the data structure are stored by linking one to another in sequential order similar to a
linked list. The database is replicated and shared among each node in the network [64, 92,
112]. Each transaction in the ledger must be authenticated or agreed upon by more than
half of the devices in the network, to ensure that no single device would take the control
of the ledger to delete, modify or even add any blocks without other nodes approval [12,
104, 112]. Blockchain is considered as the implementation layer of a distributed software
system or purely peer-to-peer system in which all the interconnected nodes have the same
authentications with no central control. All participant nodes have the same privileges to
verify transactions or supply IoT data in a decentralized fashion [58, 92, 104, 112]. The
decentralized fashion enables the sharing of computing power and limited resources of all
devices increasing reliability. The most common drawbacks of Blockchain are communica-
tion overhead and latency according to mining [112].

4.1 Elements of blockchain

In [12], they mentioned the main elements of Blockchain to be: Transactions and Blocks.
Transactions are the actions among the participant devices in the system. Blocks of the
chain record the transactions in the correct sequence making sure they have not been
tampered with. Each block is composed of four parts: transaction details, the present and
previous blocks hash values, and timestamp [104]. [123] gives another structure of block-
chain with three components; block to record the transaction, chain to link all blocks, and
network which is the set of participant nodes of the chain. The genesis block is the first
block of the chain and it contains the first transaction. All blocks in the Blockchain can be
traced back to the genesis block. The previous hash is forwarded to the miner who uses it
to compete with other miners to introduce the new blocks into Blockchain and generate the
new block hash [112, 115]. Figure 6 shows the general architecture and components of the
Blockchain. In figure nodes 1,2,...N are connected to construct the chain. If node 4 trans-
fers transaction to node 5 “the red arrow” then node 4 constructs a block with the shown
components; header and transaction. The block then is mined and added permanently to
the chain. Each block can be traced back to block 0; genesis block.
According to [93] there are four main functionalities in Blockchain:

e The routing function, which is responsible for propagating transactions and blocks
among network participants.
Each participant node has a complete copy of the chain.
Users are granted public and private keys from wallet services to operate with the
chain: “Bitcoin in case of financial application”.
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The mining function is the function in which nodes validate new blocks and add them

to the chain via proof of work (POW) or other consensus protocols.

The types of nodes in IoT Blockchain are:

¢ Full nodes: they store the entire Blockchain to validate transactions and blocks during
mining.
¢ Lightweight nodes: they have only part of the Blockchain, they are easier to run and
maintain than full nodes.
e Full nodes miners: the nodes that have more resources than others and they can con-
tribute invalidating the transactions and solve hash puzzles; consensus algorithms [93].

4.2 Characteristics of blockchain

There are several characteristics for Blockchain as the following: [12, 42, 58, 92, 93, 104,

115,

123]

e Decentralization: Unlike traditional centralized systems, Blockchain has no central
authentication for transactions. Any participant node can validate the transaction before
being added to the chain by solving the Proof of Work (PoW) puzzle. In centralized
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systems, there are some possible scenarios where a few companies with more powerful
resources control the processing and storage of people’s information. This decentral-
ized manner of Blockchain prevents causing a bottleneck and a single point of failure.
The transactions in Blockchain must be verified by the majority of participants to add
them to the distributed ledger.

e Anonymity: The participant devices of the Blockchain have a public/private key, which
does not reveal their real identity.

e Autonomy: Blockchain nodes can interact with each other without the involvement of
any servers.

e Security: Blockchain can secure communication and message exchange among nodes
using smart contracts. It prevents unauthorized data access and data loss by ensur-
ing that only nodes with appropriate public and private keys can access, decrypt, and
encrypt data.

e Non-repudiation. The Blockchain ensures that: transactions can be easily validated,
and once the transaction is validated and added as a block to the chain, it cannot be
deleted or rolled back.

e Resiliency: Each node has a copy of the ledger that prevents having a single point of
failure.

e Smart contracts: They are software programs that specify contracts among two or
more participants. They have the advantages of cost reduction, speed, precision, effi-
ciency, and transparency. The content of the smart contract is trusted among nodes as it
cannot be modified or corrupted. Each smart contract is stored in the chain and is given
a unique address and the transactions are sent to that address to invoke the contract to
run the appropriate action based on the code.

e Auditing: During the change of ownership of a certain device, Blockchain can record
time, location, price, parties involved, and other relevant information. Blockchain can
also be used to record all the information of the device throughout its lifetime including
updates, patches, and part replacements.

e Immutability: Immutability on the contrary of centralized systems “which can be cor-
rupted”, the Blockchain ledger is immutable once the transaction is verified no changes
are allowed to be done to it. Moreover, decentralized technology enables sensor data
traceability and accountability.

e Capacity: As the Blockchain shares the resources of millions of participant devices
and by using a proxy server that stores the resources in an encrypted form until needed.

e The cryptographic algorithms used by Blockchain would endure data privacy and pre-
vent unauthorized devices from capturing data even if they have fake access to the
chain the actual data needs keys to be viewed.

e Publicity: All IoT devices have their copy of the ledger so they can see all the transac-
tions and all blocks. The content of the transaction is protected by the private key of the
device.

e Speed: A Blockchain transaction is validated and distributed across the network in
minutes.

e Cost-saving: Due to the use of decentralized architecture and share resources among
participants where it can use to store and transmit a huge amount of sensed data.

4.3 Challenges of blockchain

Blockchain poses many challenges as follows: [93, 115]
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e Storage capacity and scalability: the chain growth rate is 1 MB per block every

10

min in Bitcoin. There is a copy of the ledger stored at each node in the network. As

the size of the chain grows, nodes require more storage and processing resources. Com-
pression and cloud integration can solve the problem.
e Security: weaknesses and threats:

51% attack: This attack can occur if a node in the Blockchain can access control of
more than 51% of the mining power, controlling the consensus in the network it is
also known as a majority attack. to solve this problem, solo mining incentives or
P2P mining could be applied [14].

Double-spend attack: this kind of attack refers to spending the same coin more than
once. In Bitcoin for example a transaction is considered to be confirmed only if it is
stored in a block in the Blockchain. This process takes between 20 to 40 min which
brings high latency to the chain [142].

Race attacks: 1t is the situation where a user sends a transaction directly to the mer-
chant, and the merchant accepts the transaction before the required time of transac-
tion validation. The same user may probably re-transfer the same paid amount to
himself. The second transaction may be confirmed first, and the merchant is cheated
[93].

Denial of Service (DoS): The DoS [107] attacker floods the targeted servers with a
huge amount of unwanted requests. In the case of using multiple sources to flood the
servers, then it is called a Distributed Denial of Service (DDoS) attack. The Mirai
botnet [3, 119] is an example.

Man in the Middle (MitM): If the attacker can control the node, then he/she can get
complete control of the chain communication [59].

e Data privacy: data in the Blockchain can be encrypted using multiple types of encryp-
tions. Some examples are: Hawk [57], Enigma project [147], Quorum [16], Multi-
chain[128], Rockchain[50].

4.4 Blockchain types

The Blockchain is categorized as tabulated in Table 3 and applied differently according
to the domains.

Table 3 Domain-based Blockchain Systems

Feature Consortium Private Public

Access to data Authorized users Authorized users Anyone

Network expansion Easy Very easy Difficult

Proof of transaction Previously agreed rule Central agency Verification algorithm
Identifiability Possible to identify Possible to identify Anonymity
Transaction speed Fast Fast Slow

Transaction maker Only authorized users Only authorized users Everybody
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4.5 Consensus protocols in blockchain

They are the basic feature behind the security and performance of Blockchain [130, 143].
They are algorithms that determine how a transaction can be added to the ledger. Con-
sensus protocols are used to guarantee the trustworthiness “of a Blockchain by preventing
51% and double-spend attacks. The new block must be approved by the majority of nodes
before it can be appended to the Blockchain. Using hashes ensures that the blocks are not
tampered with as any change in any existing block would produce a different hash value.

There are many protocols such as Leased Proof of Stake (PLoS), Proof of Burn (PoB),
Proof of Authority (PoA), Elapsed Time Test (PoET), Proof of Understanding (PoU),
Paxos, Proof of Capacity (PoC), Chubby, RAFT, proof-of-importance (Pol), Practical Byz-
antine Fault Tolerance (PBFT), SIEVE Stellar HDAC. In [143], they provided a study of
different consensus protocols. Some of the most used Consensus protocols in Blockchain
are:

¢ Proof-of-work (PoW): It is an energy-consuming algorithm used to maintain and vali-
date the Blockchain through hard-to compute, but easy-to-verify, computational puz-
zles. Used by NameCoin, LiteCoin, Ethereum, DogeCoin, and Monero [60].

e Proof-of-Stake (PoS): in this algorithm participants of the blocks validation are cho-
sen according to the number of coins they own [97].

e Delegate PoS (DPoS): Each time a node successfully produces a block is rewarded
[134]. Used by BitShares; where the participants of the blocks validation are chosen by
voting, Monax, Lisk, or Tendermint.

e Practical Byzantine Fault Tolerance (PBFT): The (leader) is changed every round
and each round includes 4 phases:

(a) The client node sends requests to the leader node.

(b) The leader node multicasts the request to the backup nodes.

(c) The nodes then execute the request and send a reply to the client.

(d) The client node receives m+ 1 replies from different nodes with the same answer,
and the client gets the requested data.

The advantages and disadvantages of the mentioned four consensus algorithms are pre-
sented in Table 4 [124].

5 Blockchain-based loT security and forensics

The IoT security can be enhanced by leveraging the Blockchain technology based on the
following issues as shown in Fig. 7:

e Confidentiality: It represents how to protect the user’s info. It denotes that access-
ing data by any person should be controlled in the way that only the intentional
receiver can access that data. For IoT Confidentiality, the data stored on the Block-
chain can be encrypted, the pointer to the data location is then sent to the intentional
receiver. The recipient’s public key is used to encrypt the decryption key before
transferring it to the recipient.

@ Springer



Multimedia Tools and Applications (2021) 80:36183-36214 36201

Table 4 Advantages and disadvantages of consensus algorithms [124]

Consensus Protocols  Pros Cons
PoW o Safe and stable, a high degree of e Weak scalability and low performance
freedom of nodes o Causing hardware equipment waste

o A high degree of decentralization,
open node system

PoS o Less energy e Complex implementation process
o A high degree of decentralization, e Security breach
open node system
DPoS o Less energy o Weak degree of decentralization closed
o High performance node system
o Finality
PBFT o Higher performance o Weak degree of decentralization, the closed
o Finality node system
o High security o Low fault tolerance
.

Fig.7 Blockchain based IoT
Secuirty Issues

Authentication: Customary authentication systems are not suitable for IoT because
they are too complex for resource-constrained IoT devices. A decentralized Block-
chain-based authentication scheme can be used for IoT authentication for registering
and verifying the identities of all IoT devices. So, Blockchain can be used in signing,
verification, encryption, and decryption in smart IoT-based Applications.
Availability: Blockchain is considered as a distributed and public ledger, that can be
used to securely store and transfer IoT data as well as make it reliably available at all
times.

Integrity: In Blockchain, the integrity of the data or transactions is preserved based on
both hash functions and Merkle trees. Therefore, any change in the data could change
the hash values, which provides data integrity.
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e Nonrepudiation: To guarantee that the sender cannot deny it has produced the data.
This concept is called Nonrepudiation. In Blockchain, each transaction is signed by the
sender before being added to the Blockchain network. The transactions and blocks are
hashed to avert altering and ease auditability. Therefore, the sender cannot deny creat-
ing specific data. In the IoT infrastructure, it is required to audit the status of real-time
data. The Blockchain will enable the user to exactly identify the time and location of
any illegal events to modify the data.

From existing studies, it concluded that there are limitations and challenges in the
integration of Blockchain and the Internet of Things as shown in Fig. 8 as the following:

e Scalability: In the present enactments of the Blockchain, an upsurge in the node’s num-
ber would lead to noteworthy scalability issues because of high processing overheads.
IoT already suffers from scalability issues, which would affect a Blockchain-based IoT
convergence. This problem desires to be resolved to enhance the complete system per-
formance.

e Storage: Blockchain eradicates the necessity for a central server for data/transactions
storage. Though, the global ledger is replicated and stored on the nodes’ local storage.
The notable growth of the ledger size according to adding more blocks makes it diffi-
cult for the low storage capacity IoT devices to store the whole ledger.

¢ Blockchain Platforms: A Blockchain-based IoT application depends on the platform
it is being executed on. All the shortcomings of their platform such as throughput and
latency would affect the applications.

e Processing Power and Time: The cryptographic methods and consensus proce-
dures employed in Blockchain need significant processing resources, which exceed
the abilities of most IoT devices.

e Consensus Procedures: Consensus protocols required for blockchain implementa-
tion such as PoW and PoS are energy-consuming and need processing resources that
exceed the abilities of most IoT devices.

Fig. 8 Limitations of the integra-
tion of Blockchain and Internet

of Things Scalability
Consensus
Procedures | Storage
T~ Limitationsof —
Blockchain
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From the challenges facing the IoT forensics; mentioned in Sect. 3, and the charac-
teristics of Blockchain; mentioned in the previous section a combination between block-
chain and IoT forensics can eliminate various issues to facilitate the investigator’s mis-
sion. Some recent researchers built Blockchain-based IoT forensic frameworks to benefit
from the decentralization, data integrity, and immutability, and security characteristics
of blockchain. Some of them are briefly presented while Table 5 presents a summary of
the used papers for this work.

Authors in [94] proposed a decentralized cloud storage system called STORJ. The
process is as follows: First, each file is encrypted using SHA256-CTR and split into
smaller 8 or 32 MB files. These new smaller files are combined to form a shard, with
any extra space is padded. The resulting shards are then salted, hashed, and transmitted
to the network. The authors designed a windows application to enable users to allocate
the available disk space to be used for renting. Each user has to create a Bitcoin address
to receive the STORJ Coin. They collected file shards for a month for the experiment.
From the transactions, they could identify some interesting items that could be used in
a forensic investigation as contract numbers in hexadecimal format, signature, and the
payment destination. Authors in [99] proposed their methodology for smart home foren-
sic analysis, which is applied in six steps:

e Preliminary analysis: To make a brief study of the device to provide information about
traces and vulnerabilities on the device and gives knowledge about how to gain root
access to the device.

o Testbed setup: The device is tested in a controlled environment to enable the passive
collection of all traffic performed by the device and test possible attacks on the device.

e Network analysis: to study with whom the device communicated, which protocols are
used for communication, and whether any readable information is transmitted or not.

e  Smartphone application analysis: As the smart home systems are monitored using
smartphone apps; it is important to study these apps to uncover additional information
like the user’s commands that are sent within the test environment.

e Vulnerability analysis: this step aims to figure out how an attacker can compromise a
device, as well as to discover how to acquire data from the device.

e Physical analysis: To investigate the IoT device to get access to the device’s memory
and storage to retrieve important information about the activities of its owner.

e Cloud: The stored data on the cloud needs Legal authorization to be obtained to be
used in forensic investigation.

Authors in [66] presented a new Blockchain-based framework for a forensic investiga-
tion called [oTFC. They aim to reduce the cost and time of the investigation. The first cat-
egorized the evidence into five grades according to the identification difficulties:

Grade 1: Easy to identify like plain texts and unencrypted files.

Grade 2: The files that are modified in their extensions to make them un-openable.
Grade 3: Hard to identify; these files are written in plain text and not stored in the
files system and volume slack.

Grade 4: Difficult to identify: represented by encrypted data or password-protected
files.

Grade 5: Very difficult to identify as files with steganography.
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The steps of the IoTFC can be as the following:

1. Evidence identification and acquisition: identification of the digital evidence, add
fingerprint and timestamp to it, add the evidence to the chain allowing all participants
to view and share a copy of the forensic chain.

2. Analysis: using smart contracts to create analysis results some additional analysis tools
are used like LogRhythm, EnScript of EnCase.

3. Presentation: all reports and findings are based on the Blockchain and appended to the
chain.

Authors in [44] propose a forensic investigation framework for IoT "FIF-IoT". They
first identified the challenges related to the IoT environment in each step of digital
forensics,; Evidence Identification, Evidence Collection, and Acquisition, Evidence
Organization, Evidence Examination. They divided interaction types among IoT-based
systems into three categories: 1- Things to Users (T2U). 2- Things to Cloud (T2C).
3- Things to Things (T2T). They used a public digital ledger "blockchain" to store inter-
actions among (clouds, users, and IoT devices) as evidence. Their system eliminates
the single entity’s control and single-point-of-failure on the storage. FIF-IoT ensures
anonymity, integrity, non-repudiation, and confidentiality, of the stored evidence in the
ledger. Furthermore, it provides a mechanism to acquire evidence from the ledger and a
mechanism for integrity verification of these evidence. They applied their system to the
medical case; a patient with acute diabetes.

Authors in [20] propose a blockchain-based application for evidence preservation;
Cyber Trust Blockchain “CTB” using hyper ledger fabric. Their model stores the meta-
data of the electronic evidence, while the evidence is stored in a separate cloud server.
That metadata includes (user ID, evidence creator, evidence description, action times-
tamp, the current owner of the evidence, previous owner of the evidence, evidence type,
and time records list). They store the electronic evidence in the database ev_DB. They
are grant authentications for three types of entities to deal with electronic evidence. 1-
Internet Service Providers "ISP"; who are data collectors and they have permission to
delete the evidence if required. 2- Low Enforcement Agency (LEA); which can access
the evidence using their IDs and issue new transactions to the chain. 3- Prosecutor; they
are the final owner of digital forensic evidence.

Authors in [131] proposed another electronic evidence preservation model based on
Blockchain (EEPM). Their model stores only the hash value and metadata of the evi-
dence in a Blockchain manner. Four parts of the data are presented and processed in
their model. 1- Part (1): is the complete information about the evidence. 2- Part (2): is
the information about system users. 3- Part (3): a platform for business data. 4- Part (4)
is log data (independent of the system to store). The model stores the metadata of the
electronic evidence and the evidence themselves I separate storage places to enhance
security. The evidence database is backed up to guarantee failure and/or loss recovery of
evidence.

Authors in [35] proposed a new model for triage the electronic evidence in the crime
scene. Triage is the first step in reviewing the scene devices to identify which devices
have to be investigated deeply. Their model is named Storage Evaluator and Knowledge
Extraction Reader (SEAKER). They use a Raspberry device embedded with Wi-Fi and
USB ports to establish a hotspot to connect all existing devices in the crime scene to it.
Some predefined patterns" for file names and extensions" are identified and the devices are
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scanned in read-only mode for these patterns. If one or more patterns are found on a device
then it is taken to the labs for deeper investigations. Otherwise, the device is left behind.
They argued that their model is inexpensive, easy to use, and quick. Some improvements
have to be applied to the model as the authors’ opinion: 1-the system cannot identify which
file is for which device if more than one device is attached to the Raspberry device. 2-the
system cannot deal with some file systems of the device.

But in our opinion, the most critical issues of this system are:

e Not all possible patterns used by the cybercriminals can be predefined in this case very
valuable evidence can be missed.

e All devices in the scene must be considered as evidence and have to be preserved for
careful investigation.

Authors in [74] proposed A Cost-efficient IoT Forensics Framework with Blockchain.
They argued that the model is cost-efficient and more secure. They save incident informa-
tion in both cheaper EOS and Stellar chains before writing a daily summary to the Merkle
tree; thus their application is two-layer blockchain-based. Second, in case of a 51% attack
attacker must hack both EOS and Stellar within the same day before the summary is writ-
ten to Ethereum; which is hard to be done, which makes the model more secure. They
applied their model in a boat rental application. The boats are embedded by sensors. The
application collects data for insurance purposes. Not all data are stored for storage saving.
The data is filtered to determine the important data to be stored. They presented a future
improvement suggestion by including additional low-cost blockchain platforms to increase
the resistance against possible attacks.

Authors in [26] proposed SoK (Blockchain Solutions for Forensics). In their paper they
mentioned some literature about some types of forensics; Cloud forensics, Data manage-
ment forensics, Healthcare forensics, IoT forensics, Mobile forensics, Multimedia foren-
sics, Smart grid forensics, Intelligent Transportation Systems forensics. They also men-
tioned some limitations of different types of Blockchain; public and private blockchain.
They finally classified digital forensics challenges in six domains with some blockchain-
based solutions for them. These challenges are:

Tokenization of artifacts from digital evidence,

effective data volume management in the chain of custody.
Analysis of forensic procedures in Blockchain systems.

Enable an intelligible outcome/reports from the forensic process.
Interoperability and cross-border jurisdictions.

Timeline of events and chronology.

In [129] authors proposed a Second-Generation Blockchain Technology with Light-
weight Mining for Secure Provenance and Related Applications. Their work is to reduce
the computational power required for mining new blocks in the blockchain. That would
enable a faster, more scalable, and Environmentally friendly alternative than the well-
known resource-intensive mining protocol; Proof-of-Work (PoW) which is used by Bit-
coin for a permissioned. They applied for their work on 3 use cases; Academic Integrity,
Digital Forensics, and Secure Logging. The authors claim that the Scrybe outperforms
other systems regarding data integrity, non-repudiation, and DDoS attacks.

Authors in [75] proposed A Cost-efficient IoT Forensics Framework with Blockchain.
Based on the boat rental application. Their framework consists of two layers- multiple
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blockchain networks used to verify the authenticity and integrity of the data collected
from different IoT devices for more security and tamper-resistance systems. For reduc-
ing the size of the data, they utilized hashes and Merkle trees to store only the hash of
hashes of the collected data. Where each boat is equipped with an onboard IoT edge to
collect data about boat location In [103] an overview of the application related to the
construction industry based on Blockchain with IoT infrastructure. Where smart con-
tracts can be implemented to maximize productivity, the project management model can
minimize late payments. The collected data through the participant industrial sensors
and actuators are secured via Blockchain to solve privacy and protection issues in IoT
applications.

Authors in [56] aimed to create a secure, lightweight, and tamper-proof event log for
the IoT system based on blockchain. Their model stores Event logs from IoT devices and
sends them “optionally encrypted using AES-256 Encryption on the server-side” to differ-
ent servers using multiple communication channels for availability purposes. Their model
consists of two single-board microcontrollers to gather data from embedded ultrasonic sen-
sors. These sensors send data to single-board computers via USB serials. After being pro-
cessed each event is sent as a blockchain transaction to each remote server via HTTPS. The
log data are stored in the blockchain.

In [45] the authors proposed a log storage management protocol based on blockchain
for IoT. They aim to store the logs that record important contents and private information.
Their model allows sensors to encrypt the collected logs before sending them to the gate-
way and server. The system model includes 11 roles: attribute authority, SSO server, times-
tamp server, sensor (IoT device) and agent, gateway, blockchain server, private blockchain,
public blockchain, storage cluster, and user. And is carried out including 13 phases: ini-
tialization phase device registration phase, SSO registration phase, SSO login phase, SSO
password generation phase, user registration phase, log signcryption phase, log verification
phase, private block calculation phase, private block verification phase, log unsigncryption
phase, public block calculation phase, and public block verification phase.

Authors in [65] proposed LEChain; a blockchain-based lawful evidence management
scheme to supervise the entire evidence flow to prevents malicious investigators from coun-
terfeiting the evidence. They utilize randomizable signatures to authenticate witnesses’
identities for their privacy. Then, they used ciphertext-policy attribute-based encryption for
evidence access, to protect juror privacy, the authors designed a secure voting method. All
evidence transactions are stored in consortium blockchain as well. Authors in [9] proposed
a model for securing the management of IoT devices based on blockchain. Where the par-
ticipant devices can verify their manufacturers, owners, users, and the actions or data they
are taking.

It is observed from this study, there is a little research work focusing on Blockchain-
based IoT forensics. Taking into account the limitation of both technologies, more
researches have to be performed to enhance and improve the performance of IoT forensic
via Blockchain technology.

6 Conclusion and open research points
Presently, no doubt that the Internet of Things (IoT) will transform our daily lives.

IoT faces some serious cybercrimes investigation challenges with the billions of IoT
transactions and devices. Therefore, this paper provides a study on the challenges and
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opportunities of applying Blockchain to assist digital investigators in performing cyber-
crimes investigation in IoTl infrastructure in a forensically sound and timely fashion
manner. Blockchain itself needs significant research efforts to adapt the computation-
intensive algorithms to the limitations of energy and processing of IoT devices and the

hig

h latency of transaction approval at high scale networks.

As future open points in this interesting subject, there is plenty of open research
work as follows:

Provide new training methods for digital investigators to deal with a huge amount of
evidential data in actionable time.

Creating novel frameworks and models for the investigation of cybercrimes using
classification and predations methods.

Using the help of Blockchain in building accurate models for real-time fraud detec-
tion of criminals especially the finance sector.

Build a cloud-based processing environment for handling massive data using big
data platforms such as Apache Hadoop and Apache Spark.

How to combine Blockchain and IoT technologies based on their requirements. By
considering developing a set of protocols that can support the crucial requirements
of entirely IoT applications instead of presenting application-specific IoT networks.
Explore big data and Blockchain relationships and how the Blockchain can easily
cover the flaws of big data.
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