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Abstract
The emerging demand for sharing medical digital images amid specialists and hospitals
for enhanced and precise analysis necessitates protecting patients’ privacy. The commu-
nication of such information over available channels is very much susceptible to numer-
ous security threats. The contemporary defence level is not strong enough for maintaining
the protection and integrity of information in a required field like the human healthcare
sector. There is a stern need for a robust safety mechanism. In this paper, a model is
created by harmonizing various cryptography and steganography techniques to secure
secret diagnostic information. This proposal provides multi-level security by utilizing a
blend of Rivest, Shamir, and Adleman (RSA) and Quantum Chaos (QC) for Encryption
mechanism as the first level and the Improved BPCS (IBPCS) steganography as the next
step to conceal the resultant cipher in a cover image. Both image formats, Grayscale, and
colored are employed as the cover images to hide various volumes of the confidential
data. The proposed framework is implemented in MATLAB and assessed using different
performance metrics like mean square error (MSE), Peak Signal to noise ratio (PSNR), bit
error rate (BER), structural component (SC), structural similarity (SSIM), and so forth
that are referenced in writing. Appraisal and comparison with state-of-art methods are
also made after applying the different attacks (geometric, Gaussian, salt and pepper,
flipping, etc.) on the stego image. Result analysis illustrates that the proposed model
reveals its capacity to conceal the confidential patient’s information into a transmitted
cover image with high imperceptibility and robustness in the presence and absence of
attacks.
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1 Introduction

The distant digital healthcare is increasing rapidly; the patient’s diagnostic medical data’s
communication is escalating in the healthcare sector. Hence, it becomes a topic of concern to
search out ways to receive and transmit such confidential data in this interventionist environ-
ment [12, 29, 41]. Therefore, the data should be secured using multi-level security mecha-
nisms, which provide more robustness against the various attacks that can influence the data in
the realistic scenario. This work contributes to delivering protection utilizing an amalgamation
of different cryptography/ encryption and steganography algorithms in the presence of attacks.
The first level of data safety is accomplished by encryption. In this process, the intended
information or message, referred to as the plaintext, is being encrypted using a defined
algorithm. A cipher is then generated. This leads to the procedure of encrypting a given
message or the user’s information in such a way that only authorized users can access it, not
the hackers. For technical reasons, an encryption scheme usually uses a pseudo-random
encryption key generated by an algorithm.

The second level of data safety is provided by the embedding mechanism called steganog-
raphy [20, 25, 36, 37, 43]. It is known as the art of hiding information within a carrier: image,
audio, video, etc. The mechanisms used for data encryption in this work are the Rivest-Shamir-
Adleman (RSA) [32, 33] and Quantum Chaos Encryption. The RSA is public-key cryptogra-
phy with extensive applications in business and personal communication sectors [6, 45]. The
variable key size of this mechanism is its foremost advantage. On the contrary, encryption
based on the Quantum chaos system [3], is a classical dynamical system which can be used to
describe the function developed for solving the computing of the quantum related issues in
which the perturbation fails to consider in small value, in theoretical apprehension and where
quantum is generally treated as large values of numbers. In this work, image is chosen as a
medium because these can be easily modified or manipulated using image processing tools
resulting in protection of respectability and credibility of medical images. Among the widely
used spatial domain steganography methods, Bit-Plane Complexity Segmentation (BPCS) [15,
21] steganographic procedure is suggested to insert secret scrambled information in a spread
image because of its high security and embedding capacity. But, the BPCS system does not
give attractive outcomes, mainly on account of periodic examples of chessboard or stripes.
There is a need to enhance the ordinary BPCS procedure. Thus this paper proposes a hybrid
technique that utilizes Improved BPCS (IBPCS) [7, 15, 27] to build the nature of implanting in
an image.

A standard comparison between cryptography and steganography defines that an encrypted
cipher that was visible in the document raises suspicion while it was sent, but the data that was
hidden in messages usually don’t get easily noticed. Also, standalone steganography is
considered a weak security mechanism in the scenario when a high intensity of security is
required. Thus blend of cryptography and steganography can provide a more effective and
efficient solution that can overcome the weaknesses of both. Such a hybrid security mecha-
nism consists of encrypting the message to be transmitted combined with its storage in the
cover image using the steganography technique resulting in a stego image. The resulting stego-
image will then be sent to the intended recipient across the internet or any other communica-
tions channel without raising suspicion [16, 18, 24, 60]. Even then, if an intruder gets hold of
this encrypted image file, then firstly, its steganalysis process is required to recover the
transmitted ciphertext that was embedded in the image, even if successful still the decryption
algorithm is necessitated so that message can be understood that makes it more insurmountable
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task. [11, 17, 19, 22, 26, 34, 35, 39, 50]. Applications in the healthcare sector require strict
security and timeliness demand compared to other factors needed in other security-related
applications.

This paper is organized as mentioned. Section 2 shows the related works; Section 3
explains the proposed model and corresponding algorithms; Section 4 gives set up parameters
and performance parameters. Section 5 presents the experimental results and their discussions
along with a comparison with an available mechanism followed by conclusion and references.

2 Related work

Table 1 presents an assessment of the security mechanisms available in the literature. After
analyzing all the above techniques, it is found that security of medical data still require higher
levels of security to achieve increased protection, robustness, and data integrity because the
stego-image is likely to be subjected to a certain number of manipulations, some unintentional
such as transmission noise and some intentional such as filtering, cropping, etc. Such distortion
is defined as attacks on the image. The performance of the distorted images is tested for the
robustness evaluation. Robustness indicates that the secret information embedded in the stego-
image can survive even if the image is subjected to any manipulation.

Hence, the proposed mechanism attempts to overcome the above factors and enables the
healthcare sector to achieve more significant data transmission security. This paper expects to
improve medical information transmission safety depending on the union of a steganography
technique and a hybrid encryption scheme to get a positively verified social insurance
framework. The hallmarks of the proposed method are:

& Quantum chaotic image encryption by quantum logistic map is used which not only
decreases the time complexity of the encryption mechanism but it also enhances the
overall security of the process by providing resistance to differential attacks.

& RSA is used to enhance security to much elevated level, as it is highly protective
mechanism with complex computational algorithm, which results in contributing promi-
nent security with little over head over speed.

& Improved BPCS mechanism is used for hiding the secret information which enhances the
Imperceptibility of crucial medical information in stego image. Randomization of secret
data makes the embedded data to become more intangible.

& Various attacks are applied on the scheme to provide the same scenario as for the practical
applications hence better security analysis can be done.

3 Proposed model

This paper depicts a hybrid healthcare security model that will ensure the security of the
patient’s medical data transmission in various peculiar conditions. The process for the pro-
posed technique is described in Fig. 2 and the steps are as follows:

(1) The confidential medical records of patient are first encrypted using the proposed hybrid
encryption mechanism that is developed from both Quantum Chaotic encryption system
and RSA encryption algorithms.
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Table 1 Survey of available techniques

S.No Author Features Disadvantages

1 Shehab. [49] • Survey report on security issues in IoT systems.
• Validation, trustworthiness, and confidentiality are

considered.
• Investigation on various types of attacks by

categorizing in low, medium, abnormal state and
amazingly abnormal state.

• Provided potential answers for experiencing these
attacks.

• Less robust.
• Sensitive to noise.
• Sensitive to scaling, cropping.
Noise attacks are not considered.

2. Mohamed Elhoseny. [14] • Proposed a hybrid security mechanism for
Healthcare sector.

• Proposal uses 2-D discrete wavelet transform, 1
level (2D-DWT-1 L) or 2-D discrete wavelet
transform 2 level (2D-DWT-2 L) as steganogra-
phy technique.

• Encryption schema is built using a combination of
AES and RSA.

• Attacks are not considered.
• Less security.
• Time complexity is more.
• Sensitive to noise attacks.
Sensitive to scaling, cropping.

3 Bairagi. [5] • Proposed three shading image steganography
approaches for securing data in an IoT
foundation.

• The first and third methodologies utilize three (red,
green, and blue) channels, while the second
methodology utilizes two (green and blue)
channels for conveying data.

• Dynamic positioning methods have been utilized
for concealing data in the deeper layer of the
image channels with the assistance of a common
secret key.

• Robustness is less.
• Sensitive to noise.
• Sensitive to scaling, cropping.

4 Anwar. [4] • Proposed a procedure to verify any sort of image
particularly medical images.

•Motive is to keep up the respectability, accessibility
and guarantee of electronic restorative data and
verify data for reproducibility.

• The AES encryption system is used initially.
• The ear print is implanted in this work, where seven

qualities were extricated as highlight vector from
the ear image.

• The proposed method improved the security of
medical images by sending them through the web
and verified them from being accessed by means
of any unapproved individual.

• Recovery of original data is
limited in presence of attacks.

• Time complexity is more.
• Security is less.

5 Abdelaziz. [1] • Survey on the security vulnerabilities and the
hazard factors distinguished in portable medical
applications.

• As indicated by hazard factor gauges, these
applications can be sorted into remote checking,
demonstrative help, treatment support, medical
data, instruction and mindfulness, and
correspondence and preparation for medical
services specialists.

• Eight security vulnerabilities and ten dangers
factors distinguished by the World Health
Organization versatile security venture in 2014
have been investigated.

• Data is not fully recovered in
presence of attacks.

• The computational cost is
higher.

• Compression time is longer.

6 Razzaqetal. [44] • Proposed a combined security approach dependent
on encryption, steganography, and watermarking
systems.

• Proposal is implemented into three phases; (1)
encoding the spread image utilizing XOR task, (2)
installing process done using least significant bits
(LSBs) for creating the stego image, (3)

• Implementation is complex.
• The computational cost is also

higher.
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Table 1 (continued)

S.No Author Features Disadvantages

watermarking the stego-image in both spatial and
recurrence spaces.

• Trial results demonstrated that proposed strategy
was particularly efficient and verified.

7 Jain. [23] • Proposed strategy exchanges the patient’s medical
data into the medical spread image by concealing
the information utilizing choice tree idea.

• The coding is done at various hinder that uniformly
conveyed. In disguise, secret code squares are
allotted to the spread image to embed the
information by the mapping system dependent on
broadness first seek.

• RSA algorithm was utilized to encipher the
information before embedding.

• Highest time complexity
• Become complex when data

size increases.

8 Yehia. [58] • Survey of different social insurance applications
dependent on remote medical sensor organize
(WMSN) that can be executed in IoT condition.

• Additionally, the security strategies utilized for
dealing with the security issues of medical
services frameworks particularly half and half
security systems are discussed.

• Data is not fully recovered in
presence of attacks.

• Higher computational cost.
• Compression time is longer.

9 Zaw and Phyo. [61] • Presented an algorithm dependent on separating the
first image to the collection of squares, where
these squares are building utilizing a change
procedure.

• The changed image is encrypted utilizing the Blow
fish mechanism.

• The consequence can be resulted in low correlation
and the increase in entropy by expanding the
quantity of squares and by utilizing increased
square sizes.

• Less robust due to spatial
domain.

• Robustness is less.
• Sensitive to noise.
• Sensitive to scaling, cropping.

10 Sreekutty and Baiju. [52] • Proposed a medical trustworthy verification
framework to improve the security of medical
image.

• The proposed framework is disintegrated into two
phases: 1) the assurance and 2) the verification.

• Through the assurance organize phase; the double
type of the secret information is inserted in the
high-recurrence part (HH) within the spread im-
age utilizing 2D Haar DWT recurrence space
strategy.

• After the verification stage, the extraction algorithm
is applied on the data to retrieve the original
spread image and secret data.

• Become complex when data
size increases.

• The computational cost is
higher.

• Compression time is longer.

11 Bashiretal. [9] • Proposed an image encryption system based on the
joining of moving image squares and the
fundamental AES.

• The moved procedure is utilized to separate the
image into squares.

• Each square comprises of numerous pixels, and
these squares are shuffled by using a move
method that shifts the lines and segments of the
first image in such a manner to create a moved
image.

• This shifted image is then utilized as an info image
to the AES algorithm to scramble the pixels of the
moving image.

• Robustness is less.
• Sensitive to noise.
• Sensitive to scaling, cropping.

12 Muhammad. [38] • Proposed an efficient, secure strategy for RGB
images dependent on dark dimension
modification (GLM) and staggered encryption
(MLE).

• Become complex when data
size increases.

• The computational cost is
higher.

• Compression time is longer.
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Table 1 (continued)

S.No Author Features Disadvantages

• The secret key and the information are encoded
utilizing MLE algorithm before mapping it to the
dimensions of the spread image.

• Then, a transposition is performed to the spread
image before information covering up.

• The utilization of transpose, secret key, MLE, and
GLM includes four distinct dimensions of
security to the proposed mechanism, making it
very difficult for a vindictive client to separate the
secret data.

13 Yinetal. [30] • Proposed an image steganography approach
dependent on Inverted LSB (ILSB) system for
verifying the transmitted face images from the IP
camera as the IoT gadget to the home server in the
LAN arrangement.

• The nearby home server fills in as a handling power
hub for the encryption of the stego images before
transmitting them to the cloud and different
gadgets for further preparation.

• Become complex when data
size increases.

• The computational cost is
higher.

• Compression time is longer.

14 Seyyedi. [48] • Proposed a safe steganography technique dependent
on scrambling the confidential data utilizing the
symmetric RC4 encryption strategy and installing
it inside the spread image dependent on the
apportioning approach with insignificant
corrupting of the quality.

• The spread image is parcelled into predefined 8 × 8
squares. Each square is controlled utilizing Integer
Lifting Wavelet Transform(ILWT)method, at that
point TSO (Tree Scan Order) is connected to each
controlled square to distinguish legitimate area of
confidential data.

• Robustness is less.
• Sensitive to noise.
• Sensitive to scaling, cropping.

15 Khalil. [28] • Proposed a technique that reviews the restorative
image quality debasement when concealing
information in the recurrence space.

• The secret plaintext was encoded utilizing RC4
encryption before the embedding procedure.

• The Discrete Fourier Transform (DFT) was used to
exchange the spread image into the recurrence
area by deteriorating it into its sinusoidal (sine and
cosine) principal segments in various frequencies.

• The results demonstrated that the nature of the
image is incredibly debased while installing
information near the low-recurrence groups (DC)
and this impact diminishes in the
upper-recurrence groups.

• Highest time complexity
• Become complex when data

size increases.

16 Abdel-Nabi and Al-Haj [2] • Proposed a crypto watermarking approach
dependent on AES standard encryption algorithm
and reversible watermarking information
concealing strategy to verify medical images.

• The results demonstrated that the proposed
methodology accomplishes both the genuineness
and trustworthiness of the images either in the
spatial area or the encoded space or the two areas.

• Data is not fully recovered in
presence of attacks.

• The computational cost is
higher.

• Compression time is longer.

17 Li et al. [31] • Proposed a secret image sharing plan perfect with
an IoT-cloud structure for embedding the secret
image shares.

• The proposed plot made out of two modules;
shadow images age module for producing the
secret shares dependent on the Shamir’s
polynomial,

• Highest time complexity
• Become complex when data

size increases.

Multimedia Tools and Applications (2021) 80:8039–80628044

RETRACTED A
RTIC

LE



(2) Then the encrypted data is being embedded in a cover image using Improved BPCS
technique to obtain a stego-image.

(3) The extraction from stego image is done using the same process in reverse order at the
destination or receiver side.

(4) Finally decryption of the original secret medical patient’s data is done.
Figure 1 depicts the generalised framework of proposed model for providing the

protection for the medical data transmission at both the source’s and the destination’s
ends.

The proposed model follows a reversible process. All sender side processes are implement-
ed in reverse order on the receiver side for the complete secret information recovery.

3.1 Encryption and embedding scheme

In the proposed model, the first level of security is provided by the cryptographic mechanism.
This mechanism is comprised of encryption and decryption processes. During the encryption

Table 1 (continued)

S.No Author Features Disadvantages

• And sharing key detailing module for implanting
the secret image shares into the spread image
dependent on a 24-ary notational framework.

18 Sajjad et al. [] • Proposed a space specific versatile cloud helped
system for redistributing the restorative stego
images to cloud for specific encryption.

• The visual saliency discovery model has been
utilized for recognizing the district of intrigue
from the transmitted image.

• The coordinated edge steganography strategy has
been utilized for installing the identified ROI in
the spread image and creating the stego image
which sent to cloud for specific encryption.

• Robustness is less.
• Sensitive to noise.
• Sensitive to scaling, cropping.

19 Parah et al. [40] • Two location vectors to be specific MAV (Main
Address Vector) and CAV (Complementary
Address Vector) have been created as
pseudorandom delivers to address the pixel areas
for further installing.

• LSB technique is used for disguising EPR utilizing
two/three RGB bit planes.

• Become complex when data
size increases.

• The computational cost is
higher.

• Compression time is longer.

20. Priya et al. [42] • Proposed a visually meaningful encryption
technique.

•Medical data is embedded in medical image to form
Water Marked Medical Image (WMMI).

• For steganography IWT is employed which is used
to embed this WMMI in reference image to form
visually meaningful image.

• Become complex when data
size increases.

• Only gray scale images are
used.

• Compression not used

21. Chatterjee et al. [10] • Optical Character Recognition (OCR) based Steg-
anography technique is introduced.

• The message, in its feature form, is embedded in the
cover image.

• Character level features from images are extracted,
containing the textual message, and then embed
these features in the cover image.

• Attacks are not considered.
• Highest time complexity
• Compression not used
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process, secret information SI is divided into two parts that are odd part (SIodd) and even part
(SIeven). The Quantum Chaotic encryption scheme is used to encrypt the Sodd part. Quantum-
based encryption techniques have the key advantage of sensitivity to initial conditions and
highly non-linear relationships between input and output. Some others are listed below in
Fig. 2. Also, in reference [13] exhaustive comparison of different encryption mechanism
give justification for this choice. To defend against cryptanalysis, evaluation of the
strength of encryption algorithms for differential attacks is suggested by researchers
[57]. This gauge is NPCR that is the number of changing pixel rates and the UACI;
unified averaged changed intensity randomness tests (Table 2).

The selected mechanism cleared both these tests and proved to be a robust algorithm
against differential attack. Many algorithms, like AES and many chaos-based algorithms, are
futile to clear these tests.

The RSA scheme is used to encrypt the SIeven part using the secret public key and private
key (d, v). The choice of this algorithm is also based on many factors. These are listed below in
Fig. 3.
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Fig. 2 Advantages of quantum chaos encryption mechanism
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The encryption process can be mathematically modelled as given in the following equa-
tions:

E1 ¼ Enc Quantum chaotic;Enc RSA; SIodd; SIeven; d; v; initial keysf g

SIodd ¼ Enc Quantum chaotic SIodd; initial keysð Þf g

SIeven ¼ Enc RSA SIeven; d; vð Þf g
The algorithm that is used in the encryption procedure is as follows:

0

Inputs: Secret plain text message
Output: Full encrypted cipher message

1. First divide original plain secret message into two parts that are Odd_message and Even_message.
2. Generate the Odd_cipher text by applying the Quantum Chaotic encryption scheme on the Odd_message.
3. Generate the Even_cipher text by using the RSA in which public key is taken as w and private key is taken as d for the

Even_message.
4. Construct the fully encrypted text by inserting both the Odd_cipher and Even_cipher in their corresponding indices.
5. Return Full encrypted cipher. 

Algorithm 1 Hybrid (Quantum Chaotic Encryption and RSA) [3][33][46] 

Table 2 NPCR and UACI test results

IMAGE
256*256

THEORETICAL NPCR CRITICAL VALUE

N*0.05 = 99.5693% N*0.01 = 99.5527% N*0.001 = 99.5341%
THEORETICAL UACI CRITICAL VALUE

U*−0.05 = 33.284%
U*+0.05 = 33.6447%

U*−0.01 = 33.2255%
U*+0.01 = 33.7016%

U*−0.001 = 33.1594%
U*+0.001 = 33.7677%

TECHNIQUE REPORTED
VALUES

0.05 level 0.01 level 0.001 level

Quantum Logistic Map
based encryption

99.612426% Pass
(For NPCR)

Pass
(For NPCR)

Pass
(For NPCR)

Quantum Logistic Map
based encryption

33.5012% Pass
(For UACI)

Pass
(For UACI)

Pass
(For UACI)

Public Key 
Cipher

No Key 
Distribu�on 

Needed
Uses complex 
Mathema�cs

Variable Key 
Size Highly Secure

Fig. 3 Advantages of RSA
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Inputs: Even _message
Output: Even_cipher text

1. Read the Even_message part and initialize the initial values for the process.
2. Then the image is transformed into the array of 32 bits to obtain the image transformation. Then the first logistic map

is iterated 1000 times (fig. 4),
3. Then the equation of the logistic map is iterated once again by using the new initial conditions. 
4. Now the values are obtained by using these equation: Ci=E (xi,li), Ci=E (yi,Ci), i=i+1. After that, condition for I is

checked, whether I <= (n m)/4.
5. If the value of I is less, then modify the value of r using functions Ci and zii.
6. Then the value of K is checked whether is true or not. If it is found to be true then Transform the output Matrix C(m

n/4) 1 into matrix C of size m*n.
7. If the value of the K is found to be false then set Matrix I equal to reverse of Matrix C, i=1 and set the value of the

K=true. After this, map is iterated again as described in figure 4.
8. Finally a cipher data is obtained which is known as Even_cipher text as the output.
9. To obtain the original Even_message reverse process is followed.

Algorithm 2 Quantum Chaotic Encryption [3]

Embedding of this encrypted information in cover image is achieved by Improved Bit
Plane slicing scheme (IBPCS) steganography technique. Choice of this mechanism is
based on an exhaustive survey described in reference [8]. In this paper, literature survey
on various hybrid security mechanisms is performed, under this many steganography
mechanisms had been tested like LSB substitution, Status bit based LSB substitution,

Taken the input image

Initialization of values Transformation of image into 32-

bit array

Iterate the logistic map 1000 

times 

Iterate once again using new initial 

conditions

Ci=E (xi,li), Ci=E (yi,Ci), i=i+1;

Yes

Modify the initial conditions using the 

given functions 

If 

I <=(Column*row)/4

If 

K=true

No
No

Set Matrix I equal to reverse of 

Matrix C, i=1 and K=true

Yes

Transform and output Matrix 

C((row*column) /4) 1 into matrix C

Fig. 4 Quantum encryption scheme
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visual cryptography etc. The motivation behind choice of IBPCS is originated from this
assessment [8, 46].

Inputs: Cover_image
Output: Stego_image

1. The cover image is first divided into different bit planes ranging from 0 to 7 for all three planes as shown in figure
5.

2. These bit planes are then converted into 8x8 block planes, and after this maximum complexity Cmax is obtained.
3. Another parameter α is calculated dynamically using chaotic map. Using these two parameters complexity

threshold, αCmax is obtained.
4. This complexity threshold, αCmax is further compared with the complexity value of each bit plane.

5. If the calculated complexity value of the given bit plane is found to be greater than the required one that is  αCmax
then the message is embed into it otherwise complexity of next plane will be compared. 

6. Before concealing the secret message, its complexity is also checked by using the same procedure as for the
blocks. If the message is found to be complex then it is concealed directly as such else its conjugate is calculated
and then embedding process is performed.

7. Finally, all the data blocks are embed in the cover image and Stego image is obtained. Complete procedure is
described in flowchart shown in figure 6.

Algorithm 3 Improved BPCS scheme [7][16]

3.2 Extraction and decryption scheme

After incorporating the cipher text into the cover image, resultant stego image is exposed to
insecure channel. At receiver side all the processes are executed in reverse order to get back the
secret information. Firstly, Improved BPCS technique in reverse order is carried to extract the
secret message and to retrieve the cover image. The extraction algorithm is described in
Algorithm 4.

Inputs: Stego_image
Output: Original_image, Cipher_text

1. The stego_image is firstly transformed into bit planes that are from 0 to 7 for all the three planes as shown in

figure 4. Then each of the planes is converted into 8*8 blocks.
2. Then, the complexity of each bit plane block is calculated. If complexity is found to be less than complexity

threshold (αCmax) then skip that particular block otherwise check the status of the conjugation of the secret
message.

3. Now extract the length of message from the last row, and now finally obtain the message from the bit locations 2-
56.

4. Repeat step 2 and 3 for all the blocks of bit planes as per the length of the message. Now, at the end secret medical
data is obtained from the extracted information.

Algorithm 4 Improved BPCS scheme (Reverse order)

8- BIT 
IMAGE

0-BIT 
PLANE

1-BIT 
PLANE

2- BIT 
PLANE

3-BIT 
PLANE

4-BIT 
PLANE

5-BIT 
PLANE

6-BIT 
PLANE

7-BIT 
PLANE  

Fig. 5 Division of the image into planes
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Final step is the decryption of extracted information. Decryption refers to the mechanism of
converting the encrypted cipher back to the user in the well-known pattern; this is the reverse
of the encryption process. The same key which was used by the sender will be used on the
cipher-text during the decryption process in Quantum but RSA is Asymmetric algorithm thus
requires no key sharing.

E2 ¼ Enc Quantum chaotic;Enc RSA; SIodd; SIeven; initial keys; df g

SI
0
odd ¼ Dec Quantum chaotic SIodd; initial keysð Þf g

SI
0
even ¼ Dec RSA SIeven; d; vð Þf g

The proposed decryption algorithm is provided in Algorithm 5.

Inputs: main_cipher (secret) message, initial key 
Output: secret (plain, text) message.

1. First divide the main_cipher message into the two parts that are Odd_message and Even_message.

2. Decrypt the Odd_cipher text by applying the Quantum Chaotic decryption scheme to obtain the Odd_message.
3. Then decrypt the Even_cipher text by using the RSA in which public key is taken as w and private key is taken as d to

retrieve the Even_message.
4. Generate the Full decrypted text by inserting both the Odd_message and Even_message in their particular indices.
5. Return Full decrypted original data. [59].

Algorithm 5 Hybrid (Quantum Chaotic Decryption and RSA)

Input
Divide the 

given image 

into bit 

planes

Now each 

plane is 

converted 

into 

8*8blocks

Secret data to be

embedded 

Then divide data into 

8*8 blocks

Find the 

complexity 

of each block
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maximum 

complexity and 

threshold for 

each block

Is the 

complexity 

greater then 

threshold?

No

Discard and take 
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Calculate complexity 

and Threshold of each 

block

Take the block for 

embedding

Is the 

complexity 

greater then 
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Yes

No

Yes

Conjugation process 

is done on block

Output

Cover Image

Stego Image

Fig. 6 Improved BPCS technique
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4 Simulation setup parameters

4.1 Setup parameters

Table 3 presents set up parameters considered while taking results of the techniques and Fig. 7
shows data set containing images used as cover image for the mechanism.

4.2 Performance metrics and attacks: [51, 53, 54]

& Peal Signal Noise Ratio (PSNR): It calculates the imperceptibility of the stego image
[59]. More value of PSNR reveals a better quality of the stego image or a higher
imperceptibility of the hidden message. It is also known as the ratio of the peak square
value of the pixels by mean square error (MSE).

& Mean Square Error (MSE): It determines the magnitude of the average error between the
two images i.e. original image and stego-image.

& Bit Error Rate (BER): It gives the probability about a bit that will be incorrectly received
at the destination due to the noise that will be encountered by the information [56]. It is
defined as the number of bits that are received in error divided by the total number of bits
that are being transferred.

& Structural Similarity Index Measure (SSIM): It calculates the structural similarity
between the two images that is original and stego- image [55]. The value range of this
parameter is between −1 and 1. When the two images are almost identical, their SSIM is
found to be close to 1.

& Correlation Coefficient (CC): It is defined as a correlation-based measure, and it also
measures the similarity between the two images. Its range lies between −1 to 1.

& Universal Image quality index (UIQI): It is a better correlated quality metric parameter
with the feature of perception of the HVS (Human Visual System) then the traditional error
summation methods. It is designed as the combination of the three factors namely: loss of
the correlation, luminance distortion and contrast distortion.

& The Jaccard similarity index or Jaccard similarity coefficient (JI): It compares
elements of two collections to identify similar and dissimilar components. It’s a gauge
of similarity for the two sets of information, with a range from zero to a hundred percent.
Higher percentage signifies more similar values.

Table 3 Setup parameter

Processor Intel (R) Core (TM)i3-5005U CPU@ 2.00 GHz 2.00 GHz
Operating system Windows 10
Image type jpg
Simulation tool MATLAB version: R2014a serial update 2
Text size used for embedding 15,30,45,55,100 bytes
Image Size 256*256
Color type RGB, Gray scale
Geometric Attack Flip in one dimension (column wise)
Antiocclussion Attack 1/16 part of Image is occluded
Salt and Pepper Noise Variation in Noise Density
Initial Keys used in Quantum Chaotic Encryption x(1) = 0.4523444336; y(1) = 0.003453324562;

z(1) = 0.001324523564; r = 3.9; b = 4.5; xn = 0.002; zn = 0.004;
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& Bhattacharya Coefficient (BC): It gives an approximate measure of the count of over-
lapping between two arithmetical samples which are two images (before embedding and
after embedding). It measures the relative closeness between these images.

& Intersection Coefficient (IC): This parameter provides a count of the same value of pixels
between two histograms. Intersection coefficient can be calculated using probability
distribution of two images (original and stego).

& Attacks

– Geometric Attack: These attacks are also known as de-synchronization attacks. These
are the geometric distortions that get introduced in an image and include operations such
as rotation, translation, scaling and cropping etc. They attempt to make the detection
process more difficult and sometimes even impossible. The distortion due to the geometric
attack is clearly visible in the image.

Flip Geometric Attack: This attack mainly flips the image upside down. Syntax:
u = flipdim(I, 1) where I is the given image and 1 is the dimension for the flipping
process.

– Noise Attack Analysis: These are the manipulations that are encountered when the image
is being transmitted over the communication channel. Various types of noise that are
considered as follows:

Salt & pepper Noise attack: It is referred to as on off pixels. Syntax: u =
imnoise (I, ‘salt& pepper’,d) where imnoisemeans addition of noise (salt and pepper), I
is the stego image on which the attack will transpire, d is noise density which is the
measure of noise to be added in the image. Its default value is 0.05. Salt and Pepper
noise is the type of noise which is an external disturbance that can be seen on the
images. It is also called as Impulse Noise. Reason of the occurrence of this noise is the
sharp and sudden disturbance that comes in the image signal. It can be observed as the
occurrence of small white and black dots on the image.

– Antiocclusion Attack: The occlusion attack test is to occlude the resultant image and then
observe the degree of restoration of the image or secret data. The final images with cutting
areas of 1/2, 1/4, 1/16, 1/64 are used for further processing.

5 Simulation results and security analysis

The proposed model is simulated and the security analysis is done by calculating the statistical
metrics. These parameters calculate the quality of the proposed security model. The obtained
results were evaluated based on the following statistical parameters; the Peak Signal to Noise
Ratio (PSNR), Mean Square Error (MSE), Bit Error Rate (BER), Structural Similarity (SSIM),

Fig. 7 Data set
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Structural Content (SC), Universal Image Quality Index (UIQI), and Correlation. The param-
eters are also calculated after the influence of various attacks on the stego image. For the
simulation part, gray scale and colored images have been tested by the proposed security
mechanism. The proposed algorithm does not devastate the characteristics of the original data
and the cover image.

5.1 Histogram statistical analysis in absence of attacks

The histogram of the original image and the stego image is found to be almost similar which
indicates that the level of imperceptibility of the secret data is very high and it will lead to more
security and high robustness. As the presence of data isn’t predicted by any non-intentional
recipient of information, thus it is at safe location for communication.

From the above histograms in Tables 4 and 5, it can be concluded that the original image
and the stego image have an almost similar histogram. The analysis is done on greyscale
images. The data considered here is 15, 20, 45, 55, 100, 128, 256 bytes. It shows that the
imperceptibility is very high in the proposed model and compared with other techniques.
Hence the data embedded in the images cannot be easily detected by the hackers. Therefore the
proposed method is high-quality in terms of this performance metric.

5.2 Comparative analysis in the absence and presence of attacks

This section provides a comparison of the proposed mechanism with state-of-art techniques
available in the literature. All results are evaluated using five different images, as shown in
Data set Fig. 7. The readings shown here are averages of all five outcomes for proper
readability of evaluation.

5.2.1 Robustness analysis

Robustness is a significant parameter to access a security mechanism. It can be computed by
possible attacks such as noise attack, removal attack, inversion attack, Gaussian attack, etc.
The Peak Signal to Noise Ratio (PSNR), Mean Absolute Error (MAE), andMean Square Error
(MSE) are its measures. Tables 6, 7, and 8 gives robustness analysis of the proposed
mechanism with available techniques in literature in the absence and presence of noise and
geometric attack; it can be observed that the proposed approach got better results in terms of
the different metrics like PSNR, MSE, MAE in the absence of attacks. The value for the PSNR
and MSE are found to be more generous in the projected method. Hence it has the competence
to be more robust and provide greater security. In the absence of attacks, the proposed method
has high values of PSNR for all sizes of data bytes with low mean square and absolute errors.

Tables 6, 7, 8, and 9 show results for PSNR, MSE, and MAE in the absence and the
presence of attacks. In the presence of geometric attack (flipping of stego image column wise),
the proposed method has high values of PSNR for all sizes of data bytes with low mean square
and absolute errors. This implies that even in the presence of attacks projected mechanism is
robust enough to withstand the attacks compared to other renowned mechanisms. In the
presence of salt and pepper noise, the proposed method has high values of PSNR for all sizes
of data bytes with low mean square and absolute errors. This implies that even in the presence
of attacks projected mechanism is robust enough to withstand the attacks compared to other
renowned mechanisms. From these tables, it is visible that the proposed mechanism provides
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optimum values of all the parameters in both scenarios. These optimum values ensure the
complete retrieval of information and cover image at the receiver side.

5.2.2 Security analysis

The security analysis compares the pixel values, probability distribution, and histograms
between the cover and watermarked images. A histogram is a graphical representation of the
distribution of the data. Various parameters used to measure the security are the Jaccard index,
UIQI, SSIM, etc. Tables 10, 11, 12, and 13 gives security analysis of the proposed mechanism

Table 4 Histogram analysis

15 BYTE 30 BYTE 45 BYTE
BEFORE                AFTER BEFORE            AFTER BEFORE                AFTER
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with available techniques in literature in the absence and presence of noise and attacks; it can
be observed that the proposed approach got better results in terms of the different metrics like
UIQI and SSIM in the absence of attacks. Hence it has the competence to be more secure and
provide greater protection to data. In the presence of noise and attack performance of the
proposed mechanism is modest.

As seen in Tables 10, 11, 12, and 13, different parameters show the projected mechanism’s
best values. Usage of the IBPCS steganography mechanism ensures hiding information in such

Table 5 Histogram analysis

55 BYTE 100 BYTE 128 BYTE 256 BYTE
BEFORE                  AFTER BEFORE                    AFTER BEFORE                 AFTER BEFORE               AFTER

Table 6 Robustness analysis in absence of attacks

REFERENCE 1[14] REFERENCE 2[42] PROPOSED MECHANISM

Images Data size (bytes) PSNR MSE MAE PSNR MSE MAE PSNR MSE MAE

1 to 5 15 24.51 230.02 0.95 30.16 62.66 0.28 71.38 0.005 0.0006
30 24.52 230.03 0.95 30.17 62.56 0.28 70.41 0.006 0.0007
45 24.51 230.16 0.95 30.17 62.47 0.27 68.87 0.008 0.0012
55 24.51 230.16 0.95 30.18 62.42 0.28 68.10 0.010 0.0014
100 24.51 230.42 0.95 30.22 61.83 0.27 65.28 0.019 0.0029
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Table 7 Robustness analysis in presence salt and pepper noise

REFERENCE 1[14]
under Salt & Pepper
Noise

REFERENCE 2[42]
under Salt & Pepper Noise

PROPOSED
MECHANISM under Salt
& Pepper Noise

Images Data size (bytes) PSNR MSE MAE PSNR MSE MAE PSNR MSE MAE

1 to 5 15 15.99 1634.0 1.55 16.43 1478.1 0.831 17.24 1227.1 0.579
30 16.12 1587.9 1.53 16.75 1374.6 0.823 16.83 1348.3 0.574
45 16.21 1556.0 1.47 16.71 1387.8 0.851 16.96 1310.1 0.591
55 16.32 1516.2 1.42 16.60 1422.5 0.836 16.66 1401.6 0.565
100 16.17 1571.5 1.51 16.57 1431.2 0.842 16.79 1361.9 0.551

Table 8 Robustness analysis in presence of geometric attacks

REFERENCE 1[14] under
Geometric Attacks

REFERENCE 2[42]
under Geometric Attacks

PROPOSED
MECHANISM under
Geometric Attacks

Images Data size (bytes) PSNR MSE MAE PSNR MSE MAE PSNR MSE MAE

1 to 5 15 15.35 2717.9 3.314 15.328 2788 3.286 15.37 2851.2 3.29
30 15.35 2717.8 3.314 15.328 2788 3.286 15.37 2851.1 3.29
45 15.35 2717.9 3.314 15.328 2788 3.286 15.37 2851.0 3.29
55 15.35 2717.9 3.314 15.329 2788 3.285 15.37 2850.8 3.29
100 15.39 2717.8 3.313 15.331 2785 3.284 15.37 2850.1 3.29

Table 9 Robustness analysis in presence of antiocclusion attacks

REFERENCE 1[14]
under Occlusion Attacks

REFERENCE 2[42]
under Occlusion Attacks

PROPOSED
MECHANISM under
Occlusion Attacks

Images Data size (bytes) PSNR MSE MAE PSNR MSE MAE PSNR MSE MAE

1 to 5 15 22.852 337.13 1.1297 25.326 190.75 0.50392 26.7593 137.134 0.22768
30 22.852. 337.15 1.1297 25.327 190.67 0.50393 26.7592 137.135 0.22796
45 22.851 337.26 1.1297 25.328 190.62 0.50345 26.7591 137.138 0.22848
55 22.850 337.27 1.1297 25.329 190.58 0.50287 26.7591 137.139 0.22860
100 22.848 337.50 1.1297 25.342 190.04 0.50185 26.7589 137.147 0.22964

Table 10 Security analysis in absence of attacks

REFERENCE 1 [14] REFERENCE 2 [42] PROPOSED MECHANISM

Images Data size
(bytes)

Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI

1 to 5 15 0.932 0.911 0.992 0.879 0.858 0.997 0.994 0.999942 1
30 0.930 0.911 0.991 0.879 0.858 0.997 0.994 0.999939 1
45 0.921 0.907 0.991 0.879 0.858 0.997 0.993 0.999937 1
55 0.919 0.906 0.991 0.880 0.858 0.997 0.992 0.999929 1
100 0.897 0.897 0.991 0.880 0.858 0.997 0.987 0.999931 0.99
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Table 11 Security analysis in presence salt and pepper noise

REFERENCE 1 [14] under
Salt & Pepper Noise

REFERENCE 2 [42] under
Salt & Pepper Noise

PROPOSED
MECHANISM under Salt
& Pepper Noise

Images Data size
(bytes)

Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI

1 to 5 15 0.888 0.373 0.945 0.842 0.373 0.949 0.949 0.450 0.958
30 0.888 0.384 0.946 0.845 0.390 0.953 0.947 0.432 0.954
45 0.882 0.386 0.947 0.845 0.389 0.952 0.946 0.433 0.955
55 0.881 0.391 0.948 0.845 0.385 0.951 0.943 0.424 0.952
100 0.859 0.386 0.946 0.844 0.384 0.951 0.941 0.429 0.954

Table 12 Security analysis in presence of geometric attacks

REFERENCE 1 [14]
under Geometric Attacks

REFERENCE 2 [42] under
Geometric Attacks

PROPOSED
MECHANISM under
Geometric Attacks

Images Data size
(bytes)

Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI

1 to 5 15 0.853 0.537 0.929 0.7833 0.4445 0.9285 0.8666 0.553 0.911
30 0.852 0.536 0.929 0.7836 0.4446 0.9285 0.8669 0.553 0.929
45 0.844 0.532 0.929 0.7835 0.4445 0.9285 0.8672 0.553 0.929
55 0.842 0.532 0.929 0.7839 0.4445 0.9285 0.8671 0.553 0.929
100 0.823 0.523 0.929 0.7839 0.4445 0.9286 0.8673 0.553 0.929

Table 13 Security analysis in presence of antiocclusion attacks

REFERENCE 1 [14]
under Occlusion Attacks

REFERENCE 2 [42] under
Occlusion Attacks

PROPOSED MECHANISM
under Occlusion Attacks

Images Data size
(bytes)

Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI Jaccard
Index

SSIM UIQI

1 to 5 15 0.923 0.904 0.98815 0.90369 0.88970 0.99330 0.97672 0.98585 0.99523
30 0.921 0.903 0.98815 0.90363 0.88975 0.99330 0.97665 0.98585 0.99523
45 0.912 0.899 0.98814 0.90374 0.88968 0.99330 0.97594 0.98585 0.99523
55 0.910 0.899 0.98814 0.90399 0.88970 0.99331 0.97480 0.98584 0.99523
100 0.891 0.891 0.98813 0.90392 0.88979 0.99332 0.97020 0.98584 0.99523

Table 14 Correlation analysis in absence of attacks

REFERENCE 1 [14] REFERENCE 2 [42] PROPOSED MECHANISM

Images Data size (bytes) BC CC IC BC CC IC BC CC IC

1 to 5 15 0.997 0.9840 0.9607 0.9864 0.9957 0.9276 0.99997 1.0000 0.9977
30 0.997 0.9840 0.9600 0.9864 0.9957 0.9277 0.99996 1.0000 0.9969
45 0.996 0.9840 0.9566 0.9865 0.9957 0.9282 0.99995 0.9999 0.9958
55 0.996 0.9840 0.9571 0.9865 0.9957 0.9275 0.99994 0.9999 0.9954
100 0.995 0.9840 0.9471 0.9867 0.9958 0.9278 0.99987 0.9999 0.9927
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regions that even in the presence of attacks, visibility of image and retrieval of data and cover
image accomplishes remarkable success compared to other renowned mechanisms in
literature.

5.2.3 Correlation analysis

Under this analysis, the correlation between different mechanisms is compared. Various
parameters like the Bhattacharya coefficient, Correlation coefficient, and Intersection coeffi-
cient, measure the similarity between cover mage and stego image so that presence of
information cannot be detected. The foremost strength of the proposed mechanism lies in
security imposed by hiding secret data in such regions of cover image that cannot be seen
easily, as shown by the proposed mechanism’s diverse coefficient values, which are very high
compared with existing mechanisms.

In Tables 14, 15, 16, and 17, it can be observed that all the coefficients are high for the
proposed mechanism for all data sizes. This implies that the projected mechanism has the
effectiveness to secure the secret information in both ideal and practical scenarios compared to
available mechanisms. Data reproducibility is 100% for all the mechanisms in the absence of
attacks. The presence of noises and attacks may hinder the complete retrieval of data.
However, as seen from a different set of results, given mechanisms provide the best results
in all aspects. Time complexity is one parameter of the proposed mechanism, which requires
improvement in comparison with other mechanisms. Due to the use of RSA, increased

Table 15 Correlation analysis in presence of geometric attacks

REFERENCE 1 [14] under
Geometric Attack

REFERENCE 2 [42]
under Geometric Attack

PROPOSED
MECHANISM under
Geometric Attack

Images Data size
(bytes)

BC CC IC BC CC IC BC CC IC

1 to 5 15 0.99704 0.85975 0.96077 0.98642. 0.85748 0.92762 0.99997 0.85943 0.99752
30 0.99704 0.85974 0.96003 0.98647 0.85749 0.92776 0.99997 0.85943 0.99697
45 0.99676 0.85971 0.95661 0.98656 0.85751 0.92823 0.99996 0.85943 0.99653
55 0.99676 0.85971 0.95710 0.98656 0.85750 0.92756 0.99994 0.85943 0.99548
100 0.99554 0.85962 0.94711 0.98675 0.85751 0.92788 0.99989 0.85943 0.99331

Table 16 Correlation analysis in presence of salt & pepper noise

REFERENCE 1 [14] under
Salt & Pepper Noise

REFERENCE 2 [42] under
Salt & Pepper Noise

PROPOSED MECHANISM
under Salt & Pepper Noise

Images Data size
(bytes)

BC CC IC BC CC IC BC CC IC

1 to 5 15 0.99573 0.8920 0.94821 0.98620 0.90307 0.91523 0.99889 0.91983 0.97752
30 0.99583 0.8948 0.94830 0.98646 0.90939 0.91694 0.99874 0.91229 0.97709
45 0.99566 0.8970 0.94479 0.98648 0.90822 0.91709 0.99881 0.91468 0.97688
55 0.99568 0.8998 0.94483 0.98664 0.90629 0.91714 0.99866 0.90931 0.97560
100 0.99455 0.8958 0.93734 0.98680 0.90562 0.91778 0.998731 0.91165 0.97482
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embedding data may cause higher computational complexity. Security is the higher priority for
this work; however, time requirements are equally crucial.

6 Conclusions

With the increased medical data transversal over communication networks, demand for
security of such crucial data has also raised manifold. The paper illustrates a multi-level
security architecture that provides hybrid encryption algorithms followed by a robust stega-
nography mechanism. This paper also considers the influence of probable attack and noise,
which are prevalent over communication channels. The following are the highlights of the
proposed scheme:

& Elevated randomness and superior key space of the encryption scheme used.
& The Improved Bit Plane Complexity Slicing (IBPCS) steganography preserves image

quality in comparison to other schemes in the literature as it embeds the information into
those portions of bit planes which have high complexity or randomness.

& The proposed technique has better PSNR and MSE values in absence of attacks in
comparison with the other state-of art technique. This prime strength of the mechanism
contributes towards providing higher level of security to the medical data crucial in
healthcare services.

& The proposed technique achieves an enhanced level of robustness against the attacks.
Hence the data is secured during the transmission.

& Time complexity, reproducibility and correlation are also comparable with other accepted
mechanisms.
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