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Abstract

Nowadays secure medical image watermarking had become a stringent task in telemedicine.
This paper presents a novel medical image watermarking method by fuzzy based Region of
Interest (ROI) selection and wavelet transformation approach to embed encrypted water-
mark. First, the source image will undergo fuzzification to determine the critical points
through central and final intensity along the radial line for selecting region of interest (ROI).
Second, watermark image is altered to time-frequency domain through wavelet decompo-
sition where the sub-bands are swapped based on the magnitude value obtained through
logistic mapping. In the each sub-band all the pixels get swapped, results in fully encrypted
image which guarantees the watermark to a secure, reliable and an unbreakable form. In
order to provide more robustness to watermark image, singular values are obtained for
encrypted watermark image and key component is calculated for avoiding false positive
error. Singular values of the source and watermark image are modified through key
component. Experimental results reveal that the proposed algorithm attains high robustness
and improved security to the watermarked image against various kinds of attacks.

Keywords Fuzzy ROI - Wavelet transform - Encryption - Key component - Watermarking

1 Introduction

Telemedicine based medical image diagnosis is done through various techniques like com-
puted tomography, ultrasound scanning, X-ray, magnetic resonance imaging, positron
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emission tomography. The investigative images are widely kept and it will undergo transmis-
sion for texture collection [§], image de-noising [2], segmentation [38], information hiding
[34], and compression [12]. Consequently, medical images are scattered via hospital intranet
and in the internet, where patient’s privacy information are available. However, hospital
intranet will lack in the security issues related to patient information results in data leak [11,
28, 30].

With reference to visibility, medical image watermarking is categorized into visible and
invisible domain [3, 19]. Further invisible watermarking is categorized into transform and time
domain approaches [19, 20]. In transform domain approach, the host image will undergo
transformation before embedding the watermark. Alternatively, time domain mechanism uses
changes in the pixel values with respect to watermark information. Transform domain are
classified into ridgelet transform [45], IWT [3], DCT [7], DWT [20, 21, 26], SVD [14],
moments transform [36], curvelet transform [49].

The rest of the article is organized as follows: In Section 2 state of art of medical image
watermarking is briefly presented. In Section 3 we discuss the fundamental concepts of
wavelet transform, logistic mapping and SVD. Section 4 describes about the proposed
algorithm in detail. In Section 5, results obtained from the proposed algorithm and perfor-
mance evaluation is described in detail. In Section 6, the conclusion is provided.

2 Related work

In medical imaging, various watermarking methods are proposed previously [1, 4-6, 9, 10, 13,
15-18,22-25, 27,29, 31-33, 35, 37, 39438, 50, 51]. In [37] Chao et al. have proposed bipolar
multiple base conversion for information hiding, where multiple data can be encrypted in a
single image. Acharya et al. [15, 42] proposes embedding patient’s information in two
different ways. In [42], authors use error correction (EC) scheme, which improves the Least
Significant Bit (LSB) algorithm efficiency in medical image transmission and storage, where
the medical image is embedded with patient data. Same author in [15] uses coefficients of
discrete cosine transform (DCT) for embedding graphical signals and text data in the last bit of
DCT. Zainet al [48] proposes medical image authentication through obtaining region of
interest (ROI) in the spatial domain. In [44] author proposed a multiple watermark method
results in good imperceptibility and detecting the tamper in medical images for privacy control.
Block based schemes proposed by Wu et al. in [5, 32, 45], uses modulo operation with
adaptive watermarking technique results in tamper detection and recovery. In [9, 24, 43]
author uses region based medical image watermarking (MIW) along with adjacent pixel value
differential expansion method for authentication and security enhancement.

Chaotic systems and Region of Interest (ROI) become more sensitive in the past few years
for maintaining the robustness of the watermark. Medical images can be segmented into ROI
(Region of Interest) and RONI (Region of Non-Interest). This is to increase the diagnostic
purpose and authenticating medical images. ROI section includes the useful region for
diagnostic, whereas RONI represents the black background of the image. ROI based method
proposed in [41], divides the medical image into blocks and uses LSB based substitution
method in RONI region for watermark embedding. In [29] Wu et al. presents a watermarking
method in medical images for contrast enhancement. Similarly, in [1], an author uses hybrid
technique for medical images, which combines encryption and watermarking. Additionally in
[4, 35] authors proposed dual watermarking methods, both in ROI an RONI region, tamper
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detection and recovery information of medical images. In [17] parameter o determines the
objective function along with neighbourhood effect, which maintains a balancing solution
between robustness and preserving the homogenous region. Subsequently an expert knowl-
edge is introduced into the FCM model to form Supervised FCM algorithm (S_FCM).

Das and Kundu [9] developed a blind, fragile and ROI reversible watermarking scheme.
This system joins lossless compression and encryption to hide DICOM metadata, image hash
and tamper localization information into digital medical image. Secure Hash Algorithm (SHA-
256) is adopted to calculate the ROI hash. Medical image integrity is confirmed by comparing
the embedded and recalculated hash data. Eswaraiah and Reddy [10] presented a fragile
watermarking method for validating the integrity of ROI, identifying the manipulated blocks
inside ROI and recovering the original ROI region. In this technique, the medical image is
divided into three parts; ROI, RONI and border region. The hash code of the ROI is computed
using SHA-256 and hidden in the border region. Authentication and ROI recovery information
are encoded into the RONI. Several limitations can be observed in these schemes [9, 10]; the
ROI part needs to be defined manually, the ROI can only be retrieved after extracting the
concealed data, and a substantive location map is required for extraction.

Gao, et al. [14] present a reversible watermarking approach to achieve contrast enhance-
ment of ROI and tamper detection against attacks on the ROI. The watermark is embedded
along with distortion-less contrast enhancement of the ROI by expanding of the peak-pairs of
the ROI histogram. The feature-bit matrix created from the ROI is encoded into the LSBs of
the background pixels to ensure the reversibility of the ROI. The major limitations of this
approach are the need for embedding the feature-bit matrix and only the ROI part of the image
can be retrieved at extraction. A novel medical image authentication approach was proposed
by Balasamy et al. [3] using Discrete Wavelet Transform (DWT) and Particle Swarm
Optimization (PSO). This approach finds optimal wavelet coefficients for concealing the
watermark data using PSO to produce a watermarked image with low distortion. The extrac-
tion process does not require auxiliary information, but this approach has high image defor-
mation in comparison to the low hiding capacity of the technique. Yang,et al. [39] propose a
reversible and high capacity data hiding scheme for secure archiving of medical images. The
contrast of the ROI part is enhanced by extending the gray-scale values and encoding the data
into peak bins of the extended histogram without stretching the histogram bins. The remaining
large data is embedded into the RONI part without considering visual image quality. Evalu-
ation of the scheme shows low invisibility between the original image and watermarked
versions in terms of Peak Signal to Noise Ratio (PSNR) and Structural Similarity Index
(SSIM) due to applying contrast enhancement to the watermarked images. Pan, et al. [45]
presents a fragile reversible watermarking approach for digital radiographic images. This
technique differentiates the background from anatomical details within the image. Histogram
Shifting (HS) modulation is used to encode the watermark into the background section while
HS is applied to wavelet detail coefficients of the anatomical object, encoding watermark data
with the image quantum noise. This scheme delivers a reasonable visual image quality, but
hiding capacity is very low. Another approach [47] uses input image to S FCM clustering to
create LAWS S FCM variant. To reduce the noisy pixels on segmentation, weighted-sum
image (WI) is calculated through the original N x M image (/) and convolving LAW 5 x 5.
However, this results in the high image deformation. The computational requirements other
than ROI detection are not calculated in our work.

Our research proposes a blind, fragile and reversible watermarking technique for encoding
the watermark into the cover image by extracting smooth ROI and to confirm authenticity and
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integrity of both image pixel data and image header. The scheme embeds the data into smooth
blocks inside the ROI to achieve a watermarked image with low distortion. The proposed
scheme uses closed watermark for embedding, which is more secure. Encryption is done for
analysing the correlation coefficient between two data sequences in order to avoid the loss of
information, due to low correlation among the pixels that are adjacent. At extraction, the whole
original image is fully recovered without the need for location map. The proposed method has
been evaluated based on defined medical image watermarking requirements and compared to
recent reversible watermarking approaches to verify its efficiency.
Our proposed system deals with the three main contributions,

i) Identifying the region of interest (ROI) through fuzzy based model by determining the
critical points along the radial line and incorporating the spatial function with membership
function, results in increase in the compactness of partitions.

il) The encryption algorithm which we proposed operates on the frequencies in the wavelet
transformed images, and the sub-bands of the images are swapped based on the magni-
tude value obtained through logistic mapping in the each sub-band by which all the pixels
get swapped, results in fully encrypted image.

iii) To make proposed system from providing more security and avoiding false positive

error, Key Component is calculated from the encrypted watermark image and embedded
into the DWT transformed source image.

3 Fundamental concepts
3.1 Wavelet transform

The implementation of the DWT is achieved through decomposing the source signal
into high and low passes filters. This technique is generally called as multi-resolution
analysis (MRA), where the signal is discretized based on the varying frequency bands
and resolution.

Standard DWT decomposition results in four sub-bands. At first level of decomposition LL,
LH, HL, and HH sub-bands are obtained. L and H denote high and low frequency components
respectively. The fine scale wavelet coefficients of detail images are represented by LH, HL, &
HH and coarser level low frequency coefficients of approximation image are represented by
LL. Coefficients thus obtained from DWT of approximate and detail sub-bands in the source
image are fundamental features.

3.2 Logistic mapping

The logistic map is a chaotic behaviour [15, 44, 47, 48] of non-linear mathematical equation to
represents the complex equations in polynomial form, which is represented in Eq. 1

X1 = pxn(1=x,) (1)

Wherex, € [0, 1] that represent the ratio of standing population to the maximum potential
population. The values for the parameter 1 are in the interval [0,4] and a property value of the
logistic map lies between 3.57 to 4.
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3.3 SVD

Today almost every watermarking method is proposed as hybrid schemes (combining two or more
transforms). A hybrid scheme utilizes the features of the combined transforms to attain the proposed
system goal. This attainment is possible only if exact selections of the transforms are done. Three
matrices namely U, S and V'are obtained by decomposing a matrix through SVD, where all the
matrices U, S and V7 represents the exact size of the source matrix as given below in Eq. 2,

M =Usv" (2)

Where S represents the singular values, and U and VT are singular vectors, respectively.
3.4 Avoiding false positive error

In spite of the strength and robustness of SVD-based medical image watermarking that conceal
the watermark by singular vector modification, but these systems fails in determining the
rightful ownership issue because they are not resistant to false positive error. The representa-
tion of SVD based watermarking is shown in Eq. 3,

Ly = I+ oL, (3)

In his watermarking scheme, the watermark will undergo SVD and the embedding procedure
is achieved by modifying the /j, (singular values) by incorporating /,,,,(watermark) and finally
scaling factor «v is multiplied with it. However, when false matrices are supplied it will result in
the false watermark. If this issue continuous, final generated matrix will totally associated with
false watermark, results in the false positive error. To overcome this issue, key component
(KC) of the watermark is calculated through singular value and embedded into the watermark.
The key component can be calculated as represented below in Eq. 4,

KC=UxS (4)

4 Proposed fuzzy based ROl segmentation and watermarking method

Our proposed method starts by finding region of interest (ROI) of source medical image
through fuzzy method, and second level wavelet decomposition is carried out along with SVD
to the source medical image. Watermark image will undergo 2-level DWT and permutation is
applied on 2nd level sub-bands and substitution is applied on 1st level sub-bands. Singular
value decomposition is applied on permuted watermark image and key component is calcu-
lated and then singular values of source medical image and watermark image are modified.
Watermarked image is obtained by performing inverse wavelet transformation. The
watermarking process is represented in Fig. 1.

4.1 Fuzzy based ROI selection
Using ROI regions for embedding the watermark, the pixels in those regions will deform,
which results in wrong diagnosis. On the other hand, RONI watermarking approaches embed

watermarks in areas that unimportant in medical diagnosis, but they have several drawbacks
such as they can be only implemented if RONI exists, the amount of information to be
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embedded depend on the RONI area size and ROI may not be protected against malicious
attacks. The representation of ROI extraction is shown in Fig. 2.

One of the unsupervised systems for clustering is Fuzzy C-Means (FCM) clustering [20],
which has extensive reputation. These promising methods are widely used in the applications
like medical imaging, image segmentation and remote sensing and uses spatial locality [51] for
clustering. Our method integrate this method with SS_ FCM method, to form a new hybrid
system, which membership value function of the neighbourhood pixels. The general repre-
sentation of the spatial function is shown in Eq. 5,

Si = Yjennp,) Ui (5)

Uy represents initial membership function and NB(py) represents a square 5 5 window
centred at pixel(py).

The spatial function is incorporated in the membership function and resultant function is
represented as shown in Eq. 6

urs
Ul = "% 6
IS o

The membership function U} is calculated and incorporated into the spatial function S} by
partitioning the host image pixel into ¢ clusters. Defuzzification is done to cluster the data
points that provide hard labels to the pixels. Resulting segmented image is obtained by
maximum membership method.

ROI of the proposed system is obtained by identifying central point in the host medical image
and forming the radial lines from that point. In general, radial line is used for pattern development
of any objects that have a tapering form with lines converging to a common point. In proposed

Medical Fuzzy based Apply SVD
—>| —>
Image ROl selection 2 Level DWT Hy = Uisv!
In 2" [evel decomposition Using
Permutation on Chaotic map Substitution based on
Wat k i i i
atermar 5 Level DWT all seven sub- magnitude value, if value is
Image bands using 0 < i< 0.50then LL, & HH, and if
chaotic map value is 0.51 < i < 1.0 then
LH, & HL,

v Modification of
In singular values |
15¢ level decomposition using Apply SVD CCaIcuIatetKelg/c using Key
same chaotic map substitute E; = UEiSEiVETi omgonen (ke Components (KC)
LH, < HL, and KCi = Ugi * Sgi S =5, +o KC
HH, + HL, + LH,
HH; & ————————
3
Watermarked | _ Combining Inverse DWT
Image N ROI and RONI

Fig. 1 Watermark embedding procedure
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system, radial lines are used for determining the critical points from the converging common point.
ROI of the medical image is obtained with high non-linearity, results in imposing two boundary
conditions. First one is the determination of critical points, having three inputs i) intensity at the
centre of ROJ, ii) radial line in the final intensity and iii) intensity at the current point.

In our fuzzy system, only one output point is determined, which is either value 1 (inside
ROI) or value 0 (outside ROI). While executing all the three input rules at same time, it is
observed that all radial line (input 1 and input 2) are not varying as much, but the critical points
are calculated either outside or inside ROI as represented in Fig. 3.

The introduced intensity difference rules have been reduced to only 12 rules (as represented
in Table 1). Two cases PS (positive small) or NS (negative small) only exists in the rules,
which reduces the total proposed system reduction in rules to 62%. The major reason for rules
reduction is the variation that exists between inside and outside ROL.

4.2 Proposed encryption method using logistic map

The proposed encryption algorithm starts with a sequence of bytes in the 1D transformed
image. Logistic mapping is applied on the 1st and 2nd level sub-bands of the wavelet
transformed watermark image to provide fully encrypted image. So we use independent
logistic map to exchange pixel positions are represented in Eq. 7,

X1 = gy (1) (7)

Where j >0, x initial seeds€[0, 1] then we follow the steps to encryption:

Process 2 level wavelet transformation on watermark image
Convert each sub-band of size M X N to one array Z° of size 8 X M x N
Specify iteration of logistic map r =1,2, ..., R where R no. of round on all sub-bands
Specify initial condition,
e keys of encryption x
e« = 10%is constant to scale x],, and compute d = floor[log,, z] + 3
o o"value of secret key according round
o r=1andZ" = Z° where Z"image array at round r,
e X=x,Y=yp
5. Handle the array of Z consecutive using loop i = 0toi = Z — 2 then a new position j is
computed by using the chaotic function as in eq.(11),

j=1i+1+[floor[aX;s;Jmod H - (11)

N~

Where H is initialize Z — i, i.e it decrease every iteration by 1 because modular operation select
value of aX; 1 > H.

6. The elements of 2" level sub-bands are transformed based on Z" magnitude value,
ifvalue is 0 < Z" < 0.50 then LL, <> HH, and
ifvalue is 0.51 < Z" < 1.0 then LH, < HL,

7. The elements of 1° level sub-bands are transformed based on Z" magnitude value
ifvalueis 0 < Z" < 0.50 then
LH, & HL, and

HH, + HL, + LH,

HH
1< 3
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— RONI

a

Fig. 2 a Image representation with ROI and RONI. b ROI contour. ¢ ROI extraction

4.3 Watermarking algorithm
Embedding process is given below,

Read the source medical image S

Segment ROI through fuzzy based segmentation method as explained in section 2
Apply 2-level DWT on Segmented ROI of S, S=[LL,, HL,, LH,, HH,]

Apply SVD to HH, sub-band

Eal A e

HH; = U;S;VT

Read the watermark image W

Apply 2-level DWT on W, W=[LL,, HL,, LH,, HH,|

Use logistic map for encryption as explained in section 4.1
Apply SVD to HH, sub-band Encrypted image E;,

e

Ei = UgSkVE
9. Calculate Key Component
KCi = Ugi*Sgi
10.  Modify the singular values of source and watermark image using Key Components (KC)
S, =8, + «KC;

11.  Apply Inverse DWT
12. Combine ROI and RONI region and finally watermarked image is obtained.

Extraction process follows,

a b c d

Fig. 3 a Centre point. b Radial line. ¢ Critical points. d ROI contour
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Table 1 Rules for intensity difference for selecting ROI in medical images

Rule: 1-3 IF Leonire 15 Zero AND Linar is Low THEN Liierences NS
Leonire 1S Low Lina is Medium
Leopire 1s Medium Lfina is High

Rule: 4-6 IF Leonyre 1S Zero AND Lfinar is Medium THEN Liigerencels NB
Icem‘re is Zero I/ina/ is ngh
Leonsre 1S Low Lfinar 1s High

Rule: 7-9 IF Leenire 1s Low AND Linar is Zero THEN Liiferenceis PS
Leonire 1s Medium Ljyar is Low
Leenire is High Leopsre 1s Medium

Rule: 10-12 IF Leentre is Medium AND Lfinar 1s Zero THEN Liifierenceis PB
Lenire is High Linar 1s Zero
]z'()ntrc is Hi lgh Iﬁmzl is Low

(h)
Fig. 4 Different kinds of medical images (CT images, MRI images, US images)
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8

7

6
gs
L ® Gunjal BL et. al (40)
=4
w m Lin C-H et.al (41)
23
= m Seyed M M et.al (42)

2

® Proposed Method
1
0
Embedding Time Extraction Time
MODELS

Fig. 5 Comparative analysis of computational efficiency for detecting ROI

Read the watermarked image W;

Segment ROI through fuzzy based segmentation method as explained in section 2
Apply DWT on the segmented ROI

Apply SVD to HH, sub-band Encrypted image E,

Calculate Key Component

hAE Rl

KCyy = Upg*Sk;
6. Modification of singular values using Key Components (KC)
S; = Sr=KCy;

7. Use same logistic map for decryption as used in encryption and shuffle the sub-bands to
obtain original watermark image.

100
Z 95
e
g 90 -

85
é %0 =—4—FCM
g e —m—SS_FCM
c _
£
e 70 . —heS_FCM
§ 65 == Proposed Method

60 T T T T |
0.02 0.04 0.06 0.08 0.1

Noise Variance

Fig. 6 Average segmentation accuracy vs noise variance(gaussian noise with variance 0.1)
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100
> ———
90

0 ‘x%
=== FCM

% Segmentation Accuracy

80 -
——SS_FCM
75 ——
S_FCM
70 -
65 ==>é=Proposed Method
60 T T T T ,

2% 4% 6% 8% 10%
Noise Density

Fig. 7 Average segmentation accuracy vs noise density(10% salt and pepper noise)
5 Experimental results

The proposed system performance is assessed over simulation experiments using MATLAB
2017b with a system configuration of 8 GB RAM and core 17 processor of 2.2 GHz. The
proposed system is evaluated with sixteen medical images of size 512 x512 including
CT,MRI, ultrasound (US) and one watermark of size 64 x64 is used, which are shown in
Fig. 4 and Table.5. The metrics used for performance evaluation are capacity, complexity,
robustness, reversibility and imperceptibility. The three ROI based watermarking schemes are
simulated in MATLAB with unoptimized program code. In order to have a fair comparison,
only the ROI extraction phase computational times are calculated without considering the time
required for embedding and extraction computation.

The simulation time is averaged for 10 images considering the cameraman image and
copyright image as watermark images. It is observed from the bar plot of Fig. 14 that our
proposed scheme has lower computation time in ROI extraction of both watermark embedding
and extraction stages (Fig. 5).

5.1 Performance analysis for proposed fuzzy ROI selection algorithm

The Gaussian noise at various levels against segmentation accuracy is represented in Fig. 6. It
shows that proposed method is stable with various noise levels at increasing rate while FCM
and SS FCM are decreased rapidly. However, while adding salt and pepper noise, the
efficiency of S FCM is decreased which is shown in Fig. 7.

Computational complexity for ROI detection with CPU time for manual detection and
automatic detection are analysed. It shows that the computation-intensive multiplications are

Table 2 Comparative analysis of ROI detection methods

Parameters Gunjal BL et. al [42] Lin C-H et.al [43] Seyed M M et.al [44] Proposed Method
Image type All Medical Medical Medical
Reversibility Reversible Non-Reversible Non-Reversible Reversible
Capacity Low High Low High

Detection type Manual Manual Automatic Automatic
Computational time ~ Low High High Low
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Table 3 Average results of proposed method tested on the brain image and lung CT scans dataset

Fuzzy Methods Brain MRI Images Lung CT Scan

pclndex pelndex pclndex pelndex
FCM [19] 0.8992 0.0934 0.9003 0.0750
SS_FCM [36] 0.9216 0.0816 0.8807 0.0739
S_FCM [7] 0.9424 0.0458 0.9504 0.0476
SS_ FCM_W [13] 0.9097 0.0804 0.8959 0.0729
SS FCM_LAWS [47] 0.8997 0.0863 0.8940 0.0767
Proposed Method 0.9534 0.0437 0.9608 0.0424

completely eliminated automatic detection cases. The proposed ROI detection method is
compared with previous detection methods are shown in Table.2. The soft computing based
ROI detection shows better region selection, when compared with previous methods as shown
in Fig. 5.

5.1.1 Fuzzy ROI evaluation

Coefficient and entropy index are used for evaluating the fuzzy algorithm performance, which
are represented as pclndex and pelndex. The measurement of the fuzziness degree is shown in
Egs. 8 and 9,

pelndex = 722:12;1 Ulz’
n

(8)

i1 [UylogUy]
n

pelndex =

©)

One of the direct measurements for evaluating segmentation algorithm is Segmentation
accuracy (SA) is calculated as shown in Eq. 10,

SA — #correctly classified pixels

10

total # of pixels (10)
Datasets were described to test and evaluate the proposed method on various experiments
shows that better performance is obtained when it has the maximum pclndexvalue and
segmentation accuracy, but pelndex value is minimum. Table 3 represents the results of
different algorithms test on brain MRI images and Lung CT scans.

Table 4 Correlation coefficients of the original and cipher-images using various encryption schemes

Encryption methods Vertical Horizontal Diagonal
Our Method 0.5554 0.5496 0.5126
Radwan’s [35] —0.0038 —0.0124 —0.0090
Rhouma [39] —0.0256 0.2725 —0.0661
Decom-Crypt[Y.Zhou] [51] —0.0350 0.0285 —0.0102
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(] 100 200

(a) (b) © (d)

Fig. 8 Correlation between original and cipher image

5.2 Performance analysis for proposed encryption method

Various image sizes as represented in Fig. 4 (g) are considered for evaluating the proposed
encryption method performance. Table 4 lists the results of various encryption algorithms with
respect to NPCR and UACI. The resultant values shows that UACI is closer to 33% and
NPCR value is closer to 99%, which means that proposed algorithm is secured to various kinds
of attacks.

5.2.1 Analysing correlation between images

The methods that are used to measure the randomness of an image are correlation analysis,
which avoids the loss of information, due to low correlation among the pixels that are adjacent.

Table 5 Comparing proposed scheme NPCR and UACI results with various encryption methods

Image  NPCR UACI
[35] [39] [51] Proposed [35] [39] [51] Proposed

Encryption Encryption
Method Method

a 09012 09127  0.9692  0.9941 03012  0.3145 02147  0.3354

b 09124 09241 09757  0.9924 03004  0.3201  0.2416  0.3368

c 0.9245 09258  0.9780  0.9958 03102  0.3185 02319  0.3314

d 0.9041 09127 09509  0.9953 03018  0.3210 0.2514  0.3391

e 09143 09327 0.9454  0.9967 03057  0.3197 02134 0.3318

f 0.9257 09512 0.9415  0.9947 03081  0.3178 0.2612  0.3354

g 09343 09432 09397  0.9952 03051  0.3185 02513  0.3316

h 09147 09511  0.9581  0.9962 03068  0.3211 02214  0.3352

i 09150  0.9323  0.9452  0.9943 03082  0.3179 02261  0.3324

j 09314 09531 0.9348  0.9942 03058  0.3245 02315  0.3318

k 0.9417 09514 09512  0.9913 03067  0.3199  0.2241  0.3327

1 09143 09127 09153  0.9954 03059  0.3177  0.2354  0.3338

m 0.9257 09327  0.9257  0.9968 03073  0.3183  0.2613  0.3375

n 0.9345 09512 09314  0.9925 03063  0.3213  0.2413  0.3358

o 09146 09432  0.9328  0.9923 03025 03175 02146  0.3364

p 09154 09511 09412 0.9912 03077  0.3255  0.2365  0.3359
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3
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(a) (b) (©)

Fig. 9 Histogram analysis of different methods

Calculation of the two data sequences for analysing the correlation coefficient is represented in
Eq. 11,

E (p—up) q—uq)

CORR(P, Q) = —
r9q

(11)

where p is a sequence of adjacent pixels and ¢ is the neighbouring pixels that corresponds to
any one of the diagonal, horizontal and vertical directions. j,and p represents the p and q
mean values respectively. The standard deviations of p and q are represented as o, and o,.
Fig. 8 shows the correlation among original and cipher images where the coefficients are in the
range of [0, 1] as shown in Table 4.

The methods that are used to measure the change in the pixel values are Number of Pixels
Change Rate (NPCR) and Unified Average Changing Intensity (UACI). They are represented
as shown in Egs. 12 and 13,

Z%:lziv:lD(m,”)

NPCR =
MN

x 100 (12)
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Fig. 10 Performance comparisons of various methods under varying embedding rates of various medical images
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Table 6 Performance comparison of proposed scheme based on embedding rate

Fuzzy ROI Embedding Rate PSNR

Proposed [26] Proposed [26]
1% 0.010 0.0019 54.32 68.43
5% 0.060 0.0097 54.27 61.35
10% 0.10 0.020 54.26 58.31
15% 1.08 0.029 54.21 56.54
20% 1.25 0.039 54.19 55.34

U [gu [Crlm,n)=Co(m, n)|

ACT = ——
VAL =3 |2 G-1

x 100 (13)

where C; and C, are two encrypted images having minor changes with respect to original
images. The image width and height are represented as m, n and function D(m, n)is the number
of variations that exists between C; and C,.The experimental result of proposed method is
compared with various schemes are shown in Table 5.

5.2.2 Histogram analysis

To evaluate the proposed system for histogram analysis, we compared it with the methods of
Rhouma, Radwan, and Decom-Crypt and the results are shown in Fig. 9.

Table 7 PSNR comparison of various methods

Proposed Method
Host Image ‘Watermark [5] [6] [8] [9] Encryption + Fuzzy R.O I+
watermarking Encryption +
Watermarking
45271 44.843 48327 49.029 49.243 49.419
46.521 41.381 44367 48.543 49.021 49.357
45287 43.623 46.529  49.627 49.351 49.513
43270 41.823 45419 48.721 49.217 49.309
44827 40.287 46.524 47.571 49.097 49.201
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Table 8 Comparing robustness in terms of average NC

Attack Attack MXK. OMA. YL.Lu R Proposed Method
Type Degree Kundu Wershi et al. Keshavarzian
et al. et al. et al. Without With Fuzzy
Fuzzy ROI ROI
Gaussian ~ Window 3x3 0981 0985 0.987 0.992 0.991 0.997
LPF size 4x4 0.847 0812 0.894 0.912 0.901 0.954
Sharpening Window  3x3 0.975  0.947 0.981 0.987 0.972 0.989
size
AWGN Variance  0.001 0.832  0.744 0.796 0.815 0.794 0.851
Salt & Density 0.1 0.941  0.843 0914 0.901 0.891 0.924
pepper
Histogram Equalization 0.981  0.968 0.971 0.946 0.937 0.956

Fig. 9 (b) represents the Rhouma’s method, which is having non-uniform distribution of
histogram, which is similar to Decom-Crypt in Fig. 9 (d). However, our proposed method
shown in Fig. 9 (e) shows equal distribution of histogram as similar to Radwan’s scheme in
Fig. 9 (c). This result shows that proposed scheme is having better or equal performance than
other methods.

5.3 Performance analysis for proposed watermarking

Peak Signal to Noise ratio (PSNR) and Normalized Cross Correlation (NCC) are the two basic
parameters that are used to measure the watermarking strength in the watermarked image. The
proposed method achieves better results than other existing watermarking algorithms, which is
shown in Fig. 10. The algorithms proposed in [26] are having low watermarking strength when
compared to the proposed scheme, which is represented in Table.6. PSNR comparison for
different schemes is detailed in Table 7. Features taken into consideration for comparing
various schemes are represented in Table 8.
To estimate the quality of the image, PSNR is calculated as shown in Eq. 14,

2552

PSNR = 10log,,

(d)
Fig. 11 aand ¢ 0.2 density salt & pepper noise watermarked medical images b and d extracted watermarks from
various medical images of salt & pepper attack

(b)
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d)

(b)

Fig. 12 a and ¢ 0.1 density gaussian noise watermarked image b and d extracted watermarks from various
medical images undergone gaussian attack

NCC is used to calculate the correlation coefficient between the original and extracted
watermark. It is represented in Eq. 15

W]_, X Wq W W’
= k
NCC = = k (15)
Wp ><Wq 2 Wp ><Wq )
k=1 Wkli=1 Wk

Where wy and w;( are the original and the extracted watermarks respectively. NC comparison
for various methods is represented in Table 8.

5.3.1 Analyzing robustness of watermark

To analyze the proposed method on basis of robustness on geometric and non-geometric
attacks, experiments are conducted on watermarked image, where noise affects a portion of the
image or the whole image. Experiments are conducted by introducing these noises at different
amounts and area. Experiments are also conducted by replacing part of watermarked image by
one or more icons. Different amount of noise is introduced on each image. The effect on the
embedded watermark is studied by extracting the watermark from the noise affected image.
Here the Copyright logo and cameraman image are shown as watermark image with Gaussian,
Speckle, Salt & Pepper and Sharpening attacks. Fig. 11 shows the salt & pepper attack on
watermark with density 0.2 and their NC=0.924 for copyright logo and NC=0.931 for
cameraman image which shows the better robustness.

(b)

Fig. 13 a and ¢ 0.1 density speckle noise watermarked image b and d extracted watermarks from various
medical images undergone speckle attack

(d)
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(b)

(d)

Fig. 14 a and ¢ watermarked medical images undergone sharpening attack, b and d extracted watermarks

As shown in Fig. 12, Gaussian noise attack with variance 0.1 results in better NC. Similarly
in Fig. 13 with speckle noise with variance 0.1 and Fig. 14 with sharpening attack also shows
the better performance of the proposed algorithm.

6 Conclusion

Our proposed algorithm combines the watermark and encryption for better medical image
security, which are processed for diagnosis. The experimental results demonstrate that the
proposed method better authentication to the system with high integrity to the medical images
and good confidentiality to the watermarked information which possess high efficiency when
proposed scheme is compared with other algorithms on varying digital images such as: nuclear
medicine, ultrasound, MRI, computed radiography (CR), computed tomography (CT). PSNR
value for proposed method is about 49.5 mean that proposed method does not affect the image
quality and in the same time securing watermark information. Proposed algorithm shows that
high embedding rate is achieved with low distortion. This indicates that the quality of the
watermarked image is high and provides good payload. Experimental images for proposed
algorithm are grey scale images that can be extended to color images in future.
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