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Abstract

Digital watermarking is a method to provide authenticity and copyright ownership to
digital content by embedding any presume content like audio, text, data or video into the
original content. This embedding of data should not damage the quality of the original
content and should fulfill its objective also. From a decade a number of researchers are
working on watermarking for providing security, robustness and imperceptibility to the
digital images. This paper describes the information about watermarking in terms of its
characteristics, application areas, types and various attacks performed on it. A compar-
ative study of various techniques used in the field of watermarking is provided here by
measuring their performance in terms of various characteristics. A number of perfor-
mance measures used by various researchers are also discussed here along with possible
attacks. This paper can help researchers to find various techniques used in watermarking
field and their performances against various attacks for further proceedings.
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1 Introduction

Today all information is available in digital form on the internet. This availability of data on
internet allows users to share and access all the data and information in digital form which
infringes the law of copyright ownership. The information contained in watermarked content
can be used for communication between sender and receiver and no one else will know its
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existence in carrier content. [93]. Digital watermarking allows the user to add a design like a
logo or image in some cover image to prove authenticity, copy control, fingerprinting and
ownership. Digital watermarking has various applications like copyright protection, digital
right management, fingerprinting, image and content authentication, tamper proofing and
many more [81]. A watermarking algorithm should maintain the quality of the original image
as well as it should embed watermark in such a way that watermarked image shows robustness
against various attacks like Gaussian noise, JPEG compression or rotational attacks [128].
Watermarking can be done on any text, image, audio or video.

In this paper authors have focused on watermarking work done on digital images.
Watermarking on images can be done in spatial and transform domain. In spatial pixel values
are used for embedding while in transform domain, first the pixel values are converted into
frequency coefficients and then these are used for embedding. There are various frequency
domain techniques like DCT, DWT, DFT, RDWT, quaternion discrete Fourier transform
(QDFT), LWT and many more. Ordered Hadamard Coefficient is used in [27] to convert
original and watermark image into transform domain, and achieved shorter processing time.
Researchers have used these techniques to convert images into transform domain. Each of
these techniques has their own merits and demerits at particular condition which are explained
in Section 4. In spatial domain Least Significant Bits (LSB) of images are used for embedding
the watermark but these techniques are not very robust against various image processing
attacks like rotation, cropping, clipping, JPEG compression and geometric attacks. So after
seeing the work of authors in [18] most of the researchers have used transform domain
techniques. Here authors have proposed a secure watermarking for multimedia contents which
shows more robustness than spatial domain techniques. There are various characteristics of
watermarking which are explained in Section 1.2. Most of the researchers have worked to find
a stability between robustness and imperceptibility. Robustness is its capacity to handle any
attack and imperceptibility is resemblance of original and watermarked image. These two
characteristics are very important to achieve as these are inversely proportional to each other.
Robustness is measured by the parameters like NC, BER, Bit Correct Ratio (BCR), CC
(Correlation Coefficient), Tamper assessment function (TAF) metric while imperceptibility
is measured by using PSNR, SSIM and MSE. Some of the performance measurement
parameters are explained in Section 2. A large value of Peak Signal to Noise Ratio indicates
that there is more similarity between watermarked and original image [106]. Commonly a
watermarked image with PSNR value greater than 27 dB and NC value greater than 0.7 is
found satisfactory [107].

Section 1.1 describes the procedure of watermarking and 1.2 shows its characteristics.
Various types of watermarking are shown in 1.3 and types of attacks in watermarking field are
explained in 1.4. Section 2 shows various performance measures used by various researchers.
Section 3 gives a detail study of watermarking and Section 4 explained the summary of the
research. Finally Section 5 concluded the work and shows its future directions.

1.1 Watermarking procedure

Watermarking hides the important information into the host image, audio, text or video.
Basically two processes are involved in watermarking. First embedding and second is called
extraction. Embedding is performed by owner of the content to add ownership to the content
and extraction is performed at receiving end to proof the ownership. Watermark embedding
and extraction process are opposite to each other but are related also, and embedding should be
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Fig. 1 Embedding process of watermark

done in a manner that extraction of it can be performed only by the authorized users. The
watermark procedure can be explained in two steps.

A. Watermark Embedding: In watermark embedding first a watermark is inserted into
cover/host image C using some embedding algorithm and a key generated by some procedure
which is used at the time of extraction also. Now this watermarked image is available for the
users. This watermarked image can be imposed to various image processing attacks and other
attacks also which will change the watermarked image WC by WC'. The noise can be
calculated by simply finding the difference between original watermarked image (WC) and
extracted watermark (W') using various measurement methods like NC, BER, CC. Figure 1
shows this complete procedure of embedding.

B. Watermark Extraction: Extraction is based on embedding process and it is a function
of watermarked image, cover iamge,, key and test data [7]. The complete process of watermark
extraction is shown in Fig. 2 which includes the extraction algorithm key and the watermarked
image; in some cases it may also need the original image. The extraction process of
watermarking is of three types.

(1) Non-Blind approach: This is the one in which cover image as well as the original
watermark are required at the time of extraction. The equation of non blind approach is
shown in Eq.1.

(ii) Semi-Blind Approach: In semi blind approach the original cover image is not required at
the time of extraction but the key used for embedding, original watermark and the
watermarked images are needed. The extraction process of semi-blind approach is shown
in Eq.2.

Watermark-
ed Image > Watermark
WC Extraction o Watermark
Process - Image (W)
Extraction R
Algorithm "
T

Key

Fig. 2 Extraction Process of watermark

@ Springer



25924

Multimedia Tools and Applications (2020) 79:25921-25967

(iif)

Blind- approach: A blind approach extracts the image on the basis of WC and key only
and does not require cover image C or the original watermark. Blind approach is more secure
than other two because in this the receiver of the image does not have any information about
the original cover and embedded watermark image. A number of researchers have used
neural network, Convolution Neural Network (CNN) and other techniques to make their
algorithms blind or semi blind. The equation of it is shown in Eq. 3.

Extraction (Non—Blind)[K,C, W, WC] = W' (1)
Extraction (Semi—Blind)[K, W, WC] = W' (2)
Extraction (Blind)[K, WC] = W' (3)

Where, K = Key used for embedding
C = Original Cover Image
W = Watermark Image
WC = Watermarked Image
W' = Extracted Watermark

1.2 Characteristics of watermarking

There are numerous types of characteristics which a watermark algorithm should acquire.
These are explained below and shown in Fig. 3.

A.

Robustness: Robustness shows how effective the watermarking is against various types
of attacks. This characteristic is used to match the extracted watermark and the original
watermark. The more similarity between these two the more robust the scheme is. Once
the data is available over the internet a number of persons can use that data and moditfy it
by performing various types of attacks on it, a watermark is called robust if it remains
same before and after the attacks. Various types of attacks like image processing,
geometric, Noise are explained in Section 1.4. One of the most used measurement
parameter of robustness is Normalized correlation (NC) which determines the relation
between extracted and original watermark. The value of the NC coefficient lies between o
and 1, more the value closer to 1 higher is its robustness. If W=W' then we say that
scheme is robust and extracted watermark (W) is equals to the original one (W).

Imperceptibility

False Positive Rate

Robustness

Characteristics of

Computational
Watermarking

Cost

Security

Fig. 3

Transparency Capacity

Characteristics of Watermarking

@ Springer



Multimedia Tools and Applications (2020) 79:25921-25967 25925

B.

Imperceptibility: Imperceptibility means the resemblance between the original and
watermarked image [44]. Once a user uses any image available on the network, he should
not be able to view the watermark embedded into image in case of invisible
watermarking. This characteristic shows invisibility of the watermark content in
watermarked image. One of the main problems of watermarking is to find a balance
between imperceptibility and the robustness as these two are opposite to each other.
Increasing the value of one decreases the other, so finding a trade-off between these two is
a challenging task. A lot of researchers have worked in the field of image watermarking,
some of them have worked only to provide one characteristics while others have provide
schemes which provides balance between these two most important properties.

Security: One of the main characteristics of watermarking is security that is to resist the
integrity and confidentiality of the watermark against various attacks performed by some
unauthorized persons. An attacker should not be able to detect the watermark, which is called
unauthorized detection, he should not be able to change it, called unauthorized modification or
should not be able to embed some other data in the watermarked image, called unauthorized
embedding. So security means to protect the watermarked image from unauthorized detection,
modification and embedding of new content. The watermark should be robust and fragile or
semi- fragile, fragile means authentication so there should not be any unauthorized access of
watermark. Armold transform is one of the techniques which provide security to the data by
adding some secret key to the watermarked image. Many researchers have used Amold
transform to provide security like [97] have used Armold technique to scramble the watermark
by using secret key before embedding it to the cover image so if any unauthorized user became
successful in extracting the watermark, he will not be able to understand it as it is a scrambled
watermark and can only be detected by knowing the secret key. Some researchers have
encrypted the watermark and then embedded it to the cover image using DES (Data Encryption
Standard) encryption technique, or by using other encryption algorithms so that only an
authorized user can decrypt the watermark after extraction of it.

Capacity: Capacity defines how much embedding can be done on cover image. It means
that cover image should be able to handle the load of watermark image or in other words
capacity means the quantity or volume of information a particular carrier data can handle.
Capacity is also knows as payload means load capacity of the carrier content without
losing its originality. Increasing the volume of the watermark data in cover image, will
also make its imperceptibility poor and decreased robustness against various attacks. So
there should be balance between capacity, robustness and imperceptibility [64].

Transparency: Once a watermark is embedded in the cover data, it should not affect the
quality of it that is no loss of information should be there except some changes in its
contrast or brightness etc. There should be transparency while embedding the watermark
information carried by the cover content. Some of the researchers have used HVS (Human
Visual System) [95] in consideration while embedding a watermark. HVS means how
human visualize any image, the areas where users have less interest like low contrast
pixels places can be used to embed the watermark.

Computational Cost: The scheme which is being used by researcher for embedding the
watermark should not be very complex because it will increase its computational cost. The cost
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of embedding and extraction of watermark should be according to the need of the owner of the
image, the more complex algorithm is, the more will be its cost in terms of time taken to run that
algorithm. So, the word computational cost is the cost or time taken by the algorithm to
computer the watermarked image and to extract the embedded watermark.

G. False Positive Rate: False Positive Rate or FPR means detection of a watermark form
watermarked image even though there was no watermark embedded in it [82]. Some
attackers use the FPR property of the watermark to make it their own by detecting
presence of their own watermark in the carrier image. Some Researchers have used SVD
(Singular Value Decomposition) technique to embed the watermark but this particular
technique is not able to remove the problem of false positive so hybrid techniques are
used in combination with SVD.

1.3 Watermarking types

There are various categorizations of watermarking like on the basis of perceptibility, according
to application on which watermarking is performed, according to domain and many more as
shown in Fig. 4. These are as follows:
A. According to perceptibility: Perceptibility means the visibility of the watermark
embedded in the carrier image. On the basis of perceptibility/ visibility watermarking
can be of visible and invisible type.

(1) Visible Watermark: It means which a user can view embedded in the cover image
like for example a logo of a company is added in background of some document or a
TV news channel showing their news and have a logo of their channel on that
particular news, an example of it is shown in Fig. 5(a). In this image we can see that a
watermark logo image is embedding in a cover image called Lena which is very
famous image in image processing field, the reason of adding a visible watermark is
that any unauthorized user should know that this content belongs to some other
person and it cannot be used for other’s for their benefits.

(i) Invisible Watermark: Invisible watermark is which a user cannot see embedded in
some cover image it is also called imperceptible as it is embedded by some algorithm
so that a person cannot see it easily. An example of invisible watermark is shown in
Fig. 5(b). In this image we cannot see whether any watermark is embedded in it or
not. A user can use this image but cannot extract the watermark embedded in it or
modify it. This type of watermark embedding is done to prove the original owner of
that particular content.

B. According to accessibility: Accessibility means who can access the watermark
embedded in the watermarked image. According to accessibility a watermark is of
two types private or public.

(1) Private: The word private means secret that is the presence of the watermark in a
particular image is known to an authorized user only and these users can only see or
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Fig. 4 Types of Watermarking

(ii)

(@)

detect the watermark embedded in the carrier image. At embedding side some secret key
is used to embed the watermark and only some authorized users know that secret key
which they can use for extraction also.

Public: Public means which is known to everyone or some targeted audience. A public
watermark is embedded in a location which is known to everyone and these users can
extract or view the watermark embedded in the carrier image. Public watermarks are not
secure and any person can modify these easily because they know the key used for
embedding the watermark, so in general private watermark are more robust than public
against various attacks.

According to document: According to the type of the document on which watermark is
to perform it can be text, audio, image or video watermark.

Text: Text watermark means a text is embedded in some carrier data like authorized
person name or any id. These are easier to embed than image or video watermarks. Text
watermarking is used to provide copyright protection for text document as well as it
eliminates various problems like tempering of data, unauthorized access. Ref [84] has
reviewed various methods like structural and linguistic approaches used for text
watermarking and also addresses various applications of it.
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Fig. 5. a visible watermark and b invisible watermark

(ii)

Audio: In audio watermarking a watermark is embedded in the audio signal to provide
copyright protection to the audio content. Any unauthorized user can use bit by bit signal
value to find the embedded watermark [10]. In case of audio the watermarking should be
robust against various signal processing attacks like MPEG compression, filtering,
sampling and others. [41] has reviewed various watermarking techniques which have
been used in the field of audio watermarking in last 20 years.

Image Watermarking: A huge amount of digital images are available over the network to
everyone, so there is a need to secure it from unauthorized access as well as to provide
ownership of the data. Image watermarking is a technique in which a watermark is added in
an image to provide these facilities. This paper has reviewed various techniques which have
been used in the field of image watermarking. In a cover image, an image, text or both can be
embedded as watermark like in medical applications along with image, data like owners ID or
digital signatures are embedded so that its ownership and security can be maintained.

Video watermarking: In video watermarking a text, audio or image is embedded as watermark
in a video frame so that its ownership and other features can be maintained. Video
watermarking can be understood like images as a video is collection of various images used
in a frame so techniques used in image watermarking with some advancement can be used for
video as well but it is not just an extension of the still images, video watermarking is much
more than the image watermarking [25]. One of the best uses of video watermarking is to
differentiate an original movie from the pirated one. A watermark can be embedded in an
original movie so that if someone makes a copy of it, a proof can be generated that this copy is a
pirated one, and the original movie belongs to a particular person. Paper [11] reviews various
techniques used in the field of video watermarking, it also covers the challenges faced in this.

According to the applications: Watermarking can be classified according of its appli-
cations for various purposes. Some of the applications of it are explained here.

Copyright Protection: Watermarks are added to the carrier or original image to prove its
originality and its rightful owner. Once a watermark is embedded in a digital image, it can
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(iv)

)

(vi)

be extracted from the watermarked image by comparing it with the original image; this
extracted watermark proves the copyright ownership of that image. In case of videos also
it is very important to identify the original owner of it, so watermarks are added into
particular frames which can be used to differentiate it from the pirated copies of it and
shows the copyright owner of that particular video. In [101] DWT scheme is used to
provide the content authentication and copyright protection of the original images.
Image Authentication: In real world any document is called authenticated if it has a
signature of its owner. The word authentication means to verify the authentic user of that
particular content either image, data or video. In digital world digital signatures are
applied on any digital content to authenticate that data, for this owner uses some private
key to generates his digital signature and embed it in the carrier content for its authen-
tication. The receiver extracts this digital signature using his public key and verifies
whether the content comes from a genuine person or not. So digital watermarking is used
to authenticate any content available over the internet by adding some watermark into it
which can only be detected by some authorized persons who have the key of its
extraction. Authors in [61] have used biometric images as a watermark for providing
confidentiality and authenticity of the digital content.
Fingerprinting: It is used to protect the unauthenticated distribution of the watermarked
content [105]. Fingerprinting can be explained like a face recognition system or an iris
detection machine, which is used to identify a particular person. Similarly to identify the
identity of a particular content a fingerprint like owner’s id or a unique number is added into
the digital content to identify its owner and to differentiate between a pirated copy and the
original one. Fingerprinting helps to prevent illegal copying of a particular content and its re-
distribution. The scheme used for adding watermark should be robust against various attacks
like copying of data, forgery, rotation, clipping etc. so that the watermark extracted will be
same as the embedded one and can be used to prove the owners identity.
Copy Control: The copy control scheme prevents multiple copying of the data by adding
some watermark in digital content which gives some information about number of copies
allowed for a particular content and when someone copies that content exceeding this limit, it
will control it. One of the best applications of it is in movies. People use cameras within
theatre to copy a film and then make a pirated copy of it. The solution of this problem can be
implemented by embedding a watermark in the background of that movie which may
includes theatre name, date and location information so that when someone makes a copy
of it, authorized users can detect the watermark embedded in it and with the help of the
extracted watermark the information about that theatre can be extracted which can control the
further copying of the movie.
Device Control: Watermarking is used to identify the authenticated device on which a
particular audio, video or image should run. This type of watermarking scheme embeds a
watermark which includes some code that can only be executed by any verified devices.
In that device this code is first extracted and then that particular content can run on the
device. An example of device control is like televisions where a particular video plays
only a particular channel which can extract that secret code embedded in that video.
Fraud and temper detection: Watermarks are embedded on the original images to identify if
someone has tempered it intentionally for his own benefits. Once a watermark is embedded in
digital content an authorized user can extract it to check any unauthorized modifications, in
the digital content. The watermark added should be robust against various attacks so that it can
detect the frauds and tempering done in the original content. Many authors have used multiple
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watermarking technique for authentication and temper recovery of the original content. Here,
the term multiple watermarking is that an image is divided into multiple blocks and then
different types of embedding techniques are used for different types of blocks to provide more
security to the watermark.

Some other applications of watermarking are broadcast monitoring, medical applications,
digital right management, electronic voting system, ID card security etc.

E. According to the domain: It can be of two types:

i. Spatial domain watermarking: In this watermark bits are added straight to the pixel values
of cover image by changing its grey level pixel values to the pixel values of the watermark
image. This technique has less complexity and is very easy to implement but the
information inserted in pixel value can easily be detected by unauthorized persons. The
watermarks embedded by this scheme provides more imperceptibility in comparison to the
robustness because these schemes are very open to various types of attacks but spatial
domain scheme are capable of hiding more capacity of the data. Some of the techniques are
explained here which uses spatial domain for watermarking.

*  LSB (Least Significant Bit): It is one of the simplest technique of spatial domain, in this image is
converted into 8 bit plane and the LSB bit or 8th plane is used for embedding the watermark
because LSB carries less information and it has less effect on the image. One of the benefits of
LSB watermarking is that if the watermark size is very small then multiple watermarks can be
added into the cover image so that if some of the watermarks are lost because of attacks then
remaining watermarks can help in copyright protection of that content. This technique is less
robust against various attacks, this is proved by applying various attacks like rotation, clipping,
median filtering and mean filtering on watermarked image and then its performance is evaluated
which shows that it does not work well against these attacks.

e Correlation Based technique: In this rather than embedding the watermark straight to the
cover image, first watermark is transformed into some pseudo random noise sequence
(PNS) and then a weight is multiplied into it and this weighted PNS is added into the cover
image using following equation Eq. 4.

CW(i, j) = C(i.j) + k*W (i, ) )
Where, CW (i, j) : Watermarked image at location i, j

C (i, j): Cover image at i, j location.

k: Weight or Gain Factor.

Here, the value of k determines its robustness and imperceptibility, increasing the value of k

increases the robustness but decreases its imperceptibility and vice versa.

* Additive Based technique: In additive method some pseudo random noise is added into the
image on the basis of intensity of the pixel [52]. This noise is added to the original image
using some key, which will be used at the time of its extraction to detect the watermark.

» Patchwork Technique: In this an image is divided into two patches X and Y where patch X
is brightened by some factor alpha while patch Y is darkened by the same factor. Now
watermark is embedded in these patched using some encoding technique and then
extracted by using same factors.
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il.

Transform/ Frequency domain watermarking: In this watermark is embedded in frequency
transform of the host image which makes it more robust than spatial domain technique but
these techniques are more complex than spatial domain. DCT, DWT, DFT are some of the
transforms used to convert the image into frequency domain. Some frequency domain
techniques used in watermarking are explained below.

Discrete Cosine Transformation (DCT): DCT is used to convert an image from spatial
domain to frequency domain by converting it into sum of cosine wave series at various
frequencies. DCT can be done in various dimensions like 1D, 2D and 3D, in case of images 2D
DCT is performed to convert it into cosine series. DCT transform can be applied on complete
image or by dividing the image into various blocks of a particular size [85]. It converts an image
into various bands and then watermark is embedded into these bands. The band selection is done
on the basis of its information content so that robustness can be achieved against various noise
attacks. If a high frequency coefficient is chosen for watermark embedding than a filter can
remove it by filtering high frequency coefficients, so middle frequency components are chosen
as embedding locations for the watermark which makes it more robust than spatial domain
technique, selecting these embedding regions is one of the major concern of DCT technique.
DCT is the most frequently applied linear orthogonal transformation in digital signal processing
[126]. Many applications of DCT are like image processing, compression, watermarking and
etc. [77]. 1D DCT and 2D DCT are represented using Eqgs. 5 and 6. The results of applying DCT
transform on Lena image is shown in Fig.6 and Fig. 6 (a) shows the Lena image taken as input
and (b) shows results of 2D-DCT transform.

1D-DCT is shown as:
f) = F(u) (5)

2D-DCT is given as [32]:

_ M-1xM-1 o/ - (2i+ Dum (2j+ Lvr
Fluv) = a2 D) 16 cos| 0 cos 2100 (6)
Where,u,v=10,1,2...... M—1,M is size of sequence
f(i,))is image in spatial domain and F(u,v) is in frequency domain
1
—,u=0
alu) = \/A_lz
\ / M’ u;ﬁO
Inverse DCT is given as, ( ) )
. M- 2i+ 1)um (2j+ Dvrr
_ v M-1yM-
16,3) = 2 S ala0) Fluvieos 250 o BEIME o

Discrete Fourier Transform (DFT): Fourier transform means to convert an image into
two transforms called magnitude and phase. DFT uses phase modulation instead of
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(b)

Fig. 6 a Original Lena image b 2D-DCT of Lena image

magnitude components to hide the message. DFT is used to covert an image into 4 sub bands
HL,LH, HH and low frequency component LL [57]. To find DFT, calculations are performed by
using Fast Fourier Transform (FFT). One property of DFT is transformation invariance [87] and
there is an advantage of using DFT that it has less visual effect and is very robust against noise
attacks on the message. DFT is represented by Eq. 8. The result of applying DFT on Lena image is
shown in Fig.7 it shows the real and imaginary part of the DFT.

F(v) = 5 ST G, e () (8)
* Discrete Wavelet Transform (DWT): DWT is a fast and easy transformation approach
which translates an image from spatial domain to frequency domain. DWT is a wavelet
transform in which the wavelets are sampled in discrete manner [26]. DWT decompose an
image into hierarchies by using mathematical tools [38]. This transform is based on
wavelets rather than frequency, here the term wavelet means components with different
scales. So it provides both details of an image that is frequency and spatial domain. It
converts the signal into sequential order of its frequency in high to low order. High

Fig. 7 Real and complex part of image after applying DFT
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frequency components contain details of edges while the further decomposition is done for
low frequency components. It converts the image into various sub bands called LL, LH,
HL and HH, where LL represents low resolution, HL is for horizontal, LH is for vertical
and HH is diagonal component of the image. There are various dimensions used for DWT
like 1D, 2D, 3D these dimensions converts it into various levels of these sub bands. Here
LL contains high components of the image, while HH has high frequency components.
Most of the information of the image is contained in LL sub band.

DFT and DCT represent signal either in spatial domain or in frequency domain but DWT is
able to represent signal in both spatial and frequency domain simultaneously. DWT is used in
JPEG2000. The main concept of DFT is to segment an image into various blocks and then hide
data into these blocks [23]. Most of the researchers have used DWT to convert the host image
into various sub bands and then choose any band for the embedding. Mostly high frequency
components are chosen for embedding to provide imperceptibility [63] but high frequency
components are not robust against attacks as these are filtered out by various filters. One
problem with DWT is that it has a problem of shift invariance which results into down
sampling because of that many researchers have used RDWT(Redundant DWT), which
removes the problem of shift invariance as well as it also increases the capacity of the
watermarking. Figure 8(a) shows the results of applying 2D DWT on Lena image, in this
1st block shows LL sub band 2nd shows LH, 3rd shows HL and 4th shows HH sub band.
Through this it can be seen that most of the information of image is stored in LL sub bands
because of that most of the researchers have used LL sub band for watermarking. Figure 8(b)
shows the plot of information content in every sub band.
e Singular Value Decomposition (SVD): SVD is an efficient method to work on matrices and
is used to process various types of images. While applying SVD on any image it converts it
into 3 matrices [126]: A, U and AT in which U matrix is called diagonal matrix while rest 2
are known as orthogonal matrices [77]. It is used in many fields like image compression,
image processing and image watermarking. It is an effective tool which converts the metrics
into singular values. SVD decomposition is shown by using Eq. 9, most of the researchers
have used its diagonal component (U) for embedding as it has most of the information of the
image but it suffers from the problem of false positive. False positive problem means any
unauthorized user can use the watermarked image and can extract a watermark from it while
there was no watermark added on it, by showing his own watermark he can prove his
copyright on particular image because of this it is used in combination of DCT, DWT and
DFT. One another solution to false positive problem is that rather than embedding watermark
in U component, a principal component (A*S) can be used as watermark because principal
component has a unique feature and can be used to remove false positive problem. The result
of applying SVD on LL sub band achieved using DWT is shown in Fig. 9 here block 1st and
block 3rd represents A and AT information content while 2nd block represents information
content in diagonal elements (U).

SVD(C) =AU A" 9)
1.4 Watermarking attacks

To identify the weaknesses and strength of watermarking techniques various attacks are
performed on watermarked image. Some of the watermarking attacks are shown in Fig. 10
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Fig. 9 Results of applying SVD on LL sub band of Lena image

and are described as follows [105]. Table 1 shows various types of attacks used by researchers
and their abbreviations used.

A.

Image processing attacks: It includes various attacks like filtering, JPEG compression
and many more which are performed on images during its processing for filtering some
frequencies to perform smoothening on the image.

Attacks by filtering: In filtering first Fourier of image is calculated and then it is
multiplied by the filter and after that inverse transform is calculated. A filter can be
sharpening filter, smoothing filter, min filter, max filter, median filter or mean filter
[22]. In median filter the median of neighboring pixels of the target pixel is calculated
and then this value is assigned to the pixel at the center. Similarly in mean filter mean
value of neighborhood pixels is calculated and then assigned to pixel under consid-
eration [61]. To reduce the noise median filters are mostly used.

Attack by JPEG-2000 compression: This technique is used for compressing an image
so that image can be transferred easily over the network. This technique overcome the
blocky effect problem of DCT based JPEG standard. JPEG-2000 can achieve high
compression ratio and it removes blocky artifacts.

Geometric attacks: It includes image scaling, rotation and image clipping. Some of the
geometric attacks are explained below

Attacks by image scaling: Image scaling is when we scan an image and adjust its size
for publishing like for example we reduce the length and width of an image into half
and then up-sampled it to original size.
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*  Attacks by rotation: When we rotate watermarked image by some angle and some
cropping is performed on it, this will not change the content of the image but makes
watermark undetectable.

*  Attacks by image clipping: In this an image is cropped from the watermarked image
and to find the watermark from this image we will need the cover image as well to
find the value of those portions which are not present in clipped image.

Cryptographic attacks: These attacks are used to hinder the security of the system by
getting the key of embedding through some process. Once the key is found the attacker
can rewrite the watermark or can add into cover image or attacker can try to guess the
watermark from watermarked image.

Protocol attack: In this any unauthorized person first extract the watermark from
watermarked image and then copy it to some other place in watermarked image by
generating ambiguity in the protocol. Attacker does not destroy the watermark but use it
for generating ambiguity, these types of attacks are also known as copy attack [109].

2 Performance measures

Performance measures or matrices are used to calculate the performance of any algorithm used
for watermarking purpose. The performance can be in terms of its robustness against attacks,
quality of the watermarked image called imperceptibility, capacity to handle the watermark,
time taken by the algorithm to perform embedding and extraction and many other. Researchers
have used a number of performance measures to prove the quality of their technique according

to

their needs. Some of the performance measures are explained here which are used in

watermarking fields.

A.

Mean Square Error (MSE): MSE is the average of the squared error and is used to find
the error between original and watermarked image. Lower value of MSE depicts more
similarity between host and embedded image while higher value of it shows dissimilarity
between images. MSE is used to find the PSNR value of the watermarking scheme as is
given by Eq. 10 for grayscale image and by Eq. 11 for color images

MSE = -3 5 [C(x, )W x, )] (10)

YN S [C(x, y)-WC(x, y)P

MSE (color) = TEMEN

Here, C(x,y): Host image at pixel x, y.

B.

WC(x,y): Watermarked image at pixel x, y.
Z denotes number of planes in image.
M, N: Size of the host image

Peak Signal to Noise Ratio (PSNR): PSNR is one of the most common measure used to
find the quality of the watermark image. It is ratio of the Peak value of the signal to the
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power of noise. In watermarking field it is ratio of the original image and the watermarked
image and is used to find the similarity between these two images. PSNR is used to
measure the imperceptibility characteristics of any technique used for watermarking; it
describes strength and weakness of the scheme. PSNR for gray scale image is given by
Eq. 12 and for a color image it is same as for grayscale except the definition of MSE
changes. Higher the value of PSNR the better will be its quality and imperceptibility. A
PSNR value greater than 27 dB is acceptable [107].

2557
PSNR = 10*lo 12
Y (12)
C. Normalized Correlation (NC): NC is measure of similarity and used to find the
correlation between two vectors or images. In watermarking NC is used to find the
correlation between original and the extracted watermark image. The value of NC lies
Table 1 Various attacks and abbreviations used
Abbr. Attack Abbr. Attack Abbr. Attacks
S&P Salt and Pepper MF Mean Filter MPA Mosaic Piece Attack
Rot Rotation Cr Cropping Dis Distortion
LPF Low Pass Filter WE Weiner Filter BF Butterworth Filter
GF Gaussian Filter SN Speckle Noise wC Wavelet Compression
GN Gaussian Noise AF Average Filter GC Gamma Correction
RS Resize SH Sharpening PN Poisson Noise
JPEG JPEG Compression Sc Scaling HE Histogram equalization
MDF Median Filter GA Geometric Attack CA Contrast adjustment
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between [0,1], a smaller value of NC shows the dissimilarity between two images while
value closer to 1 indicates more relation between these two. NC is used to measure the
robustness of the scheme after performing various types of attacks on the watermarked
image. If the attack has no impact on the extracted watermark than a value near to 1 or 1 is
achieved by NC and that scheme is called robust. Generally NC > (.75 is acceptable for
extraction scheme [88] and is calculated using Eq. 13

, ﬂ/[: {L W (x,y)W (x,
NC(W,W) _ _ No ) o[ ( )’)M (Ny)]/ (13)
\/szOZy:OW(x7 y) \/ZX:O yzOW (X,y)

D. Bit error ratio (BER): The Bit Error Ratio (BER) defines the error rate occurs in the
transmission system. In watermarking BER is the error rate between the original and
extracted watermark image. The value of BER ranges between [0 100] for grey scale
image represented using 8 bits and is represented by Eq. 14. Where number of errors is
calculated by finding the bit difference between actual watermark and the extracted
watermark.

Number of errors

BER( 7 ') = : 14
w,w Total number of bits (14)

E. Structural Similarity Index measures (SSIM): It is used to measure the structural
similarity between the original cover image C and the Embedded image WC. SSIM value
near to 1 represents more similarity between these two images and shows that structure of
the both the images are same. SSIM helps to prove imperceptibility characteristics of the
watermarking scheme. It is calculated by using Eq. (15a) and for color images it is
calculated by using Eq. (15b)

Z.{tc/l:oz_y:oc(xv )/) WC(x, )/)
SLoXolC )

SSIM(C, WC) = (15a)

SSIM(C, WC) = Id(CRGB, WCRGB)cd((CRGB, WCRGB) IC(CRGB, WCRGB) (15b)

Where, 1d: luminance distortion between RGB component of original and watermarked image.
cd: contrast distortion between RGB component of original and watermarked image.
ic: loss of correlation between RGB component of original and watermarked image.

3 Study of various watermarking techniques
3.1 Spatial domain based watermarking techniques
An LSB based watermarking scheme is presented in [108], in this firstly watermark image is
converted into double and then to 8 bit blocks now this watermark is embedded in LSB of the
cover image bit by bit. This scheme gives a very good PSNR value but not good MSE and

BER values because it is very easy to perform any attacks on it and any attacker can easily
change the watermark algorithm. This spatial based technique provides very good
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imperceptibility to the watermark image but is not robust against various image processing
attacks.

An imperceptible watermarking technique based on pixel selection using shell is imple-
mented in [73], in this first watermark is converted into binary image and then to a matrix then
using shell based scheme pixel positions from the host image are selected for embedded the
watermark. The reason of using shell scheme is that it gives sensitivity in data and provides
temper detection. This scheme is evaluated against various attacks and its performance is
measured using PSNR, NC and BER values.

An improved LSB based technique is implemented in [14] to provide better quality to the
watermarked image. In this scheme watermarking is performed in 3rd and 4th LSB bits to provide
the security because any unauthorized user will expect that watermark is embedded in 1st LSB bit.
This scheme provides good imperceptibility results but does not work for the robustness. The
scheme is evaluated against various existing works and shows good PSNR value.

A spatial domain technique is proposed in [4] to provide both characteristics robustness and
imperceptibility by spreading the watermarking information to regions of pixels in the cover
image. This watermarking scheme is implemented on color cover images and tested against
various attacks to prove its robustness. Here watermarks are embedded in all regions of the
image selected by using the SIRD technique and two embedding masks. In this scheme a new
metric called Global Embedding Impact (GEI) is also used to measure its performance in terms
of net variance a host image C(x, y) of size M*N will have in embedding process. It is given in
Eq. 16.

23,:] )IZA:I F:l (W(X7 Y)_C(Xa y))

OFt= 3N

(16)

A watermarking method based on segmentation and region based chaotic watermark is
proposed in [83]. Here firstly segmentation is performed in spatial domain to get information
about image and then it is divided into regions, these regions are arranged according to some
properties like their size and then watermark embedding is done on largest size region.
Performance of this scheme is evaluated using FAR (False Acceptance Rate), NC and FRR
(False Rejection Rate).

A blind watermarking scheme for color images is described in [113] which use blue
components of RGB color space for embedding and rather than embedding complete water-
mark, four watermarks are embedded to host image four times in DC coefficients of the image
to provide copyright protection. Here watermark is divided into 4 sub images and blue
component of original image into 16 sub images and now watermark is embedded in these
16 blocks 4 times using a key which will be used at extraction side to make the scheme blind.
Here MDS5 algorithm is also used to permute the watermarks for embedding so that attacker
cannot get the watermark until he will have the key to decrypt it. This scheme is blind so at the
time of extraction, cover image is not required, which makes it a secure scheme.

Spatial domain watermarking for buyer authentication is proposed in [78]. A watermarking
scheme to handle geometric attacks and for generating watermark dependent on images is
presented in [90]. Watermark robustness against geometric attacks is also proposed in [2009
localized] by dividing images into 2 regions even and odd and then odd even quantization is
performed to embed the watermark. This technique is tested against geometric attacks along
with signal processing attacks. Again block based region selection is used in [59] to provide
better quality of the watermarked image.
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3.2 DCT based techniques

Digital watermarking using the concept of DCT and decision tree is used in [86]. Rather than
embedding watermark at any place some blocks are selected using mining techniques for
embedding. This proposed scheme is tested against various attacks and shows best results
against JPEG compression and noise attacks. In this algorithm firstly blocks for embedding are
selected by decision tree induction and then DCT is performed on these selected blocks. In this
scheme watermarking is performed on color images and PSNR is used to measure the
performance.

In [92] a non blind scheme using DCT is proposed along with Arold transform and cross
chaotic map. Firstly Armold map is applied to encrypt the watermark image and then cross
chaotic map is applied to provide more security to the watermarked image after this DCT is
applied on cover image to convert it from spatial domain to frequency domain and then
embedding is performed. Here PSNR and NC values are used for measuring the performance.
Arnold map scramble the watermark image using some key so that if any attacker extracts the
watermark, he cannot get any information from it because it is a scrambled one and cannot get
the original until he knows the key used.

Along with DCT, SPIHT (listless set partitioning in hierarchical trees) technique is used in
[102] to compress the image and provides more robustness. For security purpose Chinese
remainder theorem is used which encrypts the watermark. Along with CRT, Armold transform
is also used to provide more security. This scheme is evaluated using PSNR, Temper
Assessment Function (TAF), SSIM and NC values, it outperforms all the compared
algorithms.

DCT along with Genetic algorithm is used in [96] [115]. Here in [96] genetic algorithm is
used to select the DCT coefficients for embedding. DCT coefficients which have large
frequency difference are chosen for embedding to guarantee better robustness as choosing
higher frequency component will decrease its robustness. Genetic algorithm helps to find best
locations to embed watermark by calculating a fitness value which gives better results in terms
of robustness and imperceptibility. Fitness function is chosen in such a way that it provides the
balance between these two characteristics.

Watermarking scheme for color images using combinations of DCT and DWT is proposed
in [3]. Here Arold transform along with DCT is performed on gray scale watermark image
and DWT is applied on color cover image to convert it into sub bands. Firstly watermark is
scrambled using Arold transform and then DCT is applied to convert it into equal size blocks
now these blocks are embedded in DWT sub bands of color cover image, which was applied
on DCT components of the cover image. This scheme shows more robustness against linear
and non linear attacks. In [37] authors have also proposed an algorithm using combination of
DCT and DWT to improve its results.

In [35] DCT along with Quaternion wavelet Transform (QWT) are used to provide
copyright protection. Here color cover image is converted in YIQ components and then
QWT is applied on Y component to convert it into 4 sub bands then DCT is performed on
these components and watermark is scrambled using Arnold transform and sine chaotic system
before embedding it into DCT components. Along with common attacks, rotational attacks are
also performed on the algorithm to prove its robustness against these attacks.

A blind scheme based on DCT and 2D linear discriminate analysis (2D LDA) has been
implemented for color images by authors in [15]. Here color images are converted into YIQ
space and then Q component is used for embedding by converting it into frequency domain
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using DCT and two watermarks logo and reference are embedded in AC coefficient of DCT to
provide digital archives and copy rights protection.

A DCT based scheme for forensic applications is used in [28]. The embedding is performed
by finding the relation between DCT coefficient using Gabor filter and then according to this
embedding is done. The scheme is tested against various attacks and proves its robustness and
imperceptibility. Researchers in [53] have used Hamming code along with DCT for embed-
ding in color images and for security watermark is encrypted using two encryption schemes
Arnold and chaos. Here error correction code (ECC) is implemented to prove the robustness of
the scheme and handling the errors. The color image is converted into YCbCr model and then
embedding is done in HL1 sub band.

An embedding scheme is based on DCT and ZIP compression is implemented in [89] for
X-ray images. Here embedding is performed in middle frequency components of DCT scheme
and Zip compression is done for providing security. Rather than embedding watermark
directly in DCT coefficient a pseudo random sequence is used to embed it and for its
extraction. For compressing the images Huffman coding scheme is used because this scheme
is easy to implement and is lossless.

A new scheme using differential evolution DCT and Kernel Extreme ML (KEML) has been
proposed in [123]. Here block selection for embedding is done using KELM regression
technique and optimized scaling factor is calculated using Differential Evolution (DE). This
scheme is evaluated against [6] which is based on genetic algorithm based back propagation
neural network and shows better results.

Multidimensional PSO along with DCT is applied in [56] to optimize the result in terms of
robustness and imperceptibility. In [43] a blind watermarking technique using block based
DCT is implemented. Here watermarking is done by finding the difference between DCT
coefficients and then these coefficients are modified by water mark bits. Watermarking scheme
for medical applications is implemented in [109] using DCT, error correction code along with
Lifting Wavelet Transform (LWT). The reason for using LWT rather than DWT is that LWT
requires less memory space than DWT and is faster than it.

From this study it can be concluded that DCT based applications are very imperceptible and
robust but these requires huge calculations and takes more time which leads to difficulty in its
implementation. These shows good robustness against various image processing attacks but
are not good for scaling, rotation and cropping attacks. So many researchers are working in this
field to make DCT based application robust against these attacks also.

3.3 DWT based techniques

A watermarking scheme for grayscale images based on DWT and Arnold transform is used in
[67]. Here DWT is applied on cover image which converts it into 4 sub bands, in these sub
bands HL sub band is used for embedding. Then Amold is used for pre treating the watermark
and gives a randomized image so that attacker will not be able to get the original watermark
image. This scheme is non blind as it requires the host image at the time of the watermark
extraction.

A watermarking scheme for copyright protection and data ownership is presented in [72],
which uses HIS color space wavelet transform technique. Firstly image is converted into HIS
color space and then DWT is performed to convert it into sub bands from which LL sub band
is used for encryption. For embedding the watermark, the watermark is converted into 8*8
blocks and then scaled by a factor alpha, this value is then embedded into LL sub band of host
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image. Similarly extraction of watermark is performed in opposite manner. The performance
of the scheme is measured using PSNR and MSE parameters and evaluated against various
existing works.

A different watermarking scheme based on 2D-DWT and encryption algorithm is proposed
in [9] for copyright protection and content authentication of the digital content. Instead of
embedding watermark directly an encryption algorithm is applied on it, which rotates the
watermark by some secret key K so that if an attacker becomes successful in extracting the
watermark, he will not be able to decrypt it without knowing this key value K. Both cover
image and encrypted watermark goes under 2D-DWT to get relevant scaled image, now
watermark image is embedded in the locations identified by using euclidian distance.

Another paper based on Haar Wavelet transform for color images is presented in [124].
This scheme has good robustness against compression and noise attacks. A color watermark in
a color host image is embedded din this scheme using YIQ color space and then 1 scale 2D
DWT is performed on watermark image and M scale 2D DWT on the cover image after this
embedding is done.

A watermarking scheme using DWT and discrete time chaotic transmission is proposed in
[36] to provide robustness and security to the watermark image. A modified Henon map
encrypts the watermark image and then inserted into discrete time chaotic system. This
encrypted watermark image is now embedded into DWT domain of the host image to provide
security to the watermark. During extraction firstly DWT is performed on watermarked image
and then it undergoes through same procedures used for encryption to decrypt it. The
feasibility and robustness of the scheme is also evaluated and shows good results.

A 3 level DWT watermarking scheme for copyright protection in proposed in [58]. The low
frequency sub bands are chosen for embedding the watermark as high frequency components
can be filtered out easily during attacks. The proposed scheme is compared by 1-level and 2-
level DWT schemes by PSNR and MSE performance matrices and it outperforms these two.
Both watermark and host image undergoes through 3-level 2D DWT using daubecheis wavelet
transform and then alpha bleending technique is used to embed watermark in host image after
this 2 level 3D inverse DWT is performed to get the watermarked image. For extraction the
original host image is also required which makes this scheme non blind.

Authors in [118] presented a watermarking scheme that embeds watermark in color channel
of the host image by coefficient quantization method. A novel scheme for color channel
selection is also used that selects HL4 and LH4 channels for embedding. This scheme provides
the robustness and imperceptibility balance as well as gives strength to the watermark image.
A key is used to encrypt the watermark before embedding and this key is generated at
decryption side by Otsu’s algorithm, so no key is shared in the communication channel for
security purpose.

A blind watermarking scheme using redundant DWT (R-DWT) is presented in [121] that
use Human Visual System (HVS) characteristics for embedding the watermark. The water-
mark is embedded in singular values of RDWT sub components of the cover image using
some embedding factor, which is optimized using self adaptive differential evolution algo-
rithm. As using SVD creates a problem of false positive, so here to remove this problem digital
signature of the owner is also embedded. RDWT has more capacity handling feature than
DWT which attracts authors to use RDWT instead of DWT.

An another scheme using RDWT is proposed in [19] that uses the concept of Principal
Component Analysis as well as improved Grey Wolf Optimization algorithm to improve the
performance in terms of robustness. The performance of the scheme is evaluated using NCC,
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PSNR, MSE and SSIM and it is compared with various existing works. Result shows that the
proposed work provides more robustness than the compared ones.

A hybrid watermarking scheme is proposed by [99] which is a combination of blind and
non blind scheme. The watermark image is embedded in sub bands of the cover image
converted by DWT using blind embedding scheme then this inner embedded image is again
embedded into an outer cover image by suing SVD and DWT based on non blind scheme to
get outer watermarked image. This complete combination is called hybrid watermarking
scheme and shows good performance.

3.4 DFT based techniques

A DFT based technique is proposed in paper [91] to prove the image quality by embedding the
watermark in magnitude of fourier transform of cover image. The scheme is evaluated on a
dataset of 1000 images to shows its quality improvement and robustness against attacks.
Firstly color image is converted into YCbCr space then low frequency components of
luminance (Y) are moved to the center, this helps to find watermark frequencies to be
embedded by controlling implementation radius. The scheme is compared with existing
techniques and shows better results in terms of robustness.

A color image scheme is shown in [120] which use multidimensional fourier transform for
watermarking. It proposes two vector watermarking techniques, in first technique color
watermarks (Yellow and blue) are embedded in chromatic channels of cover image using
Spatio Chromatic DFT technique (SDFT), in second method Quaternion FT (QFT) is used for
embedding color cover image and watermark. These two algorithms are compared with other
DCT based techniques and shows better performance. SDFT takes advantage of chromatic
information of image which improves the imperceptibility but it ignores the Y component,
because of that QDFT based technique is also proposed in it which improves robustness of the
watermark image.

A 4D QDFT watermarking algorithm to improve the capacity, imperceptibility and robust-
ness of the watermark is stated in [16]. It utilizes the benefits of 4D QDFT by maintain
relationships between RGB color channels as well as QDFT components, which improves its
performance against other QDFT based color schemes. It decreases the energy loss of
watermark bits during embedding and improves the fidelity and robustness by using 4D
QDFT.

A blind scheme for color images is proposed in [125] based on Fourier transform. There are
two variations of this scheme. Firstly color image is converted into RGB channels and then
different transforms are applied on these channels. Here different transform are like DFT,
DWT, FFT and QDFT after this watermark is embedded into selected real parts of these
coefficients then imaginary parts of the coefficients are combined with these parts and inverse
transformations are applied again to get watermarked image.

Another blind color watermarking scheme using QDFT has been proposed in [39]. It has
uses a number of schemes like Extreme pixel adjustment, mixed modulation, multi bit partly
signed altered mean modulation (MPSAM) along with QDFT to provide blind watermarking
technique. The results are optimized using swarm intelligence technique called PSO for better
robustness. The combination of these techniques is called EMMQ here. MPSAM maps
multiple bits within a single block while MM is used to embed the watermark so that better
image quality and robustness can be achieved. This scheme is compared with other existing
works and shows better results for a particular payload. The reason of using EMMQ based
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technique with QDFT is that QDFT based techniques do not work good against JPEG
compression and contrast enhancement attacks while using EMMQ provides good results of
robustness against these attacks also.

A dual tree based complex wavelet transform technique is proposed in [13] to achieve the
shift invariance and directionality features which are not provided by just using DWT or DFT.
A color image is converted into YUV space and then watermarking is done in luminance
levels as these provides more imperceptibility because of less perceptibility to HVS (Human
Visual System). Low pass filters are also used to generate a perceptual masks which is used in
both embedding and extraction process to provide better imperceptibility. DTCWT is a
modified technique explained by [100] which remove shift invariance limitation of DWT, it
is also less redundant to DWT. The luminance components (U and V) goes through 3 level
DT-CWT transform after this low pass filter is used to create a mask for each channel. Then
inverse DT-CWT is performed and other channels are merged to get watermarked image.

Another paper [71] has proposed watermarking algorithm using fractional fourier transform
to provide authenticity of the digital data. To increase robustness of the scheme Butterworth
filter has been applied on the host image which filters out the low frequency components of it
and then FFT is applied on it to transform the cover image for embedding. Here watermark is
not embedded directly for this a pixel position shuffling algorithm has been used which
shuffles the watermark to provide security to it. The performance of this scheme is evaluated
against various attacks and reasonable results are found for robustness.

A hybrid watermarking approach has been reported by [34] which uses a combination of
DFT and DCT based techniques for security Amold transform is also used. To improve the
imperceptibility DFT coefficients are used while for robustness DCT is applied to these DFT
coefficients. The medium frequency components of DCT are used for embedding. Watermark
is embedded by using a key which is used at the time of extraction also; here a scrambled
watermark is embedded in the host image to provide security. The experiments are performed
on natural images and various attacks are also applied to show robustness. First host image is
converted into magnitude and phase transformations using 2D DFT. Second 2D DCT is
applied on magnitude coefficients where encrypted watermark is embedded using a key and
a sequence. Third inverse 2D DCT is applied to get magnitude components, which is
combined with phase components to reconstruct the image. At last 2D IDFT is applied to
get watermarked image. Extraction process is reverse of the embedding process.

Authors in [98] provided a watermarking technique based on DMeyer DWT to increase the
capacity characteristics of watermarking. Here equal sized host and watermark images are used to
improve the capacity characteristics. Firstly DMeyer DWT is applied on host image to find
coefficients having maximum information. Second DFT is used to find components which have
sufficient information and third SVD is applied to get orthogonal matrix of transformed image. To
measure the imperceptibility PSNR and SSIM measurements are used and robustness is measured
against various image processing and noise attacks. The reason of using DMeyer DWT is that it
ignores the staircase effects coming after watermark embedding in edges of the host image.

Again a hybrid technique is reported in [5] which uses a combination of DFT, DWT and
SVD techniques for color images. First image is converted into YCbCr space to increase the
correlation between host and watermarked image while DWT is used to find vertical and
horizontal details, for removing its shift invariance problem DFT is used at last SVD is used
for embedding. The scheme is tested against various attacks and shows robustness and good
PSNR value. Here HL, LH components of DWT are used for embedding and embedding is
done is diagonal matrix of SVD.
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3.5 Combined approach of watermarking

A watermarking technique using the concept of lifting wavelet transform (LWT) and QR
decomposition is presented in [74], which also uses Lagrangian support vector regression
(LSVR) to provide robustness against attacks, in this low frequency bands are used for
watermarking. In [41] authors have presented LWT and DCT based robust watermarking
approach which can be used in medical applications. In [119] authors have used vector
quantization approach for providing image integrity verification and authentication. They have
calculated PSNR and normalized hamming similarity (NHS) to calculate its robustness. In
[116] a robust watermarking technique using the concepts of multiple decompositions is
proposed and is implemented on color images. Along with this Armold transform is also used
here which provides security to the watermark image. The given cover image is subjected to
various types of transform like slantlet, contourlet discrete cosine transform and then the
encrypted watermark is embedded in these transforms. In [94] DWT and SVD based digital
image watermarking scheme is proposed which uses multi scale factor for embedding the
watermark. The host image undergoes through 3-Level DWT to get the sub bands and then
SVD is applied on these sub bands then embedding is done in singular values.

A combined approach of watermarking to provide a blind scheme for medical applications
using a combination of DWT, SVD and Region of Interest approach is given in [117]. First
DWT is applied on Region of interest of host image, which converts the image into 4 sub
bands then LL frequency sub band is chosen for further processing. Second SVD is applied on
LL coefficients to get singular matrices. Left singular matrix gives information about similar
values which is used to embed the watermark using a threshold value. For authentication and
identification of content 2 watermarks are embedded in this scheme, one is a logo and another
one is electronic patient record which is a text data. To provide security to the watermark a
blind scheme is proposed here and for host images various X Rays, mammography and CT
scans images of patients are used. Hamming code is also applied on the text watermark so that
Bit Error Rate can be reduced and recovery of watermark can be done efficiently.

Another approach to provide security is proposed in [111]. It is dual watermarking scheme
in first LL sub band is chosen for watermarking and in second HH sub band. In this
Scheme 2D DWT is applied on host image, it converts the image into 4 sub bands then LL
and HH sub bands are converted into RGB color space. Now on these SVD is applied to get its
singular values and watermark is embedded on these singular values. In this Scheme 2
watermarks, a logo and QR code are used for embedding. This is a non blind scheme as
extraction of watermark requires the original cover image.

A blind watermarking technique which works against geometric attack is proposed in [66].
First n-level DWT is applied on host image; second SVD is applied on low frequency
components of DWT. Now embedding is done on high value components of SVD. Zernike
moments scheme is used to estimate the geometric attack parameters of the watermarked
image. It is an improved scheme to estimate these components so that better robustness can be
achieved against geometric attacks. To provide security, watermark image is encrypted using
Arnold map before embedding. The scheme shows good robustness against various image
processing attacks along with geometric attacks.

Multimedia security and copyright protections are main concern of [49] for these objectives
DWT and SVD in lower upper decomposition are used. Here firstly DWT is applied on cover
image which converts it into 4 sub bands then LU decomposition is applied on LL sub band
which factorize it into L, D and U components then SVD is applied on D components.
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Similarly SVD is applied on the watermark image, now singular values of the watermark
image are embedded using a factor into singular values of the host. Then inverse DWT is
applied to get the watermarked image. This scheme is evaluated against various attacks and
shows good robustness against filtering and because watermark is not embedded directly so it
also provides the security feature. Here reason of using LU decomposition is that it provides
more robustness while combining with the DWT-SVD scheme.

Authors in [40] have explored a new combination of techniques called DCT, DWT and
SVD to provide a multiple watermarking scheme. Here firstly 1-D DWT is applied on host
image and then SVD is applied on LL sub band to get singular values now again 1-D DWT is
applied on left and right singular values of SVD. For security Amold transform is applied on
the watermark and then progressive QIM scheme is used to quantize the host and watermark
blocks after this inverse SVD and DWT are applied to get the watermarked image. In
extraction cover image is not required so it is a blind scheme. Results show that the scheme
gives excellent robustness against JPEG and JPEG-2000 compression.

Authors in [33] presented a semi blind scheme using cryptographic technique and DWT-
SVD combination. In this a fast encryption scheme called Elliptive Curve Cryptography
(ECC) is used to embed the watermark. The main use of ECC is that it encrypts the message
with less number of bits in comparison to other encryption techniques. First host image is goes
through entropy based HVS system in spatial domain, then DWT is applied on most
appropriate blocks selected from HVS, last SVD is applied on DWT components. Authors
have compared their work with other DWT-SVD based algorithms which do not have used
encryption techniques and concluded that there results are better than these. This scheme is
also implemented using HVS system implemented in DCT domain and shows good results
with this also.

A multi optimized watermarking scheme is presented in [31], which uses DWT-SVD
combination with entropy scheme. Here to provide security along with robustness and
imperceptibility positions of the pixels are shuffled and then embedding is performed.
Robustness of the scheme is shown after performing various attacks like rotation and JPEG
compression. First DWT is applied on host image and then again DWT is applied but now on
LL1 sub band only, these sub bands are rearranged according to increasing order of their
entropy value. SVD is applied on LL2 sub bands and then embedding is done on these singular
values. For security purpose watermark bits are shuffled using a predefined key which is used
at extraction time also.

Authors in [60] have also used DWT-SVD combination for watermarking. A new tech-
nique has been used in [29] to provide improvements in robustness against geometric attacks.
It uses the combination of DCT DWT and SVD for this purpose. First DWT is applied on host
image then watermark is embedded in LH and HL sub band of it using hybrid technique. After
performing DCT on these data replication and hamming code based error correction tech-
niques are used to decrease the errors and to provide strong security against various attacks
along with geometric attack.

Least square curve fitting along with chaotic map are used with DCT-DWT-SVD combi-
nation in [55]. DWT is applied on cover image, then LL sub band is divided into blocks after
performing DCT on these and middle frequency components are taken out and SVD is
performed on these selected blocks now watermark is embedded in singular values of it using
an embedding strength factor. Embedding strength factor is calculated using least square curve
fitting method and for security logistic map is used. Here watermarking is done in middle
frequency components to provide the robustness.
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In [30] authors have presented a watermarking scheme using the combination of Discrete
Stationary Wavelet Transform (DSWT) along with DCT to optimize the results so that a
balance between imperceptibility and robustness can be achieved. Now for security purpose
SVD along with Arnold are also used. The proposed scheme has achieved a good PSNR value
but the NC value is not up to the mark.

3.6 Optimized image watermarking techniques

Authors have worked a lot to optimize the results of digital watermarking. Watermarking
should be done in a way that quality of the original image should not be decreased and it
should resist against various types of attacks. To achieve these goals optimization is used so
that improvement in robustness, imperceptibility, security and time taken by the algorithm can
be achieved. The main motive of the optimization is to find a balance between various
characteristics of watermarking as using only spatial or frequency domain techniques are not
sufficient. Optimization cab be performed by using various algorithms like nature inspired
algorithms, artificial intelligence based techniques, fuzzy logic and other algorithms. Nature
inspired algorithms are inspired by the natural life of various birds or animals that how they are
able to find their food and its source in an optimized manner. Many researchers have used
various types of algorithms like Ant colony, Genetic algorithm (GA), Grey wolf optimization
(GFO), Particle swarm optimization (PSO), Binary bat, Artificial bee colony (ABC), and
Firefly optimization to get optimized results. Along with these various fuzzy logic inspired
algorithms, machine learning techniques, Extreme machine learning (ELM) and deep learning
techniques are also used to achieve these goals. The review of some of the techniques is shown
here.

Authors in [45] stated an improved watermarking technique in terms of robustness,
imperceptibility and capacity. Watermarking is done in LL sub band of the Integral Wavelet
Transform (IWT) and embedding strength is optimized using ABC algorithm. A signature
insertion algorithm is also implemented in this paper to provide authenticity and security to the
watermark image. For signature generation firstly watermark image is converted into 2
matrices then from 2D array to a 1-D array. SHA-1 based hash function is applied on these
2 matrices to generate their hash function for signature, and then these two are XORed, the
result is again XORed with first original hash matrix to get its 48 bit result as a signature. This
generated signature is embedded in LL3 sub band of the host image in a most robust area so
that signature can be retrieved after attacks to verify its authenticity. Here all the bands
generated by IWT are used for embedding and then SVD is applied on these bands for
imperceptibility and security purpose. The embedding is performed using an optimized
embedding factor, provided by using ABC optimizer.

An adaptive watermarking technique for color watermark and color host image of equal
size is proposed in [103]. RDWT is applied on the YCbCr color space of the host image to
provide 4 sub bands on which SVD is applied, meanwhile watermark is also scrambled using
Arnold chaotic map. The scrambled watermark is embedded in singular values of the host
image using an optimized and adaptive embedding factor generated by ABC algorithm. To
remove the problem of false positive, various security measures are also considered here and
tested against rotation attacks suing SSIM, NC and PSNR measures.

Cuckoo search algorithm has been used in [8] for optimizing the embedding factor along
with 2D DWT watermarking scheme. According to authors this work is the first experiment of
cuckoo search algorithm in watermarking. First image is converted into 2D sub band then low
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and high frequency sub bands that are LL and HH are selected for embedding the watermark
image using optimized embedding factor generated by cuckoo search algorithm and then these
blocks are coupled with remaining bands and inverse DWT is performed to get the
watermarked image.

Authors in [47] have implemented watermarking technique using 2 bio inspired optimiza-
tion algorithm Genetic and Cuckoo search. In first implementation a combination of SVD and
GA has been used for embedding to provide maximum robustness and maintaining quality of
the host image. For performance measurements correlation factor is used here. In second
implementation a combination of RDWT, SVD and cuckoo search algorithm has been
implemented. For optimization function NC value is used here, which helps the cuckoo search
algorithm to find best optimum embedding factor. A number of attacks are performed on both
the techniques and results show that a good PSNR, NC values are achieved here. A compar-
ison between RDWT and RDWT-Cuckoo search is done to show the optimized results
achieved through cuckoo search.

A swarm intelligence based optimization is used by combining the DWT-SVD based
watermarking technique in [122]. A 2 level DWT is applied on host and then on middle
frequency sub bands SVD is applied. For security purpose watermark is divided into 2 images
padded with 0’s to make both the divisions equal to size of original watermark and then these
divided watermarks are embedded in singular values of both sub bands using optimized
scaling factor generated by PSO algorithm after this inverse DWT is applied to get
watermarked image.

A Guided Dynamic PSO (GDPSO) based watermarking technique is implemented in [70]
for industry applications. The reason of using GDPSO instead of PSO is that PSO sometimes
has a problem of premature convergence of swarm particles at a particular point while GDPSO
does not have this problem as it distributed the information of fitness to other particles so that
best global value can be achieved. The performance of GDPSO has been compared here with
PSO to prove that it is better. The authors have used DWT-SVD based technique used in [110]
for watermarking. Here singular values of watermark are embedded in host image to provide
security. The strength factor is optimized using GDPSO to get better trade-off between
imperceptibility and robustness.

In [2] authors have presented their work for Optimizing Robustness and imperceptibility. In
this each watermark bits are embedded individually and results are optimized. A fitness
function is proposed to best suit the optimization problem. The Bees algorithm is chosen as
the optimization method and the proposed fitness function is applied to get optimized results.
But this scheme does not work well against some of the attacks like salt and Pepper and
Sharpening attacks.

Continuous Ant-Colony based optimization (CACO) is used in [50] for ECG steganogra-
phy to provide security to the patient’s information. Rather than using a single embedding
strength, multiple embedding strength factors are used so that a balance between various
characteristics can be achieved. For watermarking DWT and SVD techniques are used on
MIH-BIH dataset.. CACO is used here to find out multiple embedding factor value for ECG
steganography by embedding patient’s information into it. Embedding is performed in HH sub
band of ECG image after performing SVD on it. Here additive quantization method is used to
embed singular values of watermark are embedded into host and then inverse operations are
performed to get watermarked image. CACO continuously search for best solution given by
particles using a fitness function based on correlation between watermark and extracted
watermark as well as between host and embedded image so that a balance between robustness
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and imperceptibility can be achieved. The results are also compared with performing same
algorithm using single embedding factor.

A block selection based technique is proposed in [76] which uses distinct direct firefly
algorithm (DDFA) to find the optimal blocks for embedding so that a balance between
imperceptibility and robustness can be achieved. DDFA is an improvement of firefly algo-
rithm, which works on distinct, discrete values to find the optimal blocks then Hadamard
transform is applied on these blocks and then watermark is embedded in these coefficients.
Along with this entropy values of the blocks are also used to find the optimal blocks. The
optimization function used to find embedding factor (alpha) is a combination of PSNR, SSIM
and NC values of various attacks, so it provides the value of alpha in such a way that a balance
can be achieved easily.

A watermarking algorithm using Fuzzy Inference System (FIS) is proposed in [48] which
uses blind procedure for extraction and considered Human Visual System (HVS) for embed-
ding. They have used DCT, Fuzzy Inference System, Human Visual System to optimize
robustness and imperceptibility but no work is done to make the scheme secure. Authors in
[24] have also used the concept of fuzzy interference system.FIS is used here to find contrast
and edge values of the images to optimize the value of embedding factor. Firstly DWT is
applied on the host image and then entropy of the blocks are calculated, these blocks are
rearranged in increasing order of their entropy value and then maximum entropy regions are
selected for embedding because these are less sensitive towards various image processing
attacks. The embedding factor is a function of contrast value and edge value, here contrast
value is taken from the high contrast areas and edge values from higher edges of the host
image because human eyes are less sensitive to these areas.

3.7 Machine learning based techniques

A back propagation based NN is applied in [128] for medical applications. In this scheme three
watermarks are embedded in the host image for providing the authenticity to the patient’s
information. These three watermarks are lump image, doctor’s signature and patient’s infor-
mation. For watermarking DCT-DWT-SVD combination has been used here and security to
the watermark image is provided by using Amold transform. For security of the text water-
marks hamming error correction code and arithmetic compression techniques are used to
encode the text watermark before embedding. BPNN is applied on the extracted watermark to
minimize the effects of various types of attacks on it. This algorithm shows good results for
healthcare applications so that identity of the patients can be secured against various attacks.

Authors have proposed a extreme machine learning (ELM) based fast neural network
techniques for watermarking in [75]. ELM is a single layer network which makes its training
process fast in just milliseconds and this is the reason why authors have used it instead of ML.
For training the low frequency sub bands of the host image, generated by applying DCT on it
are used here. In this 2 host images are embedded by using watermark sequence generated by
ELM. ELM takes LL sub band of the host image at input layer and generates a sequence at
output layer which is used as watermark. The performance of the scheme is evaluated by suing
PSNR and SIM, the results show that good robustness and imperceptibility are achieved here.

A time efficient optimized watermarking technique is established in [1] which uses DCT
transform for embedding the watermark. The results of the watermarking are optimized with
the help of the Artificial Bee Colony (ABC) technique. Instead of using a general embedding
factor K-Nearest Neighbor algorithm is used here which predicts the embedding factor. The
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authors called this technique time efficient because here meta- heuristic techniques are not
used which shows a delay in finding the optimal parameters. The watermark blocks are
embedded by using the correlation between the neighboring pixels so that security can be
achieved.

A General regression neural network (GRNN) based watermarking scheme is implemented
in [20]. It is an adaptive watermarking technique which uses DWT and human visual system
(HVS) for embedding the color image. The luminance component of YCbCr is used for
embedding and embedding is done by training the GRNN. This scheme is blind as at
extraction side GRNN helps to extract the watermark embedded. In this HVS is used to select
the appropriate blocks for embedding and a scrambled watermark is embedded in these blocks.
The performance of this scheme is also compared with other existing works and it shows good
results.

A feature extraction based algorithm for providing robustness is given in [62]. The features
are extracted using various techniques like DWT, IWT and SIFT. For embedding cascaded
neural networks are used which is combination of two neural networks. The advantage of
using cascaded NN is that these do not have problem of predictability and no information is
leaked as these problems may occur in using the conventional NN. In this a dynamic pattern is
generated by cascaded NN for embedding and embedding factor is optimized using PSO
algorithm. The algorithm is evaluated using various parameters like PSNR, EC, DC and NC.

A Back Propagation NN (BPNN) based techniques for social applications is proposed in
[127] to provide the security to the watermark image. For watermark embedding DWT-SVD
combination is used and BPNN is used to reduce the effect of attacks on the watermarked
image. Firstly image undergoes through 3- level DWT and then SVD is applied on both, LL3
sub band of host image and watermark image. Secondly the singular components of the
watermark are embedded in S component of the host image. At last this modified S is
combined with remaining U and V components and undergoes through inverse SVD and
IDWT processes to get the watermarked image. The experiments show that this scheme
outperforms other compared attacks but as embedding is done on some components only so
any attacker can use the remaining part of the image for his benefits.

A blind watermarking scheme using BPNN is performed by authors in [42], the BPNN is
trained to recover the watermark image from watermarked image. It uses wavelet domain of
the image for embedding the scrambled watermark using HVS characteristics. For scrambling
the watermark Armold map is used which is shown in Eq. 16.

[@ b]=[(1 111) (a b)] mod X where X is size of the watermark image Eq. 16.

BPNN is trained to learn the relationship between original and embedded image so that it
can be used at extraction time. BPNN uses mean square error and Gradient Descent to find
weights of the network. In this network 3 layers are used, one is input layer having 9 neurons,
second is hidden layer having 18 neurons and last is output layer having one neuron. An
optimized watermarking scheme based on BPNN is proposed in [114] along with Arnold
transform. For security reasons multiple keys are used to scramble the watermark and multiple
variables are used in Armold transform. In this scheme the watermarked image is compressed
using BPNN and then scrambled watermark obtained by using improved Arnold is embedded
into it. Now image is decomposed again to get the watermarked image. The watermark
extraction process is similar to the embedding process and it does not need the original image
and original watermark which makes this scheme secure and blind.

Authors in [69] proposed a scheme which aims to provide feasibility, robustness, network
capacity by using neural network. For copyright protection of the image NN based image
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batch copyright protection scheme is used, by using it a copyright message bit stream can be
extracted from each cover image while no modifications. A number of RGB images have been
used to train the model. In [104] an enhanced time efficient secure watermarking scheme is
proposed which uses ant colony optimization and light gradient boosting algorithm for
optimization. In this Twenty four grayscale images, of size 512 x 512, are selected as training.
To reduce the time taken by algorithm K-NN along with ant colony optimization algorithms
have been used.

Most of the researches have using used machine learning techniques to make the
watermarking scheme time efficient by training the model fast as these have less number of
layers then deep learning networks. But a good balance between various characteristics of
watermarking is not found using only ML based techniques in some of the papers.

3.8 Deep learning based techniques

Artificial Intelligence is the umbrella under which machine learning comes and deep learning
comes under machine learning. Deep learning mimics the working of human brain and
processes this data to make decisions. In deep learning Convolutional Neural Network
(CNN) is used to train and test the model. Image recognition, image classification, object
detection, Face recognition and watermarking are some of the areas where CNNs are widely
used. In deep learning, model learns to do any computational tasks by directly learning from
images or videos. Deep learning models are used to achieve a better accuracy which some-
times human brain cannot achieve. The reason of using neural network in watermarking is that
it decreases the execution time when compared with other fuzzy based techniques.

In [80] a blind watermarking technique to achieve robustness is proposed which uses CNN
technique. In this 4000 24-bit color images from the BOSSBase dataset are used for training the
model and for learning model have taken 1 day. This learning process includes watermark
embedding, simulation of various attacks on it and then updating the weights of the network. Most
of the researchers have used Quantization Index Modulation (QIM) for making the networks o here
authors have used Quaternion DFT (QFT) techniques and QIM combination for this purpose. A
collection of ReL.U and Fully connected layers are used here for creating the CNN model.

In [65] a blind CNN based watermarking for smart city applications has been proposed
which uses Fast R-CNN technique to train the system. To ensure the security of the watermark
image it is randomly scrambled before embedding so that it cannot be recognized by an illegal
attacker. For watermark detection and extraction cooperative neural network is used here and
for extraction host image is not required which makes this technique a blind one.

Authors in [12] have developed a framework for finding the appropriate embedding
strength parameter so that a balance between robustness and imperceptibility can be achieved
easily. For embedding DWT-DCT combinations are used and experiments are performed on
COCO dataset available at [17]. Rather than using conventional CNN, Mask RCNN is used
here because it is much faster than CNN and shows very good performance for semantic
segmentation. The mask values of the host images are calculated by using mask RCNN. Here
firstly, saliency detection algorithm is applied on the host image to find blocks having
minimum saliency and then Mask RCNN is used to find the ROI areas by semantic segmen-
tation. Then host image is divided into 128*128 blocks and blocks having lower ROI pixels
are selected for embedding after this 2D DWT is applied to convert t into 4 sub bands. At last
LH, HH and HL sub bands are divided into 8*8 blocks and DCT is applied on these sub blocks
to embed the watermark bit wise. Similarly extraction is performed.
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Authors in [21] proposed a watermarking scheme to maintain the intellectual property of
the deep neural network, embeds the watermark and verifies the information of the owner. In
this image set-5 is used as host image of size 512*512 and all the experiments are performed in
Python. Here the use of DNN is to verify whether the extracted watermark is similar to the
original one or not. It achieved an accuracy of 51.89% but in some cases this model gives
inconsistent results. A two stage watermarking scheme for blind application is proposed in
[68] which uses 2 stage separable deep learning (TDSL) network. The advantage of TDSL is
that it is noise free network and has good training process because of this feature; it provides
better stability, good results, fast performance and better robustness in presence of various
attacks. In deep learning network encoder and decoders are used for embedding the watermark
and to recover it. The experiments are performed on 1000 images of COCO dataset in which
996 images from CIFAR-10 dataset are used for training and testing the scheme.

In [79] authors have used Reinforcement machine Learning to find robust domain from
attacks, this scheme is a blind one in which for watermark extraction there is no need of
original cover image or watermark image. The authors have used image watermarking
networks called WMNet using convolutional neural networks (CNNs) and for its training
4000 24-bit color images from the BOSSBase dataset have been used. The motive of this
scheme is to find a balance between imperceptibility and robustness which is very difficult to
achieve. It has proposed 2 methods for embedding, one using BPNN, SDT and another using
auto encoder, where auto encoder is a feed forward network gradient. Eight different types of
attacks are applied on these schemes to prove it robustness and Adam descent is used here
rather than using Gradient descent because it has better loss reduction capacity.

A DWT based watermarking scheme along with Entropy and Neural network is explained
in [46]. In this image is divided into 4 sub bands using DWT and then entropy of each block is
calculated. Now blocks having largest entropy values are selected for embedding because
these have less information. The regression NN is used to find the relationship between
original and embedded image so that it can be used at extraction time. In this embedding is
not performed in LL sub band because LL sub band is not good for embedding s these shows
low entropy value which contains most of the information [112] and does not perform good
against compression attacks. In [54] authors have proposed a non blind technique to achieve
the feature of robustness and imperceptibility in transform domain. This technique is based on
auto-encoder Convolutional Neural Network (CNN) and it is trained using standard gradient
descent back propagation algorithm, the performance of the scheme is measured by NC and
BER. Authors in [129] have also proposed a blind watermarking technique to achieve
robustness, high capacity and security by using DWT, SVD and CNN. For showing the
performance PSNR and NC parameters are used and compared with other schemes.

CNN based techniques provides a balance between imperceptibility and robustness of the
watermarking scheme by training the model which can be used at extraction time also so that
watermark can be extracted easily without using Cover image.

4 Summary and discussion

From the above study, it can be summarized that there are various applications of
watermarking and a number of research is done in this field, some are in spatial domain while
rest are in transform domain. Spatial domain techniques have less computational cost while

transform domain have high computational cost but the robustness provided by spatial domain
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is very less in comparison to the transform domain techniques. Spatial domain techniques
provide very good imperceptibility and can be applied in data hiding or copyright applications
but these do not resist against attacks because of that researchers move towards the transform
domain techniques. Transform based techniques can be applied to provide imperceptibility,
robustness and temper recognition applications. There are a number of methodologies which
are used under this umbrella, and are explored in this paper and are shown in tabular form in
Table 2. Each methodology has its own advantages and disadvantages like DCT based
techniques are very imperceptible and robust but these do not work well against cropping
and scaling attacks and these are difficult to implement. Most of the researchers have used
middle frequency components of DCT to embed the watermark as embedding in low
frequency components introduce distortions but provides good robustness while embedding
in high components decreases the quality of the image and increases robustness. So embedding
in these two frequency components does not provide a balance between robustness and
imperceptibility. Similarly DWT based techniques provide very good imperceptibility but
are not so much robust. In DWT mostly embedding is done in LL sub band which has most of
the information of the image and provides more robustness. DFT has a problem of shift
invariance because of that some researchers has used QDFT based scheme to provide more
robustness against geometric attacks. SVD scheme shows good performance against cropping
and geometric attacks but these have problem of false positive as explained earlier as well as
these cannot be considered for rightful ownership. So a huge amount of research is done by
combining these techniques and called it hybrid technique so that a balance between various
characteristics can be achieved.

Some authors have used Region of Interest (ROI) based techniques, this is a good idea to
embed the data only in interested regions of the image but these have a problem that these only
embed data in some regions and leave other part of the image as it is without applying any
security to that so any unauthorized user can take these parts to embed his watermark and
claim for the image. Some authors have used entropy as a factor to select the blocks for
embedding, in this embedding in high entropy areas is a good idea as these are most robust
against image processing attacks and are low information areas. To calculate performance of
the schemes MSE and PSNR are good measures and most of the researchers have used these
two. From NC values it can easily be compared that which technique works well under what
type of attacks. In watermark embedding the embedding factor often called « (alpha) plays a
very important role [S1] as a smaller value of o gives good PSNR but not robustness and its
very high value gives robustness but not good imperceptibility. So a number of optimized
techniques are used to find the best value of « to get a trade-off between these two. One of the
optimization techniques is meta-heuristic but these takes more time for finding the optimal
value of « because of that these can’t be applied in real time applications. Some has used Back
propagation Neural Network (BPNN) to embed the watermark, BPNN based schemes suffer
from scaling attacks because these only remembers relationship between neighboring pixels
are not good for big data analysis. Some has used k-NN (K-Nearest neighbor) algorithm to
find relationship between neighboring pixels but these applications need for storage space.
CNN based techniques provide a good balance between imperceptibility and robustness but
are difficult to implement. So currently a huge amount of research is doing in deep learning
and machine learning based watermarking techniques to achieve balance between various
characteristics as well as making watermarking process blind so that security can be achieved.
Table 2 provides a summary of various techniques used in field of image watermarking and
compared these in terms of their performances. It shows the image size and image type used by
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Table 3 Various Techniques used for watermarking

Technique

Abbreviation References

Ant Colony Optimization
Arnold Transform
Artificial Bee Colony

Chaotic map

Continuous Wavelet
Transform

Convolution Neural
Network

Cuckoo Search
Optimization

Decision Tree

Discrete Cosine Transform

Discrete Fourier Transform
Discrete Wavelet
Transform

Elliptive Curve
Cryptography

Entropy

Extreme Machine Learning

Fast Fourier Transform

Genetic Algorithm

Hamming Code

Integer wavelet Transform

Least Significant Bit

Machine Learning

Message Digest-5

Neural Network

Particle Swarm
optimization

Pixel Shuffling

Principle Component
Analysis
Quantization Index
Modulation
Quaternion DFT
Quaternion DWT
Redundant DWT
Singular Value
Decomposition
Two dimension Linear
Discriminate Analysis
ZIP Compression

AC

AT

ABC
Optimiza-
tion

Chaotic map

CWT

CNN
CSO

Decision
Tree
DCT

DFT
DWT

ECC

Entropy

ELM

FFT

GA

Hamming
Code

IWT

LSB

ML

MD-5

NN

PSO
Optimiza-
tion

Pixel
Shuffling

PCA

QM
QDFT
QDWT
RDWT
SVD

2D LDA

ZIP

[56]
[53] [67] [86] [92] [102] [3] [35] [16] [34] [40] [129] [114]
[45] [1] [103]

[92] [35] [103]
[13]

[80] [65][12]
(81 [47]
[36]

[86]1[92] [102] [96] [3] [35] [15] [53] [89] [123] [35] [34] [40] [29]
[551[751 [129] [1] [62] [65] [12]

[91] [125] [34] [98] [5]

[31[9] [124] [36] [58] [118] [99] [98] [5] [117] [11] [66] [49] [40]
[331[311[29] [55] [103] [8] [122] [70] [50] [129] [20] [62] [127]
[65] [12] [46]

(33]

[33] [31] [76] [46]
[75]

[71] [125]
[96] [47]
[117] [129]

45]
108] [14] [73] [14]

11[79]

113]

129] [20] [62] [127] [21] [114] [46]
391 [122] [70]

— e, —

[71] [125] [31]
[19]
[40] [80]

120] [16] [125] [39] [80]

351 [67]

121] [19] [47]

1217 [99] [98] [5] [117] [111] [66] [49] [40] [33] [31] [29] [55]
[45] [103] [47] [122] [70] [50] [129] [127]

[15]

—r———

[89]

various authors as well as a number of attacks used by them to compare these. Table 3 has
listed various techniques used by the authors and their reference numbers along with abbre-
viations used for particular technique.
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5 Conclusion and future work

The concept of digital watermarking gives the users freedom to provide their content online to
other users while maintaining its authenticity and copyright protection. Digital watermarking
provides the copyright protection, temper proofing and fingerprinting to various types of
content like audio, video or images. Watermarking can be performed in spatial frequency
domain. In spatial domain watermark bit is directly embedded into the pixels of the cover
image. Least Significant Bit (LSB), patch work are some of the methods used under spatial
domain watermarking. But these methods are not secure and it also degrades the quality of the
cover image, so frequency domain watermarking is more useful. In frequency domain
watermarking bits are spread throughout the image so no one can easily detect the watermark
image. In frequency domain DCT, DWT, DFT, LWR and SVD techniques are used. This
paper has reviewed various researches done in this field and shows a summary of these shown
in Table 2. Some provides only imperceptibility while other provides imperceptibility and
robustness both. Some has also worked to provide security to the watermark image by any
encryption algorithm, scrambling or by Arnold transform. Now a number of machine learning
and deep learning techniques are being used in the field of watermarking to increase balance
between robustness and imperceptibility and to make algorithm time efficient.

In future work can be extended for other types of data used for watermarking like audio or
video and some schemes can be developed to provide a good balance between
imperceptibility, robustness and security.
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