Multimedia Tools and Applications (2021) 80:1-34
https://doi.org/10.1007/511042-020-08904-8

®

A Computationally Efficient and Scalable Key Check for
Management Scheme for Access Control of Media s
Delivery in Digital Pay-TV Systems

Vinod Kumar' - Rajendra Kumar? - S. K. Pandey?

Received: 12 May 2019 /Revised: 10 March 2020 /Accepted: 27 March 2020 /
Published online: 8 June 2020
© Springer Science+Business Media, LLC, part of Springer Nature 2020, corrected publication 2020

Abstract

In today’s Internet era, group communications in multimedia applications are becoming
more and more popular. The issues of controlling illegal access to multimedia contents
require efficient and secure mechanisms for distribution of common key called scram-
bling key or group key. In order to provide secure delivery of multimedia contents in
digital pay-TV systems, a large number of keying information messages are exchanged
for group key/scrambling key updates in the traditional key distribution schemes. In this
paper we propose a Chinese Remainder Theorem (CRT) based key distribution protocol
which is highly secure and computationally efficient. The proposed protocol, 1) has
drastically reduced the computational complexity of Group Manager (GM) and members
for updating the keys, 2) has greatly increased the security by using an additional secret
parameter at Group Manager and members areas, 3) can efficiently handle large and
dynamically updating groups and, 4) can update the group key in one message, without
updating member’s key. With our proposed key distribution scheme, only legal members
can access the multimedia contents correctly and the illegal access can be prevented. The
proposed scheme is applicable in Conditional Access System (CAS) of digital pay-TV
systems without increasing storage and communication overheads on GM and members.
The comparative analysis of our proposed scheme with existing schemes in terms of
computational cost assures the effectiveness of our scheme. As a proof of concept, we
implement our scheme to a decentralized architecture-based key management system and
demonstrate that the proposed scheme significantly reduces the computational
complexity.
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1 Introduction

With the growing popularity of group communications and the rapid growth of the Internet,
certain multimedia multicast services like Pay-TV, video conferences, stock quotes, group
games, distance learning, etc. require confidentiality during communication [3, 6, 18, 22, 26,
27]. For such kind of group oriented services it is necessary to develop the access control
mechanism so that only legal group members can access the multicast communication. In
digital pay-TV systems, the members are able to select and purchase their favourite programs.
The Conditional Access System (CAS) provides access of selected programs to only autho-
rized members who have paid for the digital pay-TV programs. For these reasons, the problem
of'illegal access of pay-TV systems has become important and researchers have attracted a lot
of attention to solve these problems. In digital pay-TV systems, the CAS is a type of security
system which guarantees that only legal members can access multimedia multicasting. In
CAS, the Key Management System (KMS) is an important component which prevents illegal
access to digital pay-TV. systems. Whether the key management system is suitable or not can
directly affect the performance and security of the CAS. The KMS is responsible to generate
and distribute group key to authorized members which is used to scramble/descramble the
media contents. The scramble and encryption techniques are normally used for channel
protection and delivery of multimedia contents to prevent illegal access in digital pay-TV
multicasting systems. The scramble/encryption keys are distributed to all members in the
group so that they can obtain and descramble/ decrypt the multicast data for which they are
entitled [7].

As the groups may be dynamic in nature and the group membership may change over time.
The members may join/leave the group any time. In order to provide the privacy in the
multicast communication, the group key must be refreshed and redistributed securely to the
members if there is any change in group membership. The updating and redistributing of group
key over time is known as re-keying. In the present scenario of subscription of services, the
membership of short-period services is growing. Therefore, the key management system
implemented on short-period services, the group key is refreshed frequently. The frequently
update in the group key leads the security problems related to backward and forward secrecy
and expeditiously grow the rekeying cost [9]. For secure distribution of group key to members,
forward and backward secrecy are initial security requirements of a group key management
system. The backward secrecy means that new group members must not be able to access
previously used group keys. Similarly, the forward secrecy means that the old group members
must not be able to access new group keys [19].

The scrambling is the main function of CAS, which is a cryptographic operation and needs
a key called Control Word (CW) to shuffle the media contents for pay-TV systems. When the
Service Provider (SP) multicasts the digital signals of the program, CAS uses source digital
signal and CW to produce digital signals in jumbled form and multicast the media contents in
its jumbled form. This allows digital signals to be transmitted securely via open channels.
Regularly changing CW and securely sending them are key problems of CAS. If CAS is not
secure, then an adversary can easily discover CW, which can be used in descrambling the
multicast digital signals. In order to provide the higher security for CAS, the CW must be
changed regularly about every 520 s so that the attacker is not able to descramble the signals.
Therefore, a secure technique to multicast updated CW is much more serious than preventing
illegal members to capture CW. The CAS sends secret key to each member at the time of
registration in the system. The capture of secret key by attacker is equivalent to crack the CAS.
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In order to prevent the attackers from obtaining the secret key, the KMS of CAS must be
highly secured. Moreover, the descramble algorithm which run at member area should be
efficient because digital pay-TV system is a real time application.

Various key management schemes for secure multicast communication have been designed
till now. According to whether a trusted GM exists or not, all the group key management
schemes are mainly classified into two types: group key distribution and group key agreement
schemes. There is no GM in the key agreement protocols to generate and distribute the group
key to all members. Because of not presence of GM, all group members contribute equally to
establish a common key called group key. As there is no GM in the key agreement schemes
and all members are responsible to contribute equally, higher communication overhead is
needed during key establishment. In group key distribution protocols, a single trusted entity
called GM is exists. The GM is responsible to generate and distribute the group key and other
essential keys to the group members. We have proposed a key management scheme for access
control of media delivery in Pay-TV systems using GM because a Pay-TV system have a SP
like a GM which is responsible to manage the necessary keys and handle the subscribers. The
key management schemes without a GM may increase computation and communication
complexity of key update phase and hence the performance of Pay-TV systems may be
degraded. Therefore, the use of key management schemes without a GM is not efficient in
Pay-TV systems. However, distributing a group key in CAS of pay-TV is not easy due to the
following reasons:

1) The computational, communication and storage complexities of CAS should be as
minimal as possible.

2) A common group key is transferred to several members at one go; therefore, it is easy to
intercept during key transmission.

3) Group membership may change over time. At every join/leave, the group key requires to
be updated and redistributed.

4) Even though the group membership does not change for a long time, the group key still
needs to be refreshed after a certain period of time.

Till now, many key management protocols have been presented in the literature to address
above mentioned issues. Previously we have also proposed many key management and other
cryptographic protocols [8—12]. In [9], a centralized group key distribution scheme based on
RSA has been proposed which reduces the computation complexity key server. The storage
complexity of key server has also reduced. To enhance the scalability, the protocol is
implemented on clustered tree based architecture. In this protocol most of the computations
are performed in initialization phase to minimize the rekeying cost. Moreover, it removes
vulnerabilities of [14] such as eliminating factorization attack, decryption exponent attack,
timing attack and Wiener attack etc. The protocol [9] requires slightly higher computation and
communication cost for key update and it cannot be implemented in four level hierarchical
structures by which it is not suitable to implement in pay-TV system for key distribution and
hence the work presented in this manuscript is more efficient and highly scalable as compared
the protocol presented in [9]. In [30], a fast key distribution protocol based on CRT has been
proposed in which some keys parameters are computed and stored in initialization phase to
reduce the key updating cost. In [10], a group key computation protocol based on polynomial
for multicast communications has been presented in which group key is computed without
interaction among the members. The scheme has reduced the computation, communication
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and storage complexities. However, the scheme is only suitable for small groups and not
suitable for pay-TV systems because it is not highly scalable. In [25], a centralized key
management scheme to reduce the key updating cost has been presented in which most of
the computations are performed in initialization phase to compute key parameters for group
members.

In [8], the improvements in RSA public key cryptosystem for higher security using CRT
have been introduced in which the functions of encryption/decryption are more secure than
conventional RSA. In order to generate the private/public key pairs, the protocol has used four
prime numbers instead of two. Moreover, it removes the weaknesses of traditional RSA
cryptosystem such as eliminating Factorization attack, Decryption exponent attack, Timing
attack and Wiener attack etc., The protocol presented in [8] cannot be implemented in pay-TV
system for key distribution because it is not a key management scheme. Therefore, the
proposed research work is completely dissimilar from [8]. In [11], a novel fully homomorphic
encryption protocol based on Euler’s theorem which requires less encryption overhead has
been proposed. In the protocol, the computational complexity of decryption function has
reduced greatly. In [12], a ternary tree based key establishment protocol for distributed
environment has been proposed in which a common key is established using secret shares
of each group member. Additionally, the scheme [12] is only suitable for distributed environ-
ment. In the distributed key management schemes, the computation and communication cost
of group members is increased. Therefore, the scheme [12] is not suitable to implement in pay-
TV systems for key distribution. Moreover, the work presented in this manuscript is differs
from the protocol presented in [12] in many characteristics such as applicability, efficiency and
scalability etc. Apart from these protocols many other protocols [6, 14, 18, 19, 22] etc. have
been proposed for key distribution in Pay-TV systems. But most of the existing protocols
suffer from the problem of high computation, storage overheads and security. The protocols
[8—12] do not support three or four level decentralized architecture, as a result these protocols
cannot be implemented in Pay-TV systems. Therefore, the design of a computationally and
memory efficient key distribution protocol is necessary, which can be implemented in Pay-TV
systems and handle large and dynamically updating groups while providing higher level of
security.

The main contribution of this paper is to design a new centralized key distribution protocol
for secure group communication with dynamic membership changes. In the proposed scheme,
the computational complexity of GM for updating the keys is minimized by pre-computing
alternative keys at the initialization phase so that it can be implemented in digital Pay-TV
systems and provides efficient results. The proposed protocol consists of initialization, mem-
bers joining, members leaving, massively joining & leaving members and periodically updates
phases. The contribution of this paper can be summarized as follows:

1) The proposed protocol minimizes the computational complexity of GM for updating the
keys.

2) It drastically reduces the computational and storage complexity of each member of the
group.

3) When a new member joins into group, then to distribute the new Group Key (GK), the
GM requires executing only three basic operations: one addition, one multiplication and
one modulus operation. Also, at member leave it performs one subtraction, one multipli-
cation, and one modulus operation to broadcast new GK.
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4) Every group member requires executing only one multiplication and one modulus
operation to recover the new GK.
5) The proposed protocol can efficiently deal with massive membership changes.

The remaining sections of the paper are organized as follows: Section 2 presents literature
survey of the related work. Section 3 provides preliminaries which include symbol definition,
system and adversary models and a brief review of Chinese Remainder Theorem. In section 4,
we describe our proposed protocol in detail. Section 5 presents the security analysis. The
performance analysis is presented in section 6. Section 7 presents the implementation results.
Finally, we conclude this paper in section 8.

2 Literature Survey

The key management for secure group communication has a lot of attention in the field of
cryptography. A variety of group key management protocols for secure group communication
have been proposed. The main challenges of various existing key management protocols are
higher computation, communication and storage overheads. The key management protocols
also encounter the problem of scalability and security. In order to explore above mentioned
issues, it is essential to analyse the various key management protocols have been proposed in
the literature. The brief review of related key management protocols is given as follows.

O. Pal et al., [18] recently introduced a key distribution protocol for secure conditional
access systems. The scheme is based on Extended Euclidean algorithm and has efficient
technique for balancing the load of Group Controller (GC). However, scheme has many
drawbacks such as it will work only if GCD(n, §) =1, and for other cases it will not work at
all. Therefore, the scheme has lots of failure cases since the keys are selected from Z; for
which the condition GCD(n, §) =1 will rarely true. Moreover, the scheme is vulnerable to
impersonation attack since product of all subscriber’s keys or multiple of product of all
member’s keys can easily be computed by each subscriber. Therefore, the forward secrecy
is also not maintained and member who has left the channel package can easily subscribe the
channel and enjoy the multimedia content without having subscription. R. Varalakshmi et al.,
[22] proposed key management scheme for CAS based on Huffman encoding technique. In the
scheme it is possible that private key of one member may divide other member’s keys since the
keys are selected from Z;. Therefore, if private key of one member is a factor of another
member’s private keys then that member can access multimedia contents after leaving the
group. Consequently, the forward secrecy is also not maintained in the scheme. The scheme is
also vulnerable to impersonation attack. Another demerit of the scheme is that the channel
selection procedure is not efficient since the users are not able to select channels as per his/her
choice.

M. Y. Joshi et al., [6] proposed a key distribution scheme based on CRT for single and
multiple access control. To update the group key, the scheme requires only one message.
However, the computational overhead for key updates is very high because it is necessary to
solve the sets of congruence equations for every key update. In case of multimedia multicast
the group key is updated very frequently. Therefore, the scheme is not applicable in CAS. The
protocol for multiple access control is also required high computational cost. Therefore, the
protocol cannot be integrated with CAS. P. Vijaykumar et al., [26] proposed an effective key
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management scheme for secure pay-TV system. The scheme is vulnerable to impersonation
attack and does not maintain forward secrecy. Therefore, the scheme is suitable for secure
CAS system. He D. et al., [3] analysed Wang H. et al., [27] scheme and prove that it is
vulnerable to impersonation attack. They have also proposed new solution that eliminates
security weaknesses of Wang H. et al., scheme. McGrew et al. [16] proposed a key establish-
ment protocol for large and dynamic groups using one-way function trees. The keys stored at
members side, the size of broadcast messages and the computational cost of group members
are logarithmic proportional to the size of the group. On the other hand, the protocol is
vulnerable to collusion attack, in which joining and leaving members may use the information
about their group keys to find the old and new group keys.

Mingyan Li et al. [13] explored the key distribution problems in secure multicast group
with one-to-many communications. In proposed scheme the author’s point out the issues in the
designing of model for key distribution with known communication budget can be determined
as a constraint optimization problem. The author’s also point out that how the memory space
required by the GC is minimized. However, due to more complexity of the solution of
constraint optimization problem, the Key Server (KS) and members computation cost is
increased. M. S. Farash et al., [2] presented weaknesses of Yeh and Tsaur’s [28] scheme
and indicates that the scheme is vulnerable to impersonation attack. An adversary can
impersonate both head-end system and mobile devices. To eliminate these security weaknesses
of Yeh and Tsaur’s scheme, the authors proposed an efficient and provably secure authenti-
cation protocol for CAS using bilinear pairings. S. Chen et al., [1] studied various key
management models for Pay-TV systems and conclude that the four-key management model
is more efficient for Pay-Per-Channel (PPC) programs, and three-key management model is
appropriate for Pay-Per-View (PPV) programs. The protocol requires less memory space.
However, it requires a more complex algorithm for four-key management model. J. Kim et al.,
[7] analyzed security weaknesses of Sun et al. [20] scheme. Sun et al. scheme does not
preserve backward secrecy. The authors have simple changes in Sun et al. protocol to make it
capable for maintaining backward secrecy.

J.AM. Naranjo et al. [17] have proposed key management protocol for secure communi-
cation in centralized multicast environments based on extended Euclidean algorithm. For
every rekeying operation, the protocol generates only one rekeying message for entire group.
Each group member is needed to store only one key. However, when a member wants to join
or leave the group, the time requires to determine a new multiplicative group is very high.
Moreover, in this scheme, two values & and L are computed in the intermediary steps of group
controller which should be relatively primes, otherwise the scheme is failed and members are
unable to recover the secret message sent by GC. Zenghui Liu et al. [15] have investigated an
efficient and secure protocol based on Logical Key Hierarchy(LKH) tree to rekey group key.
The scheme reduced the rekeying cost and it can handle large-scaled group efficiently.
Vijayakumar P. et al. [24] have presented key tree approach based on rotations to balance
the tree, even if the batch leaving requests are involved in more operations than the batch joins.
The protocol has reduced the batch rekeying overhead, if batch leave request are larger than
batch join. By comparing with the other existing schemes, it reduced the rekeying overhead up
to 20% — 30%. However, when batch join requests are larger than batch leave, the performance
of the protocol is poor.

Dong-Hyun Je et al., [5] have presented a batch rekeying protocol which minimized total
rekeying cost per unit time. The protocol configures batch rekeying intervals dynamically. In
comparison with periodic batch rekeying protocol, the protocol has reduced the rekeying
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complexity by more than 50%. Shaohua Tang et al. [21] proposed hyper-sphere based
provably secure key distribution protocol which is efficient and scalable for large groups. In
the proposed approach every key has no any dependency on future and previously used keys.
The protocol has greatly reduced the storage and computational complexity of group members.
However the GC’s computation and storage overhead is increased linearly with the group size.
Zheng et al., [30] have presented two variations named Chinese Remainder GK (CRGK) and
Fast Chinese Remainder GK (FCRGK) for key distribution protocol. The protocol has also
minimized the memory load and key recovery cost of group members. However, the storage
and computational complexity of key server has increased. Lin et al., [14] have presented a
group key management approach to solve the rekeying problem. The approach has eliminated
the rekeying operating cost of the key server. The protocol has minimized the memory load of
members. However, the computation and memory load of key server is increased.

Saravanan K. et al., [19] proposed an efficient multicast key management algorithm based
on star topology in which the private key is computed by individual member. The computation
overhead of KS is reduced by distributing the KS load amongst the members. The rekeying
overhead is completely reduced. However in some cases the forward Secrecy is not main-
tained. VijayaKumar, P. et al., [23] proposed a key management protocol which reduces
computation and storage cost during key updates. To enhance the scalability, the protocol has
implemented on clustered tree base structure. However, the storage and communication
overhead of key server has increased. Vijayakumar, P. et al., [25] have introduced a key
management protocol which minimized the computation complexity of key server and group
members. The protocol can handle batch join and batch leave operations efficiently. However,
the initialization and storage cost of key server has increased. J. Zhang et al., [29] have
investigated various key management schemes for secure communication in wireless sensor
network. Yu-Lun Huang et al., [4] proposed key distribution scheme for securely distribution
of encryption keys to the legal subscribers. The scheme requires only one multicast message to
update the encryption key. It also reduced the computational cost since it needs to perform
simple operations for key updating.

Most of the above mentioned protocols have poor performance in the process of joining /
leaving of members and required higher storage space at member’s area to store the keys. This
paper proposes an Efficient and Scalable Key Management Scheme (ESKMS) for secure
multicast communication in multimedia applications to overcome these shortcomings. We
summarize the characteristics of our proposed protocol for key distribution in secure group
communication as below.

1) The GM needs to share private keys with each group members in privacy during
registration.

2) Each group members will drive a common group key from encrypted message sent by
GM.

3) When some new members join the group, they can’t obtain any information regarding
older group keys. Similarly, if some members exit the group, they can’t obtain any
information regarding new group keys.

4) The group key distribution process is separated into initialization, members joining,
members leaving, massively joining and leaving members phase. The GM performs most
of computation in the initialization phase, so that it can distributes the group key to group
members very quickly.
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5) Our protocol drastically minimizes the computation load of GM and members and can
efficiently deal with membership changes on a large scale.

6) To protect the privacy of group key, it is updated periodically.

7) Each key is fully independent from the keys which are generated in the future and have
been used earlier.

8) The presented scheme is secured against the various security attacks such as passive
attack, impersonation attack, and collusion attack and preserves backward and forward
secrecy.

3 Preliminaries

This section, presents symbol definition, the concept of our system model and adversary
model. The brief review of the Chinese remainder theorem which is mainly used for key
distribution is also presented.

3.1 Symbol Definition

The notations used throughout this paper are summarized in Table 1.

3.2 System Model

All the entities in the proposed ESKMS protocol are classified into three categories: 1)
GM, 2) Member and 3) Adversary. The GM is a trusted authority. It issues private keys
PXK, to each group member. The GM generates and distributes the re-keying message to

group members when a group membership is changed. To achieve fast rekeying, the GM
performs most of the computations in initialization phase. A member is an entity who

Table 1 Different Notations used in this paper

Notations Descriptions

n Number of authorized members
n, Number of recipient members in the group
X Group key
M; The i member
Uu The set of legal members U= { M|, M5, M5...... M, }
CcT Distribution message for group members
p A large prime number
Pi Secret prime number for member M;
Z, Multiplicative group of prime order p
PK; Private key of member M;
m; Secret parameter of member M;, where m,; = % fori=1,2,3,....,7.
i
G Secret parameter of member M;, where p; X g; = 1 mod (PX;)
Vi Secret parameter of member M;, where y; = p; X m; X n;
g Group key encryption key
A The Adversary
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receives its private key PXK,; from GM during joining phase. The members are expected
to preserve the secrecy of own private key all the time, because the private keys are
reused to recover the group key again when there is a change in the group membership.
The members of the group are entitled to receive the common secret message sent by
GM. The members recover a common group key from secret message sent by GM. An
adversary is an entity who may perform various attacks on the proposed protocol. The
adversaries may be insiders or outsiders according to whether they are group members or
not. Our system model is based on key start architecture, where a group of legal
members is directly linked with GM. The number of members considered for secure
group communication in our system model is 72 + 1, which includes one GM and 7
group members. In the proposed system model for secure key distribution, the group
members are named as M; for i =1,2,3,..... ,m. The group key encryption key used to
encrypt the group key is computed by the GM and is known only to GM itself. The
private keys of the members are generated by GM in the initialization phase and
distributed to group members at the time of joining into group. The private keys PXK;
are known only to GM and members. The group key encryption key and member’s
private keys are used within group for secure key distribution. In the proposed system
model, it is assumed that there is no communication take place among members of the
group. The system model is presented in Fig. 1.

3.3 Adversary Model

Some reasonable assumptions are considered in proposed ESKMS protocol which are
necessary for secure communication and are already employed in most of the proto-
cols for key distribution. The GM is always trustworthy and has authentication system
for the members of the group. For authentication, the system makes use of valid
certificate which is issued by certification authority (CA) to the group members. The
adversary A4 is assumed to be a probabilistic polynomial time adversary. We assume
that an adversary 4 never participates in the protocol as a member of the group. It is
also assumed that the information about keys is kept secret by GM and group

Group Manager (GM)

5

§686--8 & &

My My Ny My2 My 1 My,

Fig. 1 The System Model
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members in their database. The information related to key of any group member may
be computed by an adversary A using all information that it possesses and all
capabilities that it owns. To obtain the private key PXK,; of a member of the group,
adversary 4 may apply brute force attack. In our proposed protocol, the communi-
cating parties (GM & group members) exchange secret messages over an insecure
channel. Therefore, adversary capabilities usually include eavesdropping the transmit-
ted messages over the public insecure channel and he/she can modify, insert, delete or
replying it. It is also assume that all the communications between GM and members
are authenticated. Therefore, it is not possible for adversary 4 to initiate attacks by
inserting, updating, deleting and replaying the message.

3.4 Chinese Remainder Theorem

The Chinese Remainder Theorem is used to find a common value from a system of
congruences.

Theorem 3.1: Let my, mj.......... m, € N be a collection of pair wise co-prime integers ( i.
e. ged(m;, my)=1 for i#j) and consider the following correspondence

Dy X Ly X Loy =L, wom,,
Then for any given positive integers ki, ky, ks......... k,, the system of following congruence
equations
X=kymod m,
X=kymod my
X=k,mod m,
have a unique solution X modulo N; where N=my X my x ===+ x m,. For solution, the

group members required to compute N; = % for 1<i<n. The N; and m; be relatively
prime( i. e. gcd(m;, N))=1 for 1<i<n). There exists two integers a; and b; such
that a; N; + b;m; = 1. The desired solution for the system of congruence equations is
XEZlekiaiN,»(mod N)

4 The Proposed ESKMS Protocol

This section presents a detailed description of our proposed ESKMS protocol, which
is based on Chinese remainder theorem. The proposed protocol is divided into five
phases. The initialization of GM is completed in the first phase of the protocol where
the GM generates private keys PXK,; and secret -; for each group member. In
addition that the GM computes the group key encryption key &,. The second phase
is members joining phase where GM distributes private keys PXK,; and secret number
#i to the group members. Moreover, GM generates the group key and distributes it to
the group members. The third phase is members leaving phase where GM updates
group key encryption key and redistributes updated group key to the group members.
The fourth phase is known as massively joining and leaving members phase, in which
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the massive changes in the group membership are handled efficiently. The massive
changes in the group membership are possible if there are large requests from the
members for joining and leaving. The last & fifth phase is periodically update phase
in which the group key is updated after some fixed period of time regularly.

4.1 Initialization of System

First, the GM selects a large prime number 2 to define the multiplicative group Z;,. Next, the
GM selects private keys PXK; from multiplicative group Z,, for "z’ number of members. The
selected private keys PXK; should be primes or pairwise coprime positive numbers. Apart
from this, all the selected private keys PXK; of group members should be greater than the
group key GK (i.e. PK; > GK) generated by GM. Furthermore, the GM selects 7’ large and
distinct prime numbers #; for the group members. To initialize the system, GM performs the
steps given below.

M

Step 1:  The GM compute M =[], (PX,) and 72, where "; =——fori = 1,2,3, .....,.7.

Step 2:  Next, the GM computes 7;, such that 71; x 7; = 1 mod" PXK,. Here 1; is the
multiplicative inverse of 771; with the modulus PX;.

Step 3:  Next, the GM computes 7;, such that y; = p; x 7, x 7. Here ~; is the secret share
of group key encryption key & for the group member 72;.

Step 4:  Finally, the GM computes group key encryption key 8, such that 8, = 1Y

Initially, the GM executes initialization phase for the group of size 7 (i.e. |G| = n). If the
members in the group are reached up to 7 (total size), then GM again executes
initialization phase to compute M, ;, and 5@ for 7, number of members where 7,
=n x £ (i.e, for £ times of 7 members) without changing secrets #; and private keys
PK, of existing n members . The value of £ is not fixed. It may be changed depending
on the dynamic nature of the group i.e., it depends on the rate of new members joining
the group. In this research work, the value of # is assumed to be £<10 because at a time,
large number of subscribers may join Pay-TV system to subscribe the channels. There-
fore, dynamic nature of the group plays major role to select the value of #. If the group
expands beyond the maximum size (the group size taken at the initialization of the
system for example 72) then GM expands the group by computing new M., 7;, and &
and storing them in its database for large set of members without changing the key
parameters already assigned to the existing members. To reduce the computational cost
of key update process, the GM performs most of the computations in initialization phase
in offline mode before group is formed. Therefore, computation complexity of initiali-
zation phase in the online mode is negligible. Therefore, our scheme can efficiently
handle very large groups i.e. groups of millions of members because it requires few
computations for updating the keys.

4.2 Members Joining
Whenever a new member M is authorized to join the group G for the first time, the GM sends

a private key PXK; and a unique secret number #; to the member using secure channel like
SSL. The private key PXK; and secret number #; are only known to member M; and GM.
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After receiving PK; and p; from GM, the member M; computes 4,; the multiplicative inverse
of i modulus PXK; such that p; x ¢; =1 mod (PXK,). Next, the GM generates and distributes
the GK to the group member using the procedure given below.

Step 1: Initially, the GM selects GK, a random element "}’ such that < PK;
fori=1,2,3,..... M.

Step 2:  Next, the GM encrypt the newly generated GK with the help of group key
encryption key &, and generates cipher-text CT" by using following eq. (1).

CT = (¥ x 8,) mod [T, (PXK,) W

Step 3:  Finally, the cipher-text 7" generated in step-2 is sent by GM to the group members
using multicast. After obtaining the cipher-text CT° from GM, an authorize member
M;; of the group can obtain the GK "K' by using the following eq. (2).

K = ((€T mod (PK,) x q;) mod (PK,)) (2)

Therefore, the members of the group can find the updated GK, K’ by performing one
multiplication and one modulus operation. The Diagrammatic sketch of proposed key man-
agement scheme for secure multicast communication is presented in Fig. 2.

4.3 Members Leaving

Whenever, member M; leaves the group, the GM removes his/her private key PK;
and secret number P; from the database of active group members and update the
group encryption key 8. After that the GM generate new GK, K’ and broadcast it
to remaining members. To perform leave operation, the GM needs to perform the
steps given below.

Step 1:  Initially, GM updates group key encryption key &, and computes new group key
encryption key &g with help of secret share ; of leaving member as shown in (3)

55; = 5@ — Vi (3)

Step 2:  Next, the GM generates new GK, K’. To generate new encrypted rekeying
message, the GM encrypts newly generated F' using updated group key encryp-
tion key 84 as shown in (4).
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Fig. 2 Diagrammatic sketch of proposed key management scheme for secure multicast communication
I ! ! n
CT' = (X' x 8) mod [T, (PK,) (4)

Step 3:  Finally, the cipher-text CT” generated in step-2 is sent by GM to available group
members using multicast. The existing group members compute the updated GK,
%' by performing one multiplication and one modulus operation as shown in
following eq. (5)

K' = ((C’T’ mod (PX,) X g;) mod (?Ki)) (5)

The leaving member M; is not able to find the refreshed GK, ', because his/her secret share
7, is not incorporated in 8. Therefore, our ESKMS scheme ensures that only the members
whose ; values are used to generate the rekeying message are able to recover the updated GK.
Therefore, the proposed protocol fulfils the initial requirement of forward and backward
secrecy.
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4.4 Massively Joining and Leaving Members

Let (n—m) members are presently available in the group, where 7> 0 and n > m >
0, and a set of 72 members join the group, where m > 0. After joining of m new
members, the group consist of 7 members which are represented by M, M>,
M3seenenann M ,. In general, if a set of 72 members join the group then GM requires to
execute 71 number of addition operations for updating the GK. Suppose a batch of five
members M, M7, Ms, Mo and Mo join the group, then the GM directly selects the
values of secret shares ~g, 7, 73, Yo and 7y of joining members from database that are
computed in system initialization phase. In the proposed protocol the values of secret
shares for the entire group of size 7 is computed in the initialization phase rather than
computing at the time of joining. After that the GM compute updated group key
encryption key 8, as 6 = g+ (s + 7 + g + Yo + Y10)- Next, the GM needs to update
old GK and generate the new GK, K'. After that, GM encrypt newly generated GK with
the help of updated 8, to form new rekeying message for members as shown in (4). The
cipher text CT” of encrypted GK is transmitted to all existing and newly added group
members by GM using multicast. After obtaining 77, sent by the GM, the members of
the group need to perform one multiplication and one modulus operation to recover the
updated GK, K’ as shown in (5). All legal members of the group are able to recover the
updated GK, K’ from cipher-text CT”since their 7; are included in 8. Therefore, if a set
of /m members join the present group then to update old GK, the GM needs to perform
m addition operations.

Similarly, let (724¢) members presently available in the group, where 7> 0 and £>

0, and a set of £ members leave the group, where ¢>0. After leaving of ¢ members,
the group has 7 members. The remaining members in the group are represented by
M1, M2, M35eennnnnn M. In general, if a set of £ members exits from the group, the
GM requires to execute {—1 number of addition operations and one subtraction
operation for updating the GK. Suppose a batch of five members Mg, M7, Mg, My
and M, leaves the group, then instead of updating the GK encryption key of the
individual member leaving the group, the GM directly update the GK encryption key
8, such that 85 = 8,~(vs + 77 + Vg + Yo + V10). Next, the GM needs to update old
GX and generate the new GX, K'. After that the GM encrypts updated GK with the
help of 8, to form new rekeying message for remaining members as shown in (4).
The cipher text CT’ of encrypted GK is transmitted to all the remaining group
members by GM using multicast. After obtaining C7”, sent by GM, the members of
the group needs to perform one multiplication and one modulus operation to recover
the updated GK, K’as shown in (5). The leaving members Mg, M7, Ms, My and
Mo are not able to recover the refreshed G, K’ from cipher-text €T, since their ;
parameter values are not included in 5;. Therefore, if a set of £ members exits from
the group then to update the old GK, the GM needs to perform ¢£—1 addition
operations and one subtraction operation.

Our scheme is highly scalable i.e., it handles large groups efficiently and large number of
members may join/ leave the group because it requires few computations for updating the
keys. Therefore, our scheme can efficiently handle very large groups i.e. groups of millions of
members. The proposed ESKMS scheme has drastically reduced the computational complex-
ity of GM for key update operation performed to handle mass join and mass leave. The
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procedures for massive join/leave and group key extraction are given in Algorithm 1 and
Algorithm 2.

4.5 Periodically Update

To ensure the information security, the group key K should be updated periodically. If due to
not changing in the group membership from long period of time, the group key K is not
updated within the time period, then to update the group key JC, the periodically update
process is initiated. In order to provide the confidentiality for communication in the group, the
GM starts periodically update process to change the group key before exceed the given time
frame. In each periodically update process, the GM needs to re-generate a new group key X',
and computes new rekeying message which is transmitted to the group members.

Algorithm 1 Group Key Distribution for Massive Join/ Leave
Input :S§,m,P,6,,¥, 0P
S - A set of members wish to join/leave the group
m - Number of members in the set §
P - Product of private keys of members available in the group
8, - Group key encryption key
K - Group Key
OP - Operation Mass Join or Mass Leave
Output : CT' - Broadcast message
1: procedure KEYDISTMASSIOIN(m, n, §,, , X)
2 Initilizey « 0
3 Initilize P « 1
4 Generate group key X' | K' < PK; (VY M; € G)
5: if OP = Mass Join then
6.
7
8

for i < 1tom do
Computey <y +v;
: Compute P « P X PK,
9: end for

10: Compute key encryption key 8, = &, +y

11: Compute M’ « M X P

12: else if OP = Mass Leave then

13: for i < 1tom do

14: Computey <y —y;

15: Compute P « P X PK,

16: end for

17: Compute key encryption key 69' =6, -V
P

18: Compute M’ « "

19: end if

20: Compute Cipher Text CT" = (X' x 8;,) mod M’

21: return CT"'

22: end procedure
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Algorithm 2 Group Key Extraction
Input :CT', PK,, g;
CT' - Broadcast received
PK; - Private Key of member m1;
@i - Secret parameter of member m;
Output : XK' - Group Key
1: procedure KEYEXT(CT', PK;, ;)
2: Compute X = CT' mod (PX ;)
3 Compute Y = X X g,
4 Extracts X' = Y mod (PXK,)
5: return X'
6: end procedure

4.6 Hierarchal Key Management Scheme for CAS

The proposed ESKMS scheme can be easily integrated into CAS of digital pay-TV system
because it can be represented into three or four level hierarchical structure. In order to provide
the efficiency and higher level security, the key management system of CAS organised the
keys in a hierarchical structure. In digital pay-TV systems the media contents are encrypted
with Control Words (CWs). For higher security of media contents the CWs are updated
frequently after about 5-20 s. The CWs are encrypted with Authorization Key (AK) called
channel key to generate Entitlement Control Message (ECM) using symmetric key algorithm.
From the security point of view the authorization key is updated weekly or monthly. Each
subscriber has unique private key issued by SP and it will never be updated. The AK is
encrypted by private keys of members. In our proposed scheme, the Subgroup Key Encryption
Key is generated which is used to encrypt the AK. The encrypted AK form a message called
the Entitlement Management Message (EMM). The subscriber can obtain the AK using his/her
private key while receiving EMM. Then, the subscriber can use AK to obtain CWs in order to
descramble the media contents. The concept of key hierarchy used in a CAS is presented in
Fig. 3.

Therefore, in the key hierarchy structure a second level key is needed to protect the first
level key. Similarly, a third level key is needed to protect the second level key. Whenever key
needs to be exchanged, another key from one level up is used to encrypt this message.

4.7 Correctness Analysis of ESKMS Scheme

Theorem 4.1: All the authorized members of the group can recover group key IC, from the
cipher-text CT sent by GM i.e. K = (CT mod ( PK,) x i) mod ( PK,.))

Proof The proposed ESKMS scheme generates rekeying messages for every change in the
group membership by using eq. (1) and generates cipher-text C7". The GM transmitted the
cipher-text CT" to members of the group using multicast. After getting CT, the legal members
of the group are able to recover the G, K by using the following equation.
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Fig. 3. Concept of Key hierarchy used in a CAS.

K = ((ET mod (PK,) x g;) mod (PK;))

(% x 8,) mod H(mq) mod (PK,) x q; | mod (PXK,)

i=1

= (( (% x 8,) mod (PK) x q,) mod (PK,))

( 'xxz (p; X m, xn))mod(??()x%)mod(?i()

((X x p;) mod (PK,) X g;) mod (PK, )) Since X1, (p; X m,; X n,) = pymod (PXK,)

(
( X x p; X g;) mod (PX; )) mod (PX, ))

( (%) mod (PX)) mod (PX, )) Since p; X ¢; = 1 mod (PK,)

= () mod (PXK,)
=X; Since KX < PXK;

Therefore, all the authorized members of the group can recover group key K

5 Security Analysis

This section presents the detailed security analysis of our proposed ESKMS scheme. Our
security analysis is mainly focuses on how the proposed ESKMS scheme is secured against
various security attacks such as passive attack, collusion attack and impersonation attack etc.
Moreover, the analysis is also focus on how our scheme fulfils the initial security requirements
of group backward and forward secrecy and how it achieves confidentiality in the group
communication. In the scheme, it is assumed that the GM keeps secret the values of PK,
~; and 5g in its own database. Moreover, the members keep secret the values of PXK; and g;
in its own database. It is also assumed that adversary .4 may sometimes be a member of the

group.
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5.1 Forward Secrecy

The forward secrecy is the security technique which ensures that the leaving members are
unable to use the upcoming communications which will be done after executing leave
operation. In the proposed scheme, the members leaving procedure satisfies the properties of
forward secrecy.

Theorem 5.1: A leaving member removes from the group at time frame %, then he/she
cannot access any keys used to encrypt the group key GK afier t.

Proof: Suppose at time frame #, a member #1; leaves the group and he/she try to
compute newer group key by performing possible attacks to read the communication
of GM and group members which take place at time frame (£+1). To obtain the
updated GK, the leaving members may try to attempt possible attacks in the system.
The evicted member can easily read the cipher-text CJ of newer group key sent by
GM to group members through open channel. However, it is impossible for evicted
members to obtain newer group key GK from CT, since their private keys PXK,; and
v; has been deleted by the GM from active list. Therefore, the evicted members are
unable to recover new GK in a feasible manner, since their private keys PXK,; and ~;
are not used to encrypt the new GK. To obtain new GK, the evicted members
required to know the private key PXK,; and secret ¢; of current group members
which are kept secret by GM and members in their database.

To know PXK, and g, the evicted members may try to make use of any
impracticable procedure. It is assumed that an evicted member may be an adversary
in the system. Therefore, it is impracticable for an adversary A to obtain PX; and
g, since, these parameters are sent by GM to members using unicast via Secure
Sockets Layer (SSL) channel at the time of joining. Even though adversary A
somehow knows PXK,, after that to compute newer GK, he/she required to know
4, or if he/she knows ¢,; then required to know PXK,. Therefore, to compute GK,
both PXK, and g, should be known. An adversary A may try to make use of brute
force attack to obtain both PXK,; and ;. To compute PXK,, an adversary A required
to perform {0, 1}#%es attempts, where p#,, is the length of PI; in bits. Similarly,
to compute g, he/she required to perform {0, 1}%¢s attempts, where G4, is the length
of g, in bits. Therefore, it is not easily possible to find group key information by a
feasible method for an adversary to read the future communication. As a result our
proposed ESKMS scheme fulfils the initial requirement of forward secrecy. The total
time required to break forward secrecy of our scheme is described in the following
Eq. (6)

Trorward secrecy — TPxc; T Tg; (6)
Where,
Thorward Total time required to break the forward secrecy of the proposed scheme
secrecy
Trx; Time taken to obtain the private key PXK; of a present group member using brute
force attack
Tg; Time taken to obtain the secret parameter §; of a present group member using

brute force attack
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Finally, it is concluded that adversary A cannot decipher the cipher-text CT" of encrypted
GK in the reasonable amount of time. Therefore, adversary A cannot read the future commu-
nications, which means scheme fulfil first initial security requirement of forward secrecy.

5.2 Backward Secrecy

The backward secrecy is the security technique which prevents the newly joining members
from having access of previous communications. In the proposed scheme, the members joining
procedure satisfies the properties of backward secrecy.

Theorem 5.2: A joining member added in the group at time frame + then he/she cannot
access any keys used to encrypt the group key GK before £.

Proof: Suppose, at time frame £, a member 772, joins the group and he/she may try
to compute the older group key GK, by performing possible attacks to access the
communication of GM and members which take place at time frame (£—1) i.e. the
communication happened before joining the group. In proposed scheme, the private
keys PK; € Zy, and secret 2, are distributed by the GM to the members at the time
of joining using secure unicast channel. In the scheme it is assumed that the PXK;
should be distinct and large so that no private keys of the members are common.
Similarly, the secret #; should not be common for any group member. The PXK, and
#. are kept secret by members and GM. The value of ¢, is computed by member 71,
at his/her area using congruence #; X ¢; = 1 mod (PX,). The g; is kept secret by
member 71, in his/her database. Therefore, the ¢; is also secured.

The member joins the group at time frame # cannot access the past communication
happened earlier at time frame (£—1) since, the private key PXK,; of newly joined member
is not used to distribute the old group key GK.. Suppose, at time frame (£+1), an adversary A
gets authentication and becomes a member of the group for some time then in order to read old
communication, he/she may try to compute old GK. In the proposed scheme, it is not feasible
for adversary A to derive old GK even if he/she has become a member of the group because
the old GXK is not used for any purpose. To encrypt the updated GK, the group key encryption
key 6, and member’s private keys PX; are used. Likewise, to derive the updated GK, the
member’s PK,; and g; are used. The cipher-text CT" of updated GK is transmitted through
open channel, therefore, an adversary can easily obtain C7" and try to derive the updated GK.
The adversary 4 could not decrypt it because histher PXK,; and P; are not used earlier to
transmit the old GK as well as he/she does not have PXK; and ¢; of any old group member.
Therefore, to access the old communications, the adversary 4 may try to compute PXK; and
4, of any old group member.

The PXK,, P; and g; are kept secret by GM and members. Therefore, to compute PK; and
4, the adversary .4 may try to make use of brute force attack. In our ESKMS scheme, it is
impossible for an adversary 4 to compute PXK; and g, in a reasonable amount of time using
brute force attack. To compute PI,, an adversary A required to perform {0, 1 }#%¢ attempts,
where pf, is the length of PK, in bits. Suppose, an adversary requires 175 to perform one
attempt then he/she requires 2P%¢s~1 1S, where PF,, is bit size of PK,, to compute the
PK,. Similarly, to compute ;, he/she required to perform {0, 1}%¢s attempts, and requires
246s~1 1S, where p# 4, is the length of g; in bits to compute g,;. Therefore, it is not easily
possible to find group key information by a feasible method for an adversary to read the future
communication. As a result our proposed ESKMS scheme fulfils the initial requirement of
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forward secrecy. The total time taken to break backward secrecy of our scheme is given by the
Eq.(7)

TBackward secrecy = TPx; + T, (7)
Where,
TBackward Total time taken to break the backward secrecy of the proposed scheme
secrecy
Tpx; Time required to obtain the private key PXK; of an old group member using
brute force attack
Tg; Time required to obtain the secret parameter ¢; an old group member using

brute force attack

Finally, it is concluded that adversary A can neither obtain old group key GK nor PK,; &
4 of any old group member in the reasonable amount of time. Therefore, adversary A cannot
read the old communications, which means scheme fulfil second initial security requirement of
backward secrecy.

5.3 Passive Attack

A passive attack on a scheme is one in which the adversaries cannot interact with any of the
member involved in the group communication. In passive attack, adversaries can break the
privacy of a scheme by capturing messages distributed among authorized members.

Theorem 5.3: Outsider cannot recover the group key and no adversary can obtain the
private keys of legal group members by passive attack.

Proof: Suppose, the GM sends the cipher-text CT as a broadcast message through an open
channel to all group members to compute updated group key. In order to compute the updated
group key, an adversary is possible to capture this CT" and he/she can store it in his/her storage
area. To compute the group key from CT" an adversary needs the private key PXK; and secrets
4; of any member presently involved in group communication. For an adversary, it is
impracticable to get PK; and g; of a present group member in a reasonable amount of time
because the GM has transmitted PXK; and g; through secure channel like SSL and every group
member kept secret these parameters in its storage area. Even if an adversary is an evicted
member and he/she contains its own PK ;4 and G then he/she is not able to compute the
updated group key from the cipher-text CT" as

((CT mod (PKp14) X Gio1a) mod (fp?cmzd)) X' (8)

From Eq. (8) it is clear that any evicted member is not able to obtain the updated group key
since his/her secret parameters, PH ;o4 and v;oq are expelled from active list. Therefore, an
outsider can neither obtain the group key nor private key of a member by using the passive
attack.

5.4 Collusion Attack

A Collusion attack is a type of attack in which multiple members may collude and try to share
their keys to compute unknown keys. Many legitimate members who are participated in the
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group as members for sometime but after leaving from the group they may collide to derive the
new group key and existing member’s private keys.

Theorem 5.4: By sharing previously used private keys and group keys, multiple evicted
members cannot derive any private key and group key of present group members.

Proof: Let the group members 7, m,, M3, .......... my have their private key
PK1, PFKa, PHK3s eeenvnnnn PK\ and secret Gy, Go, G3, o........ gy respectively. The
value of ~; of each group member is kept secret by GM. Suppose there are £
members present in the group at time frame #. Let the member 71, leaves the group
at time frame (£+1) and he/she knows the values of GK, PK,, ¢, and #,. At the
same time the GM updates GK encryption key 8y as 8y = 85—, where 7jis the
secret share of group key encryption key 5@ of member 71,. And the GM generates
new GK' and transmit it to remaining (£4—1) group members. Next, at time frame
(£+2), another member #; leaves the group who knows the values of GK, GK',
PKs, 4 and p5. And the GM updates &y as 8, = 6,—~; and generates and
distributes new GK". After leaving, the members 1, and 715 may collide and share
GK, PK1, 41, #1, GK', PK3, 43 and P35 in order to compute GK'’', PK, and g; of
existing group members at time frame (£#+3). Therefore, both members 71, and m1;
have all the keys transmitted by GM to group members between the time intervals
from (£+1) to (£+2).

Using these known key values, the collision of multiple leaving members cannot be
used to get information related to congruence system and to compute the updated GK'
" which is transmitted at time frame (£+3) in a practicable amount of time because
their secret shares 7, and ~; are subtracted from group key encryption key 59. Using
collision, it is also not possible to compute PXK, and G; of any remaining group
member since PK,; and P, are sent by GM to group members at the time of joining
using secure SSL channel and which are kept secret by GM as well as group
members. The value of ¢, is computed using congruence #; x ¢; = 1 mod (PXK))
by member 772, at his/her area and kept secret in his/her database. In the proposed
scheme, by sharing previously used PXK,, #i, ¢; and GK, multiple evicted members
cannot cooperatively derive PXK,; and ¢; of any remaining group member and
updated group key GXK. Therefore, the collision attack cannot be successfully per-
formed in our proposed scheme.

5.5 Impersonation Attack

Impersonation attack is an attack in which an entity can pretends to another. In proposed
scheme an adversary can pretends to GM for generating and distributing the fake group key.
The proposed scheme is secured against the impersonation attack.

Theorem 5.5: An adversary A cannot distribute a fake group key to group members by
impersonation attack.

Proof: In proposed scheme, an adversary may sometimes be a member of the group
and he/she may has its own private key PK,, secrets #; & ¢; and may be compute
the group key from cipher-text CT sent by GM. In order to perform impersonation
attack, upon receiving C7, an adversary may try to compute M, where M
=[I.,(PK,) and 8, where 6y=73" ,v; that the GM holds. In proposed scheme, it
is impossible for an adversary to compute aforementioned parameters from known
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private key PK,, secrets #; & 4; and CT in a reasonable amount of time. Thus the
impersonation attack is infeasible to the proposed scheme.

6 Performance Analysis

The performance of the proposed ESKMS scheme is analyzed through numerical
analysis and implementations in terms of computation complexity, communication
complexity and storage complexity. The notations used in performance analysis are
given in Table 2.

6.1 Security Features Comparison

The comparison of security features of our scheme with the related schemes and present the
same in Table 3. From Table 3 it is observed that our proposed and existing M.Y. Joshi et al.,
[6] scheme provides all security features. Other existing schemes [14, 18, 19, 22] are not
secured against the various security attacks and hence are not capable to securely distribute the
GX in Pay-TV systems.

6.2 Computational Complexity

The computational complexity of system initialization is computed by the time taken
to execute required operations in startup phase. Table 4 illustrates the comparisons of
computational complexity of system initialization of our proposed ESKMS scheme
and various existing schemes [6, 14, 18, 19, 22]. In our scheme, some basic
operations require to initialize the system are as follows: 37 multiplications, 7
divisions and 7 additions operations. Therefore, in our scheme, the computational
complexity of GM to initialize the system is (4nt,y + Nntgm + nt,) which is high
as compared to other scheme [6, 14, 18, 19, 22] but it is insignificant because in our
protocol, all the computations of initialization phase take place offline before any

Table 2 Notations used in performance analysis

Notations Descriptions

tma Time taken to perform multiplication/divide operations
s Time taken to perform addition/subtraction operations
tice Time taken to perform multiplicative Inverse/ Euler Phi function/Extended Euclidian Algorithm

operations
Time taken to perform GCD/ XOR/MOD operations

tgxm

temm Time taken to perform COMP/MIN/MAX operations

tsp Time required to compute secret parameters such as Primes/Private Key /public key / Group key
tred Time requ?red to execute RSA Encryption/Decryption operations

tsed Time required to execute Symmetric Key Encryption/Decryption operations

£ exp Time taken to perform exponentiation operation

£ Total number of member’s ID send to a subgroup

S. sp The memory space required to store secret parameters such private key, group key, £, @i, of

member M, 3, 7, x, y and other secrets in bits
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Table 3 Comparison of Security Features

Attributes Forward Backward Resistance to Resistance to  Resistance to  Resistance to
Secrecy  Secrecy Factorization ~ Passive Collusion Impersonation
Schemes ﬂ Attack attack attack attack
ESCAS, Pal, O. x v v v X X
et al. [18]
HCASKD, x v v v x x
Varalakshmi, R.
et al. [22]
SKTPCRT, M. Y. v v v v v v
Joshi et al. [6]
SBMK, Lin et al. v v X v v v
[14]
ESTMKM, X X X v X v

Saravanan et al.
[19]
ESKMS(Proposed) v v v v v v

group is formed. Therefore, computational complexity of initialization phase is unim-
portant and may be considered as negligible in our protocol. However, in case of
other schemes [6, 14, 18, 19, 22] all the computations of system initialization take
place online after formation of group. Therefore, in our protocol, the computation
complexity of initialization phase in online mode (i.e., at the time of group formation,
communication in the group and at the time of members joining or leaving the group)
is negligible.

On the other hand, the computation complexity of members in our proposed and
other schemes [6, 14, 18, 22] is nil because in the initialization phase, either the
members are not required to perform any computation or some of the required
computations are performed offline. However, in case of protocol [19], the GM and
members simultaneously perform required computations online for initialization of the
system. Therefore, the computational complexity of GM and each group member for
system initialization in scheme [19] is ntoum + NEgm + and 24,4 + Lopm + 2%
+ 2%t respectively. However, the computation cost of each group member is
constant and not dependent on the size of the group.

Table 4 Computational complexity of system initialization

Schemes System Initialization Complexity
GM Member

ESCAS, Pal, O. etal.,[18] 2%ma + 3temm + texp + tgxm * tas Nil

HCASKD, Varalakshmi, R. et 2%ma + 3temm * texp * Lgxm * tas Nil

al,,[22]

SKTPCRT, M. Y. Joshi et al.,[6] 2t + 2N Egem + Mg Nil

SBMK, Lin et al.,[14] (n+ 1) g + Nhige + 28gun + 4temm Nil

ESTMKM, Saravanan et al.,[19] Ntemm + Ngaem 2tma + tomm + 2%as + 2tiee
ESKMS(Proposed) ANty + Ntjee + Nty Nil
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The computational complexity of key updating phase is determined by the time
taken by GM and members to update the group key GK, whenever a new member
joins or existing member leaves the group §. Table 5 illustrates the comparisons of
computational complexity of our proposed ESKMS scheme and various existing
schemes [6, 14, 18, 19, 22] at the time of member’s joining. In the proposed scheme,
if any new member M; joins into group then the system needs to refreshes a new
group key and GM require to perform only few basic operations. Only three basic
operations are required to perform by GM: one addition, one multiplication and one
mod operation, which require low computational power. As a result, the computational
complexity of GM is (£45 + £a + £gum). To obtain the refreshed GK, only two basic
operations are required to perform by each group member: one multiplication and one
mod operation. Thus each member’s computational complexity is (£,q + Zgum)-
Table 5 shows that the computational complexity of GM and members in our ESKMS
scheme is less than that of existing schemes [6, 14, 18, 19, 22].

Table 6 illustrates the comparisons of computational complexity of our scheme
with various existing schemes [6, 14, 18, 19, 22] on member’s leaving. When an
existing member leaves the group, the scheme needs to update the group key and GM
required to perform only three basic operations: one subtraction, one multiplication
and one mod operation. Thus the computational complexity of GM is (£, + g +
£gum). To obtain refreshed GK, only two basic operations required to perform by each
group member: one multiplication and one mod operation. As a result, the computa-
tional complexity of each group member is (£,,s + #gm). Table 6 clearly illustrates
that when an existing member exits from the group, the computational complexity of
proposed ESKMS scheme is less than that of schemes proposed in [6, 14, 18, 19, 22].

6.3 Communication Complexity

The communication complexity only involves the transmission of rekeying messages
from GM to group members in order to refreshes the GK in different rekeying
processes (joining/leaving/periodically updates). Therefore, to determine the commu-
nication complexity, we estimate the transmission size of rekeying messages. Table 7
illustrates the detailed analytical comparisons of communication complexity of our
scheme with some of the relevant schemes [6, 14, 18, 19, 22]. In order to send the
refreshed GK to the group members, the GM needs to multicast CT', where CT = (K

Table 5 Computational complexity of various schemes on member’s joining

Schemes Computational Complexity
GM Member
ESCAS, Pal, O. etal.,[18] Mg + texp + Lgxm + tice ¥ temm Toxp * Lgxm + tas  + tice
HCASKD, Varalakshmi, R. et al.,[22] NEma + texp + tgxm + tice ¥ temm tma + texp ¥ 2tgxm + tas
+ tiee
SKTPCRT, M. Y. Joshi et al.,[6] (n+ 1)(4tma + tice + Esea + tas) Lgxm * tsea
SBMK, Lin et al.,[14] (n+ 2)Egum + Ntmg + Sty + depm + Lice Lgxm + trea
+ tred
ESTMKM, Saravanan et al.,[19] g + NEemm + 3tsp + Lgam + trea 3tsp + 2tma *+ tgxm *+ trea
ESKMS(Proposed) tas + tma t tgem tima *+ Lgxm
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Table 6 Computational complexity of various schemes on member’s leaving

Schemes Computational Complexity
GM Member
ESCAS, Pal, O. etal.,[18] tma + Loxp + tgxm + tice + temm texp + Tgxm + Tas + Liee
HCASKD, Varalakshmi, R. et al.,[22] (n = Ditma + texp + Lgam + tice ¥ temm tma + fexp + 2gxm + tas
+ tiee

SKTPCRT, M. Y. Joshi et al.,[6] (n - D)(4tma + tice + tsea + tas) Lguem *+ Fsea
SBMK, Lin et al.,[ 14] Nmaq + Erea tgxm * trea
ESTMKM, Saravanan et al.,[19] NEma + Erea tgxm + trea
ESKMS(Proposed) Las T tma T tgxm Tma + tgxm

x 84) mod [1, PXK,; and CTe Zp, px;. If it is assumed that the average length of
member’s private key PXK; is Ssp bits. Therefore, the average size of transmission
message CT is 7~ X Ssp, where 7,- is the number of receivers. From Table 7, it is
observed that the transmission load (Size of Broadcast, Multicast and Unicast mes-
sage) of our ESKMS scheme at member is less than that of other existing schemes [6,
14, 18, 19, 22]. Moreover, when an existing member leaves from the group, the
transmission load (Broadcast and Multicast message size) of our scheme is less as
compared to the schemes [6, 18, 22]. However, it is similar to the protocols [14, 19].

6.4 Storage Complexity

Storage complexity is determined by computing the memory size taken to store
keying information by the GM and members. The amount of keying information
necessary to be stored by GM and members in our proposed scheme and existing
schemes has been calculated and are shown in Table 8. In our scheme, the storage
complexity of GM and members are (3 x 7 + 1) Sg, and 2 xS, respectively.
Therefore, the GM needs to store 372 + 1 key parameters which is linear and depends
on the size of the group. Moreover, each group member requires storing only two key
parameters which is constant and not depends on the size of the group. From Table 8§,
it is evident that the storage complexity of GM in our scheme is less than that of
other existing SKTPCRT and SBMK and it is similar to ESTMKM scheme. However,

Table 7 Communication complexity of various schemes

Schemes Communication Complexity
Members Joining Members Leaving
Size of Size of Multicast Size of Unicast Size of Size of Multicast
Broadcast Message Message Broadcast Message
Message Message
ESCAS, Pal, O. etal.,[18] 0 (n, + 3) x Sg 2x S 0 (n,+ 3) x S
HCASKD, Varalakshmi, R. etal.,[22] 0 (n, + 3) x Sg 2x Sg 0 (n, + 3) x S
SKTPCRT, M. Y. Joshi et al.,[6] 0 2% M, x Sgp 2x Sy, 0 2% M, x Sgy
SBMK, Lin et al.,[14] 2 x n. x Sg 0 3x Sgp n. x Sg 0
ESTMKM, Saravanan et al.,[19] Ssp N, x Sgp 4% So N x Sop 0
ESKMS(Proposed) 0 M, % Sop 2x Sg 0 My % Sop
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Table 8 Storage complexity of various schemes

Schemes Storage Complexity

GM Member
ESCAS, Pal, O. et al,,[18] (n+ 9)Ss, 3x S
HCASKD, Varalakshmi, R. et (n + 10)Sg, 4x Sg,
al.,[22]
SKTPCRT, M. Y. Joshi et al.,[6] (4% n+ 3)Ss, 4x S,
SBMK, Lin et al.,[14] (5x n+ 3)S, 2x Sg
ESTMKM, Saravanan et al.,[19] (Bxn+ 1)S, 3x Sg
ESKMS(Proposed) (Bxn+ 1)S,, 2x Sg

it is slightly more in comparison with ESCAS and HCASKD. Furthermore, it is also
less for each group member in comparison with existing ESCAS, HCASKD,
SKTPCRT and ESTMKM schemes and it is similar to SBMK scheme.

7 Implementation Results and Discussions

In this section, we verify the performance of proposed ESKMS scheme through
empirical analysis. The scheme is implemented using Java Big Integer library func-
tions. Big Integer library provides the functionality of various modular arithmetic
operations like modular multiplicative inverse, modular exponentiation, prime genera-
tion, GCD calculation and other miscellaneous operations. The details of experimental
environment and conditions are given in Table 9. The results of proposed ESKMS
scheme and reference schemes [6, 14, 18, 19, 22] have been tasted with varying size
of keys (64 bits to 1024 bits) and 1000 members in the group. The results have been
also tested for varying size of groups from 500 to 8000 members with keys of size
256 bits. We compared the computational, communication and storage costs of our
proposed ESKMS scheme with reference schemes. The computational cost for the GM
is to update the GK, which includes computation of new group key encryption key
and encryption of new GK. Similarly, the computational cost of each member is to
recover the refreshed GK, which includes computation of private key, other secret
parameters and decryption of refreshed GK. In the implementation of scheme, the
computational time of our proposed and reference schemes has computed for GM and
members, which is required to refresh the KG. For comparative study, the computa-
tional time of all the schemes is computed in milliseconds (ms).

Table 9 Experimental Environment

Description Configurations

Processor Intel Core i5-6350 HQ 2.30 GHz
Random Access Memory 4 GB

Hard Disk 500 GB

Operating System Windows 7

Programming Language Java(BigInteger Class)
Programming Software jdk-10.0.2
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Fig. 4 GM’s computation time at member’s joining for various key sizes

Figures 4 and 5 illustrate the comparisons of computational time of the proposed
ESKMS scheme with reference schemes at member’s joining for the group of 1000
members with varying size of keys from 64 bits to 1024 bits. Similarly, Figs. 6 and 7
illustrate the comparisons of computational time at member’s leaving. Figure 8 illus-
trates computation time of GM for initialization of the system in our proposed scheme
and other related schemes. Figures 9 and 10 illustrate the comparisons of computa-
tional time of our and reference schemes at member’s joining for varying size of
groups from 500 to 8000 members with keys of size 256 bits. Similarly, Figs. 11 and
12 illustrate the comparisons of computational time at member’s leaving. The graph-
ical results illustrated in Fig. 4, clearly shows that if the size of keys is 64 bits and
1024 bits, the GM’s computation time of our proposed scheme at member join is
19.22 ms and 68.02 ms respectively, which is better as compared to reference
schemes [6, 14, 18, 19, 22]. Figure 5, clearly illustrates that if the keys are of length
64 bits and 1024 bits, the member’s computation time of our scheme at joining is
1.29 ms and 5.43 ms respectively, which is more desirable as compared with existing
schemes [6, 14, 18, 19, 22].
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Fig. 5 A member’s computation time at member’s joining for various key sizes
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Fig. 6 GM’s computation time at member’s leaving for various key sizes

The results illustrated in Fig. 6, clearly shows that if the size of keys is 64 bits and
1024 bits, the GM’s computation time of our proposed scheme at member leave is
18.02 ms and 66.02 ms respectively, which is better as compared to reference
schemes [6, 14, 18, 19, 22]. Figure 7, clearly illustrates that if the keys are of length
64 bits and 1024 bits, the member’s computation time of our scheme at leaving is
1.01 ms and 4.23 ms respectively, which is also superior as compared with existing
schemes [6, 14, 18, 19, 22]. Form Fig. 8§, it is clear that the computation time of GM
is constant for the schemes [18, 22] but it is rising according to increasing the size of
the group in our proposed and other schemes [6, 14, 19]. Figure 8 indicates that if
there are 500 to 8000 members in the group, the computation time of GM for system
initialization in the proposed scheme is 124,230.78 ms and 1,987,680.29 ms respec-
tively, which are high in comparison with existing schemes [6, 14, 18, 19, 22]. This
increased computation time of GM for system initialization is not important because
all the computations of initialization phase are completed offline in our proposed
scheme. However, in case of other related schemes [6, 14, 18, 19, 22], all computa-
tions are done online after formation of group. Therefore, computation complexity of
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Fig. 7 A member’s computation time at member’s leaving for various key sizes
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Fig. 8 GM’s computation time for system initialization on various group sizes

initialization phase is unimportant and may be considered as negligible in our
protocol.

The experimental results given in Fig. 9 clearly indicate that when there are 500
and 8000 members in the group, the computation time of GM at member’s joining in
the proposed scheme is 129.72 ms and 1113.09 ms respectively, which is more
suitable as compared to reference schemes. It can clearly be seen from Fig. 10 that
the member’s computation time at member’s joining in the proposed ESKMS scheme
is 1.02 ms and 7.52 ms when there are 500 and 8000 members in the group which is
far better as compared to reference schemes.

It can clearly be seen from Fig. 11 that the GM computation time at member’s
leave in the proposed ESKMS scheme is 192.72 ms and 913.09 ms when there are
500 and 8000 members in the group which is more suitable as compared to reference
protocols.
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Fig. 9 GM’s computation time at member’s joining for different group sizes
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Fig. 10 A member’s computation time at member’s joining for different group sizes

Figure 12 clearly illustrates that the member’s computation time at member leave
in the proposed ESKMS scheme is 1.02 ms and 6.52 ms when there are 500 and
8000 members in the group which is far better as compared to reference protocols.
Hence, from experimental results we are confirmed that our proposed ESKMS scheme
is efficient as compared to other existing schemes in terms of computational com-
plexity of GM and members.

8 Conclusion

To solve the key distribution problems of multicast communication, a computationally
efficient and highly secure ESKMS scheme based on Chinese remainder theorem has
been proposed. The proposed scheme has significantly reduced the computational
complexity of GM and members for key update procedure. The communication
complexity of our proposed scheme is much better as compared to reference schemes.
Moreover, the storage complexity of GM and group members is also minimized. The
proposed scheme also handles the issues related to scalability and massive
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Fig. 11 GM’s computation time at member’s leaving for different group sizes
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Fig. 12 A member’s computation time at member’s leaving for different group sizes

membership change of multimedia multicasts in large and dynamic groups. In order to
provide the information of refreshed GK to members, the proposed scheme requires
only one multicast message. Compared to the reference schemes, our scheme provides
far better results. The scheme is secure against various attacks like passive attack,
impersonation attack, and collusion attack. The group backward and forward secrecy
is also ensured by the proposed scheme. Both theoretical and experimental analysis
has shown that our ESKMS has much lower rekeying complexity as compared to
existing schemes.
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