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Abstract

As a substitute for classical solutions, quantum information hiding techniques have
become an essential issue in the field of quantum communications by utilizing the inherent
features of quantum mechanics and creating more secured communications for the more
reliable exchange of digital media within the context of quantum communications net-
works. Quantum steganography has been considered as one of these approaches in recent
years, but the importance of investigating and discovering these hidden communications
within the context of quantum communication networks that require the use of quantum
steganalysis methods has not been addressed so far. Therefore, in this paper, a novel
quantum steganography-steganalysis system for digital audio signals is proposed, which
can accurately detect audio steganography methods in the context of quantum communi-
cation networks. The proposed model consists of two separate sections: steganography
and steganalysis; in the steganography part, to minimize the impacts of the embedding
process and increasing the Signal to Noise Ratio (SNR), the embedding operation is
carried out within the Least Significant Fractional Qubit (LSFQ) of the amplitude infor-
mation of the audio signal samples. Then, a universal steganalyzer in the steganalysis part
distinguishes the stego audio signals using the extracted statistical features from the audio
signals. The universal steganalyzer consists of a mean feature extraction module to extract
features from the audio signal frames and the quantum circuits for implementing the K-
Nearest Neighbor (KNN) algorithm and the Hamming distance criterion. The simulation-
based quantum circuits of the proposed system tested and evaluated using different audio
files. Over 80% accuracy in detecting stego audio signals indicates high accuracy and
efficiency of the proposed scheme and its applicability in quantum communication
networks. Along with the higher efficiency and security of quantum steganography
methods when compared with the classical one, the results show that the proposed
quantum steganography-steganalysis scheme is also capable of competing with classical
methods in terms of accurately detecting steganography methods.

Keywords Nano communication - Quantum computing - Quantum circuits - Quantum audio
steganography - Quantum audio steganalysis
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1 Introduction

Information security is one of the branches of science that has been fully affected by the era of
digital computers. In this area, some fields, such as multimedia encryption systems [4, 18, 21],
steganography [3, 5, 16, 24], steganalysis [31, 56], and watermarking [19, 24, 30, 32] have
become more prominent. Digital steganography is a newer security technique than cryptogra-
phy that can be defined as an art and science to hide hidden messages in various digital media
files (image, audio, video, text, etc.) so that using it, a message can be received without
increasing suspicion of observers and properly received by the recipient [6]. Steganalysis is the
science of detecting hidden messages inside digital media that are embedded by steganography
methods and can help to improve the security of existing steganography methods.

The prisoner problem scenario can be imagined to illustrate steganography and steganalysis
[47]. In this scenario, Alice (sender) and Bob (receiver) are imprisoned and guarded by Wendy
(steganalyzer). Alice and Bob want to talk about an escape plan, and they can only talk about
their plan if they can hide and share their secret message in the normal messages using
steganography methods. The steganalysis can be defined as a set of methods that can help
Wendy to detect the existence of a hidden message in a cover media without the need for any
knowledge of the secret key and even without knowing the embedding method [9]. Hence,
Alice tries to exchange a secret message m with Bob, by inserting it into a cover object C, and
by creating a stego object S that is similar to the cover object C. A secret key k, can also be
used by the embedding process, after the embedding process, Alice sends S to the bob and
hopes that Wendy will not notice the embedded message. Finally, Bob can extract the secret
message m from the stego object S because he knows the embedding method and the key used.
The overall schematic of a classical steganography-steganalysis system is shown in Fig. 1.

Recently, with the advent of quantum information theory and the advancement of related
experiments, secure quantum communication has been an important area of research [17, 27,
29, 45]. The rapid development of quantum communication networks to achieve the secure
and efficient transmission of quantum digital information over the quantum communication
network and the use of the quantum states for storing and transmitting digital information such
as audio and image led to the development of quantum information hiding methods. Similar to
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Fig. 1 The schematic scheme of a classical steganography-steganalysis system
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classical information hiding, quantum methods are also classified into three main categories:
quantum steganography, quantum covert channels, and quantum watermarking [46]. Quantum
steganography is a promising branch of quantum information hiding methods that utilize
quantum mechanical capabilities, including quantum communication and quantum computing.
Quantum steganography methods are an alternative to the classic methods of privacy protec-
tion for achieving quantum or classical data hiding applications. Quantum steganography can
create a much more secure communication when compared whit the classical one, relying on
the inherent characteristics of quantum mechanics such as NO-cloning theorem [55] and
Heisenberg uncertainty principle [12]. Due to the Heisenberg uncertainty principle, any
attempt to measure a quantum system will disrupt it, alerting legal users to the presence of
eavesdropping. Therefore, quantum steganography and other quantum cryptographic schemes
can guarantee certain security without eavesdropping [46].

Until now, various researches have been carried out on the methods of quantum information
hiding, such as quantum image steganography [20, 22, 23, 36, 42, 53, 59], quantum
watermarking [10, 28, 33, 37, 59, 60], and quantum cryptography [15, 35, 44], but very few
achievements have been made in quantum audio steganography and steganalysis. In the field
of quantum audio steganography, the purpose is to hide a secret quantum message within a
quantum audio signal to secret transmission. In 2017, two LSB-based steganography algo-
rithms for quantum audio signal proposed by Chen et al. [11]. They used Flexible Represen-
tation for Quantum Audio (FRQA) method to store the amplitude and time information of
quantum audio signals [57]. In these methods, a concept called the qubit layer in the LSQb
(Least Significant Qubit)-based algorithm is used to represent the qubit position in the host
quantum audio signal.

In the first method, the 1st qubit layer (Least significant qubit of the amplitude information
sequence) of the host quantum audio is used. In this method, first, the host quantum audio
signal and the secret quantum audio message are encoded as FRQA signals, then each qubit of
the quantum audio message will be replaced with the LSQb (1st qubit layer) of a sample in the
host quantum audio signal. This method has been called the conventional LSQb Quantum
audio steganography protocol or, simply the cLSQ steganography protocol. The second
method is called the pseudo-MSQb (Most Significant Qubit) or simply the pMSQ steganog-
raphy protocol, in which the author to improve the robustness of the steganography protocol,
modifies the position of the target qubit to the i qubit layer based on some predefined
constraints. In this idea, increasing the value of i reduces the imperceptibility functionality
and increases the robustness functionality of the steganography method. Therefore, in this
case, there must be a trade-off between imperceptibility and robustness.

Research to date on quantum steganography in audio and image has been focused on
particular steganography techniques, which uses methods based on the construction of quan-
tum circuits for the embedding and extraction of the secret quantum message in the quantum
host media. Indeed, quantum steganalysis has not been discussed in these researches, and only
the operations of embedding and extracting secret data at the sender side and receiver side has
been studied for quantum steganography. Steganalysis methods are based on machine learning
techniques and feature extraction methods that attempt to identify the presence or absence of
secret data in the host media with a high probability by extracting distinct features between the
host media and the stego media.

Accordingly, in this paper, in conjunction with quantum information hiding systems, we
proposed and simulated a scheme for a quantum steganography-steganalysis system that can
be used in quantum communications and networks. This system has two distinct parts. In the
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first part, to provide quantum stego audio, we first propose a quantum audio steganography
scheme based on the LSB method, which embeds the secret data into the least significant qubit
of the fractional part of the audio signal amplitude information to minimize the effects of
embedding operation in the host audio signal. In the next part, we propose a blind quantum
steganalysis method using the quantum circuits network to detect the embedded data in the
host quantum audio signals. The proposed steganalyzer uses a feature extraction module that
extracts the mean value of the quantum audio signal frames. The classification process in this
steganalyzer is based on the quantum KKN algorithm and the quantum hamming distance
criterion, which makes the classification process done with the high precision.

The rest of this paper is organized as follows: In Section 2, the prerequisites for the
representation of the digital audio signals and digital images into the quantum form are
presented, then some of the quantum arithmetic modules required for this paper are introduced,
and their operation is described. In Section 3, we proposed the scheme for a quantum
steganography-steganalysis system then, the proposed quantum audio steganography method
and the proposed quantum audio steganalysis method are explained by the implementation of
quantum circuits and an applied example, In Section 4, simulation of proposed methods and
analysis of results are presented. The article ends with the conclusion section.

2 Preliminaries

In this section, first, the quantum audio representation based on the QRDS (Quantum
Representation of Digital Signals) method and the quantum image representation based on
the NEQR (Novel Enhanced Quantum Representation) method are introduced; next, we
introduced some basic quantum arithmetic modules.

2.1 Quantum representations for audio and image signals

Similar to FRQA quantum audio signal representation, quantum representation of digital
signals (QRDS), was proposed by Li et al. in 2018 [51]. Indeed, the QRDS representation is
used two entangled qubit sequences to store the amplitude and position (time) information of
the samples of the audio signal. In the QRDS, the amplitude information is represented by an
(n + 1)-qubit signed number in 2’s complement notation, including on sign qubit A", m integer
qubits A”!...A?, and m-n fractional qubits A,'...A” ™" . Also, time information sequence |
¢ty represented by the /-qubit sequence in true binary form. The QRDS representation can be
defined by Egs. (1-4).

)= T el )

|ty = |totr...t1-1), 1,€{0, 1} (2)

|A) = |AFA L APAT AT, Sie{0, 1} (3)
- {2
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QRDS employing (/ + n + 1) qubits for the quantum representation of an audio signal with a
length 2! in range (=27 + 1/2n = m 2m = 1/2n = m) Tt should be noted that in the QRDS
representation if the number of signal samples is less than 2/, the values of 2/ — L rest samples
of the signal must be set to| 0) , in this case, the QRDS signal representation is defined by Eq.
®).

) = —= (S el + 3 10 (5

= )+ bdh
\/? t=0 ! =0

In this paper, the embedded quantum secret message is a grayscale quantum image represented
by NEQR [58]. In NEQR representation, a grayscale image with 27 x 27pixels can be defined
by Egs. (6-8):

1 21 )
\1>:27 > lei)®li), (6)
i=0
ey = |C?7lc?72...cilc?>, (7)
&e{0,1}, k=g¢-1,¢4-2,...,1,0, i=0,1,...,22" (8)

Where, |I) is the quantum representation of the digital image, the grayscale value and the
position information of each pixel are encoded by | ¢;) and | i) , respectively. The pixel
Position information includes the vertical and horizontal information, which | y) store the
vertical information and | x) store the horizontal information. Figure 2 shows the quantum
representation of digital audio signal A = {3,0.5,-1.5,-1.125,-1.25,2} in the QRDS represen-
tation and, a 2 x 2 quantum image based on NEQR representation. Further discussions
regarding the preparation and retrieval of both the QRDS and NEQR methods could be
obtained via [25, 58].

2.2 Realization of quantum arithmetic operations

In this subsection, we briefly introduced some of the fundamental quantum arithmetic modules
and how they are operating, such as quantum adder, quantum multiplier, quantum divider,
quantum sum, and the quantum comparator that some of them used in this research.

2.2.1 Quantum adder

Different implementations of adding two quantum numbers are proposed in [25, 50]. Because
the values of samples of an audio signal in the QRDS method are signed numbers, the adder
module (i.e., ADD) presented in [25] is used here for the addition of signal samples. As shown
in Fig. 3. In this implementation, the modulus addition operation is used to add two signed
numbers. The operation of this module can be defined as Eq. (9), in which a and b are (n + 1)-
qubits signed numbers. Readers can see the complete details of these modules’ circuits
network in the relevant reference.
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Fig. 2 The examples of a QRDS audio signal and a NEQR image (figures and descriptions adapted from [25,
58], respectively)

ADD|a)\) = la)la + b) 9)

2.2.2 Quantum sum

Quantum sum is an operation used to accumulate a series of quantum states (such as summing
up some pixels values from a quantum image or summing up the amplitude values of some
samples from a quantum audio signal). In [25], the implementation of a quantum sum module
(i.e., SUM) was proposed based on the quantum ADD module to sum a series of QRDS audio
samples, as shown in Fig. 4.

cm‘>=\>0>
am
b,) 9
|¢,1)=[0)
|a,.,
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Conntl > = ‘ 0>
‘am—ml
C C
‘bnmm S
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Fig. 3 The quantum circuits of modulus addition for two signed numbers (a) circuits for quantum adder (modulo
2 ~ m) b) circuits for the carry (c) circuits for sum (d) quantum ADD module, figures, and descriptions adapted
from [25])
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Where in, | £) =|t;_1...t1ty) is [ control qubits of the ADD modules, and | A,) =| A,...
fhity) , denotes the amplitude of the audio signal samples with the length of /. The 2/ ADD
modules are utilized to perform the summation of | A,) in 2’position of | #) . Therefore, n + 1
ancillary qubits of | 0) are used to store the accumulation result of each ADD module. The
final result will be the summation of the outputs of all ADD modules.

2.2.3 Quantum multiplier

Similar to the classic multiplication, quantum multiplication is an operation used to calculate
the multiplication of two quantum numbers. In [25], an efficient implementation of the
quantum multiplier (i.e., MUL) is presented based on the quantum ADD module for two
signed numbers, which perform as Eq. (10).

MUL|a)|b)|0) = |a)|b) p) (10)

Where register | 0) (including 2n + 1 qubits) is used as input to store the product result of |
ay) =|a,..ayp and|b) =|b,...byy . After multiplication operation, the result will be
stored in | p) =1 po...po) -

2.2.4 Quantum divider

In [25], a quantum divider module (i.e., DIV) is presented to divide two quantum signed
numbers. The DIV module computes the operation (11).

DIV|a)|b)|0)[0)0) = |a)|r)|g)|pa)|py) (11)

Where | a) =] a,...ap) 1is as the dividend and | b) = b,...by) is as the divisor. In this
operation four registers of |0) (each contains 7 + 1 qubits) are used to store the final result of
divide operation, quotient and, the number of left shifts performed by a and b in the division
process. After the divide operation, the quotient is stored in | ¢) , the remainder in | ) also,
the number of left shifts by a and b, stored in | p,» and | p,) . The quantum circuits and
module of multiplication and division of two signed numbers are shown in Fig. 5a and b,
respectively. For details on the network circuits for these two modules, refer to the descriptions
in the [25].

o 24 = | > - =l
o) 2 © S I S =4 _ o
‘t/.—|> [ ‘t)
[t) I I '

)
) { l )

Fig. 4 The quantum circuits network and module of computing the sum of all amplitude values (figures adapted
from [25])

=
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Fig. 5 a The quantum module of multiplication for two signed numbers (figure adapted from [25]) b The
quantum module of division for two signed numbers (figure adapted from [25])

TNIN

2.2.5 Quantum comparator

A quantum comparator (i.e., COM) is a module used to compare two quantum quantities. A
quantum comparator, along with other modules, can be used to specify identical positions in
the quantum signal. The proposed quantum comparator in [52] that its quantum circuit is
shown in Fig. 6. The comparator compares | a,,—...ap) and|b) =]|b,_...by) . Qubits e,
and e are the outputs of the comparator, if a > b then ejey = 10, if a < b then ej¢y = 01, and if @
= b then e;ey = 00.

3 Proposed quantum audio steganography-steganalysis system

In this section, we proposed a scheme for the quantum steganography-steganalysis audio
system. The general framework of this system is shown in Fig. 7, which consists of two
distinct parts; the steganography section, which implements the embedding operation through
quantum circuits and includes a host quantum audio, a secret quantum data, and a quantum
embedding key. The output of the steganography section is a quantum stego audio, which may
be sent to the receiver instead of the quantum host audio. The steganalysis section also
includes a quantum steganalyzer that performs prediction and classification operations on

Fig. 6 The quantum module of the
comparator (figure adapted from n
[52) a) —+— —| a>

_|e0>

=
s
NOD
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Fig. 7 The general framework of the proposed quantum audio steganography-steganalysis system

the received quantum audio signals from the quantum public channel to explore the probable
steganography operations. In the following, details of both sections are described, along with
the implementation of their quantum circuits and the presentation of an example.

3.1 Proposed quantum audio steganography method

The LSB steganography first proposed in [48] as a basic and simple data hiding method.
Afterward, many improved versions of LSB algorithms have proposed by researchers. The
principle of the LSB is to use message bits to substitute the least significant bit of the host
media. The LSB-based steganography method has a simple concept and easy implementation.
The stego media produced by the LSB algorithm is very similar to host media, in such a way
that the two media are not distinguishable by visual perception.

In the quantum audio representation, each quantum audio signal is represented in the form
of a qubits sequence, which indicates the information of the quantum signal samples. The least
significant qubit in each quantum sequence is considered as LSQb. The quantum version of the
LSB algorithm was first proposed in [53], that is widely used in the quantum steganography
and quantum watermarking to hide a secret quantum message into a quantum host media such
as quantum audio, quantum image, and quantum video; For this purpose, the quantum media
must be represented in the form of a qubit sequence. In the following, we introduce some basic
concepts in the quantum audio steganography used in this paper. LSQb in the quantum audio
sequences is the least significant (the rightmost) qubit of the qubit sequence that is used to
encode the amplitude information of each sample in the quantum audio signal. The host
(carrier) quantum audio is the audio used to hide the secret quantum message within it, which
transmitted on the public channel and towards the receiver. A quantum message is a secret
message (such as quantum audio, a quantum image, or a quantum video) to be embedded in
the host quantum audio and transmitted. After embedding the secret message inside the host
quantum audio, the host quantum audio becomes a stego quantum audio signal which is
publicly accessible and must be sent to the destination.
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In this paper, a version of the LSQB-based embedding algorithm is proposed based on the
QRDS representation for quantum audio signals. In this scheme, we call it Least Significant
Fractional Qubit (i.e., LSFQ), the embedding of the secret data is performed in the least
significant qubit of the fractional part of the amplitude information in the QRDS representation
to improve the SNR of the proposed steganography method. The steganography algorithms
based on LSFQ modification have significant capacity embedding and easy implementation.
In this section, we first provided a high-level description of our methods to obtain the stego
quantum audio. Then, the details of the method and the embedded circuit provided. The
general framework of the proposed embedding method is shown in Fig. 6. The steps to hide a
secret quantum binary image in a host quantum audio signal are as follows:

Step 1. Transforming a classical secret binary image / with the size of 2”7 x 2" into the
quantum image | /) by the NEQR representation and converting it into a sequence
of |[0) and|1) .

Step 2. Selecting the host audio signal A with length L so that L > 27 x 27,

Step 3.  Transforming the host audio signal A into the host quantum audio | A) by the QRDS
representation.

Step 4. Executing the LSFQ embedding algorithm between | A) and | I) to obtain the
stego quantum audio | Al) .

The details of the embedding procedure to obtain the stego quantum audio are as follows:

1. Preparing the secret quantum image and host quantum audio

To realize the proposed embedding scheme, first, the secret binary image of size 2 x 2" and,
the color range of 2! (Black or White) is converted into a quantum binary image by the NEQR
model, as Eq. (6). At the same time, the host audio signal with length L is prepared by the
QRDS representation as Eq. (1). (it should be L > n? x n2, that is, the number of host audio

signal samples must be at least equal to the total number of secret image pixels) (Fig. 8).

2. Embedding procedure

Host Audio QRDS—> Quantum Audio
4 |4)
Stego Audio
LSFQ Embedding | A [>
Secret Image NEQR—  Quantum image
A |7)

Fig. 8 The general framework of the proposed embedding method
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Fig. 9 a The proposed LSFQ embedding module b The circuits network for the implementation of the proposed
embedding method

The secret quantum image | /) is embedded in the host quantum audio |A) through the
LSFQ method. The circuit is shown in Fig. 9a performs the LSFQ embedding process. In this
circuit, | A, -, is the least significant fractional qubit of the sample amplitude information in
the QRDS representation and, | w) is the binary value of secret quantum image pixels. Also, |
0) is an ancillary qubit which stores a copy of | A,,—,,> . In this circuit, if the two qubits | A,, -
»» and|w) are not identical, qubit | A,,—,> will be reversed. The circuit network to obtain
the quantum stego audio is shown in Fig. 9b, where |A”...A’A 1. A" ", ...t0> represent the
quantum host audio signal and | w xy, — .... xyp) indicates the quantum stego audio. Also, |
w) s utilized to store the binary information of secret quantum image pixels and | xy, — 1....
Xy, is used to store the spatial information of each pixel. Furthermore, | 0) is an ancillary
qubit that used in the LSFQ module. In this method, the LSFQ module is used to substitute the
least significant fractional qubit \A;”’”> (|A;”7”> is the least significant fractional qubit in the
quantum sequence that represents the amplitude of the quantum signal samples) with the qubit
w (w represents the pixel value of the secret quantum binary image) of the secret quantum
image. In this structure, the insertion key | k) =] 111...1) of length 2”7 x 27 is used for
embedding operations, if the host signal length is larger than the number of image pixels, for
the rest of the host audio signal samples, the value of k must be set to | 0) . After embedding
all 27 x 27 pixels of the secret quantum image in the LSFQ of the host audio samples, the stego
quantum audio signal is obtained as [S™...SS1...S" "t .. .t0>. For example, five different
wave audio files were selected first (i.e., quantum clean (host) audio files), then the
downsampling operation was performed, and 16 samples of each audio file were selected
and normalized to the interval [—1,1]. Next, these audio files were converted into the QRDA
representation with values of n = 5, m = 2, t = 4 (one sign qubit, two integer qubits, and three
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Table 1 The quantum host (clean) audio signals and the secret quantum binary image

Bagpipe.wav Ballad.wav Bartok.wav Beat.wav Beatles.wav Secret image
| 0.375) [—1) | 1) | —0.375) [ 0.125) [ 1)
[ 0.250) | —0.750) | 0.750) | —0.125) | 0.625) [ 0>
[0.125) | —0.500) | 0.625) | —0.250) | 1) | 0)
| 0.500) | —0.375) | 0.500) | —0.500) | 0.875) [ 1)
| 0.875) | —0.375) | 0.500) | —0.625) | 0.500) [ 1)

|1 | —0.500) | 0.625) | —0.750) | 0.125) | 0)
| 0.750) | —0.750) | 0.625) | —0.625) | 0.125) [ 0>
[ 0.500) | —0.875) | 0.625) | —0.250) [ 0.125) | 0)
| —0.250) | —0.875) | 0.500) | —0.125) | 0) |1

[-1) | —0.750) | 0.250) | —0.625) | —0.125) [ 1)
| —0.750) | —0.375) | 0) [=1) | —0.500) | 0)
| 0.250) | 0> | —0.250) | 0> | —0.875) [ 0>
| 0.875) [ 0.375) | —0.625) [ 0.875) [—1) [ 1)
| 0.625) [ 0.750) | —0.750) [ 1) | —0.750) | 0)
| 0.250) [ 1) -1) [0.375) | —0.625) | 0)
[0.125) | 0.875) | —0.875) | —0.125) | —0.375) [ 1)

fractional qubits for amplitude information and four qubits for time information). A 4 x 4
quantum binary image is also selected as the secret data and converted to a vector. The results
of these operations are shown in Table 1. The circuits network proposed in Fig. 9b performed
the process of embedding the secret image into the quantum audio signals, and the quantum
steganography audio files (i.e., stego quantum audio) were obtained according to Table 2. In
these Tables for ease of displaying samples value of the signal, classical numbers are used
instead of the binary representation of qubits in the QRDS method.

3.2 Proposed quantum audio steganalysis method

Because the steganography methods manipulate and modify the content of the host signal, they
leave the traces that can be distinguished by the steganalysis methods. Generally, steganalysis

Table 2 The quantum stego audio signals obtained by LSFQ embedding method

Bagpipe.wav Ballad.wav Bartok.wav Beat.wav Beatles.wav
[0.375) | —-0.875) | 1.125) | —0.375) [0.125)
[ 0.250) | =0.750) | 0.750) | —=0.205) [ 0.500)
|0) | =0.500) | 0.500) | =0.250) [ 1)
[ 0.625) | -0.375) | 0.625) | —0.375) | 0.875)
| 0.875) | -0.375) | 0.625) | 0.625) | 0.625)
[ 1) | =0.500) | 0.625) | =0.750) | 0)
[ 0.675) | =0.750) | 0.500) | =0.750) | 0>
[ 0.500) | =1) | 0.500) | =0.250) | 0)
| -0.125) | —0.875) | 0.500) | —0.125) [0.125)
| —0.875) | —0.625) | 0.325) | —0.625) | -0.125)
| =0.750) | =0.500) |0) [=1) | =0.500)
[ 0.250) |0) | —0.250) |0) [=1)
| 0.875) |0.375) | -0.625) | 0.875) | -0.875)
[ 0.500) [ 0.750) | —0.750) [ 1) | =0.750)
[ 0.250) [ 1) [=1) [ 0.250) | =0.750)
[ 0.125) | 0.875) | -0.875) | -0.125) | -0.375)
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is a decision problem, and if it solved for a specific method with a high probability, that
method is considered broken [8]. If the embedding method and the statistical model of the host
signal are known, an optimal steganalyzer can be created to identify the secret message within
it. However, such information is usually not available from the host signal, and so the
steganalysis systems are usually made based on the feature extracting techniques and machine
learning algorithms. Detecting secret messages in digital media is usually considered as a
classification problem. In other words, steganalysis algorithms receive digital media as inputs
and classify them into two categories of “clean” or “stego.” Therefore, some classification
tools, such as pattern recognition and machine learning, are used for steganalysis. Steganalysis
methods can be categorized into three main types: blind, semi-blind, and targeted (particular)
[37]. If an observer had no prior information about the secret communication between the sides
and only suspects the communication between them, he should use the blind steganalysis
methods so that he can recognize all (or at least a wide range of) methods of steganography.
Also, if an observer expects a secret communication between the sides and has an idea about
their hidden steganography algorithms, he should use a semi-blind steganalysis algorithm that
can detect a wide variety of steganography methods. A semi-blind steganalysis method can be
used for a specific set of steganography methods. Moreover, when an observer is aware of the
existence of secret communication between the sides and also of the steganography method
they are using, he must construct a targeted steganalysis method that is capable of identifying
hidden messages that are only hidden by that specific steganography method [37].

In recent years, the idea of using quantum computing has been considered as a new tool for
accelerating classical computations. Using quantum computing has been beneficial in reducing the
processing time in areas that require large amounts of information to be analyzed and processed,
such as digital signal processing and big data analyzing. Recently, in the classical machine learning,
the use of quantum algorithms has been considered and has led to the emergence of quantum
machine learning [7, 13, 14]. The use of quantum algorithms in classification and pattern recognition
systems can speed up the training phase of the algorithms and reduce computational complexity and
improve the overall performance of the system [2, 26, 39].

So far, In the field of quantum steganalysis for the quantum signals (including quantum
audio and quantum image), no research has been done, and the lack of research on this
crucial topic has encouraged us to investigate this. In the following, we proposed a blind
(universal) quantum steganalysis method for detecting quantum steganography methods in
the quantum audio signals; wherein, we use the Quantum K Nearest Neighbors (QKNN)
algorithm based on the Humming distance metric [43] to construct a quantum steganalyzer
to check if a quantum audio signal is stego or clean. The structure of the QKNN algorithm is
based on the quantum probabilistic memory [49], which has been used by researchers in the
fields of quantum pattern recognition [54] and quantum classification [40, 41]. The idea of
QKNN is to construct a superposition state of the training data set and write the Hamming
distance to the input state into the amplitude of each vector in the superposition state, then
measuring the class-qubit retrieves the desired class with the highest probability [43]. The
purpose of our proposed quantum steganalyzer is to distinguish between a test quantum
audio signal and a training quantum audio dataset to determine whether the test audio
belongs to the training dataset. In this scheme First, the specific feature vectors extracted
from the test audio files and training set audio files by using a proposed feature extraction
module. Then a superposition state of training feature vectors is constructed by quantum
circuits (the details of constructing a superposition state are described in [49] and are not
mentioned here), next the Hamming distance between the test feature vector and
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Fig. 10 The proposed quantum audio steganalyzer

superposition state of training feature vectors is calculated; eventually, the circuits generate
a quantum state which indicates the proportion of the test feature vector to the training set
feature vectors. The schematic scheme of the proposed quantum steganalyzer based on the
QKNN algorithm and the Hamming distance is shown in Fig. 10.

In general, the operation details of the proposed quantum audio steganalyzer can be
described in the following steps:

3.2.1 Preliminary steps

Step 1. Providing a clean (host) audio dataset and converting it to the quantum form using
the QRDS representation for construction the clean quantum audio dataset.

Step 2. Embedding the secret quantum image into the quantum clean audio dataset to obtain the
quantum stego audio dataset by using the proposed LSFQ algorithms in Section 3.1.

After these two steps, each sample of quantum clean/stego audio dataset is indicated by a
normalized (n + 1 + [)—dimensional vector \A;”...A?A;l...A;’Wt;fl ...to>. Here, for ease of
presentation, we assume (n + 1 + [ = N), and each vector is represented as | A'A2...AN) . The
training set also is indicated by N vectors |A7...AY), p=1,2,...,L.

3.2.2 Main steps

Step 1. Inputting an unclassified quantum audio file as a test sample.

Step 2. Inputting the clean/stego quantum training dataset as the training dataset.

Step 3. Extracting feature vectors from the test sample and training dataset samples by
the proposed feature extraction methods in 3.2.3. After this step, each quantum
audio is expressed as a vector of its features called quantum feature vector (i.e.,
QFV).

Step 4. Constructing a superposition training set from clean/stego QFVs as Eq.)12(.
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1 L
)= g 5 M) (12)

Step 5. Creating a quantum state with three registers. The first containing a test QFV | T...
Ty, , the second containing the superposition of the training set QFVs | T) , and the
third containing an ancillary qubit set to | 0) . The result can be defined by Eq. (13).

1
) = |T1"'TN>®ﬁp§ A7....AL)®|0) (13)

Step 6. The ancillary qubit | 0) is put into the superposition state through a Hadamard gate,
leading to the state | 1);) according to Eq. (14).

) = |T1...Ty)® f S A4 %<|o>+|1>> (14)

Step 7. Computing the Hamming distance between the test QFV | 7}...Ty) and each QFV
of the superposition training set | 7) also, save the result |d} ...df\,> in the second
register. Hamming distance is a measure of the distance between two sequences and
represents the number of differences between the bits having the same position in
two sequences and in here can be calculated by performing the XOR operation on
every couple qubits(7;,A?),i=1,...,N.

After this operation, the next system state is defined by Eq. (15).

[¥2) = [T1..TN)® f Z .. d7v>‘8’ 5 (10 +11)) (15)

Step 8. Constructing the unitary operator U and apply it on | ¥») to sum the Hamming
distances of all training samples and calculate the total Hamming distance between a
test QFV vector and the QF Vs of the training set superposition. These operations can
be defined by Egs. (16-18).

U=el (16)
QN
10 1 0
n-el) §]7e[) O] )

1 Loy, (A

[1h3) = Ulty) =75 > (e’ﬁ‘”*"”)llTl...TN>®\d’{...d§’v>®|o>+e ’W‘“T~A’>|T1...TN>®\d1;...d§,>®|1>)
p=1

(18)
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Step 9. Applying the Hadamard gate on the last register and obtain final state | 14> by Eq.
(19).

L
1hy) = g (cos—d(T Ap))\Tl Ty)®|dY...d >®|O>

f
+sin(%d(T,A”))\T] TN>®\d” Ny >®|1) (19)

Step 10. Measuring the last register (ancillary qubit). If the result is | 0) ,which means the
test audio sample is close to most training dataset samples and will take the training
data class label. Also, if the resultis | 1) ,which means the test audio sample is far
away from most training dataset samples and will take the opposite training data
class label. The probabilities of being in the states | 0) and | 1) are defined by

Egs. (20-21).
plle) = 10)) == z cos’| (5 )(T.47)] (20)
Pl = 1) == 3 z | (3)d(r.an)] 1)

3.2.3 Proposed feature extraction method

In this subsection, first, the extracting feature method used by the proposed quantum
steganalyzer is introduced, and then the quantum circuits of the proposed feature extraction
method are implemented and illustrated with an example.

In the signal processing, the mean M of a discrete-time signal x[n] in range nl <x <n2 is
defined by Eq. (22) [34].

1 n2 ”
=i 1,2, (22)

Accordingly, the quantum mean | M) of the quantum signal | A) in range [/1 /2] is given by
Eq. (23).

LS ) (23)

M
M) =i n+1.5

In this paper, we extract the mean value of quantum audio frames as the QFVs. To this end, we
proposed a quantum features extraction module (i.e., QFE module) using introduced quantum
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arithmetic modules in Section 2.2. The quantum implementation of the QFE module involves
three steps to achieve an audio signal based on the mean feature of the initial audio signal
frames; firstly, the sum of the samples of each quantum frame (i.e., Qframe) is computed.
Secondly, the result is divided by the number of Qframe samples to calculate the mean of the
Qframe samples. Finally, the mean value obtained for each Qframe is stored as a sample of an
empty quantum mean signal.

To implement the quantum mean circuits network based on Eq. (23), in the first step, we
divide the input quantum audio signal | A) =|A;"...A?A,’1...A;””tl_1...t0> obtained with the
QRDS model and with the length of =2/ x 2, into 2/ non-overlapping Qframes of length 2. Also,
we create an initial quantum mean signal, wherein, the length of the signal is | £) =|#_1...ty)
and the amplitude of the samples is | 0) =10,,...000...0,, - ,» ; Then the sum value of the
amplitudes of the 2/samples for each Qframe is computed by the 2/ ADD module (details of
module operation are described in Section 2.2). In the second step, the result of the ADD modules
(the sum of the amplitude of Qframe samples) is divided by the DIV module into 2/ (the length of
each Qframe is 2/samples and represented by a sequence containing n + 1 qubitas | 2/) =|1,...
loy ). In the final step, the output of the DIV module, which is the mean value of the Qframe
samples, is copied into the initial (empty) quantum mean signal. This process is performed for 2!/
Qframes so that the mean quantum signal is eventually obtained as
M) = |M;”...M?M;l...M;"’”t;71...to>. Given that each Qframe of the input signal | A)
(which contains 2/ sample) is converted to 1 sample of the mean signal | M) , so in this structure,
the length of the obtained mean audio signal | M) is % of the input audio signal | A) ,also, the
length of the resulting quantum feature vector will be less than the original audio signal. The
quantum circuits network of this scheme and its module is shown in Figs. 11 and 12, respectively.

By applying the proposed mean feature extraction module, on the clean and stego quantum
audio signals in Tables 1 and 2, the mean quantum signals associated with these two sets are
obtained as Tables 3 and 4. Moreover, by applying the proposed steganalysis model by the
steps outlined in Section 3.2 on these two sets of audio files, the predicted results will be as
Tables 5 and 6. In these experiments, five test audio files examined by two learning datasets
(clean and stego) and different test samples. In these tables, the actual test sample class and the
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Fig. 11 The circuits network of implementation the proposed mean quantum feature extraction method

@ Springer



17568 Multimedia Tools and Applications (2020) 79:17551-17577

n+1

)~ —14)

—I7)

Fig. 12 The quantum module of
the proposed mean feature
extraction method

Quantum Audio
2 X
WE

=]
~—
N
+

Mean

~
\\F\

~
~—

=
Mean quantum audio

training dataset class (dataset to be compared by the steganalyzer with the test sample) are
specified. In these tables, p| 0) expresses the probability of closeness the test sample to the
learning dataset samples and p| 1) represents the probability that the test sample is far from
the learning dataset samples. The predicted class also represents the prediction results of the
proposed quantum steganalysis method. In these experiments, first, two learning sets of the
clean dataset and stego dataset were created; Then, the degree of closeness or remoteness of
each test sample is calculated from the training sets. The larger value of p| 0) for each test
audio sample, it indicates that the test sample is closer to the learning set, and the class label of
the learning set is considered as the predicted class label for the test sample by the steganalyzer.
For each test sample, the conformity of the actual class with its predicted class proves the
correct prediction and the accuracy of the proposed steganalysis method.

4 The simulation-based experiment results and performance analysis

Given that quantum hardware is not physically available for implementation of proposed
schemes at present, the simulation of these quantum operations with MATLAB is done on the
classic computer. In this section, Under the scheme proposed in Fig. 7, two sets of experiments
are performed for the steganography and steganalysis parts. In general, the procedures for
conducting these experiments can be summarized as follows:

1. Selecting 100 audio files in wave format as host media and performing preprocessing
operations (downsampling and normalization).
Converting any audio file to a quantum audio file using the QRDS model.

3. Creating the clean quantum dataset using 100 quantum host audio files.

Table 3 The results of the proposed quantum mean feature extraction method on the quantum clean audio
signals in Table 1

Bagpipe.wav Ballad.wav Bartok.wav Beat.wav Beatles.wav
clean clean clean clean clean
[0.375) | 0.625) | 0.750) | -0.375) [ 0.750)

| 0.750) | -0.625) | 0.625) | —0.625) [ 0.250)

| —0.500) | —0.500) | 0.125) | —0.500) | —0.375)

[ 0.750) | 0.750) | -0.875) [ 0.625) | =0.750)
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Table 4 The results of the proposed quantum mean feature extraction method on the quantum stego audio

signals in Table 2

Bagpipe.wav Ballad.wav Bartok.wav Beat.wav Beatles.wav
Stego stego stego stego stego
[0.375) | —0.625) | 0.875) | —0.375) | 0.625)

[ 0.750) [ —0.750) | 0.625) | —0.625) [ 0.250)

| —0.375) | —0.500) [ 0.250) | —0.625) | —0.500)

| 0.500) | 0.875) | —0.875) [ 0.500) | —0.750)

4. Selecting a binary image as secret data and perform the pre-processing operation (scaling).

Converting the classic binary image into the quantum binary image using the NEQR
model.

embedding the secret quantum image into the clean quantum dataset audio files using the
proposed embedding method in Section 3.1 and create the quantum stego dataset.
Calculate and analysis of steganography evaluation criteria according to the results of the
proposed steganography method.

Use clean and stego quantum audio datasets obtained from the steganography process to
apply the proposed quantum steganalysis model in Section 3.2 and obtain the classifica-
tion results.

Calculate and analysis of classification evaluation criteria according to the results of the

proposed steganalysis method.

The details of the quantum audio steganography and quantum audio steganalysis experiments

are explained below.

4.1 Steganography experiments and analysis

The proposed quantum steganography method is simulated and tested on two sets of wave
audio files (100 music audio files and 100 speech audio files). All files were sampled at
44.1 kHz with 16-bit precision. We down-sampled these wave files into audio files, which
have 1024 samples in the range [—1 1]. In the first step, these files were selected as host audio
signals dataset and converted to the quantum format using the QRDS method (with values, n =

Table 5 The results of proposed steganalyzer by construction the clean learning set from the mean audio signals

in Table 3
Test audio sample Actual class Learning dataset class P 0) P 1) Predicted class
Bagpipe.wav clean Clean 0.9940 0.0060 clean

stego Clean 0.9933 0.0067
Ballad.wav clean Clean 0.9936 0.0064

stego Clean 0.9934 0.0066
Bartok.wav clean Clean 0.9940 0.0060

stego Clean 0.9925 0.0075
Beat.wav clean Clean 0.9928 0.0072

stego Clean 0.9925 0.0075
Beatles.wav clean Clean 0.9928 0.0072

stego Clean 0.9922 0.0078

the predicted class probability for each audio sample is indicated in bold.
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Table 6 The results of proposed steganalyzer by construction the stego learning set from the mean audio signals
in Table 4

Test audio sample Actual class Learning dataset class P| 0) Pl 1) Predicted class
Bagpipe.wav clean Stego 0.9940 0.0060 Stego

stego Stego 0.9933 0.0067
Ballad.wav clean Stego 0.9936 0.0064

stego Stego 0.9934 0.0066
Bartok.wav clean Stego 0.9940 0.0060

stego Stego 0.9925 0.0075
Beat.wav clean Stego 0.9928 0.0072

stego Stego 0.9925 0.0075
Beatles.wav clean Stego 0.9928 0.0072

stego Stego 0.9922 0.0078

the predicted class probability for each audio sample is indicated in bold.

9, m =4, t=10) to produce the clean quantum dataset. Also, a 32 x 32 binary image as shown
in Fig. 13 was selected as the secret data, which is converted into the quantum binary image by
the NEQR method, then it has converted to a 1 x 1024 quantum binary vector consists of |
0> and|1) . Then, using the proposed embedding scheme in Section 3.1, the secret quantum
image is embedded within the 100 clean quantum audio signals to produce 100 quantum stego
audio signals. The performance of our proposed quantum steganography method is measured
by the steganography criteria such as quality, security, capacity, and embedding efficiency. In
order to evaluate quantum signals using these parameters, quantum signal information must
first be retrieved using quantum measurement operations [11].

4.1.1 Quality evaluation

There are various parameters for analyzing the stego audio quality, mean square error (MSE),
signal to noise ratio (SNR) and peak signal to noise ratio (PSNR) values, which are the most
important of them is used here.

MSE is used as an important parameter in evaluating the performance of the steganographic
system, which defined as the mean square error between the cover audio signal and its

Fig. 13 The 32 x 32 secret binary
image

A
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corresponding stego audio signal. It calculated by Eq. (24) [16].

MSE(H;,S;) = % [z (H=S:) (24)
i=0

SNR calculates the ratio of signal power to the noise power in decibels (dB) and measures the
distortion in the fidelity between two audio signals, host and stego; it computed by Eq. (25)
3]
21
H}
SNR(dB) = 10log ——"——— (25)
> (HiS)’
i=0
where [ is the number of signal samples, H; is the value of the i sample in host audio signal H,
and S; is the value of the i" sample in the stego audio signal S.
PSNR is the ratio of the maximum signal to noise in the stego audio signal in decibels, and
it defined by Eq. (26) [16].

2

R
PSNR(dB) = 10logyy 7 (26)

(H:,S:)

Where R is the maximum signal value that exists in the host audio signal.

In these experiments, 100 quantum host audio signal (100 wave files and 100 speech files)
and their stego version (with the length of 1024 samples) were used. It is worth noting that the
SNR, PSNR values between the two host signals and the stego signal in this method is highly
dependent on the number of the fractional qubit in the QRDS signal representation. The
average SNR, PSNR, and MSE values between the host audio and stego audio are shown in
Tables 7. The results indicate acceptable values of these parameters for the proposed stega-
nography method.

4.1.2 Security evaluation

During the embedding process, some parts of the host signal may be affected by external
factors such as channel noise, filters, etc. Bit Error Rate (BER) is a measure that can be used to
identify these changes. BER is a criterion used to evaluate security in quantum simulations and
is defined as the ability of secret qubits to survive in attacks [36]. BER is defined by Eq. (27)
[20, 36, 42].

Table 7 The average SNR, PSNR, MSE, BER, and EE for the proposed steganography method

Audio type Number of Number of audio samples SNR(dB) PSNR(dB) MSE BER EE
fractional qubits

Music 4 1024 30.2141  41.6391 02135 0.0240 2.11

Music 8 1024 49.3267  62.5426 0.0381 0.0159 2.54

Speech 4 1024 304872  41.7890 0.2030 0.0239 2.18

Speech 8 1024 49.7442  62.8189 0.0374 0.0159 2.59
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1
BER = —— 27
PSNR 27)
It can be seen from Table 7 that the BER values obtained for the proposed steganography
method are relatively small, indicating that external factors have little influence on the

proposed method, and this method has relatively good security.
4.1.3 Embedding capacity evaluation
In the quantum steganography, the embedding capacity is defined as the ratio between the

number of secret message qubits and the number of host signal’s samples. Therefore, the
embedding capacity of the proposed method is defined by Eq. (28).

the number of secret message qubits

Embedding capacity = —
the number of host signal s samples

In order to a secret image to be fully embedded within the carrier audio signal, and since the
host signal length can be varied (according to the proposed steganography method), the
number of host signal samples at the minimum length must be equal to the number of secret
image pixels. So in this method, the maximum embedded capacity is 1 qubit/sample.

4.1.4 Embedding efficiency evaluation

Embedding efficiency (EE) is one of the criteria for evaluating steganographic systems, which
is defined as the ratio between the number of embedded qubits and the probability of
modifying to the host signal samples [38]. The embedding efficiency of an audio steganog-
raphy scheme is defined by Eq. (29).

1

EE =
ratio of modified samples

(29)

Higher EE values indicate a less detectable traces on stego audio, thus making the stegano-
graphic scheme more robust against steganalysis techniques.

The probability ratio of host signal samples that changes after embedding is proportional to
the size of the embedded secret image and is calculated by Eq. (30) [1].

P=1-(Ro x Ry) + ((1-Ro) x (1-R;) ) (30)

Where R, is the ratio of 0’s in the secret bit-stream, and R;) is the ratio of 0’s in the LSB of the
host signal samples. The average embedding efficiency for the proposed method when the
number of signal samples is equal to the number of confidential image pixels is shown in
Table 7. The results indicate acceptable values of embedded efficiency for the proposed
steganography method. It should be noted that since the embedding efficiency is proportional
to the size of the secret image, it can be improved by selecting a smaller secret image.
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4.2 Steganalysis experiments and analysis

The quantum clean and stego audio datasets obtained from the steganography process are used to
evaluate and test the proposed steganalysis scheme to perform proposed quantum steganalysis
experiments. In these experiments, 30% of the clean and stego datasets were used to build
learning datasets, and another 70% was used as test samples. The experiments are carried out
based on the proposed QFE module and by the explanations in Section 3.2.3. In this section, each
quantum signal with 1024 samples is divided into 32 Qframes, each containing 32 samples, and
then the mean of each Qframe is computed. After using the proposed QFE module, the mean
quantum signal parameters obtained with the QRDS model aren=9, m =4, t = 5.

The performance of our proposed quantum steganalyzer is measured by sensitivity (SE),
specificity (SP), and accuracy (ACC). These criteria are described as follows:

*  True negative (TN): the number of clean audio signals that are classified as the clean audio

signals.

*  True positive (TP): the number of stego audio signals that are classified as the stego audio
signals.

» False negative (FN): the number of stego audio signals that are classified as the clean audio
signals.

*  False positive (FP): the number of clean audio signals that are classified as the stego audio
signals.

Sensitivity (SE) is the probability of correct detection of stego audio signal and is defined by
Eq. 31).
P

E=—"—x100% (31)
TP + FN

Specificity (SP) is the probability of correct detection of the clean audio signal and is defined
by Eq. (32).

N

P=_— " x100% (32)
TN + FP

Accuracy (ACC) is the probability of correct classification and is defined by Eq. (33).

IN + TP
ACC = 1
=iy RN < 100% (33)

Table 8 The results of the proposed quantum steganalysis method on two types of quantum audio datasets

Audio type ~ Embedding Rate percentage = TN TP  FN  FP  SE SP ACC

Music 100 67 66 4 5 9429%  93.06%  93.66%
50 61 62 9 11 87.32%  84.72%  86.01%
25 55 57 13 14 8143%  79.71%  80.58%

Speech 100 68 69 3 3 9583%  95.77%  95.80%
50 63 62 6 8 91.18%  88.73%  89.93%
25 57 56 12 14 8235%  8028%  81.29%
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In Table 8, the results of the proposed steganalysis method are presented on two types of audio
signals, including music and speech. In these experiments, randomly, 30 audio files from each
set were used to build the learning dataset, and 70 remaining audio files were also used as test
samples. In these experiments, the image shown in Fig. 13 was used for embedding at rates of
100, 50, and 25% in the quantum host audio signal with the length of 1024 samples. The
experiments for each set are repeated several times to get the best results. The results show the
high accuracy of the proposed quantum audio steganalysis method. In addition to the
capabilities and advantages of quantum steganalysis methods over classical methods, the
results indicate that the proposed universal quantum steganalysis method is also competitive
with classical methods in terms of accuracy of detection. The accuracy of the results can vary
according to the length of the host signal and the amount of data embedding. The number of
integer qubits and the number of fractional qubits used to represent the signal amplitude
information in the QRDS representation also have an impact on the length of feature vectors
and better prediction accuracy of the proposed method. Here, because of the limitations and
ease of display, a limited number of audio signals with the low samples are used, as well as due
to the computing power limitations of classical computers during simulation, the QRDS
representation with the low number of qubits is used.

5 Conclusion

In this study, the structure of a steganography-steganalysis system for the quantum audio
signal was explored, which is comprised of two parts of quantum steganography and quantum
steganalysis. In this structure, the quantum representation for digital signals (QRDS) used to
encode the host audio signal, and the hidden message is a binary image by the NEQR
representation. The quantum audio steganography (QAS) method was proposed based on
the least significant fractional qubit (LSFQ) to improve the traditional LSQB method. The
proposed quantum audio steganalysis method is also made up of a universal quantum
steganalyzer that includes a module for calculating the mean of quantum audio frames and
performs prediction and classification operations based on the quantum KNN algorithm and
the Hamming distance metric. The circuit networks required to implement the steganography
part and steganalysis part were realized. Simulation-based experiments that were conducted
indicate the effective simulation and high performance of the proposed quantum audio
steganography-steganalysis system.

In the future works, we plan to provide the quantum circuits network that extracts quantum
features from the quantum frequency domains, such as quantum Fourier transform and
quantum wavelet transform. We will also try to provide a more robust and more efficient
quantum steganalyzer, which can recognize and categorize with higher precision.
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