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Abstract
The steganography is a graceful tactic to convey the confidential information to an authorized
recipient with the most reliable safety measure which leads to avoiding the breaches of data
security. Nowadays the significance of taking strong protection measures in data communica-
tion medium has a challenging task because of the security related issues which are developed
by unauthorized intervention. This presentation intends to provide a new approach based on a
combination of Steganography and Cryptography procedure for inserting the hidden data into
a cover object and obtain high data embedding capacity with an improved security level. In
this approach, the Elliptic Curve Cryptography algorithm is used to encrypt the hidden
information and the encrypted data inserted into a cover object by the process of the LSB
Inversion algorithm. This blend of technology has successfully reached the benchmark level of
some essential properties known as data confidentiality, integrity verification, capacity and
robustness which are the evidence to prove the excellent performance and effective imple-
mentation of this steganography process. This new approach intensely tested through several
steganalysis attacks such as analysis of visual, histogram, and chi-square. The outcome of the
experimental result shown that the stego image has delivered the strong opposition force
against all attacks. The data embedding capacity has attained at an improved level compared
with typical methods.
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1 Introduction

The usages of steganography art have begun from the time of the ancient to exchange secret
information in ways that restrain the detection of confidential content by an unauthorized
intervention. The word steganography from the land of the Greek and Bcovered writing^ is a
historical sense of this art [9]. As per recorded information in 1499, some researchers was
introduced the word of steganography and cryptography in his novel on BMagic.^ The history
of hiding technology growth has revealed that the various methods known as invisible inks,
microdot,cryptography, hashing, steganography are introduced to conceal the secret message
into the carrier medium and reduce the security-related issues [4, 9]. Even though more
techniques have been involved in the disguise process, the steganography and cryptography
schemes are the most popular for achieving the enhanced defense of covered message over the
open transmission network. The remarkable performance of these technologies is not retaining
the primary aim which always concentrates to provide the adequate security and confidence
level of users at all kind of situation that creates a necessity to develop additional security
measures to attain the primary goal [2]. The plaintext is encrypted to generate a new form of
ciphertext by the process of Cryptography which is the most commonly used technique to
transfer the secret data in such a way that only readable by the intended recipient. On the other
hand, steganography based on the plain LSB replacement with perfect pixel arrangement
technique utilized to delivering the stego image with improved quality [8, 22]. This LSB
method has attained less complexity of computational algorithm with improved image quality.
Further one more method has developed for image steganography based on conservative bit
replacement with multilayer protection of secret information. Besides the first layer of security,
the secret data has encrypted by applying concept of flexible-matrix based symmetric key and
the magic square method also used to execute the one more encryption process of ciphered
data for achieving another more layer of data security. It uses a 16 × 16 size flexible matrix
having entries ranging from 0 to 255 for encrypting data efficiently. A modified form of the
flexible matrix is again reproduced here with modified entries for the sake of illustration of the
method explicitly. All picture steganography systems, regardless of their space of execution
must spotlight on three essential focuses Locations of mystery information in the cover
question, Data Security, and High imperceptibility of concealed information. Numerous
calculations for picture steganography exist, and portrayed diversely that how to hold the
noteworthy point that guarantees to upgrade the security of mystery message and enhance the
certainty of end clients. From the many literature reviews has revealed that the excellent
imperceptibility of stego image and high data embedding capacity are the most significant
properties which evaluate the un-detectability of secret information and efficiency of hidden
data communication medium. The study is motivated by the idea from Saleh et al. [28] which
operates on the basis AES, however the proposed method uses new improved technique,
which is discussed as follows. The author proposes an approach based on steganography and
cryptography techniques for secret data transfer in cloud environment. This combined tech-
nique attains data confidentiality, integrity verification, capacity and robustness that proves
effective the performance of the proposed method. Firstly, Cryptography explains the execu-
tion of Elliptic Curve Cryptography (ECC) to encrypt the secret information in the form of
text/file to attain high-level security. Secondly, Least Significant Bit Inversion (LSBI) algo-
rithm, and gray code procedure is used for embedding the encrypted data in image pixels to
protect the secret information within the cover medium that forms one more single layer of
security. Finally, the primary target of dual layer protection is achieved through the combined
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techniques in the data transmission field. The concept of ECC and LSBI algorithm provides
the two-tier protection for secured data transmission process over an optimal communication
channel and it is divided into two phases. The first phase performs the encryption and embeds
the payload in the cover media and the second one defines the extraction of secret data
followed by decryption method.

Whatever remains of this paper is sorted out as pursues: Section 2 which surveys the
different LSB strategies, Section 3 in which the proposed plan is delineated, Section 4 which
demonstrates the exploratory outcomes lastly Section 5 the ends are given.

2 Literature survey

For the most part the various steganography strategies have been presented with a grayscale
picture which has a higher resistance of pixel incentive to give enhanced information inserting
effectiveness and satisfactory information security. In light of the idea of calculation plan, the
steganography techniques are characterized into three sorts: (1) Higher level Stego image
quality with adequate embedding capacity (2) High picture quality plans with a sensible
inserting limit and (3) All the more implanting effectiveness with a minor disfigurement.
The primary sort is principally engaged to estimation of information inserting limit on a pixel-
by-pixel premise without mulling over the nearby surface. The second kind is the versatile
steganography conspire where the installing limit estimation of a pixel relies upon the variety
among the quick neighbor pixels. A typical methodology for versatile steganography is to pass
on more mystery messages in a picture region given higher intricacy, however disguise less on
the zone of lower multifaceted nature. It merits that some steganalysis strategies are utilized in
this technique to identify whether any message is covered up in a host picture. At last, the third
sort is the high implanting proficiency plan to limit the picture bending while inserting
generally little measure of messages, ordinarily not exactly or equivalent to two bits for each
pixel. The methods described below falls under anyone of the above three categories. In Least
Significant Bit system, the LSBs of every pixel in the cover protest are substituted with the
message information which is to be covered up. LSB steganography method is one of the
customary strategies which is fit for concealing mystery information in a computerized cover
picture without presenting numerous detectable contortions [19]. This system works by
substituting the slightest huge bits of haphazardly chosen pixels in the cover picture with the
mystery information bits. In light of the mystery key, choice of pixels might be resolved.

In later years some researchers have recommended that LSB Substitution is the most
usually utilized technique specifically supplanting the LSBs of pixels in the cover picture with
mystery bits to get the stego-picture. The force of picture is just changed by 1 or 0 for stowing
away. In spite of straightforwardness and less computational overhead it experiences an issue
i.e., if more bits per pixel are implanted, the nature of stego-picture break down. It is effectively
assaulted by Chi-square test and furthermore a gatecrasher can without much of a stretch
distinguish the mystery information [1]. In this [21] approach, information is implanted into
smooth territories by the LSB strategy and edge regions by the PVD technique. In this
methodology, the square with littler differencing esteems involve the significant parts of a
cover picture. More mystery information is implanted in smooth zones instead of edge zones.
This strategy can be identified by the technique proposed by Fridrich et al. In later some others
introduced [10] a LSB coordinating instrument which uses a double capacity to implant two
bits of message into two pixels. It results in the lower mean square mistake of 0.375 per pixel
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which is lower than the normal mean square blunder of LSB calculation which is 0.5 per pixel.
Be that as it may, the issue looked in this plan is bring down inserting proficiency. Kekre et al.
proposed [3] the versatile LSB strategy. In this methodology relying upon the force scope of
the pixels, mystery bits are installed. It utilizes something like five LSB’s of a pixel to insert the
mystery information. High installing limit can be accomplished however the nature of the
picture debases. Zhang [24] proposed a novel reversible information concealing plan for an
encoded picture, the collector with the learning of encryption key can get an unscrambled
picture and distinguish the nearness of shrouded information utilizing LSB steganalysis
techniques. Likewise with the information concealing key, it is conceivable to extricate the
extra information and recoup the first picture. The downside in this methodology is that a few
pixels must be held for concealing the mystery key. Husain proposed a [6] enhanced high limit
information installing strategy which is like existing altered kekre’s calculation. This strategy
utilized the lower power based pixels for implanting the high mystery information. In this
methodology additional concealed information bits are completely used from the keep up
matrix. The downside in this methodology is that visual quality isn’t kept up. Mandal proposed
a [11] new Adaptive Pixel Value Differencing (APVD) for dark pictures in which the pixel
esteem ranges from 0 to 255. Pixel Value Differencing technique is utilized to check whether
the pixel esteem surpasses the range or not. A position where the pixel surpasses limit has been
stamped and a fragile handle is utilized to keep the incentive inside the range. This Technique
results with indistinguishable payload and visual loyalty. Jain et al. [12] proposed a system by
which the image pixel regards are secluded into spans and subject to the range stego-key is
made. The private stego-key has five various diminish measurement extents of picture and
each range shows to substitute settled number of bits to introduce in least significant bits of
picture. The nature of this methodology riddle covered information in stego-picture and high
hidden limit. The limitations of this method are uprightness issue. Extra bits of check are to be
concealed with covered message and if the settled number of bits that must be embedded in
LSB is more than three bits then mutilation may occur in the image.

Rajkumar et al. [17] proposed another procedure for consideration of message in an image.
The last two bits of pixel regard are used for incorporation and recuperation of message. If the
last two bits of pixel regard are 00 or 10, the bit 0 of the riddle message can be introduced
direct, by and large by including/subtracting 1 at that pixel regard we can install 0. Basically 1
is installed if last two bits are 01 or 11. Message is embedded at pseudo discretionary regions
for security reasons. The message is recouped equivalently subject to the pixel estimations of
the last two bits. The confinement of this strategy is that 2 bits of the cover media is considered
and just a single piece of mystery data is implanted. VikasTyagi et al. [18], proposed the
technique for concealing information in the LSB position utilizing encryption calculation. This
technique is picked the force of picture is just changed by 1 or 0 subsequent to concealing the
data and there won’t be much contortion in the picture. The downside of this methodology is
that a gatecrasher can without much of a stretch recognize the mystery information. Cheng-
Hsing Yang et al. proposed [23] Modified 2-bit LSB with PVD and Modified 3-bit LSB with
PVD for installing information inside the cover media. It opposes Fridrich et al. strategy.
Consolidating both PVD and LSB strategies would give bigger limit and lower PSNR esteem.

R. Shanthakumari et al. proposed [13] a data hiding in the picture using the Tree-Based
Parity Check with LSB Matching Revisited algorithm (LSBMR). The stego image is con-
structed expertly under the tree structure model with minimum distortion rate by Tree based
parity check with LSBMR algorithm technique. To reduce the distortion between the cover
image and the stego image, data embedded in the edge regions, and LSBMR algorithm used
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for inserting stego code inside the model which helps to increase the security level. This
scheme does not support more than two levels of the tree. Zhang et al. [5] proposed a
steganographic method for digital images with four-pixel differencing and modified LSB
substitution. In this method, the messages embedded into the cover image based on four-
pixel differencing and altered LSB substitution. To precisely predict the level that the particular
pixel block lays, the pixel values get readjusted using the readjustment procedure. In read-
justment procedure, each pixel block is needed to be worked out with 81 possible combina-
tions for reaching the final resultant block. Thus the determination of higher or lower level is
done in a sophisticated manner, and the distortion between cover and stego image also
increased. To overcome this [14] R. Shanthakumari et al. an Information hiding in digital
images using modified LSB substitution with multi-pixel differencing and HL code. This
paper describes a novel steganographic method based on four-pixel differencing with modified
LSB substitution is used to increase the embedding capacity and to maintain the visual quality
of the cover image. The concept of HL code is used to make all the pixels of those blocks as an
embedding unit for hiding the secret bits by directly predicting the higher and the lower order
blocks, thus increasing the embedding capacity and minimizing the distortion between the
cover and stego image. Mandal proposed a [7] new Adaptive Pixel Value Differencing
(APVD) for gray pictures in which the pixel value ranges from 0 to 255. Pixel Value
Differencing method is used to check whether the pixel value exceeds the range or not. A
position where the pixel exceeds boundary has marked, and a delicate handle is used to keep
the value within the field. This method results with identical payload and visual fidelity.

Shanthakumari.R et al. proposed [15] The Least Significant Bit Inversion algorithm
(LSBI) is the one of a most reliable technique for execution of steganography process in
data communication, and it provides the higher degree embedding capacity, with very
lower distortion level between the original and stego image. Regarding security of secret
information embedding by grey-code standard reached to adequate protection which
conforms through forming protection layer at cover image and the hiding dada not
discernible to the observer. The is an outcome of some literature mentioned above that
Even though the way of effective implements the data embedding techniques, some
inconvenience such as embedding capacity, security, and deformation of the original
image, etc., noticed at the final result. But the proposed scheme can resolve all issues,
and there will be sufficient improvement in the embedding capacity, adequate protection
and minimize the distortion between cover and stego. In B. Sharmila et al.’s [16] article,
the authors propose a method that works on color images (JPEG). In this method, the
edges are chosen for data hiding to improve robustness. The regions at the sharper edges
are highly dependent on the image contents and also presents more complicated statis-
tical features. It is also more difficult to find the changes at the sharper edges than in
smooth regions. In the embedding procedure, the RGB components are separated, based
on a shared key, one/more components are selected. The cover image is split into non-
overlapping block and each block is rotated by a random degree determined by a secret
key. The resultant image is rearranged as a row vector V by raster scanning. The secret
message is encrypted and by LSBMR method, two secret bits can be embedded into each
embedding unit. The message is embedded after calculating the capacity estimation using
a threshold.

Prior from the calculations in the writing, it has been evident that the installing limit is low
in the current frameworks, if more information is implanted the picture quality corrupts and it
likewise makes the assailant to effortlessly recognize the mystery information and a few
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frameworks are more mind boggling to plan. The proposed plan of ECC and LSB Inversion
algorithm can resolve these issues and will enhance the implanting limit, give security and
limit the contortion among cover and stego.

3 Proposed scheme

To upgrade the inserting limit of a picture steganography and give an indistinct stego picture to
human vision, a structure for concealing huge volumes of information in pictures by joining
cryptography and steganography while causing negligible perceptual debasement is proposed
in this paper. This takes care of the issue of unapproved information get to. In this strategy, first
encode a message utilizing ECC technique and afterward implant the scrambled message
inside a picture utilizing LSB Inversion inserting strategy. Concealing information utilizing
LSB change alone isn’t exceptionally anchor. The blend of these two strategies will improve
the security of the information implanted. This combinational system will full-fill the prereq-
uisites, for example, limit, security and heartiness for secure information transmission over an
open channel. The subsequent stego-picture can be transmitted without uncovering that
mystery data is being traded. Besides, regardless of whether an assailant were to overcome
the stenographic system to recognize the message from the stego-question, he would in any
case require the cryptographic unravelling strategy to interpret the scrambled message. A
standout amongst the most imperative highlights of lossless compression is to amplify the
implanting limit. The hiding capacity also gets improved by the utilization of 6 bits of data
embedded in every four pixels. The gray code procedure is followed to obscure the secret
information into the cover media to make a formation of the single layer of security and
encrypting the secret data before embedding using ECC that provides the second layer of
protection. The proposed steganography mechanism consists of two stages. The first stage
performs the encryption and embeds the payload in the cover media while the later stage
extracts the hidden information and decrypts the payload to reveal the original message.

3.1 Stage 1: Encryption algorithm

The secret data that is to be hidden in the image is encrypted before embedding in order to
provide security. Security is provided by using ECC algorithm. The generation of the secret
key is based on the prime number and global point chosen. The secret key generation varies
depending on the prime number for the same cover image. The following steps illustrate the
ECC algorithm:

Input: Prime number, a, b, secret data.
Output: Index value for Encrypted Points

3.1.1 Algorithm for encryption

Step 1: Select a suitable curve Ep(a,b) and determine all the points in Ep(a,b) as shown in
Table 1.
Step 2: Each point on the curve is assigned to the alphabets, numbers and special
characters
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Step 3: Assign index values to the alphabets, numbers and special characters to form a
index table as shown in Table 1.
Step 4: Select global point G with large order n in Ep(a,b)
Step 5: Sender and Receiver selects its private key
Step 6: Compute public key of both sender and receiver
Step 7: Both sender and receiver secret key is calculated
Step 8: Get the secret data and maps to corresponding points which are generated from the
step 2.
Step 9: Points which are generated for secret data is given as a input for encryption
Step 10: By using the global point G, a random integer and receiver’s public key to
compute the encrypted points
Step 11: Encrypted points and its corresponding character is mapped to the index value
which is assigned in step 3
Step 12: The resultant index value is given as an input for data embedding.

Table 1 Index table

INDEX MESSAGE POINTS INDEX MESSAGE POINTS INDEX MESSAGE POINTS

1 a (0,1) 33 F (67,29) 65 @ (2,81)
2 b (1,38) 34 G (68,25) 66 # (7,73)
3 c (2,50) 35 H (70,47) 67 $ (9,79)
4 d (7,58) 36 I (71,22) 68 % (10,116)
5 e (9,52) 37 J (72,44) 69 ^ (11,66)
6 f (10,15) 38 K (73,26) 70 & (12,118)
7 g (11,65) 39 L (79,64) 71 * (16,107)
8 h (12,13) 40 M (86,20) 72 ( (17,79)
9 i (16,24) 41 N (88,19) 73 ) (21,84)
10 j (17,52) 42 O (91,46) 74 _ (22,86)
11 k (21,47) 43 P (92,36) 75 + (24,116)
12 l (22,45) 44 Q (96,37) 76 = (25,113)
13 m (24,15) 45 R (97,15) 77 – (26,124)
14 n (25,18) 46 S (102,39) 78 [ (27,89)
15 o (26,7) 47 T (105,52) 79 ] (29,70)
16 p (27,42) 48 U (107,63) 80 { (30,69)
17 q (29,61) 49 V (108,16) 81 } (33,83)
18 r (30,62) 50 W (110,46) 82 ‘ (34,68)
19 s (33,48) 51 X (113,35) 83 ; (35,104)
20 t (34,63) 52 Y (114,7) 84 : (37,115)
21 u (35,27) 53 Z (115,9) 85 B (39,127)
22 v (37,16) 54 1 (117,16) 86 / (40,84)
23 w (39,4) 55 2 (120,10) 87 . (43,77)
24 x (40,47) 56 3 (121,63) 88 , (48,83)
25 y (43,54) 57 4 (122,7) 89 ? (49,89)
26 z (48,48) 58 5 (123,23) 90 > (50,83)
27 (49,42) 59 6 (124,31) 91 < (55,89)
28 A (50,48) 60 7 (125,33) 92 \ (58,80)
29 B (55,42) 61 8 (127,8) 93 | (61,85)
30 C (58,51) 62 9 (128,44) 94 ~ (62,87)
31 D (61,46) 63 0 (0,130)
32 E (62,44) 64 ! (1,93)
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3.2 Procedure for embedding of data

The image with originality with pixels is considered as grey level and for every level it is
assumed as several of 8 bits and it is represented as follow below with the associated grey
value. For embedding algorithm, the following steps to consider.

Input: Index value for Encrypted Points, Cover image
Output: Stego image

3.2.1 Algorithm for data embedding

Step 1: Read the cover image
Step 2: Four 8 bit blocks of conversion is done for a cover image, until the last pixel and
the blocks are represent in the grey code order (Group 1:00, Group 2:01, Group 3:11,
Group 4:10)
Step 3: Read the index value of the encrypted points in the ECC encryption.
Step 4: Write the equivalent binary values of the each index value of the encrypted points
are represented into 7 bits.
Step 5: For a proposed algorithm seven bits binary value of the entire encrypted message
is consideras an input.
Step5a: The seven bits binary representation for entire messages again divided into two
bits, if the overall quantity of bits to be embedded in the proposed algorithm is odd, then
bit ‘zero’ is inserted at last to get the even number of binary values. Otherwise no change
is performed
Step 5b: To check the grouped 2 bits binary value of the input bits belongs to which grey
code order
Step 5c: If the i/o bit is mapped to the corresponding grey order group, change the 1st
LSB bit of the corresponding group, if the LSB bit is ‘0’ and LSB’s of the remaining three
groups are inverted as ‘1’ and if the LSB bit is ‘1’ and LSB’s of the remaining three
groups are inverted as ‘0’ .
Step 5d: On the off chance that the bits are changed until the specific last pixel and the
message to be concealed still exists then the above way from step 5c is pursued for the
second and third LSB bits.

The stego image can be obtained as per the procedure of completing the above mentioned
steps.

3.3 Stage II: Data extraction algorithm

Here embedding process is considered which the reverse of an extraction algorithm and it
extracts the hidden data using the decoding information sent by the sender.

The detailed data extracting algorithm is presented below:

Input: Stego image
Output: Index value

Multimedia Tools and Applications (2020) 79:3975–39913982

RETRACTED A
RTIC

LE



Step 1: Stego image extraction
Step 2: The stego image is split into four 8 bit blocks and the block are represents to the
grey code order
(Group 1:00, Group 2:01, Group 3:11, Group 4:10)
Step 3: Extract the LSB bit of every four 8 bit blocks until its final pixel
Step 4: Identify the odd one out of every four pixel and also check the odd one out
belongs to which grey code order is represented in step 2.
Step 5: Based on the grey code order, the group values are extracted upto final pixel. The
step 3 procedure is repeated for the same for second and third LSB bits
Step 6: Decimal values which represents as index and their corresponding bits are
grouped in to 7 bits

3.4 Algorithm for decryption

Input: Index value, Prime number, a, b
Output: Secret message

Step 1: Index values which are generated from data extraction algorithm are given as a
input for Decryption
Step 2: Receiver can use the identical curve type Ep(a,b) and use the same index table as
in sender facet
Step 3: The received index value is mapped into corresponding character and correspond-
ing encrypted ECC points which are represented within the index table.
Step 4: For decryption process, the product of receiver private key, a random number and
global point should be subtracted from the encrypted points.
Step 5: The resultant ECC points are mapped into corresponding character in the index
table that is plaintext of message

After above steps are processed completely, the secret data are extracted correctly from stego image.

3.5 Complexity analysis of proposed scheme

3.5.1 Space and time complexity

Give the quantity of pixels in the cover a chance to picture be n. Step-1 of the inserting calculation in
stage-I is the discovery of the dim code standard. The time required by the instrument to recognize
the dim code standard increments with the expansion in the quantity of pixels. In this way it very
well may be said to have a period unpredictability of O (n). Thus, the installing circle emphasizes
pixnumtimes where pixnum=L/2 and L is the mystery message length. Since, L < <n so the time
intricacy of the installing calculation is O (n). In a similar way the time intricacy of the extraction
calculation in stage II can be resolved to be O (n). With the end goal to decide the space
unpredictability of the proposed steganography method the information structures whose estimate
fluctuates with the adjustment in the info are thought about. Frameworks are utilized to store the
cover picture, the stego picture and the mystery message. On the off chance that n is the quantity of
pixels in the cover picture, the memory space necessity increments as n increments. Along these
lines, the space intricacy of the proposed calculation is O (n).
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4 Experimental results andComparison analysis

In this section, some experimental results are shown. In order to evaluate the performance of
the proposed scheme over some existing schemes. MatLab is used to implement the proposed
method and the program was run with 2.67 GHz processor and 4.0 GB RAM. Over 100
images were tested using the proposed method. Three standard grayscale images were selected
as testing images with the size of 512*512 pixels are shown in Fig. 1. The performance was
evaluated by the following parameters and represented in eqs. 1,2,3 and 4.

MSE ¼ 1

MN
∑
M

j¼1
∑
N

k¼1
X j;k−X 0

j;k
� �2 ð1Þ

RMSE ¼ MSE1=2 ð2Þ

PSNR ¼ 10*log10 max=MSEð Þ ð3Þ

SSIM x; yð Þ ¼
2μxμy þ c1

� �
2σxy þ c2
� �

μx
2 þ μy

2 þ c1
� �

σx
2 þ σy

2 þ c2
� � ð4Þ

The novelty of this approach is laid on several benchmark techniques. First of all is the
embedding capacity or hiding data. Secondly comes the quality of stego image or rather the
imperceptibility of the stego image. Mean Squared Error, Root Mean Squared Error, Structural
Similarity Index Matrix and Peak Signal to Noise Ratio are some of the evaluated benchmarks
(enclosed in Table 1). Below we present a few comparative studies of our approach with that of
various other existing approaches such data hiding by PVD,Side Match, Adaptive LSB and
Colour PVD. We have figured out the values of embedding capacity and Peak Signal to Noise
Ratio. For computing all these values, applied all above-specified methods on some of the
standard images, namely Lena, Baboon and Peppers. Based on the embedding capacity,
present a comparative study of (enclosed in Table 3 and Fig. 2) PSNR values of our proposed
approach with some of the other existing approaches.

In the proposed scheme every four pixel is modified at most by one and the MSE, RMSE,
SSIM and PSNR value of various images are shown in Table 1. From the above table, it is
proved that the MSE,RMSE and SSIM values are falls between the ranges 0 to 1. The lower
the estimation of MSE, denotes the lower the mistake. PNSR value ranges between 47.5 dB to
48.13 dB which implies that the image is good quality.

(a)Lena (b)Baboon (c) Peppers

Fig. 1 Three 512*512 grayscale testing images
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The comparison of existing techniques with proposed approach on the basis of PSNR and
Embedding capacity is shown in Table 3.

This Section contains the comparison between the previous work and the proposed
calculated value of PSNR where it can be clearly seen that calculated values shows some
significant decrement which suggests that the proposed approach is slightly better than the
previous approach. From Table 2, it is noticed that for all images, PSNR is nearer to 48 dB.
From the obtained results, clearly notice that out proposed approach is certainly adopt in this
domain. The embedding capacity is huge in comparison to the other approaches and therefore
very much significant in the field of steganography. Figure 2 reveals that the embedding
performance of the proposed scheme outperforms the other schemes.

(a)Lena  (b) Baboon

 
(c) Peppers 

Fig. 2 Performance evaluation of standard testing images

Table 2 MSE, RMSE, SSIM and PSNR for test images

Embedding
Capacity (bits)

Quality
Metrics

Mean Squared
Error (MSE)

Root Mean
Squared Error
(RMSE)

Structural Similarity
Index Matrix (SSIM)

Peak Signal to Noise
Ratio (PSNR in dB)

Test
Images

3,93,216 Lena 0.756470 0.869753 0.976780 48.13
3,93,216 Baboon 0.804756 0.897082 0.996525 48.13
3,93,216 Peppers 0.976521 0.988190 0.957959 47.5
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The above graph clearly shows that the proposed scheme has lower image distortion than
those of other schemes. From the above Fig. 2, shows the embedding capacity of different
approaches in which the proposed method provides good PSNR value with better image
quality. For BBaboon^ image with payload of 3,93,216 bits, the PSNR obtained is 48.13 dB,
which is better when compared to that of the values obtained with PVD, Side Match, Adaptive
LSB and Color PVD Algorithm with minimum payload whose PSNR values are 59.4, 37.2,
59.4 and 38.4 dB respectively. In all the cases, the proposed work yields better results in terms
of PSNR. On an average, a PSNR value of 48 dB is obtained with the maximum payload of
proposed method which is a significant improvement.

4.1 Statistical analysis: Histogram analysis

The embedding algorithm has been tested for the statistical analysis of Histogram Analysis and
Chi-Square Attack.

Histogram before steganography Histogram after steganography

a) Lena – Original b) Lena – Stego

c)Baboon–Original d) Baboon- Stego

e)Peppers–Original f) Peppers- Stego
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Fig. 3 Histogram Analysis of original and stego images
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Statistical undetectability is one of the characters of a steganographic algorithm.
Thestatistical analysis compares the original image with the stego image based on histogram
(first order statistics) of images. Using histogram of cover image and stego-image the statistical
property of the proposed scheme is evaluated as shown in Fig. 3.

On the off chance that the twisting happens, it tends to be suspected that the pictures may
contain concealed information. Looking at the histogram of the first channels, when changing
channels can give a reasonable thought of the security; i.e. on the off chance that change is
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c) Peppers
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Fig. 4 Chi-Square Attack
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insignificant, the stego framework is viewed as secure. There appears to be no distinction in
the estimation of the pixel power in the range 0 to 255 for the cover picture and its stego
picture. The measurable change between the first picture and stego-picture can’t be anticipated
as in Fig. 3. The contrasts between the pictures when concealing the information can’t be
detected through histograms of the channels.

4.2 Statistical analysis: Chi-Square attack

The proposed approach was tested by Chi-Square Attack and could successfully sustain these
attacks as shown in Fig. 4.

When comparing the tested image form phase 1 with by Chi-Square Attack for checking
the imperceptibility of the proposed method here. The existence of hidden data in the tested
stego image is found to be 53% which is the highest probability here. Thus it is evident that the
proposed scheme cannot be altered by the intruder.

5 Conclusion

In this paper we have displayed another steganography technique dependent on LSBI to install
the mystery information inside a dim scale cover picture. First the message bits after encryp-
tion utilizing ECC are gathered into 2 bits. The request of the message bit relating to the dark
code arrange is checked. Contingent upon mystery bit the pixel esteem is changed, and the
beneficiary recognizes the gathering from the rest of the pixel esteems that are rearranged.
After the installing procedure, we could extricate the mystery information from the stego
picture totally and upon unscrambling the first message can be recouped. The exploratory
consequence of our proposed technique demonstrated that the concealing limit and the nature
of the stego picture brought about our strategy is superior to those of different strategies. The
proposed LSBI calculation 6 bit of information is inserted in each 4 pixels by utilizing dim
code standard to conceal the mystery information inside the cover medium is shaped single
layer of security. Encoding the mystery information before installing utilizing Elliptic Curve
Cryptography calculation is given by second layer of security. From the outcomes it is seen
that the proposed plan works better when contrasted with the current frameworks and high
implanting limit is accomplished. This scheme can be applied to other covers like audio and
video which can be taken as the future work.
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