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Abstract

The rapidly increasing volume of lightweight devices in Internet of Things (IoT) environment needs
a strong Intrusion Detection System (IDS). Conventional IDS cannot be applied directly in IoT
networks due to various communication architectures, standards, technologies, and environment
specific services. The main problem with current IDS and handling techniques is that they can’t
adapt to service changes in real-time. To overcome this open challenge, adaptive hybrid IDS based
on timed automata controller approach is proposed in this paper. Proposed Hybrid IDS have
additional knowledge in relation to frequent multimedia file formats and use this knowledge to
carry out a comprehensive analysis of packets carrying multimedia files. Crowd sourcing online
repository for signature based malicious pattern set generation is designed and self-tuning timed
automaton is developed to detect the intruder in IoT networks. From the experimental results, it is
evident that our proposed method, an adaptive hybrid IDS suit smart city applications and are
accurate (99.06%) in detecting Denial of Service (DoS) attacks, control hijacking attacks, zero day
attacks, and replay attacks in IoT environments.

Keywords Attacks - Control hijacking - Internet of things - Intrusion detection - Automata
controller

1 Introduction

The Internet of Things (IoT) covers an enormous range of smart heterogeneous multimedia

technologies, products, and services. With rapid technology growth and digitalization, ToT
made every single thing manageable from the Internet and facilitates multimedia based
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services and applications that are globally available to the users. Due to increasing volume and
variety of IoT constrained devices, traditional security and privacy policies cannot be applied
directly. Therefore, security and privacy are a major concern in real-time multimedia applica-
tion specific [oT networks. Intrusions are defined as set of actions that compromise the security
goals such as confidentiality, availability, and integrity of a system [11]. According to cloud
security service provider Qualys report [32], it is found that 55,000 Heating, Ventilation and
Air Conditioning (HVAC) systems connected to the Internet in two years span to have flaws
that may be easily exploited by hackers. The breach at U.S. retailer Target [21] resulted in the
theft of at least 40 million customer records containing financial data such as debit and credit
card information. The data theft was caused by the installation of malware on the firm’s point
of sale machines. It is emerging as one of the biggest ever breaches, which originated in
malware introduced in point of sale machine and other IoT services. In October 2016, the
largest DDoS cyber-attack strength of 1.2 Tbps caused by Mirai botnet brought down the
servers of DYN, a company that controls much of the Internet’s Domain Name System (DNS)
infrastructure. Unlike other botnets, which are typically made up of computers, the Mirai
botnet is largely made up of one million [oT devices (digital cameras, DVR players, etc.)[8]. In
[13], Banks in India prompt users to change the authentication codes (PIN) of the 3.2 million
debit cards to ensure the security of the customers.

Consider smart city, which consist of a set of smart homes equipped with wireless multimedia based
surveillance and monitoring system. The multimedia devices can be cameras, harvesting the multi-
media information from the smart home environment and reporting to home users and administrators.
The connected devices are communicating through Constrained Application Protocol (CoAP). CoAP
is a major suitable lightweight protocol for multimedia constraint devices for data communication [7].

Manufacturers are rapidly producing smart devices to meet consumer and market demand,
which creates a shortened time-to-market in manufacturing. The level of security in the
product development life cycle becomes questionable, as well as production standards [31].
Most of the IoT manufacturers often produce insecure products simply because it is cheaper to
do so. Unlike smart phones, which have adequate memory and controlling processors might
not be available in many of the IoT devices. Hence, IDS may be deployed in the gateway. IDS
in ToT gateway of smart home monitors incoming and outgoing traffic of all the ToT devices
that exist on the local network.

Intrusion Detection System (IDS) monitors networks or system logs to identify the in-
truders. However, IDS fail if the authorised users violate the security policies. Building IDS for
IoT networks remains a major challenge due to its heterogeneous nature. Generally, IDS is
classified into Signature-based (database of known attack signatures and system vulnerabil-
ities) and Anomaly-based (deviation from normal or expected behaviour of the system) [19].

Importance and the need of IDS in multimedia IoT based surveillance and monitoring system.

i) Application of IoT devices is restricted by the scalability of human interaction. It represents
the need to design system for IoT devices to provide security in an automated manner.

ii) Because of huge variety of versions in IoT devices, implementing patches for software
vulnerabilities are more difficult to deploy.

iii) There are more possibility to control any IoT device by another IoT devices on network.

iv) Authentication and authorization for user requests might not be possible in most of the

10T devices.

v) Most of the IoT devices are vulnerable as it is developed by start-up companies or

manufactured without rigorous testing or using Do It Yourself (DIY) technology.
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In our proposal, crowdsourcing system is used to acquire various instance of signature
based malicious behaviour from different IoT networks. Crowd sourcing improves the
IDS capability by comparing the input stream of packets with malicious instances.
Our paper is organized as follows: Section II analyse the existing intrusion detection
systems in [oT networks. Section III deals with the background concepts of Crowd sourcing
and Timed automata. Section IV describes the formal construction of proposed timed autom-
ata. Experimental results are discussed in section V. Finally, section VI concludes the paper.

2 Related work

Protocolsthatareused inloTnetworks (notemployed inexisting conventional network architectures)
are as follows: IPv6 Routing Protocol for Low power and lossy networks (RPL), [EEE802.15.4, and
IPv6 over Low power Wireless Personal Area Networks (6LowPAN)[34]. Thus, these protocols
result in unique vulnerabilities and demands for comprehensive IDS. The existing IDS for IoT
environment is summarized in Table 1 (Signature based) and Table 2 (Anomaly based) with the
following features: IDS detection approach, techniques, handling security issues, deployment
environment, data set, detection accuracy, and limitations. The drawback of signature based IDS is,
detection of only known intrusion pattern through predefined pattern set and detecting very limited
attacks. In[28], adeep packetintrusion detection approach was proposed forresource constrained IoT
devices. Further, to strengthen the detection, n-grams pattern matching is preferred for the payloads
thatare highly similar. The drawback in [28] is high false positive rates for DDoS attacks. To improve
the intrusion detection rate, watchdog nodes based IDS was suggested in [20] which monitors the
traffic of their neighbors within its radio range. In their communication architecture, there is no
association among the watchdog nodes. There is a research gap in the area of collaborative IDS [30].
Distributed and decentralized collaborative IDS allow mounting to large networks, but are still in
primary stages of development. These are restricted to very limited attacks and do not provide high
accuracy similarto centralized IDS. Intrusion detectionrate strongly depends on theknowledge ofthe
IoT network administrator in [3]. Mismatch in malicious pattern selection may cause high false
negatives, high false positives, and high risk in IoT networks.

From the Table 1 and Table 2, the existing IDS for IoT are incomprehensive and
imperfect to detect intrusion in different environment specific applications of IoT
networks. It is evident that current IDS methods are not intended for low power
constrained devices and remains a significant challenge. And no event based IDS is
designed for the IPv6 (Network protocol) and CoAP (Application protocol) in IoT
environment. Because the existing IDS methodologies are either tailored for WSNs or
for the traditional Internet. To address these challenges, we propose a timed automata
controller approach in network IDS for crowd sourced IoT networks.

3 Background

3.1 Crowd sourced intrusion detection system for loT

Crowd sourcing is a model in which internet users provide needed services or ideas to achieve
security in networks. Introducing crowdsourcing strategy in IDS will enhance the chances to

prevent attacks, increase network security, and minimize the damages in IoT environment. And
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Signature based IDS Anomaly based IDS
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Yes |

R + Malicious
| behaviour

Fig. 1 Proposed Hybrid IDS

also it has positive impact on resilience, self-configuration, and interoperability features of IDS
in IoT environment. For example, Crowdroid is an anomaly based IDS for smartphones that
uses collected information (various system call operation counts) from a crowd to detect
malware [26]. According to FBI report [14], the IoT users and manufacturers are aware of the
probable threats and an instance of an attacker may seek to remotely exploit vulnerabilities in
the future. Survey [27] confirmed that researchers might gain significant control over IoT
device functions remotely by manipulating wireless communications vulnerabilities. Through
crowdsourcing it is possible to collect customer experience on various vulnerabilities of
application specific IoT networks. And the power of crowd is becoming a significant bench-
mark for security researchers and IoT device manufacturer. Further, existing network infra-
structure afford tiny information to recognize the effect of intrusion through malicious events
on [oT services. To address the need of smart society, we proposed crowd sourced framework
to build online repository for malicious pattern set of IoT networks as shown in Fig. 1.

3.2 Timed automaton for loT device

A timed automaton is a mathematical representation of a computing machine with time
constraints. Timed finite automaton [2] were adapted as a recognised model to represent the
behaviour of real-time control systems.

Mathematical representation of a location invariant timed automaton for IoT devices with 5
tuples is as follows:

— Qs a finite set of possible states in 10T device,
— QO € Q is a set of start states,

Verification by

Experts team K
Online
Malicious _ repository
behaviour of | Knowledge Non-redundanfl ¢\ 2 jicious
various IoT | acquisition significant behaviour
: > _—
de\1Fes . pattern of
received from malicious various IoT
Crowdsource { behaviours devices

Fig. 2 Proposed framework for online signature based malicious pattern repository construction for IoT environments
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10T Device
Documented ]| Specification

Define Specification
for Timed Automaton

Construct Timed Automaton

|

Perform all possible legal actions

v

If any Changes
in

Configuration?

Get Feedback

»

Update Values

Simulated program
to imitate IoT device

Fig. 3 Construction of self-tuning Timed Automaton

— C is a finite set of real-valued clocks,

— 2 1is a finite set of legal control signals acceptable by an IoT device, and

- -0(Q,Q,>, 2€ ®(C)) is a set of all possible legal control transition functions of an IoT device
over timed constraints. An instantaneous state transition of an IoT device is0 (q, q,! a, &, )
which represents a transition from state q to state q' on control signal a. The set o« €C provides
the clocks to be reset with this transition and {3 is clock constraints called as guard over C.

4 Proposed controller approach in hybrid intrusion detection system

Our proposed hybrid IDS consist of two modules 1) Signature based IDS and ii) Anomaly
based IDS. We discuss these modules in following subsections IV.A and IV.B respectively.
Fig.2 shows the arrangement of two modules in our proposed hybrid IDS that is deployed in
IoT Gateway. From the literature survey, it is found that our proposed Hybrid IDS is the first
approach that detects intrusion based on operational behaviour of IoT environment.

4.1 Signature based IDS

In first module, signature dataset for malicious behaviour in IoT network is included along with
collection of few standard malicious rule set from Snort [24]. Stateful Packet Inspection (SPT) is
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Fig. 4 Malicious behaviour Detection in Smart Home using automata controller

implemented to check the header detail of the captured packet and detects whether it is malicious
or legitimate traffic in local network. Updating signature data set for malicious behaviour is
proposed in crowd sourced framework as shown in Fig. 2. The steps are as follows:

i) Knowledge acquisition: It collect various malicious behaviour addressed in application
and environment specific IoT networks through crowdsourcing.

i) Human interaction: Expert group collect malicious behaviour instance from different
source, identify the non-redundant malicious instance and construct malicious pattern
set for various version of IoT devices.

iii)  Open repository generation: The constructed malicious pattern set is placed in the open
repository for public access.

4.2 Anomaly based IDS

In this subsection, we describe conceptual design of self-tuning timed automata controller approach
for Anomaly based IDS to detect internal malicious behaviours on IoT network. Operational
behaviour of resource constraint [oT devices is implemented by Timed Automaton (TA). TA actas
Event Processing Agent (EPA) and automata controller act as Event Processing Engine (EPE) to
detect intrusion in [oT Smart Home environment. The use of timed automaton in our proposal is to
maintain the time interval between any legally possible pair of events of ToT device. This feature helps
proposed IDS prevent from event flooding attacks which is a type of DoS attacks. Proposed anomaly
based IDS works in two modes Initialization/ Learning and Testing. The event orchestration or event
composition in an loT environment is a process in which a new service or activity is derived by
executing, discovering, and integrating the atomic events produced by IoT devices. It may produce
high-energy consumption and high computation overhead, while detecting intrusions and it offers
new anomalies and policy violations in smart environments. Our proposed approach with effective
orchestration of different intrusion detection patterns, which are functionally equivalent with respect
to the safety and security policies to overcome the certain vulnerabilities in [oT environment.

4.2.1 Initialization /learning

In this mode IDS works in offline mode to monitor the behaviour of each and every IOT enabled
devices, which exist in the smart home network based on its baseline specification. The activities of
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various [oT devices are configured by the administrator of the smart home. Administrator classifies
the activities into normal and malicious based on need of the Internal IoT environment. Fig. 3 shows
Learning process of an adaptive timed automaton.

4.2.2 Testing

In this mode proposed Anomaly based IDS works in real time based on rule set generated
during learning mode. Automata controller is a program to monitor the behaviour of each and
every IoT device present in the smart home network. Collaborative operations of automata
controller (shown in Fig. 4) system is described in following steps:

i) The payloads are extracted from the input stream of captured packets.

il) The payload contents are classified based on the type of IoT device recognition.

iii) Classified content is sent to simulated program to imitate an IoT device in the
smart home network.

iv) Payload contents are verified in simulated program with the use of timed automaton state
transition functions.

1,x>=d
b 2,x>=d
1,x>=d 2

Mediu ,
2,x>=d x=0

Oll 2,x>=d
b x=0 3, x>=d

3,x>=d

4,x>4d

ery
Fast
x=0

Fig. 5 Timed Automaton for IoT enabled FAN
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12,y>=d

Fig. 6 Timed automaton for IoT enabled Lift machine for G + 2 floors

v) Ifpayload content reach legal state with timed constraints, then the packet is considered as
normal traffic. Otherwise malicious traffic.

vi) Based on the feedback of the automata controller, decision is taken to allow or discard the
packets.

Input control signals = {1, 2, 3, 4, a, b}, Clock = {x}, Guard = {x >= d} where each control
signal represents information. 1, 2, 3, 4 represents slow, medium fast, fast, and very fast respectively.
‘a’ represents value between 200 V to 240 V. b =0 V represents switch operations, x represent clock
signal, x =0 represents clock initialization or clock reset and x >= d denotes time constraint or
guard. i.e., particular state transition will happen after some ‘d’ duration. Fig. 5 isstate transition
diagram with timed constraints of IoT enabled Fan. Through guard or time constraints, replay,
control hijacking and DDoS attacks in IoT devices are detected. Instantaneous definition for an
example transition function is 6(On, Fast, 3, x =0, x > = d) which means IoT device moves from
“On” state to “Fast” state for an input control signal 3 when clock x real value is greater than d and
reset the clock x =0 in state “Fast”.

Input control signals = {L0, L1, L2, a, b}, Clock = {y}, Guard = {y >=d, y > =0} where 200v <
a<240v, b=0v, LO represents Ground floor, L1 represents first floor, L2 represents second floor are
the Lift operations and this machine works with clock y. Initially, lift machine begins from the
ground floor in “OFF” state. In that state it receives ‘a’ control signal and causes the machine to
move “ON” state in ground floor without time constraint. Then in “ON” state it is possible to move
to first and second floor based on input control signals “L.1” and “L.2” with time constraint “y > =d”
respectively. Transitions are initiated by the input control signals which are received from packets.
The state transition diagram shown in Fig. 6 indicates that in “OFF” state, machine can’t move to
first and second floor without getting control signal “a”.

Table 3 Simulation parameters of network traffic for testing

Number of nodes in [oT Network Legitimate Malicious Total Malicious Events Ratio
Events Events Events

10 4000 450 4450 10.11%

20 8000 1000 9000 11.11%

30 15,000 3000 18,000 16.66%
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Smart Home Environment

Cloud-PT
Cloud0
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Router3 Swifch-PT
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Malicious Traffic Generator2

Remote Public Network

Fig. 7 Experimental design of IoT based Smart Home architecture

Our proposed Hybrid IDS, provide secure Smart home IoT device communication and protect
from event control hijacking, DoS (Event flooding) attacks, Event replay attacks and Zero day
attacks (vulnerability cause by embedding third party software for internet connectivity in IoT
devices). The proposed approach in an IoT environment achieves high speed and high intrusion
detection accuracy for malicious patterns such as atomic events and sequential interaction of events.
Proposed timed automaton used to understand the complex nature of IoT devices in smart
environment by identifying the operational behavior and effects of that behavior.

5 Experimental evaluation
5.1 Experimental design

Communication between [oT devices and IoT gateway is done through IPV6 network protocol
and CoAP application protocol. Messages on the smart home are transmitted in small data units
called packets. The use of CoAP that runs on most of the IoT devices uses UDP as a transport
layer protocol. Each Lightweight packet contains a header and an unencrypted payload. We
extract the payload of each packet and feed it to our proposed Hybrid IDS. We implement and
evaluate our Hybrid IDS with smart home application in simulated Wi-Fi lab environment. IoT
gateways capture the packets that pass through, and the payload is extracted as in CoAP protocol.
To test the performance of our Hybrid IDS, IoT network is created with the parameters and test
bed as shown in Table 3 and Fig. 7. In our proposal, there is tradeoff between the processing speed

Table 4 Various attacks percentage in malicious pattern (MP) sets

Event Malicious Malicious Event Control DoS
Replay Attacks ~ Atomic Events  Sequential Events  Hijacking Attacks  (Event Flooding)
Attacks
MP Set1  40% 10% 30% 10% 10%
MP Set2  20% 50% 10% 10% 10%
MP Set3  15% 15% 10% 15% 45%
MP Set4  20% 20% 20% 20% 20%
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Fig. 8 Precision, Recall, F-Measure and Accuracy of proposed system with N =10

of IDS and the payload content in CoaP. High speed IDS detection is achieved with fewer amount
of IP packet payload.

In order to verify the proposed IDS system, an experimental IoT based architecture has been
designed as shown in Fig. 7. As evident from the Fig. 7, a smart home environment has been
simulated, which consisting of various client nodes and an IDS programmed registration server
(Automata controller). This smart home environment can be accessed by legitimate end users
internally or remotely or both at a time via a wireless home gateway. This remote public network is
just the simulation of publicly available internet. The client nodes in the smart home environment
simulate the operational behaviour of various IoT devices with their own state transitions. Further-
more, two malicious client nodes have been included in both, the smart home environment and the
remote public network for generating different types of malicious traffic. If our proposed IDS system
detects a malicious behaviour, it stops processing and communicating with that IoT device, and
produce alerts and reports to the Smart home administrators. The intention of generating the
malicious traffic is to test and evaluate the performance and security of IDS in IoT enabled smart
home. Actually, our proposed hybrid IDS is installed in web server, which connect with IoT
gateway. Timed automaton representation of IoT devices in hybrid IDS helps to detect actual state
of the IoT device and all acceptable input’s events of that state in a particular situation. In the
evaluation, because of the automata controller, the overheads of this IDS system, in terms of
response time and state transition delay are negligible. Proposed approach increases the removal
of unwanted packets in IoT environment that automatically decreases energy consumption in
constrained IoT terminals.

Table 5 Comparison of different combinations of our proposed algorithms at N=10

Proposed Intrusion Detection Algorithm Precision (%) Recall (%) F-measure (%) Accuracy (%)

Signature based IDS 84.44 88.47 86.4 86.37
Anomaly based IDS 92.48 96.19 94.29 94.25
Hybrid IDS 99.13 99.18 99.15 99.17
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Table 6 Accuracy of proposed algorithms in different malicious pattern sets
Pattern sets No. of 10T devices Signature Anomaly Hybrid

in smart network based IDS based IDS based IDS
Malicious pattern set 1 10 86.37 94.25 99.06

20 86.2 93.9 99.02

30 85.8 93.8 99.02
Malicious pattern set 2 10 75.6 89.5 98.6

20 75.4 87.1 98.7

30 753 87 98.6
Malicious pattern set 3 10 85.4 94.3 98.23

20 85.3 94.5 98.21

30 85.6 94.3 98.21
Malicious pattern set 4 10 79.3 93.7 98.18

20 79.3 93.4 98.29

30 789 93.4 98.24

5.2 Evaluation measures

Our outcomes are assessed by performance metrics such as malicious behaviour precision,
malicious behaviour recall, F-Measure and accuracy. According to [22], the malicious preci-
sion, malicious recall and accuracy are defined as follows:

Precision = (True Positive (TP) /(TP + False Positive (FP)))" 100

150

Recall = (TP/(TP + False Negative (FN)))" 100

. . *
« Precision” Recall

F—Measure = 2

Precision + Recall

(1)

(2)

100

Accuracy (%)

50

No. of IOT Devices = 10

I signature based IDS
[ Anomaly based IDS
[1Hybrid IDS

MP Set-1 MP Set-2

MP Set-3 MP Set-4
Malicious Pattern Sets

Fig. 9 Malicious Events Detection accuracy of our proposed system with N=10
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150 ; , .
I signature based IDS
[ Anomaly based IDS
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100 |- - |
<
=
[5)
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=
5]
3]
<C
50 4
[0}
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Fig. 10 Malicious Event Detections accuracy of a proposed system with N =20

A NG TP 100 @)
ccuracy =
WY (TN + False Positive ( FP)) + (TP + FN)

Where TP (True Positive), TN (True Negative),FN (False Negative) and FP (False Positive).
5.3 Experiment results and analysis

Table 4 shows percentages of various attack patterns in different malicious pattern sets. Table 5
shows classification performance with different combinations of our proposed algorithm at
N =10 (where N is number of [oT devices in the smart home network) and with the malicious
pattern set 1. Fig. 8 reflects the Table 5 in bar chart and indicates our Hybrid IDS having high
precision and accuracy value in detection of malicious traffic in [oT environment compared to
signature and anomaly based IDS.

Table 6 represents the cumulative view of detection accuracy of our proposed system with
different test cases. For performance analysis, various test cases were generated based on MP
set by varying the ratio of different class of malicious attacks. In Fig. 9, signature based IDS
accuracy is changed with respect to the different malicious pattern set in the same network. It
indicates that signature based IDS is not stable to detect dynamic malicious behaviour in IoT
networks. From Fig. 9 and Fig. 10 it is evident that anomaly based IDS malicious traffic
detection accuracy is decreased when increasing the size of IoT network. Fig.9, Fig. 10, and
Fig. 11 show our Hybrid IDS is very stable and produces 98% detection accuracy in all test
cases. From these experimental analyses, our proposed Hybrid IDS is capable of detect
malicious traffic with high accuracy. Due to state-space explosion problem and dynamicity
of the IoT environment, our proposed system consumes more time to detect anomaly behavior
in complex (interleaved or concurrent) event interactions between different IoT devices.
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Fig. 11 Malicious Event Detection accuracy of our proposed system with N=30

6 Conclusion

IoT networks are vulnerable to malicious attacks such as DoS, control hijacking, replay
attacks, zero day attacks, etc. It may compromise IoT network security and increase damages
in existing internet architecture. Adaptive Hybrid IDS based on the timed automaton, and
crowd sourced approach is proposed and implemented to secure IoT networks from DoS,
control hijacking, replay, and zero day attacks. Further, our crowdsourcing framework helps to
detect new attack’s scenario in IoT environment and the impact automata controller in Hybrid
IDS achieves high detection accuracy of 99.06%. Finally, the performance of our proposed
method is verified through experimental analysis. And it has a significant influence to produce
sustainability of the cyberspace and to our smart society.
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