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Abstract

In this paper, a double quantum color images representation model (DQRCI) which can
store two color digital images simultaneously into a quantum superposition state is inves-
tigated. Based on DQRCI, some simple image processing operations are discussed and
the corresponding quantum circuits are designed. The circuits indicate that these opera-
tions have very low computational complexity. Moreover, to ensure the security of DQRCI
quantum state image, an encryption scheme is proposed and the validity verification of
image encryption system in quantum field is given for the first time. Numerical simulation
and performance comparison demonstrate that the proposed double quantum color images
encryption scheme outperforms the previous pertinent work in terms of security and compu-
tational complexity. This work will help the researchers to further investigate more efficient
quantum image representation model and corresponding encryption algorithm.

Keywords DQRCI - Double quantum images encryption - Quantum computation - Validity
verification

1 Introduction

In recent years, due to the outstanding properties of quantum computation, such as entan-
glement, superposition and parallelism, it has been widely applied into many fields of
information sciences [1, 2, 5, 18]. Combining quantum mechanics with classical informa-
tion theory has developed into an important and effective approach to improve information
processing speed and enhance communication security [14]. As one of these applications
and a young emerging cross-discipline of quantum mechanics and image processing, quan-
tum image processing (QImP) which is devoted to making use of quantum computing
technologies to capture, manipulate, and recover classical images for various purposes has
become a hot research topic since it has huge storage capacity and parallel processing ability
[27, 28].
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The first step of QImP is how to store classical images into quantum computers by uti-
lizing qubits. Many quantum image representation models are gradually put forward, such
as Qubit Lattice [23], Entangled Image [22], Real Ket [8], FRQI [9], MCQI [20], QUALPI
[35], NEQR [34], GQIR [7], NCQI [17], FQRCI [30], IFRQI [16], OCQR [12] and QRCI
[26]. The existing representation models mainly focus on single quantum gray or color
image, while the investigation on double quantum color images representation is still scarce.

Where there is information, where there will be dissemination. Undoubtedly, when the
image information is transmitted through a public channel, attackers may intercept it and
do some illegal operations such as duplication, modification and forgery. So it is very nec-
essary to have some useful techniques to prevent the illegal invasions. One of the simplest
and most efficient methods for protecting image data is image encryption which ensures
that unauthorized persons could not obtain the original image without correct keys even if
the encrypted image information is divulged. Quantum image encryption is defined as the
approach of transforming a meaningful original quantum state image into a disordered one
by performing quantum operations on a quantum image representation. Many algorithms
for quantum image encryption have been suggested [3, 6, 10, 11, 15, 21, 29, 31, 32, 36, 37,
39]. Several examples can be considered; in 2013, Zhou et al. put forward a quantum image
encryption and decryption algorithm by employing quantum image geometric transforma-
tions [36]. Following that, in 2015, Yang et al. presented an image encryption algorithm
based on quantum walks [31]. Afterward, they investigated another quantum image encryp-
tion algorithm by using one-dimensional quantum cellular automata [32]. Subsequently,
Gong et al. designed a quantum image encryption algorithm based on quantum image XOR
operations [3]. And more recently, Ran et al. raised a quantum color image encryption
scheme based on coupled hyper-chaotic Lorenz system with three impulse injections [15].
Zhou et al. investigated a bit-level quantum color image encryption scheme with cross-
exchange operation and hyper-chaotic system, in which the gray values of three channels
(RGB) were swapped to enhance the scrambling effect [39]. However, all the encryption
schemes introduced above are devised for single quantum image.

Uniquely, in order to encrypt two images simultaneously in quantum computers, Liu et
al. designed a double quantum image encryption algorithm based on quantum Arnold trans-
form (QAT) and random qubit rotation, in which QAT was used to scramble the pixel’s
position information and the corresponding gray information was altered by using random
qubit rotation [13]. The theoretical analyses and numerical simulations had shown that it
has superior performance in computational complexity and security. But, through our anal-
ysis, it is found that this encryption algorithm has some disadvantages as follows: (1) It
is designed to deal with quantum gray images, while it is not applicable to quantum color
images; (2) It directly adopts FRQI model to represent two original gray images, but it
not devises an effective quantum representation model to store two images simultaneously,
which leads to the storage resource (i.e., the number of qubits) required is not reduced; (3)
FRQI model utilizes probability amplitudes of quantum states to store the gray informa-
tion, so it is difficult to retrieve the classical image from a FRQI quantum state accurately.
Despite aforementioned shortcomings, this article is the first paper to implement double
quantum image encryption which can achieve the aim of improving the quantum image
encryption efficiency. To conquer above problems, in this contribution, firstly, a double
quantum color images representation model, i.e., DQRCI, together with its corresponding
quantum circuit are investigated, by which two color digital images could be stored simul-
taneously into a quantum superposition state. Moreover, some simple DQRCI-based image
processing operations are discussed and the corresponding quantum circuits are designed.
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Through analyses, it has been proved that DQRCI representation model has the following
advantages:

1. DQRCI can save more storage space since it only employs 2n + 9 qubits to store two
color images of size 2" x 2", while (2n + 24) x 2 qubits are needed to encode the same
images’ information in NCQL

2. Different from FQRCI in which color information is stored as the probability ampli-
tudes of three single qubits, the classical color images can be accurately retrieved from
DQRCI quantum state due to the color information is encoded by the basis state of
qubit sequence.

3. The complex and elaborate color transformations could be performed on DQRCI con-
veniently and some simple DQRCI-based image processing operations have very low
computational complexity.

Furthermore, to ensure the security of DQRCI quantum state image, an encryption
scheme is proposed. The validity verification of encryption system in quantum field is given
for the first time. Numerical simulation and performance comparison demonstrate that the
proposed double quantum color images encryption scheme shows better performance in
histogram, correlation, information entropy and computational complexity.

The rest of this paper is organized as follows. Section 2 investigates DQRCI quantum
image representation model, preparation and retrieving. Section 3 discusses some simple
DQRCI-based image processing operations and designs the corresponding quantum circuits.
The proposed double quantum color images encryption/decryption scheme and validity ver-
ification are described in Section 4. Section 5 gives numerical simulation and performance
comparison. Finally, the conclusion work is drawn in Section 6.

2 DQRCI quantum image representation model, preparation
and retrieving

2.1 DQRCI quantum image representation model and preparation

In ref. [26], QRCI representation model is proposed to store a color digital image of size
2" x 2" with every channel ranged [0, 255] in quantum computers. It uses three entangled
qubit sequences to encode the image information, where the color information of three
channels (R,G,B) is encoded into the first qubit sequence, while the corresponding bit-plane
information and position information are encoded into the second and third qubit sequence,
respectively. Its modularized preparation circuit is shown in Fig. 1 and the corresponding
quantum representation can be written as

12— 12"—1

1) = —-. ICL (Y, X)) ® |L) ® |Y X)
NerT LXZ?O Ygo X§O L "
23 _12n—12n—1

1
=———= > Y Y |RLyxGrLyxBryx)®IL)Q|YX)
V2 2 Y20 X0

IL) = |L2L1Lo) ()
YX) = 1Y) X) = Yn—1Yn—2... Yo} | Xn—1Xn—2... Xo) (3)
where |L) and |Y X)) denote the bit-plane information and position information, respectively;

|Cr (Y, X)) represents the corresponding color information of pixel (¥, X) in bit-plane L;
Riyx,Gryx,Bryx €{0,1},L=0,1,...,7,Y,X=0,1,...,2" — 1.
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Inspired by QRCI, by taking full advantage of quantum superposition and quantum
entanglement, we investigate DQRCI representation model to store two color images of size
2" x 2" with every channel ranged [0, 255] simultaneously as follows

232-12"—-12"—1

D) = IC(L,Y,X))®|L)®|YX)
“/227 Z0 YZO XZO
2_12n—12"—1]

= Cl,X)C2 (Y, X))®IL)®|YX )
WLZOYZOXZO| (Y. X)C} (Y. X))® |L) ® |Y X)

231 2" 127~
= ﬁ Zo A XZ ‘RLYXG}‘YXBiYXR%YXG%YXB%YX> ®|L) ® Y X)
where |C} (¥, X)) = |RLYXG1LYXB£YX> and |C7 (Y, X)) = |R7yxG LYXB%YX) represent
the color information of pixel |Y X) in bit-plane |L) in two images, respectively.

According to ref. [17], (2n + 24) x 2 qubits are needed to encode two color digital images
of size 2" x 2" with every channel ranged [0, 255] in NCQI. However, DQRCI only employs
2n + 9 qubits to store the same image information. The quantum circuit of encoding image
information in DQRCI representation model is designed in Fig. 2.

Figure 3 shows the modularized preparation circuit of DQRCI.

Taking two color images with size 2 x 2 shown in Fig. 4 as examples, the DQRCI
expression is as

|D) = ﬁ [1100000) ® [000) ® |00) -+ |000001) ® |000) ® [01) + [001000) ® [000) ® |10)
+7110000) ® [000) ® |11) + [100000) ® |001) ® |00) + [000101) ® |001) ® |01)
+1101000) ® [001) ® |10) + [110000) ® [001) ® |11) + [110010) ® |010) ® |00
+1100101) ® [010) ® |01) + [011000) ® |010) ® [10) + [110111) ® |010) ® |11)
+1100000) ® [011) ® |00) + [010001) ® |011) ® |01) + [001110) ® |011) ® |10)
+[110000) ® [011) ® |11) + [100000) ® |100) ® |00) + [000101) ® |100) ® |01)
+1101000) ® [100) ® |10) + [110000) ® |100) ® |11) + [110010) ® |101) ® |00)
+1100001) ® [101) ® |01) + [111000) ® |101) ® |10) + [110111) ® |101) @ |11)
+1110010) ® [110) ® |00) + [110001) ® |110) ® |01) + [011110) ® |110) @ |10)
+]110111) ® [110) ® |11) + [100000) ® |111) ® |00) + [010101) ® |111) ® |01)
+1001110) ® [111) ® [10) + [110000) ® [111) ® |11)]

RGP
RPIRARGIRAGIR AN

(&)

2.2 Image retrieving
Because quantum state image cannot be recognized by human eyes, it is an important

processing operation to retrieve classical image from quantum system accurately. Quan-
tum measurement is a unique way to retrieve classical image from quantum state. During
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Fig.2 The quantum circuit of encoding image information in DQRCI representation model

image retrieval from DQRCI quantum image, every pixel in each bit-plane should be recov-
ered individually. The measurement operation 2 for bit-plane informaiton and position
information as defined in (6) is used to extract the information of a single pixel

22-12n—12"—1
Q=" > Y IN%RILeIYX)® (YX|® (Ll ©®)

L=0 Y=0 X=0

By applying €2 to DQRCI quantum state image |D) in (4), | Hpyx) which contains the
corresponding information of pixel |Y X) in bit-plane |L) is obtained

|Hryx) =1C(L,Y, X)) ®|L) ® [YX) @)
The projective measurement operation F is constructed as follows
261

F=Y fIff] ®)
=0

Through performing F on |Hyyx), the color information of two images can be retrieved,
ie, C(L,Y,X) =2 xRl yy +2*x Gy + 22 x Bl ), + 22 x R? ,, +2! x G2, +
20 % Bzyx.
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Fig.3 Modularized preparation circuit of DQRCI

For pixel |Y X) in bit-plane |L), the accurate color information of two images equals to
the expectation value (C (L, Y, X)| F|C (L, Y, X))

(C(L,Y,X)|F|C(L,Y, X))
201

(C(L,Y,X)I(Eoflf) (fl) IC (L. Y, X))

201

fX—:O WL, Y, XA fDIC L, Y, X))
=C(L,Y,X)

€))

It can be seen from (9) that the two classical color images can be accurately retrieved
from DQRCI quantum state image if all pixels in all eight bit-planes are retrieved.

0 1 . (1} 1 .
» X Axis » X Axis

0 0

R:11111111 R:11001000
1 G:11111111 1 G:11001000

B:00000000 B:00000000

A/ \ j

Y Axis Y Axis

Fig.4 Two color digital images with size 2 x 2
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3 Some simple DQRCI-based image processing operations
3.1 Color complement operation
Color complement operation Uc is defined as

where X represents quantum NOT gate

01
X:[IO] (11)

The output of performing Uc on the state | D) in (4) can be described as follows

212121
1 Bl p2 A2 R
Uc|D) = «/ﬁT LZO yzo Z [RLyxGlLyxBLyxRiyxGlyxBiyx) ® IL) ® Y X)
12)

Clyx)=[1 = Klyy) K €(R.G B}, j =12

The quantum circuit of color complement operation Uc in DQRCI is demonstrated in
Fig. 5. It can be seen that the color complement operation can be implemented by 6 NOT
gates.

where,

3.2 Channel swapping operation
The first type of channel swapping operation U Sl is defined as
Ul =1®swap (3) @ 18275 (13)

where, swap (3) gate is shown in Fig. 6.

Ry ) ® 1=Rjyy)
Gy ) e 1=Glyy )
By ) o 1= B}y
R}y ) S 1= R}y )
Gl ) o -Gy )
By ) @ 1= B}y )
L) :

‘ YX> 2n

Fig.5 The quantum circuit of color complement operation Uc in DQRCI
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Fig.6 Notation of swap (3) gate
9 PG e — —o—P—o—

—k— oo

The result after executing U é to the state | D) in (4) is presented as below

2P-12n—12"—1
1
1 1 2 1 1 2 2
Ug D) = ST 2 § : 2 : ‘RLYXRLYXBLYXGLYXGLYXBLYX)® IL) ® |YX)

L=0 Y=0 X=0
(14
The second type of channel swapping operation Ug is defined as
Ug = I1®? @ swap 3) @ 1®*"+* (15)

The production of performing U§ on the state | D) in (4) is expressed as follows

25-12n—12"—1
1 ‘ 1 1 2 2 1 2
— Z Z Z RLYXGLYXGLYXRLYXBLYXBLYX> ®IL) ® Y X)
22043 L=0 Y=0 X=0
(16)
The quantum circuits of channel swapping operations U ; and U§ in DQRCT are illus-

trated in Fig. 7. It can be seen that both channel swapping operations can be implemented
by 3 CNOT gates.

U:|D) =

3.3 Bit-plane reversing operation

The bit-plane reversing operation Uy, is defined as

Ug = I®6 ® X®3 ® I®2n (17)

|Rin) |Rin) [Rim) |Rin)
|Gi) [Ri) |G} i)
|Bin) |Bin) |Bin) |G
|Ri) |Gi) |Rinc) |Rin)
|Gowe) |Gin) [Ginc) |Bin)
|Bin) |Bin) [Biw) |Bin)
L) . 1£) .
|YX> 2n |YX> 2n

(a) (b)

Fig.7 The quantum circuits of channel swapping operations in DQRCI: a U Sl, b U§
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The outcome of performing Ug on the state | D) in (4) is shown as below

231211271
1

I Al pl  p2 =2 g2
Ur|D) = NS LZ;) YZ;) );) ‘RLYXGLYXBLYXRLYXGLYXBLYX> ®IT-L)®IYX)
(18)

The quantum circuit of bit-plane reversing operation Ug in DQRCI is given in Fig. 8. It
can be seen that the bit-plane reversing operation can be implemented by 3 NOT gates.

3.4 Color transformation

Color transformation U can be designed by combining the above operations
U = UrU3UUC (19)

Obviously, the transformation U is reversible, and U -l=yeU Sl U§ Ug.

The quantum circuit of color transformation U in DQRCI is shown in Fig. 9. It can be
seen that the color transformation can be implemented by 9 NOT gates and 6 CNOT gates.

Taking two color images with size 512 x 512 as examples, Fig. 10 displays the output
ones after applying the transformation U.

From Fig. 10, it can be seen that the designed color transformation U can transform
two original color images into meaningless ones, i.e., visual acuity is lost. Therefore, in
the following encryption scheme to be put forward, we use the transformation U as an
encryption method to hide original image information.

4 Double quantum color images encryption/decryption scheme
and validity verification
4.1 Double quantum color images encryption scheme

The proposed double quantum color images encryption scheme based on DQRCI consists
of two stages as illustrated in Fig. 11. First, the quantum color transformation is performed

i (r.x) :

C; (v.x)) 3
|L,) © 1-L,)
|L1> D |1_Ll>
|L,) © [1-L,)
|YX> 2n

Fig.8 The quantum circuit of bit-plane reversing operation U in DQRCI
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u. Ug U U,

[Rin) ® 1= Rin)
|Gl ® [1-R}y)
| R ® - G1YX>
|G ) ® |1-Bly)
| B ® 1-Bl)
|L2> ® |1_L2>
L) ® 1-L,)
|Z,) ® 1-L,)
) 2 |¥x)

Fig.9 The quantum circuit of special color transformation U in DQRCI

on color information and bit-plane information without changing the position information.
Then, to enhance the security of encryption scheme and make the distribution of pixel values
more uniform, the color information is modified by quantum XOR operation, while the bit-
plane information and position information remain unchanged. Figure 12 demonstrates the
specific flowchart of encryption and decryption scheme.

Input: original DQRCI quantum stage image |D) in (4).

Keys:  x1(0), 1 (0), 21 (0),x2(0), y2(0), 22 (0).
Output: encrypted DQRCI quantum stage image |E).

(a) (b) (© (d)

Fig. 10 Simulation results: a Baboon, b House, ¢ Transformed Baboon, d Transformed House
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R"
‘RII‘YX>7 ‘ leX> ‘REIYX ®TL1YX>
‘Gl >7 ‘GLYX> 7‘G11 YA >
Lyx B rx vy
‘B' >— ‘BLYX> Stage 2 ‘B'l ow! >
Lvx ‘R?YX> Quantum XOR LYX LYX
‘Rzyx>— pS Operation ‘RZ,X ® TLZYX>
. Stage 1 ‘GLYX> e ,
‘ GLYX> guan?m Cf[).lor ‘B’z > ‘GLYX @ VLYX>
‘BLZYX> | Transformation Ty B ‘BZ,X ® VVL2YX>
L) — |L3)
L) — L)
L) — |Z0)
) 7x)

Fig. 11 Encryption process

Stage 1: quantum color transformation

Through performing the color transformation U on |D), |E’ ) can be obtained

2_12"—12"—1
1 1 2
|E/> =U o3 Z Z Z |RLYXGLYX LYX LYXGLYX LYX) ®|L) ®|YX)

23—1 212"

i 1 1 2 2 2
= e LZO YZO = ‘R/ XG/LYXB/LYXR/LYXG/LYXB/LYX>® IL')® Y X)

(20)

Orlglr}al two DQRCI Color transformation HXOR operation Encgpted
color images two images
# Encryption path
# Decryption path
Decrypted two DQRCI Color inverse transformatioMXOR opcrationjh Enc.rypted
color images two images

Fig. 12 Flowchart of encryption and decryption scheme
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Stage 2: quantum XOR operation
The coupled hyper-chaotic Lorenz system is defined as

X1 =0 (1 —x1)
Y1 = px1 —y1 —x1z21 + ki (x2 — y2)
21 = X1y1 — €21
X2 =0 (2 —x2)
V2 = px2 — Y2 — X220 + ko (x1 — Y1)
22 =X2y2 — €22

2y

where o, p and ¢ are positive control parameters, k; and k; are coupling parameters [4].
When parameters are set as 0 = 10, p = 28,¢ = 8/3 , k1 = kp = 0.05, the behavior of
system (21) is hyper-chaotic. In this stage, we use system (21) to generate key sequences to
control quantum XOR operation.

First, coupled hyper-chaotic Lorenz system (21) is iterated with initial values x; (0),
y1 (0), z1 (0), x2(0), y2(0), z2(0) for N = 2%*3 times. When the iterating times
satisfy 1 = N/4, p = 2N/4 and 3 = 3N/4, Ax; = 0.001 is injected
into x| (1), x1 (f2) and x; (t3), respectively. Six sequences {x; (0),...,x; (223 — 1)}
1@, ... B =D {z1 0, ....z21 22 =D} {2 0), ... 0 (22773 = 1)},
{yz 0),....,y (22’”‘3 — 1)} and {z2 0),...,22 (22"+3 — 1)} can be generated. Then they
are calculated as follows

1/} = |T4.) = | f100r (x; () x 1014) mod 2]
V7 ) = Vi) = | floor (3 () x 101) mod 2) 22)

W/ ) = W) = | floor (z; () x 101) mod 2)

where, j = 1,2,i =0,1,---,2"3 —1,s=0,1,---, 7, k,u =0,1,---,2%" — 1 and
/). |vi). | wi) e oy, .

Quantum XOR operation Ux og can be constructed as

floor (-) stands for the rounding operation. Obviously,

Uxor=[] [T TT[7*°®> > D> Is)lku) (kulisl+ Tryx ® L) [YX) (YX[(L|

23 _12n—12"—1 231201 2"—1
L=0 Y=0 X=0 s=0 k=0 u=0,sku#LYX

(23)

. R B R

where quantum operation I'zyx = T'/,y ® FLGI'/X QT yx ®Tyx ® F rx ® FLYX is

Ry FGI FBI

. p 5 LYX> " LYX’ ' LYX>
2 2 2 N H s

'y x> Tfyx> [y x are quantum oracles and the corresponding functions can be described

as below

used to modify the color information of pixel |Y X) in bit-plane |L). I

R .| psl
Uiyx o |Royx

— |R'yx @TLYX>
Mivy © |G'Lyx) — G/LYX®VLYX>
Mlyx: |B'Lyx)— B/LYX@WLYX> (24)
Moy |Rivx)— [Royx ® LYX)
Cipx: |Glhvx) = G/LYXGBVLYX)
—>

By . |pn2
I‘LYX . BLYX

B'lyx ® WLYX>
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By applying Uxor to | E’), the final encrypted image | E) can be obtained

|E) =Uxor |E)

23121271 23121 21—
=11 1T II({*°e X © > Is) [ku) (kul(s| + Tryx ® IL) [YX) (YX[(L| | |E')

L=0 Y=0 X=0 s=0 k=0 u=0,sku#=LY X
1 212121 2! nl nl 72 ”2 ”2 ’
:W Z Z Z RLYXG LYXB LYXR LYXG LYXB LYX>®|L)®‘YX)
L=0 Y=0 X=0

(25)
h R//1 _ R/1 ® Tl G//1 _ G/I ® Vl B//] _
where LYX| = LYX LYX /| LYx| = LYX LYX /| LYX| =

/1 1 72 _ 2 2 72 _ 2 2
‘B Lyx @ WLyx>: ‘R LYX) = ‘R Lrx © TLYX>’ ‘G LYX> = |GLyx® VLYX>’

2 2
’B”LYX> = ’B/LYX ® WL2YX>-
4.2 Double quantum color images decryption scheme

The decryption scheme can be described as follows.

Step 1. {|7, )} [V AW/}, {1720 {121} and {[W2)} can be generated with -
tial values x1 (0), y1 (0), z1 (0), x2 (0), y2 (0), z2 (0) according to stage 2 in the

encryption scheme, wherei = 0, 1, - - - , 22"+3—1. By applying the quantum XOR
operation Ux og which is controlled by {|T1)}, {|V\')}, {|Wh)} {172)). {|vA))
{|W3)} 10 |E), |E’) can be got.

Step 2. The quantum color inverse transformation U~! is performed on ’E/ ) and the
decrypted DQRCI quantum stage image can be obtained.

4.3 Validity verification

The validity verification of quantum image encryption system is to determine whether the
decrypted quantum state image is the same as original quantum state image. If consistent,
the system is valid, otherwise, the system is invalid. Unfortunately, none of the previous
relevant literatures on quantum image encryption has dealt with this in theory.

First, we review the quantum equal (QE) [38], which is used to compare two numbers
|P) = |pm—1---p1po) and |Q) = |gm—1---q1q0) to find out whether they are equal or
not. Therein, |p;), |lgi) € {|0),|1)},i =0,1,---,m — 1. The output qubit |e) represents
the comparative result. If |e) = |1), |P) = |Q); otherwise, | P) # |Q). Figure 13 shows the
specific circuit and modularized circuit of QE.

It is assumed that the original DQRCI quantum state image and the corresponding
decrypted image are shown in (26) and (27), respectively

22-12"—12"—1

1
Z Z Z ‘RiYXG]LYXBiYXR%YXG%YXB%Yx> ® |L2L1Lo) ® |Y X)

ID) = ——=
V2P T V=0 X=0

(26)

1 23120121

|D')= Nozs Z Z Z ‘R/LI’Y’X”GZ/Y’X’B/LI’Y’X/R/L%Y’X/G?’Y/X’B,LZ’Y’X’>® |L'2L/1L'o) @ [Y'X')
L'=0Y'=0 X'=0
@n
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Fig. 13 The quantum realization circuit of QE: a Concrete circuit, b Modularized circuit
and there is an empty quantum binary image of the same size
2"M—12"—1
|D") = Z >0 y'x") (28)
Y// X//_O

The quantum circuit of verification process is shown in Fig. 14. The output is

2n—12"—1
2’1 Z Z ’v Y// // ® |Y//X//) (29)
Y"=0X"=

If for any pixel ‘Y”X”), there is |v (Y”, X”)) = |1), the encryption system is valid, i.e.,
the decrypted DQRCI quantum state image is the same as original quantum state image;
otherwise, the system is invalid.

5 Numerical simulation and performance comparison

To evaluate our proposed encryption scheme compared with other prior pertinent works,
this section gives the simulation analysis. Due to the lack of physical quantum hardware, the
simulation is implemented on a classical computer equipped with MATLAB R2016a envi-
ronment. The quantum states and quantum operations are simulated by complex vectors and
unitary matrices, respectively. The keys are set as x1 (0) = 4.175, y; (0) = 8.203, z; (0) =
1.376, x5 (0) = 14.362, y; (0) = 0.800, z2 (0) = 2.364. From Fig. 15, it can be seen that
any information of original images cannot be obtained from the encrypted ones which are
noise-like. Therefore, the proposed encryption scheme is effective.
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Fig. 14 Quantum circuit for validity verification

5.1 Statistical analysis
5.1.1 Mean square error

Mean square error (MSE) calculated by the following equation can be used to characterize
the difference between encrypted image and original one

MSE =

M N

.. NN
MxNi_ZI;w(z,n—E(z,/)) (30)
where M x N is the size of image, D (i, j) and E (i, j) denote pixel values of pixel (i, j) in
original and encrypted image, respectively. The larger the MSE value, the better the security.
For images shown in Fig. 15, the MSE values are calculated and listed in Table 1. It shows
that the proposed encryption scheme can counteract statistical attack.
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® ) () @

Fig. 15 Three pairs of original color images and the corresponding encrypted ones: a Original Lena, b
Original Baboon, ¢ Encrypted Lena, d Encrypted Baboon, e Original Splash, f Original Sailboat, g Encrypted
Splash, h Encrypted Sailboat, i Original Peppers, j Original House, k Encrypted Peppers, 1 Encryped House

5.1.2 Histogram

The histogram of an image reflects the pixel value distribution. Taking Lena and Baboon
as examples, the histograms of R, G, B channels before and after encryption are illustrated

Table 1 The MSE values between original color images and the corresponding encrypted ones

Images R Channel G Channel B Channel
Lena 9.117E3 9.810E3 1.068E4
Baboon 8.624E3 7.755E3 9.490E3
Splash 1.136E4 1.234E4 9.940E3
Sailboat 7.311E3 1.149E4 1.150E4
Peppers 8.022E3 1.127E4 1.117E4
House 8.804E3 9.506E3 9.444E3
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in Fig. 16. It is shown that the histograms of encrypted images have two remarkable prop-
erties: (1) they are totally different from the histograms of original images and (2) their
distributions are uniform, which means that the probability of existence of any pixel value
is the same. Therefore, the proposed encryption scheme could resist statistical attack and
differential attack.

100 150 200 250

@ &) )

Fig. 16 The histogram distributions: a R channel of Lena, b G channel of Lena, ¢ B channel of Lena, d R
channel of encrypted Lena, e G channel of encrypted Lena, f B channel of encrypted Lena, g R channel of
Baboon, h G channel of Baboon, i B channel of Baboon, j R channel of encrypted Baboon, k G channel of
encrypted Baboon, 1 B channel of encrypted Baboon
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5.1.3 Correlation of adjacent pixels

An ideal encrypted image should have very low correlation in horizontal, vertical and
diagonal directions. The degree of correlation can be measured by CC

(o) (1)

i= i=1 i=1
L L 2 L
Z(Xi_zzxi) Z(yi—zzyz)
i=1 i=1 i=1 i=1

where x;, y; stand for the pixel values of two adjacent pixels, respectively, L is the number
of adjacent pixels. The correlation is strong when CC is close to 1 or —1. Correspondingly,
the correlation is weak when CC is close to 0.

Table 2 lists the CC values of adjacent pixels. It is shown that CC values of encrypted
images are close to 0 in all three directions, which means that the encrypted images have an
almost random relationship among adjacent pixels. Hence, the proposed encryption scheme
is secure against correlation analysis attack.

CC = (€29

2

Table 2 The CC values of original images and encrypted ones

Images Horizontal direction Vertical direction Diagonal direction

Original Encrypted Original Encrypted Original Encrypted

Lena (R channel) 0.9886 -0.0073 0.9844 0.0041 0.9714 -0.0022
Lena (G channel) 0.9870 -0.0059 0.9797 -0.0012 0.9663 0.0036
Lena (B channel) 0.9846 0.0055 0.9776 0.0025 0.9610 -0.0018
Baboon (R channel) 0.7847 -0.0017 0.8732 -0.0041 0.7578 0.0108
Baboon (G channel) 0.7073 0.0018 0.8373 0.0089 0.6593 0.0048
Baboon (B channel) 0.8483 0.0018 0.8884 -0.0053 0.7890 0.0044
Splash (R channel) 0.9976 -0.0039 0.9848 0.0019 0.9845 —-0.0026
Splash (G channel) 0.9896 0.0058 0.9511 0.0056 0.9494 0.0019
Splash (B channel) 0.9892 -0.0020 0.9633 0.0066 0.9616 0.0048
Sailboat (R channel) 0.9129 -0.0068 0.9162 -0.0053 0.8932 0.0053
Sailboat (G channel) 0.9518 0.0028 0.9509 -0.0088 0.9246 -0.0022
Sailboat (B channel) 0.9527 0.0063 0.9458 -0.0029 0.9208 0.0059
Peppers (R channel) 0.9613 0.0032 0.9405 0.0033 0.9345 0.0029
Peppers (G channel) 0.9850 0.0115 0.9769 —-0.0038 0.9619 —-0.0049
Peppers (B channel) 0.9590 0.0028 0.9556 -0.0054 0.9315 —-0.0056
House (R channel) 0.9368 —-0.0021 0.9193 0.0056 0.8768 —-0.0018
House (G channel) 0.9374 -0.0013 0.8960 0.0052 0.8517 0.0069
House (B channel) 0.9674 -0.0045 0.9598 0.0035 0.9344 -0.0019
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5.1.4 Information entropy

Assume an image has Z pixel values z; i =0,1,---,Z — 1). According to Shannon
theorem, the corresponding information entropy value IE can be calculated as

zZ—1
IE ==Y p(z)log,p (zi) (32)
i=0
zZ—1
where p (z;) denotes the probability of occurrence of z;, Y p(z;) = 1. The ideal IE of
i=0

an encrypted image is 8 bits. The closer the IE is to 8, the better the system is to resist
entropy attack. Table 3 lists the IE values of images shown in Fig. 15. Obviously, the IE
values of encrypted images are very close to 8 bits. Thus, the proposed encryption scheme
can frustrate entropy attack.

5.1.5 Spatial frequency
The spatial frequency (SF) of an image reflects its overall activity in the spatial domain [25].

SF can be calculated as
SF =/(RF)? + (CF)? (33)

where RF and CF denote the row frequency and column frequency of the image, respec-
tively. RF and CF are defined as follows

1 Ly o
RF = MxNZZ[K(z,ﬂ—K(z,j—l)]z (34)
\ i=1 j=1
1 M N
CF = MxNZ;;[K(i,j)—K(i—Lj)]z (35)

where M x N is the size of image, K (i, j) represents the pixel value of position (i, j). RF
and CF reflect the changes of horizontal and vertical directions in the image, respectively.
Table 4 lists the RF, CF and SF values of images shown in Fig. 15. It can be seen that the
SF values of encrypted images are almost 5 times the values of original ones. Therefore, the
encrypted images have good randomness.

Table 3 The IE values of original images and encrypted ones

Images Original Encrypted
R channel G channel B channel R channel G channel B channel

Lena 7.6503 7.3053 7.0746 7.9993 7.9993 7.9994
Baboon 7.7067 7.4744 7.7522 7.9992 7.9993 7.9994
Splash 6.9481 6.8845 6.1265 7.9992 7.9994 7.9993
Sailboat 7.3124 7.6429 7.2136 7.9994 7.9993 7.9992
Peppers 7.3388 7.4963 7.0583 7.9993 7.9993 7.9992
House 7.4156 7.2295 7.4354 7.9992 7.9994 7.9993
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Table 4 The RF, CF and SF values of original images and encrypted ones

Images Original Encrypted

RF CF SF RF CF SF
Lena (R channel) 9.2123 8.3342 12.4228 104.2119 104.1662 147.3456
Lena (G channel) 9.4301 8.5914 12.7569 104.3760 104.4719 147.6778
Lena (B channel) 9.4774 8.7249 12.8820 104.5566 104.5085 147.8313

Baboon (R channel) 21.7618 28.6594 35.9852 104.4863 104.3843 147.6939
Baboon (G channel) 24.7664 32.6431 40.9749 104.3879 104.3269 147.5836

Baboon (B channel) 26.5479 30.0674 40.1104 104.4132 104.4993 147.7235
Splash (R channel) 6.7573 5.8971 8.9687 104.3514 104.1910 147.4617
Splash (G channel) 11.7004 9.6653 15.1762 104.3237 104.4239 147.6069
Splash (B channel) 8.7217 9.5670 12.9459 104.3651 104.3841 147.6080

Sailboat (R channel) 12.7161 12.9580 18.1551 104.5793 104.3632 147.7447
Sailboat (G channel) 18.5109 20.1373 27.3526 104.4244 104.4301 147.6824
Sailboat (B channel) 18.4664 19.0139 26.5054 104.2486 104.4522 147.5738
Peppers (R channel) 12.1888 11.7168 16.9071 104.4134 104.5980 147.7935

Peppers (G channel) 14.5613 14.3069 20.4137 104.4729 104.3983 147.6942
Peppers (B channel) 11.4430 11.4449 16.1842 104.7140 104.7264 147.0967
House (R channel) 15.3398 14.6298 21.1977 104.2923 104.3230 147.5133
House (G channel) 16.8727 16.4644 23.5746 104.5702 104.5057 147.8390
House (B channel) 14.3658 15.3465 21.0212 104.3500 104.3588 147.5795

5.2 Key security analysis
5.2.1 Key sensitivity analysis

For an ideal image encryption algorithm, the keys should be sensitive enough to counteract
brute-force attack. The sensitivity performance of proposed encryption system can be evalu-
ated by changing one of the correct keys slightly, while the other keys remain untouched. To
analyze the key sensitivity, six groups of incorrect keys are utilized to decrypt the encrypted
images. Figures 17a—f depict the decryptd images with incorrect keys xj (0) + 1074,
y1 (0) + 10714, 21 (0) + 107, x5 (0) + 10714, y5 (0) + 10~'* and z5 (0) 4+ 10~ 14, respec-
tively, while the other keys are all right. From Fig. 17, it is easy to find that a very little
deviation from correct keys will result in an apparent distortion of the decrypted image.
Thus, the proposed encryption scheme is very sensitive to keys.

5.2.2 Key space analysis

Under current computation ability, the key space of an ideal image encryption
scheme should larger than 2'% to resist brute-force attack [33]. In our encryption
scheme, the keys are six initial values of coupled hyper-chaotic Lorenz system, i.e.,
x1(0), y1 (0), z1 (0), x2 (0), y2 (0), z2 (0). Hence, the key space is about § = 10'% x
104 %10 x 10" x 10 x 10" = 1084 ~ 227 >» 2100 which is large enough to counteract
the brute-force attack.
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(e)

)

Fig.17 Decrypted images with: a incorrect key x; (0)+10~'4, b incorrect key y; (0)4+10~1%, ¢ incorrect key
21 (0) + 107", d incorrect key x2 (0) + 10", e incorrect key y; (0) + 10~!4, fincorrect key z5 (0) + 104

(a)

5.3 Computational complexity analysis
There is no doubt that computational complexity is an essential criterion for assessing a

quantum image encryption scheme. Therefore, in this subsection, the computational com-
plexity of proposed double quantum color images encryption scheme is discussed. In our
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encryption scheme, the computational complexity depends on quantum color transforma-
tion and quantum XOR operation. CNOT gate is chosen as the basic quantum gate. Ref. [19]
shows the computational complexity of CNOT gate is far exceed the complexity of NOT
gate, so we assume NOT gate has a computational complexity of § (§ < 1). The color trans-
formation encompasses 9 NOT gates and 2 swap gates. It is known that one swap gate can be
broken down into three CNOT gates [39]. So the computational complexity of color trans-
formation is (6 + 95). According to the parallel characteristics of quantum computation,
the corresponding computational complexity of XOR operation could be evaluated via the
computational complexity of quantum operation I'y x which is composed of six (2n 4 3)-
CNOT gates. n-CNOT gate can be constructed by (4n — 8) 2-CNOT gates and 6 CNOT
gates are involved in realizing the 2-CNOT gate [24]. Therefore, ['; yx can be realized by
(288n + 144) basic gates. In other words, the computational complexity of quantum XOR
operation is (288n + 144). Thus, the total computational complexity of proposed encryption
scheme is (288n + 150 + 94).

5.4 Performance comparison

This subsection compares our encryption scheme with the previous pertinent work put
forward by Liu et al. [13]. The comparison consequences include the following aspects.

5.4.1 Key space comparison

The Liu’s algorithm in Ref. [13] uses quantum Arnold transform (QAT) to scramble pixel
positions and the gray information is changed by utilizing qubit random rotation. According
to the analysis in Ref. [13], the key space of QAT is about 2> and the key space of random
rotation matrix which depends on the image size is larger than 22°0%2%0_ Therefore, the total
key space is more than 226%256+15 which means their algorithm has a larger key space
compared to what we investigated. However, under current computation ability, our key
space is still large enough to resist brute-force attack. Despite this, our proposed encryption
system is much reliable and outperform than theirs, as can be seen in the following parts.

5.4.2 Histogram comparison

Generally, the flatter the histogram of encrypted image and the fewer peaks appear in the
histogram, the higher the security of image encryption algorithm. Figure 18 plots the his-
tograms of original images and the corresponding encrypted ones by using the algorithm put
forward in Ref. [13]. Obviously, the histograms of original images are different from each
other, while the histograms of encrypted ones are similar. However, from the comparison
between Figs. 16 and 18. it can be seen that the histograms of encrypted images with our
scheme have more uniform distributions. Thus, our proposed double quantum color images
encryption scheme is more efficient and applicable.

5.4.3 Correlation coefficient comparison

In this part of research, as regards the performance of correlation coefficient, our proposed
encryption scheme is compared with the algorithm in Ref. [13]. It can be perceived from
Tables 2 and 5 that the CC values of encrypted images are relatively smaller with our
scheme. That is to say, our proposed double quantum color images encryption scheme has
a stronger ability to cancel the correlation of adjacent pixels.
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Fig. 18 The histograms of original images and cipher images by using algorithm put forward in Ref. [13].
(Figure adapted from [13])

5.4.4 Information entropy comparison
As mentioned previously, an image encryption algorithm is reliable iff the information
entropy value of encrypted image is close to ideal value, i.e., 8 bits, to counteract the entropy

attack. The calculated IE values by using the algorithm in Ref. [13] are listed in Table 6. It
can be seen from Tables 3 and 6 that the information entropy values of encrypted images

Table 5 The CC values by using the algorithm put forward in Ref. [13]

Images Horizontal direction Vertical direction Diagonal direction
Original Encrypted Original Encrypted Original Encrypted

Figure 2(al) [13] 0.5720 -0.0368 0.6781 -0.0111 0.5722 0.0135

Figure 2(b1) [13] 0.9557 0.9231 0.8861

Figure 2(a2) [13] 0.8702 -0.0351 0.6628 0.0396 0.6315 -0.0260

Figure 2(b2) [13] 0.9045 0.9315 0.8633

Figure 2(a3) [13] 0.9939 0.0004 0.9859 -0.0121 0.9791 0.0128

Figure 2(b3) [13] 0.9548 0.9565 0.9079
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Table 6 The IE values by using the algorithm put forward in Ref. [13]

Images Original Encrypted
Figure 2(al) [13] 7.1273 7.7459
Figure 2(b1) [13] 7.5693

Figure 2(a2) [13] 7.1208 7.7289
Figure 2(b2) [13] 6.7040

Figure 2(a3) [13] 7.4457 7.7578
Figure 2(b3) [13] 7.5046

are relatively larger with our scheme. In other words, our proposed double quantum color
images encryption scheme is more stable and secure against entropy attack.

5.4.5 Computational complexity comparison

The computational complexity is compared in this part. As analyzed in the previous sub-
section, the total computational complexity of our proposed encryption scheme is O (n).
According to the discussion in Ref. [13], the image encryption algorithm consists of five
steps and the overall complexity is O (nz) which is more complex than our scheme. Hence,
we can give the conclusion that our proposed double quantum color images encryption
scheme can reach a quadratic speedup than the algorithm in Ref. [13].

6 Conclusion

In this paper, in order to store and process two color images in quantum computer simul-
taneously, a double quantum color images representation model, i.e., DQRCI, is newly
investigated. In DQRCI, the color information of two images is stored into the first qubit
sequence, while the bit-plane information and position information are stored into the sec-
ond and third qubit sequences, respectively. Besides, some simple DQRCI-based image
processing operations are discussed and the corresponding quantum circuits are designed,
which indicate that these operations have very low computational complexity based on
DQRCI. Furthermore, to ensure the security of DQRCI quantum state image, an encryption
scheme is proposed. Owing to DQRCI model exploits the basis states of qubit sequences
to encode color information, two classical original color images can be retrieved accu-
rately from the encrypted DQRCI image through using correct keys. By utilizing quantum
computation, the validity verification of proposed encryption system in theory is given.
Numerical simulation and performance comparison show that the proposed double quantum
color images encryption scheme is secure against statistical attack and brute-force attack.
Moreover, our quantum image encryption scheme is superior compared with the previous
pertinent work in terms of security and computational complexity. Quantum image encryp-
tion is the simplest and most efficient approach for protecting quantum image information.
In the future, we will try our best to design more effective quantum image representation
model, processing algorithm and encryption scheme.
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