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Abstract

This paper presents a dual watermarking technique using discrete wavelet trans-
form (DWT), singular value decomposition (SVD) and set partitioning in hierar-
chical tree (SPIHT). The method uses second level DWT to transform the host
image in to different frequency components. Next, we further transform the
selected wavelet component via SVD. Before embedding, the logo watermark is
secured via Arnold transform and signature watermark are encoded by hamming
code. Finally, we embed both encoded watermarks into the transformed host
image via an embedding approach. The watermarked image is further compress
by SPIHT scheme along with the location key. With our scheme, maximum
PSNR, NC and SSIM are obtained as 36.97 dB, 0.9965 and 0.9974, respectively.
However best obtained BER is zero. Experimental results on various images
demonstrate the importance of our scheme and superior to competing methods.

Keywords Dual watermarking - DWT- SVD - Arnold transform - SPIHT - PSNR - SSIM - NC -
BER - Attacks
1 Introduction

Nowadays massive amount of digital data is generated, copied, shared and transmitted
as a result of growth in information and communication technology (ICT) [4, 17].
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Secure transmission of digital data is still one of the major issues related with it. So,
some scheme is needed to secure the digital data transmission/storage/sharing via open
networks. One of the popular schemes to provide security of the contents from illegal
users is digital watermarking [4, 7, 17, 20, 22]. The technique used to embed secret
data imperceptibly into multimedia cover for the purpose of content authentications,
annotation, ownership and copyright protection. However, it has also been applied to
many other applications [4, 5, 17, 20]. Digital watermarking is used for last several
years and it is an emerging area of research [4]. Various remarkable watermarking
schemes have been introduced for prevention of identity theft and copyright protec-
tion. However, recent researches try to optimize the balance between contradictory
factors of watermarking that motivate the necessary and continuous research in this
area [1, 5, 17, 20].

Further, single watermarking techniques are able to achieve limited goals such as
protection of single owner. However, to achieve better security some applications
require copyright protection of several owners in multiple levels. So, dual
watermarking is proved to be beneficial for protection and validate the integrity of
contents [17]. There are three methods for securing images using dual watermarking.
In first scheme, dual-watermark (one watermark embedded into another watermark) is
embedded into cover image. In second method, primary and secondary watermarked
images are generated by embedding watermark one after another respectively. In third
technique, multiple watermarks are embedded simultaneous into cover image. Dual
watermarking is helpful in various potential applications [3, 11, 21].

In the direction described above, we propose a DWT-SVD based robust and
imperceptible dual watermarking for digital image. An encoded signature and scram-
bled logo watermark is simultaneously placed inside the cover for copyright protection
and image validation, respectively. After embedding, the watermarked image is com-
pressed by SPIHT scheme for efficient transmission and reduces storage need. Major
contributions of our work as follows:

*  Fusion of DWT-SVD: Due to extraordinary properties of DWT [15], it is the best
choice for any researchers in watermarking domain. Further, excellent energy
compaction properties and good stability make the SVD more popular for
watermarking applications. It is established that DWT-SVD based watermarking
schemes achieved better robustness as compared to applied separately [2, 9].
Therefore, the proposed method uses fusion of DWT-SVD to improve the robust-
ness against attacks and preserves imperceptibility.

*  Compress image via SPIHT: Our method uses fast and efficient SPIHT compression
scheme to compress the watermarked image for efficient transmission and reduce storage
requirement [12]. Further, this scheme added the flexibility to improve the performance
(see Table 2) by setting an appropriate bit rate.

* Imperceptibly embeds encoded dual watermarks: To improve the security and
reduce the bandwidth need, the method imperceptibly hides multi-watermarks
inside the cover image. Further, our scheme is directly embedding the image
watermark (instead of singular value of the watermark) in to the cover for better
visual quality of the images. In addition, before embedding, the image and
signature (text) watermark is encoded using Arnold transform and Hamming code,
respectively. Therefore, the scheme provides additional security and robustness.
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* Data management: Based on the robustness requirements [15], our scheme embeds more
important data at high level DWT coefficients.

2 Related works

Some remarkable watermarking techniques are discussed below.

In [4], author described a secure watermarking scheme in transform domain. The
method uses multi-objective evolutionary optimizer (MEO) to balance the major
conflicting factors of watermarking system. Further, the method used Fibonacci-
Lucas transformation for better security than Arnold transform. In [22], author uses
different technique to produce a robust and imperceptible watermarking system for the
authentication of medical images. Further, watermarked image is secured by using 2-D
logistic map based chaotic encryption. Simulation results clearly confirmed that the
method is robust, imperceptible and secure against various watermarking attacks. In
similar way, Kumar et al. [7] also combined different techniques to provide a robust
watermarking system. The method used SPIHT and Arnold transform for better
robustness and security of the digital contents. Experimental study on different images
proved that the scheme is robust and secure against various attacks. Author [13]
developed imperceptibly embedding of multi-watermarks in the cover image. Before
embedding, the method uses an encryption scheme to encrypt the text watermark. It is
noticed that this encryption method minimize the encryption-decryption time while
preserves security. The results studies indicate that technique is robust against con-
sidered attacks.

In [9], Author uses DWT-SPIHT-Arnold transform to develop a robust
watermarking for medical data. The scrambled data, as a watermark image, is placed
inside the appropriate wavelet coefficients of the cover. Before embedding, SPIHT
scheme uses to determine the suitable coefficients of the cover image. In [6], Kumar
et al. also introduced the embedding of scrambled version of watermark is placed
inside the transformed coefficients of the cover images. The method uses the SPIHT
scheme to compress watermarked image for efficient transmission on the network.
Result study indicates the usefulness of the scheme in terms of objective and
subjective evaluations. In [10], to improve the security of the medical data, a secure
watermarking scheme is proposed, where encrypted version of the medical watermark
is placed inside the cover image. Through experiments, the method is imperceptible
and achieves good robustness against various kinds of attacks. In [18], Singh et al.
developed the embedding of multi-watermark in the DWT-DCT-SVD coefficients of
the cover image. Before embedding, text watermark is encoded via error correction
code. Further, the selective encryption method is used to encrypt the watermarked
image. In addition, the robustness of the scheme is further improved via neural
networks. The robustness and imperceptibility of the scheme investigated through
objective and subjective metrics. Various simulations confirm that the scheme provide
a good trade-off between major parameters of the watermark systems. In similar way,
Author of [23] introduced a BPNN based watermarking in DWT-DCT-SVD domain.
The method imperceptibly embeds three encoded watermarks in the cover image.
Lossless compression scheme and hamming code is used to compress and encode
the symptom and signature text watermark, respectively. The test resultsfor considered
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image showed the usefulness of the scheme. In [19], author introduced embedding of
logo and QR code in selected DWT coefficient of the cover image. Results demon-
strations indicate that, the method is robust for popular image processing attacks.

In [8], Liu et al. developed a dual watermarking scheme in wavelet domain. The
method uses DWT to transform the ‘Y’ channel of the “YCbCr’ cover image and the
robust logo watermark placed inside the resulting cover image. Further, fragile
watermark is embedded in the RGB model of the watermarked image through spatial
domain scheme. Test analysis on eight different color images indicates that the
method is highly imperceptible and robust and suitable for copyright protection and
authentication of image. In [14], a dual watermarking scheme is also proposed by
Singh et al., in which different type of watermark is placed inside the DWT-SVD
cover image. Before embedding, the method uses error correction code to encode the
text watermark. Further, author investigated the performance of three well know code.
Detail analysis of the work indicates the importance of the method in medical
applications. In [16], a robust dual watermarking scheme in LWT-DCT domain is
proposed. The method uses color image as cover and two encoded watermarks are
imperceptibly embedded for authentication purpose. According to the result’s study,
the method not only improved the robustness, but also computationally low.

3 Proposed method

Embedding and extraction procedure of our scheme is clearly presented in Fig. 1. The
process is divided into three phases: 1) imperceptibly embedding of dual watermarks,
2) compress the watermarked image via SPIHT scheme, and 3) robustly extract both
watermarks. After the second level DWT decomposition of the cover, apply the SVD
on selected sub-band to obtain the singular vector for watermarking. Next, security of
logo watermarkis enhanced by Arnold encryption. Encrypted logo watermark is
divided into two sub-images (both having equal size). Sub-image 1 and sub-image2
are embedded into ‘LH’ and ‘HL’ sub-band of 1st level DWT of cover image,
respectively. However, text watermark is encoded by hamming code and placed inside
the ‘HH’ sub-bands of second level DWT. Further inverse SVD and DWT are applied
on watermarked image. Finally, the watermarked image is compressed via SPIHT
scheme. In extraction process, all presented steps are implemented in reverse order to
extract both watermarks from respective bands. Further, encrypted parts of watermark
is combined together to recover the watermark image. At last, inverse Arnold is
applied to decrypt original watermark image and hamming decoder is implemented
to recover signature watermark.
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Fig. 1 Embedding and extraction procedure for watermarks (Logo and signature)
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3.1 Algorithm for watermarks embedding

Step 1: Declared variables are

Lena(C_g) : Input cover image

Juit(K_g): Input 'logo’ watermark

H: Scale factor

DWT &SVD: Transform domain techniques

Wavelet filters:Haar

LLy,HL4, LH,, HHy: DWT coefficients for cover image(1st level)
LLg1,HLgy,LHg;, HHg,: DWT coefficients for cover image (2™ level)
Sd;: diagonal matrix for HL4

Sd,: diagonal matrix for LHy4

Uy and V(;rl : Orthonormalmatrix for HLy4
UdzandV(;rZ:OrthonormaImatrix for LH4

p:Scale factor

G3: modified values of Sy

Uggand Vj‘g: Orthonormal matrices for G§

Sdg: Diagonal matrix for Gg

G.modic DWT coefficient(modified)

G4: Watermarked image

G.: Compressed watermarked image
G,:Uncompressedwatermarked image

G_g : Encrypted watermark image

@ Springer
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Step 2: Read cover and watermark image

C_g «+— Lena.bmp (Size :512x512)

K_g «—Juit.bomp (Size:256x256)

Step3: Apply arnold encryption technique on watermark image

//Armold transform is applied on text (signature) watermark.

G_g «—Arnold_transform(K_g)

Step4:'Lena’ image transform by second level DWT

[LLg,HLy,LHg,HH4] <—DWT (C_g,wavelet filter);//First level DWT decomposition
[LLgr,HLg1,LHa1, HHg1] €—DWT (LLgwavelet filter);//Second level DWT decomposition
Step5: Apply SVD on selected sub- band of cover image

//Select sub band HL4 and LH4from cover image

If (SVD onHLy)

Ug1S41Va; —SVD(HL4)//SVD on sub-band HLy

Endif;

If (SVD on LHy)

UdZSdZV(;Ff—SVD(LHd)//SVD on sub-band LHq4

Endif;

Step6: Change ‘string/text’ to binary bits

Stxt<——binary(Chandankumar);// Stxt is number of bits generated using string
Step7: Binary watermark bits (Stxt) is encoding by Hamming

Gb <«— error correcting code (Stxt)

Where Gb is encoded binary watermark bits.

Step8: For watermarking bits Replace ‘(0,1)" by ‘(-1,1)"

//If Lis length of string then bit stream is changed to G(1) G(2)....... G(L) by changing O by -1 & 1
by 1

Step9: Watermark (s) embedding

// Encrypted image watermark is divided into two parts G=G;+G,, singular values is modified in
HL4 and LH4 sub band with half of the watermark image

Fory +<——0.01:.0.1

SeatHGa=Gga,g=1,2

End;

//text watermark is embeds into HHg4; sub-band

For y «=0.01:.0.1

f'(p,q) = f(p, Q) (1 + p x Gb); //f(p, @)and f'(p, q)are DWT coefficients before and after
embedding process

end;

Step10: Calculate singular value for SVD(G3)and modified coefficients for DWT.
If (SVD onGg) then

[U3S3cVag] «—SVD(G3)

Endif;

//modified DWT coefficient

Gamodi +—— Utaiasgnga

Stepll: Obtained Gy(watermarked image)

Gy «—InverseDWT [LL41,HLg1,LHg1,Gb,wavelet filter];

Gy<«— InverseDWT(G,, G1,GZ,HH,, wavelet filter);//Watermarked image reconstruction

Step12: Apply SPIHT technique on watermarked image
G <+— SPIHT (Gy)// G.is compressed watermarked image
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3.2 Extraction algorithm for watermark

Step 1: Declared variable are:
u: Scale-factor
LLg,HLg,LHg,HH4 :Sub-bands(Watermarked image)
Saii: Matrices (Orthonormal) forsub-bandHLy
Sqi2 :0Orthonormal matrices for LHy
Uggr and Vi, : Orthonormal matrices for Hlg
Ugq2 and V('fgz : Orthonormal matrices for LHy4
DG: changed singular value (for selected sub-bands of cover image)
Ga: Recovered watermark
a=1& 2
Step 2: Apply SPIHT decompression and perform DWT on decompressed
watermarked image (possibly distorted)
SPIHT (G.)— G,//SPIHT decompression
[LLg, HLg, LHq and HHy wavelet filtede— DWT (G, wavelet filter)//DWT on decompressed
watermarked image.
Step 3: Compute the singular values for HL4,LH4sub-bands
//Apply SVD to HLgLHg4 subbands
If (SVD on HLy) then
Udgi1Sag1 Vg +—SVD(HL)
Endif;
If (SVD on LH) then
Udgzsdgzvggf—SVD (LHd)
Endif;
Step 4: Calculate inverse SVD
DG +— U§ SugaVig:9=12
Step 5: Recover and combinesub-image 1 and 2 of watermark image from each
sub-band
DG-Sqa

Ga = ;a=1.2
M

end;
//Text watermark extraction
_frpa-fR®,

D= oD frp,q) represents DWT coefficients

Geb «—Positive or negative sign (G,b);

Where G.b is extracted text watermark bits

Step6: Compute error correcting codes of G.b

// Final watermark is obtained by replacing’ (-1, 1) by ‘(0, 1)".

G¢b ¢— Ecc(G.b)//Error correcting code on extracted watermark bits

Step7: Convert the watermark bits into text to get the original watermark
Originaltext «—Dbinary to text(watermarkbits)

Step 8: Apply inverse Arnold transform to decrypt logo watermark

end:
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Fig. 2 (I) cover image, (I) logo watermark, (III) signature watermark, and (IV) watermarked image
4 Experimental results

Our experiments are performed via MATLAB version 2013b. In this, ten different types of
cover image (dimensions: 512 x 512), two watermarks as ‘logo’ (dimensions: 256 x 256),
‘signature’ watermark (96 bits) and ten important attacks are used for evaluation purpose.
We used Peak signal to noise ratio (PSNR), normalized correlation (NC), Bit error rate (BER)
and structured similarity index (SSIM) as standard performance metric to evaluate the
performance of proposed scheme. These performance metrics are well defined in [17]. The
Lena (cover image), watermarks (logo & signature) and watermarked images are shown in
Fig. 2. Figure 3 shows extracted logo and signature watermarks. Extracted watermarks and
watermarked (attacked) images are depicted in Fig. 4. We analyzed the performance of our
proposed scheme in Tables 1, 2, 3,4, 5, 6 and 7.

Table 1 summarizes the performance in terms of PSNR, NC, BER and SSIM of our proposed
method at different gain and bit rate. In Table 1, the best value of PSNR, NC and SSIM are
36.97 dB (at gain = 0.01 and bit rate = 3), 0.9965 (at gain = 0.1 and bit rate = 2), and 0.9969 (at
gain=0.01 and bit rate = 3), respectively. However, BER is zero in all considered cases.

The performance of our method at different bit rates and gain = 0.05 are shown in Table 2.
In this Table, the best value of PSNR, NC and SSIM are 33.15 dB (at gain = 0.05 and bit rate =
1), 0.9950 (at gain = 0.05 and bit rate = 3), 0.9929 (at gain = 0.05 and bit rate = 1), respectively.
However, BER is zero in all considered gain and bit rate values. From Table 2, it is observed
that the best performance is obtained at bit rate =3 and gain = 0.05. Hence, these values are
selected for further investigation. Table 3 lists the PSNR, NC, BER and SSIM values of our
method for different cover images under bit rates =3 and gain=0.05. From this table, best
value of PSNR, NC and SSIM is 33.20 dB (for “‘Moon’ image),0.9962(for ‘Tire’ image) and
0.9974 (for ‘Moon’ image), respectively.

Table 4 lists the NC, BER and SSIM values with gain=0.05 & bit rate =3 under various
attacks. From Table 4, best value of NC is 0.9999 for average filtering attack, BER is zero for
most of the considered attacks, and SSIM is 0.9966 under median filter [33]. However,
maximum BER =4.76 under cropping attack. Table 5 shows the NC, BER and SSIM for

‘o

ChandanKumar

-QS
ﬂ_a

JU
@) (I1)

Fig. 3 Extracted watermarks, (I) logo and (II) Signature
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Juit
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Fig. 4 Watermarked (attacked) and watermarks (extracted)

varying size of text watermark at bit rate = 3. By considering this Table, we noticed that greater
size of watermark affect the performance of our approach.

Tables 6 and 7 lists the NC value’s comparison with other approaches under popular attacks.
From these tables, our scheme achieves a better robustness in compare to the competing
methods [6, 12, 16]. As shown in these tables, it is established that the proposed scheme
presented up to 77.40% enhancement in NC value over competing methods at low BER value.

Therefore, with the above discussion, the proposed scheme offers the optimal performance
and superiority. Consequently, our scheme offers a better trade-off between conflicting factors
of watermarking.
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Table 1 PSNR, NC, BER and SSIM values at different bit rates and gain
Bit rate values Gain factors (L) PSNR (dB) NC BER SSIM
1 0.01 36.79 0.8904 0 0.9968
0.04 35.11 0.9935 0 0.9957
0.05 34 0.9939 0 0.9946
0.1 30.21 0.9936 0 0.9864
2 0.01 36.93 0.8828 0 0.9944
0.04 35.32 0.9925 0 0.9959
0.05 34.37 0.9935 0 0.9949
0.1 30.25 0.9965 0 0.9865
3 0.01 36.97 0.8818 0 0.9969
0.04 35.35 0.9919 0 0.9959
0.05 34.39 0.9931 0 0.9909
0.1 30.27 0.9963 0 0.9866
Table 2 PSNR, NC, BER and SSIM values at different bit rates and gain=0.05
Bit rate PSNR NC BER SSIM
1 33.15 0.9950 0 0.9929
2 32.49 0.9775 0 0.9924
3 32.52 0.9777 0 0.9925
Table 3 PSNR, NC, BER and SSIM values for different cover images at bit rates =3 and gain = 0.05
Cover images PSNR (dB) NC BER SSIM
MRI 32.52 0.9777 0 0.9925
Barbara 28 0.9838 0 0.9926
Baboon 29.6 0.9246 0 0.9533
Boat 2991 0.9482 0 0.9567
Finger 28.90 0.9428 0 0.9622
Bird 3245 0.9935 0 0.9834
Cameraman 29 0.9936 0 0.9913
Coins 30.69 0.9947 0 0.9913
Moon 33.20 0.9804 0 0.9974
Tire 32.79 0.9962 0 0.9955
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Table 4 NC, BER and SSIM values against different attacks using ‘Lena’ as cover

Attacks applied NC values BER  SSIM

Salt & pepper noiseattack(with 0.5377,0.5175,0.9914 0 0.9481,0.9462,0.9933
density =0.01,0.08,0.001)

Gaussian noise-attack (mean = 0,variance = 0.3765,0.7171,0.5065 0 0.8944,0.9822,0.9687
0.01,0.001,0.002)

Median filter[2 2],[3 3] 0.8981,0.8132 0.9432  0.9938,0.9966

JPEG compression (QF = 50& QF = 80) 0.9871& 0.9959 0 0.9936& 0.9938

Histogram equalization 0.6357 1.4286 0.4363

Cropping(20 20,400,480) 0.7891 4.76 0.2290

Speckle noise attack (at density =0.01, 0.02 &0.005) 0.7421, 0.6119 & 0 0.9857, 0.97750

0.8709 &0.9899
Average filtering 0.9999 0.9485 0.9932

Table 5 PSNR, NC, BER and SSIM values for varying size of text watermark

Gain factor(p) 24 characters 15 characters

PSNR NC BER SSIM PSNR NC BER SSIM
0.01 36.8822 0.9320 0 0.9964 37.72 0.9180 0 0.9969
0.05 34.1801 0.9958 0 0.9939 34.61 0.9960 0 0.9945
0.1 29.3564 0.9918 0 0.9855 29.49 0.9916 0 0.9859

Table 6 Robustness comparison results of related watermarking schemes

Attacks

NC [12]

NC [6]

NC (Proposed technique) % Enhancement in NC value

Salt & pepper (noise density =0.5 0.7208
Gaussian (mean=0, Var=0.02) -
Scaling attacks(x1.5) -
Histogram equalization 0.5415

Cropping 0.7158
Sharpening 0.5034

Invert-attack

0.9771

0.5810
0.7906
0.5227
0.6736

0.9914
0.8329
0.9273
0.9384
0.7891
0.6985
0.9821

37.54
5.35

77.40
39.31
10.24
38.76
0.51
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5 Conclusions

In this work, a robust technique for multiple watermarking techniques based on DWT, SVD,
SPIHT and Arnold transform is proposed. We have embedded multi-watermarks inside cover
image for purpose of authentication and integrity. Arnold transform provides extra level of
security. Due to spatio-frequency localization properties of DWT, watermark location can be
easily detected. However, visual-perception of cover image remains unchanged if there is
slight change in singular values due to mathematical property of SVD. Further, presence of
SPIHT provides bandwidth efficient transmission of data. Experimental results reveal that the
scheme is secure and robust for different attacks and found superior to competing approaches.
In future, proposed scheme can be further improved and expanded to other multimedia
watermarking schemes such as audio and video.
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