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Abstract
Watermarking has been suggested as a generic technique to solve various problems associ-
ated with topics in the areas of digital rights management and multimedia security. Most of
the earlymethods were based on single watermark embedding, but there are great limitations
when single watermark embedding algorithms are tried into practical applications. The
multiple watermarks are intended to convey different information at the same time. Current
approaches rely on adding many watermarks in different bands or channels by means of
scaling factor and embedding locations that are mainly defined by experts. This brought
many challenges in achieving equilibrium between security, robustness, and quality. The aim
of this work is to introduce an intelligent dual watermarking model for colour images that
ensure image security for copyright protection (dual watermarking for single purpose). To
optimize the dual watermarking requirements, the proposed model that employs both
successive (re-) and segmented watermarking techniques is to be implemented with a
multi-purpose evolutionary algorithm. Genetic algorithm is adopted to determine the em-
bedding locations and scaling factors for different watermarks according to the features of
each host image to balance between imperceptibility and robustness. The wavelet transform
is utilized for salient features extraction because of its excellent space-frequency localization
of salient image features. In addition, the suggested model encrypts the watermarks with the
aid of Walsh transform; so that it is difficult to handle the watermarks even after being
extracted by the attackers. Experimental results show that the proposedmodel is more robust
against common image manipulation attacks in terms of PSNR and NCC.
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1 Introduction

Extraordinary growth of Internet, peer-to-peer file sharing, and signal processing technologies
have made the reproduction, manipulation, and distribution of multimedia data much easier
than ever before. This unavoidably increases the demand for protection of copyrighted data.
Digital watermarking is a promising technology for copyright protection [36]. Digital image
watermarking techniques can be classified into [29, 48]: spatial and transform domain
watermarking based on embedding domain of the host image. The watermark embedding
techniques in spatial domain insert watermark directly by modifying the pixel value of the
cover image. This technique has less computation time; however, it is less secure and not as
robust as the frequency domain. The frequency domain embedded technique transforms data
from the spatial domain into the frequency domain (reveals the most features of the image),
and then embedded the hidden data in the image. This transform domain can strengthen
resistance under attacks, and increase security.

To understand the concept of watermarking, a clear understanding of the difference between
watermarking and other techniques like steganography, cryptography, and digital signature for
data /image protection is required [6, 7, 9, 10, 21–23]. In steganography, data which is
concealed has no association with the cover medium, and the necessity from such a system is
that no suspicion should arise that a medium is carrying any concealed data. Watermarking is
the subclass of steganography, but in this case, the data which is hidden has an association with
the cover medium data. Cryptography scrambles a message so that it cannot be understood by
unauthorized user. This does not happen in watermarking. Neither the cover medium nor the
copyright data change its meaning [4, 8, 11, 12, 20]. Rather, copyright data is hidden to give the
ownership information of the medium in which it is hidden. A digital signature validates the
authenticity and integrity of a message, whereas a digital watermark is inside a multimedia
message. Both digital signature and watermarking protect the integrity and authenticity of a
document. A digital signature system is vulnerable to distortion, but a watermark system has to
tolerate a limited distortion level [1, 13, 14, 17–19, 24, 25, 27, 28, 41, 54].

In order to identify and maintain proof of ownership, we need to extract watermark after
embedding a watermark image in the host image. The extraction techniques of a watermark
from the watermarked images are: blind, semi-blind, and non-blind. Blind watermarking does
not need the original image to extract the embedded watermark from a watermarked image.
The semi-blind watermarking technique needs some information about the original cover
image to extract the embedded watermark. The Non-blind watermarking technique requires
the complete cover image to extract the embedded watermark. Each watermark should follow
its properties like robustness, imperceptibility, capacity, and security [2, 3, 16].

More recently, different watermarking strategies have been suggested in order to solve
several problems, ranging from the detection of content manipulations to information hiding,
to document usage tracing [35, 46]. Most of the early methods were based on single watermark
embedding, but there are great limitations when single watermark embedding algorithms are
tried into practical applications in few rare situations, like when multiple users share the
copyright, it needs to support multiple users to embed their watermarks synchronously. This
highlights the needs for multiple watermark embedding. Multiple watermarks are normally
suggested as a method to provide extra security to an image by embedding two or more secret
messages into the cover image. To advocate several goals, the multiple watermarks are
embedded into the image; to achieve the robustness of image processing operations, which
is the desired goal [37].
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Unfortunately, there are still some problems that facing dual watermarking approaches and
mainly depend on several different factors [31, 37, 43]: (1) adding multiple watermarks
(noises) affect the perceptibility (quality) of the cover image. (2) The watermarks must be
independent of each other during embedding and extraction phases. (3) The embedding of
each watermark should be at a different location that must be known exactly at the extraction
phase; i.e., the system requires extra data to save these locations and therefore needs extra
payload. In general, building a robust dual image watermarking scheme that tackles the above
challenges is required for many applications such as copyright protection, data integrity,
tamper detection, fingerprinting, and broadcast monitoring. The attention here is to deal with
the tradeoff between watermark capacity, extra payload, computational cost, and
imperceptibility.

Recently several approaches have been presented that attempt to tackle the above problems.
The existing multiple watermarking algorithms can be divided into three classes, namely: re-
watermarking, composite watermarking, and segmented watermarking [31, 34, 38]. In re-
watermarking, the watermarks are simply embedded one after the other. The problem which
arises is that the watermarks interfere with each other. As a consequence, earlier embedded
watermarks possibly get erased by later embedded ones. The advantage is that the embedders
do not need to know each other and also the number of watermarks to embed do not need to be
known in advance. Composite watermarking builds a single composite watermark from a
collection of watermarks and then embeds the composite watermark into the cover image in a
usual way. Suitable signal merging methods are required for increased performance. This
approach has the need for a trusted party which does the composition and embedding of the
single watermarks, and all watermarks have to be present at once.

Regarding segmented watermarking, it divides the cover image into several partitions
and allocates each partition for a different watermark. Here, the number of divisions
limits the number of watermark signals to be embedded. Besides, when the number of
watermarks increases the size of each block decreases. Furthermore, the location of the
embedding partitions has to be opened to the embedding algorithm, and each embedding
algorithm has to know which partitions are already occupied. This type is one of the
most commonly used algorithms. In all cases, it must be confirmed that the embedded
watermark is not easily lost, and imperceptibility is also preserved [34, 51]. Recently,
integrating the genetic algorithm (GA) into a watermarking scheme to improve its
performance and effectiveness has received a great deal of attention among researchers
working in this field [35, 36].

1.1 Problem statement

Current multiple watermarking approaches were introduced lately only to be found that they
relied only on adding many watermarks in different bands or channels by means of a scaling
factor and embedding locations that are mainly defined by experts. This brought many
challenges in achieving a balance between security, robustness, and quality since each one
can be achieved at the expense of the other and combining them does not give the ideal result.
Attempting to attain the suitable trade-off between the previously mentioned requirements, this
work is constructed to dispense the opinion of experts by replacing it with intelligent multiple
watermarking schemes. However; this needed to bring certain facts about the image that
response to various attacks after doing minor changes in the image that does not lead to any
distortion or noise in the image which it’s a problem itself.
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1.2 Motivation of the work

Motivated by the challenges that are facing dual watermarking approaches and in order to cope
with them, in this paper, the aim is to introduce an intelligent dual watermarking scheme for
colour images that ensure the image can be used in a secure manner for copyright protection.
To accomplish such goal, a multi-purpose evolutionary algorithm is presented to optimize
additive embedding’s scaling factor with the purpose of enhancing embedding strength that
affects imperceptibility. Furthermore, it employs the same genetic algorithm with different
fitness function to find the optimal embedding locations to achieve robustness against different
types of attacks.

1.3 Novelty, contribution, and methodology

The novelty of the suggested model lies on the fusion of dual watermarks from re- and
segmented watermarking classes in which both of them is positioned in different locations for
easy extraction without affecting the perceptibility of the cover image and quality of the
extracted watermarks. The configuration parameters of the fusion process (scaling factor and
embedding locations) are semantically determined based on the features of both cover and
watermarks images. Aiming to fill the gap of the stationary scaling factor and embedding
locations inside existing dual image watermarking approaches, the proposed model adopts GA
to find the optimality of these issues that will enhance both of watermarking capacity and
imperceptibility in colour images.

To enhance the overall performance, the suggested system relies on (1) YCbCr colour space
that is employed in order to take advantage of the lower resolution capability of the human
visual system for colour with respect to luminosity. (2) Walsh Hadamard Transform (WHT)
that is used to secure dual watermarks. (3) Discrete Wavelet Transform (DWT) that is
exploited to enhance imperceptibility by highlighting the most important features appropriate
for embedding. (4) Singular Value Decomposition (SVD) that is engaged for matrix factori-
zation to obtain a smaller set of values which has maximum signal content (i.e., dimension
reduction to cope with embedding computational cost). Herein, the embedding is within the
different colour channels to increase the capacity and achieve multi-purpose watermarking
such as copyright protection and content integrity.

The rest of this paper is organized as follows: Section 2 describes some of the recent related
works. The detailed description of the proposed model has been made in Section 3. In
Section 4, the results and discussions on the dataset are given. Finally, the conclusion is
annotated in Section 5.

2 Literature review

Conventional single watermark systems are mainly aimed at accomplishing a single goal,
either for forgery detection or image copyright protection [36]. This limitation has resulted in
the introduction of multipurpose (multifunction watermarking) and multiple watermarking
algorithms. However, most of the recent studies have not indicated a clear distinction between
multipurpose and multiple watermark (or cocktail watermarking) algorithms [15, 33, 39, 52,
53]. In order to solve the dual watermarking problems described above, the authors in [46]
have suggested applying a de-interlacing process on the transformation sub-bands of host
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image according to its even and odd row pixel value. It focuses on the robustness,
imperceptibility, and capacity of the watermark in frequency domain against the unintentional
and the intentional signals/distortion at the expense of the original image which can be
modified due to piracy actions before embedding.

In recent years, swarm-based evolutionary algorithms have been received much attention
from researchers [44, 45]. For instance, the authors in [45] presented a novel multiple objective
optimized dual watermarking scheme for medical colour images. This approach integrated
both of LWT domain and dual optimization technique that combines firefly and bat algorithms.
The multiple objectives are perceptual quality, security, and robustness. Yet this method lacks
immunity to geometric attack and has very complex computational processes.

In a recent study [43], the authors explored the multipurpose watermarking to hide both
copyright and authentication information in the content of multiple watermarking. For this
purpose, a wavelet transformation based on texture properties and secret sharing using visual
cryptography is used. This scheme is highly robust, does not degrade the original signal, and
very efficient in terms of quality. This method lacks the ability to be implemented on colour
textures. Concurrently, in 2012, Liao [29] had examined other aspects of visual cryptography,
wavelet transformation domain, and YCbCr colour model required to assure the re-
watermarking concept in which all owners will have dual watermark authentication embedded
in a protected colour image, and the number of ownership can be increased without re-
computing.

Research reveals that all of the benefits of RGB color space are not attained as expected as
there are many challenges and risk in this color space that work as barriers in the success of the
RGB color space and make it more difficult to achieve expected benefits. To solve this
problem, the author in [32] produced a novel hybrid digital watermarking technique based
on the exploitation of both RGB and YCbCr colour spaces using spatial domain techniques.
This method possessed invisibility, robustness, security, capacity, and complexity characteris-
tics as opposed to the majority of methods which tend to focus only on invisibility and
robustness. Yet the image will not survive under compression attack and will lose its
commercial value in commercial images databases.

In another work, in 2013, Ouazzane et al. [38] highlighted the main concepts behind
multiple levels transformation-based multiple watermarking along with two complementary
directions: a “high-level”, and “low-level”. The authors analyzed the robustness and
imperceptibility of watermarks in high and low-frequency sub-band at first and second level
and find that second level is better than the first level in terms of robustness and
imperceptibility at the expense of embedding capacity, watermarked image quality, and
computational complexity. At present, wavelet and other frequency domain transformations
have become a cutting edge and promising approach in the field of multiple images
watermarking. For instance, the authors in [51] presented a proficient implementation of an
authorized dual image watermarking system based on discrete wavelet Transform for medical
data protection. It appears that by embedding both watermarks into one image, one could
achieve extremely high robustness properties in a secure manner concerning a large spectrum
of image processing operations.

The work in [15] suggested a new multiple watermarking approach in vector data rather
than raster data. Based on the characteristics of vector data, the multiple watermarks were
embedded additively in the cover data following additively rule. In the detection progress, the
additive watermarks were extracted, and then the contents of watermarks were detected on the
basis of correlation detection together with discriminant analysis. Since the embedding rule is
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additively in the paper, the suggested scheme requires the original data coordinates that require
extra space. In [53], a novel intelligent multiple watermarking techniques for integrity and
copyright protection for information present in the source document image is presented. The
sensitivity of the information content of a block is based on the homogeneity and relative
energy contribution parameters. The appropriate watermarking scheme is applied based on
sensitivity classification of the block. Although identifying each block sensitivity requires
more accurate classification approaches.

Some works have been done recently for multi-purpose watermarking of medical
images. For instance, the concept of signature watermark embedding using error-
correcting code is investigated in [5]. In this case, the medical image is divided into
two parts, namely Region of Interest (ROI) and Region of Non-Interest (RONI). The
reference watermark which is used to detect the authenticity of medical images (integrity
control) is embedded in the ROI image. Meanwhile, the signature watermark, which is
used for the authority of ownership (proprietary rights) is embedded in the RONI image
on the wavelet domain. This method reduced computational time at the expense of image
quality, even though it is good still not significant.

Although image dual watermarking has been studied for a few decades, there is still
room to make it more efficient and practical in real applications. According to the
aforementioned review, it can be found that past studies were primarily devoted to: (1)
devising different type of watermarking either multi-objective or multi-purpose
watermarking that employs the image information (color spaces, regional statistics,
salient image features, and image frequency domain), (2) Not addressing the issues
associated with the choice of appropriate scaling factor for embedding (manually adjust-
ed), and (3) Embedding locations are usually identified randomly or according to criteria
that do not consider image characteristics into account. However, to the best of our
knowledge, little attention has been paid to advising new optimal selection algorithm to
determine both of scaling factor and embedding locations and improving its efficiency in
the multi-watermarking algorithm as well.

3 The proposed dual watermarking model

This paper proposes a new method that combines both of the first and third watermarking
categories (Re-watermarking and segmented) that does not rely on supervised training for
determining pixel embedding locations. Furthermore, the original image is segmented into
several parts, and each watermark is embedded into the specific share. In this case, the
embedding process is based on two overlapped segmented areas, including color channels
and wavelet sub-bands. This interleaving makes it hard to know the embedding locations and
increases the efficiency of the watermark in facing various types of attacks. Besides, it takes
the human visual system into consideration by embedding in specific color channels. The main
diagram of the suggested hybrid dual watermarking is depicted in Fig. 1. The following
subsections describe in details the steps of the system.

3.1 Problem formulation

A basic dual watermarking scheme for digital image can be defined as a 4-tuple (I, W, E, D)
such that [29] [31, 34, 35, 37, 38, 43, 46]:
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– I, the image data space (original un-watermarked image data), which is a set of pixels with
value in the positive integers Z+ = {| a| ≥0 : a ∈ Z}. Each pixel is a set of coordinates, (x, y)
for 2D space. An element of image data space is called an image of a × b size for 2D

Fig. 1 The main diagram of the suggested system a Embedding process. b Extraction process
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space, a, b ∈ Z+ and x = {1, 2, 3...a}, andy = {1, 2, 3...b}.W ¼ w1;w2f g; Î ; I ; andeI are the
subsets of I, where:

– w1 ∈W is the set of image data used for first watermark generation and w1∩ I =φ;
– w2 ∈W is the set of image data used for second watermark generation and w2∩ I =φ;
– I is the set of watermarked image data;

– eI is the set of estimated original image data;
– ew1 is the set of estimated of first image watermark.
– ew2is the set of estimated of second image watermark.

– E is a function E : I �W→I that is used for watermarks embedding.

Fig. 1 (continued)
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– D is a functionD : I �W � ⊥→eI � ew1 � ewthat is used for watermark extraction, where
⊥ = {⊥1, ⊥2}indicates the embedding locations.

– The dual watermarks w1 and w2 are valid if and only if they are obtained from valid inputs

I ; ⊥
� �

using the valid first and second watermarks generation function W. Similarly, a

watermarked image, I is valid if and only if E I ;w1;w2ð Þ ¼ Ifor valid inputs, (I ×W).
More formally, we can define a digital image watermarking scheme to be complete, if the

following is true: for I, w1, w2 there exists eI ; ew1; ew2 where I≈eI ;w1≈ew1;w2≈ew2 such

thatD E I ;Wð Þ; I ;Wð Þð Þ ¼ eI ; ew1; ew2

� �
. Here, the symbol ‘≈’ denotes the perceptual sim-

ilarity between two images.

3.2 Watermarking embedding stage

Watermark embedding function considers where and how to embed the watermarks satisfying
various requirements of the cover images. An embedding function takes the dual watermarks,

w1, w2 and the original image data, I as input to output the watermarked image data, I . The
following steps are performed to embed two grayscale images as watermarks inside a color
RGB cover image.

Step 1: Converting into YCbCr Colour Space

The cover image is converted to YCbCr colour space as it is better to model the human colour
perception. This type of colour space allows more precise colour detectors to be created since
colour intensity is removed when viewing the Cr or Cb vectors [31] [32] . Herein, the
embedding is performed in Y, and Cb channels as the luminance channel represents the
intensity of the image; it is the ideal space for data hiding whenever tolerance against JPEG
compression and noise addition are the most important concerns; whereas the chrominance
channel, Cb channel has more ability to defeat various types of attacks compared to chromi-
nance space Cr [36].

Step 2: Securing Watermarks using WHT

The suggested model encrypts the watermarks to increase the security; so that it is difficult to
handle the watermarks even after being extracted by the attackers. Herein, the WHT is
employed because it contains only ±1, and no multiplications are required in the computation.
The advantages of Hadamard transform include that its elements are real, and its rows and
columns are orthogonal to each other [40]. The Hadamard matrix of m order is the (±1) matrix
with a size of m ×m, Hm satisfying the orthogonal condition:

HmHT
m¼HT

mHm¼mAm ð1Þ

where H is the Hadamard matrix, T is a transposition sign, Am is an identity matrix of m order
that represents the number of rows and columns in the watermark image (square image in our
case). One of the well-known Hadamard matrices is the Silvester matrix, which is a matrix of
order 2k and can be recursively generated as follows:
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H2k¼ H2k−1 H2k−1

H2k−1 −H2k−1

� �
;H1¼1;k¼1;2;…m; H−1

m ¼
H−1

m−1
1

2
H−1

m−1

H−1
m−1 −

1
2
H−1

m−1

2
64

3
75 ð2Þ

H2k is the watermark encrypted matrix, and H−1
m is the watermark decrypted matrix [40].

Step 3: Salient Features Extraction using DWT

DWT is more frequently used in digital image watermarking due to its excellent spatial
localization and multi-resolution techniques [38, 48]. The excellent spatial localization prop-
erty is very convenient to recognize the area in the cover image in which the watermarks are
embedded efficiently. DWT decomposes the image into four sub-bands (level 1); the LL sub-
band represents the coarse-scale of DWT coefficients while the other sub-bands LH, HL, and
HH represent the fine-scale of DWTcoefficients. In general, most of the image energy is found
at the LL sub-band and therefore, the embedding of the watermarks in other sub-bands may
degrade the quality of image [39]. Informal, the wavelet decomposition can be described as [5]
[30]:

φ j;kð Þ xð Þ¼2 j=2φ 2 jx−k
� � ð3Þ

ϕ j;kð Þ xð Þ¼2 j=2ϕ 2 jx−k
� � ð4Þ

φ xð Þ¼ ∑
N−1

k
gk

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2ϕ 2x−kð Þ

p
ð5Þ

ϕ xð Þ¼ ∑
N−1

k
hk

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2ϕ 2x−kð Þ

p
ð6Þ

WTLL¼ ∑
N−1

k
∑
N−1

p
h kð Þh pð ÞLL 2x−kð Þ j 2y−pð Þ j−1 ð7Þ

WTLH¼ ∑
N−1

k
∑
N−1

p
h kð Þg pð ÞLH 2x−kð Þ j 2y−pð Þ j−1 ð8Þ

WTHL¼ ∑
N−1

k
∑
N−1

p
g kð Þh pð ÞHL 2x−kð Þ j 2y−pð Þ j−1 ð9Þ

WTHH¼ ∑
N−1

k
∑
N−1

p
g kð Þg pð ÞHH 2x−kð Þ j 2y−pð Þ j−1 ð10Þ
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where φ is the wavelet function and j, k, and p are integers represent scale (wavelet’s width)
and dilate (vertical and horizontal positions) the wavelet function. The function Φ(x) is the
scaling function. h0, h1, , ..., hN − 1 are the low pass wavelet coefficients, and g0, g1, ..., gN − 1are
the high pass wavelet coefficients, and N is the number of vanishing moments. DWT is applied
on both the cover image in addition to the dual encrypted watermarks for the selected channels
only.

Step 4: Step 4: Dimension Reduction using SVD

SVD is a matrix decomposition to obtain a smaller set of values which has maximum signal
content from the derived wavelet coefficients [30]. These singular values represent the most
energy of the signal. Because of translation, scaling properties of SVD it can be used as a tool
to develop watermarking schemes [49]. The system applies SVD to the LL band for image
watermarks in which for a given two matrices WTLL;w1 ;WTLL;w2of size n × n, SVD operation
decomposes it to three different matrices U, S, and V such that [30, 49]:

WTLL;W¼USVT¼ ∑
n

i¼1
λiuivTi ; w1;w2∈Wð Þ ð11Þ

where ui ∈U and vi ∈ V are the left and right singular vectors respectively, S = diag (λi) is a
diagonal matrix of singular values λi, i = 1, ..., n. For applying SVD to the cover image, the
model divides each LL band of the selected channels into blocks of equal size to the LL band
of the watermarks. After that, the SVD is applied for each block resulting λI ;Bi for each color
channel. The number of vectors λI depends on the number of blocks B calculated by dividing
the size of LL band of the cover image on the size of the watermark. The rationale of using
SVD is that when a small perturbation is added to an image, the large variety of its singular
values of S matrix does not occur, furthermore, it represents intrinsic algebraic image proper-
ties [49].

Step 5: Determining Optimal Embedding Positions and Scaling Factor

In general, determining the scaling factor for additive watermarking to control the strength of
watermarks embedding is an important parameter to satisfy the perceptibility even when dual
watermarks are embedded. Furthermore, finding the paramount locations for the watermarks
embedding to achieve optimal robustness against various types of attacks represents an
essential requirement for watermarking schemes [35, 36, 48]. The strength of embedding
watermark and embedding locations are determined by utilizing the GA method to balance the
robustness and perceptual transparency requirements [48] [49].

Given the singular values for every block of the selected cover image’s color channels SI,Cb,

Bi, SI, Y, Bi and singular values of gray-scale watermark images Sw1 ; Sw2 ; the algorithm first
normalizes the singular values of the watermarks besides a random block, then the initial
scaling factor Ω for that random block is calculated by aggregating the watermarks vector
values Sw1 ; Sw2 and dividing them by the aggregated vector values in the block SI, Cb, Bi, SI, Y, Bi
[35, 36, 48]:

ΩI ;Cb;Bi¼ ∑r
1 Sw1k k

∑r
1 SI ;Cb;Bi

		 		 ;ΩI ;Y ;Bi¼ ∑r
1 Sw2k k

∑r
1 SI ;Y ;Bi

		 		 ð12Þ
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r is length of S = diag (λi); this initial value for the block is used to embed Sw1 in the
corresponding block of SI, Cb, Bi and Sw2 in SI, Cb, Bi using additive embedding. The rational
of using this type of embedding is that it gives better quality and less distortion as compared to
other embedding techniques in frequency domain [48] [49].

SI ;Cb;Bi¼SI;CbþΩI ;Cb;Bi � Sw1 ; SI;Y ;Bi¼SI ;YþΩI;Y ;Bi � Sw2 ð13Þ

SI ;Cb;Bi; SI ;Y ;Bi are the result of the embedding both watermarks respectively in the randomly

selected channel block. Then these modified singular values are combined with their left and
right singular vectors of that random block by employing inverse SVD to get the watermarked
LL band for each colour channel [49].

WT 0
LL;I ;Cb ¼ UI ;CbSI ;Cb;BiVT

I ;Cb; WT 0
LL;I ;Y ¼ UI ;Y SI ;Y ;BiVT

I ;Y ð14Þ

After that, each watermarked LL band is combined with the other unaltered bands to form the

watermarked colour channels Y
0
W ; and Cb

0
W . The three colour channels are then merged to get

the watermarked image in YCbCr colour space; that are converted to RGB colour space to get

watermarked image I [34, 36, 48].
Given the initial watermarked image, the next step is to optimize the embedding locations

by utilizing GA besides the optimal scaling factor given a specific objective function. In this
case, an instance of a GA-based dual watermarking optimization problem can be described in a
formal way as a four- tuple (P, Q, ζ, f) defined as [47, 49]:

& P is the solution space (initial population – a combination of 2n indexed blocks) where n
represent the number of bits needed to represent the block index. Each bit is signified as a
gene and every block is represented as a chromosome.

& Q is the feasibility predicate (different operators- selection, crossover, and mutation). The
crossover is the process of exchanging the parent’s genes to produce one or two offspring
that carry inherent genes from both parents to increase the diversity of the mutated
individuals. Herein, a single point crossover is employed because of its simplicity. The
purpose of mutation is to prevent falling into a locally optimal solution of the solved
problem; a uniform mutation is employed for its simple implementation. The selection
operator retains the best fitting chromosome of one generation and selects the fixed
numbers of parent chromosomes. Tournament selection is probably the most popular
selection method in the genetic algorithm due to its efficiency and simple implementation.

& ζis the set of feasible solutions (new generation populations). With these new generations,
the fittest chromosome will represent the best block of the cover’s LL band that gives the
optimal embedding location according to its index. This individual (block) will specify the
optimal scaling factor explicitly according to the block’s singular values.

& f is the objective function (fitness function). The individual that has higher fitness will win
to be added to the predicate operators mate. Herein, the fitness function is computed based
on PSNR value that shows the extent of distortion introduced to the original cover image
due to dual watermark insertion (transparency indicator) and NCC that specifies the degree
of similarity between original watermarks and extracted watermarks of each block in the
population for each generation (robustness indicator) [48].
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f Bi ¼ PSNRþ μ� NCCð Þ2 þ 1

1− PSNRþ μ� NCCð Þ ð15Þ

Bi is the block with index i, and μ is a weight used to make a balance between transparency
and robustness impact (μ= 1). The fitness parameters PSNR and NCC are calculated under
different type of attacks such as Gaussian noise, cropping, and geometric attacks. Algorithm 1
illustrates the pseudo code of the GA.

Algorithm 1: Genetic Algorithm Pseudo Code.

During the embedding process, cover image ID, size, and some values will be stored in the
database to be used later in the extraction process where the suggested system falls under the
semi-blindness category. These values include SI, Cb, Bi and SI, Y, Bi of the original cover image,
the embedding locations of both watermarks ⊥1, and ⊥2, the scaling factors used in the
embedding process for both watermarks ΩI, Y, Bi, and ΩI, Cb, Bi, U, V matrices, LH, HL, HH
sub-bands as additional data that are needed to fully extract the watermarks. As these matrices
are sparse (most of items are zeroes) in natural, they do not need a large storage space.

3.3 Dual Watermarks Extraction

Extraction process is done in a reverse way to the embedding process, which includes the
following steps [15, 29, 31, 33–35, 37–39, 43, 44, 46, 51–53]:

1- Given the watermarked image I , match its’ ID and size from the database to retrieve the
right GA parameters that are needed in the extraction process. Then the watermarked

image I is transformed from RGB colour space to YCbCr colour space.
2- Separate YCbCr colour space into its basic channels and select both of Y and Cb channels

for extraction process.
3- Apply DWT for both channels to obtain LL bands WTLL, Y, and WTLL, Cb.
4- Divide theWTLL, Y, andWTLL,Cb of the selected channels into blocks (the number of blocks

was stored in the database) of equal size to the LL band of the watermarks’ WTLL, W.
5- Determine the watermarks’ locations ⊥1, and ⊥2 according to the values stored in the

database (block number).
6- SVD is applied to the located blocks that contain the watermarks’ coefficients to obtain

SI ;Cb;Bi; SI ;Y ;Bi that contain the singular values of the watermarks.
7- Retrieve the singular values of the dual watermarks’Sw1 ; and Sw2 , then combining them

with U and V vectors given from the database to get the LL band of each watermark W
TLL;w1 ; andWTLL;w2 . These matrices are extracted given both of SI, Cb, Bi and SI, Y, Bi that are
previously stored in the database.
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Sw1 ¼
SI ;Cb;Bi−SI ;Cb;Bi

ΩI ;Cb;Bi
; Sw2 ¼

SI ;Y ;Bi−SI ;Y ;Bi
ΩI ;Y ;Bi

ð16Þ

8- Given WTLL;w1 ; andWTLL;w2 from the previous step, these bands are combined with their
other three unaltered bands of the watermarks given from the database using inverse DWT
to get the encoded watermarks (dual watermarks):

HW kð Þ ¼ ∑
∞

−∞

�
WTHH þ 1 kð Þg −xþ 2kð Þ

� �
þ WTLL þ 1 kð Þh −xþ 2kð Þð Þ ð17Þ

where HW represent the encoded watermarks.

9- To acquire the dual watermarks, an inverse WHT is applied to acquire the watermarks ew1

and ew2.

4 Experimental results

Experiments were conducted on a benchmark colour image dataset [42] as illustrated
in Fig. 2. It is important to test an image watermarking software on many different
images and for fair comparison the same set of sample images should always be used.
Pictures can be interesting from the signal processing point of view: textured/smooth
areas, size, synthetic, straight edges, sharp, blur, brightness/contrast, etc. They should
also cover a broad range of contents and types. The database is divided into volumes
based on the basic character of the pictures. Images in each volume are of various
sizes such as 512 × 512 pixels, or 1024 × 1024 pixels. All images are 8 bits/pixel for
black and white images, 24 bits/pixel for colour images. The following volumes are
currently utilized that includes textures, aerials, miscellaneous, sequences. All images
in the database are currently stored in PNG format. In this case, the images that are
used as watermarks are converted to grey-scale version. In this paper, the suggested
intelligent dual watermarking scheme that relies on genetic algorithms has been tested
with several test images were each cover image has been tested at different sizes with
different GA parameters to perceive the influence of these parameters on the model
performance.

The suggested model has been implemented in MATLAB (R2015a) based on image
processing and optimization toolboxes; running on a laptop computer (DELL 3000 Series)
with the following specifications: Processor: Intel (R), Core (TM) i5 CPU, 5200 U @
2.20 GHz (4CPUs) 2.20 GHz, RAM: 8 GB with Microsoft windows 10 Single language as
running 64-bit operating system. PSNR (Peak Signal to Noise Ratio), and NCC (Normal
Correlation Coefficient) were employed as criteria for performance evaluation. PSNR value
shows the degree of alteration introduced to the original host image due to watermark insertion
and NCC specifies the degree of resemblance between original watermark and extracted
watermark [29, 46].
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Fig. 2 Samples of Covers and Watermarks Dataset

Table 1 Genetic Algorithm Parameters

Encoding Style Binary Coding

Generation Number (GN) Ranging from (5-50)
Population Size (PS) Ranging from (5-50)
Crossover Rate 0.7
Type of Crossover Single Point Crossover
Mutation Rate 0.3
Type of Mutation Uniform Mutation
Selection Type Tournament Selection
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PSNR ¼ 2552

1

mn
∑m

i¼1∑
n
j¼1 I x;yð Þ−I x;yð Þ

� �2

2
64

3
75 ð18Þ

where I(x, y) represent the original cover image, and I x;yð Þ represent the watermarked image.

NCC ¼ ∑m
1 ∑n

1 W m;nð ÞW m;nð Þffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
∑m

1 ∑n
1 W

2
m;nð Þ ∑

m
1 ∑n

1 W
2

m;nð Þ

r ð19Þ

where W(m, n) represent the original watermark, and W x;yð Þ represent the extracted watermark.

Table 2 Watermarked Image Experimental Result

Host Image Watermarks Watermarked Image PSNR

51.9496

Table 3 Effect of Crossover and Mutation Rate of GA on Watermarking Imperceptibility

Host Image Size 1024 × 1024 PSNR Size 512 × 512 PSNR

GN PS GN PS

5 5 51.6957 5 5 51.9152
10 51.7170 10 51.9225
20 51.7650 20 51.9400
50 51.7425 50 51.9233

10 5 51.6349 10 5 51.9109
10 51.6923 10 51.9225
20 51.7650 20 51.9400
50 51.7425 50 51.9233

20 5 51.6349 20 5 51.9218
10 51.6923 10 51.9496
20 51.7650 20 51.9400
50 51.7425 50 51.9233

50 5 51.8039 50 5 51.9360
10 51.6923 10 51.9496
20 51.7650 20 51.9429
50 51.7425 50 51.9233
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Table 1 shows GA parameters that were taken for optimizing the suggested multiple
watermarking scheme. It is clearly observed from Table 2 that the suggested system is
imperceptible (subjective criteria).

4.1 Imperceptibility (quality) analysis- the effect of GA parameters

The first set of experiments was performed to show how the quality of the suggested model in
terms of imperceptibility depends on GA parameters that includes Generation Number (GN),
and Population Size (PS). The experiment was applied on Lena cover image with different
sizes. Table 3 shows that the smaller the cover image’s size, the better PSNR result is acquired.

Table 4 Effect of Embedding Process in the Different Color Channels in Terms of PSNR

Host Image Y Channel Cb Channel Cr Channel

Airplane 52.105 52.330 52.068
Pepper 52.007 51.795 51.509
Tulip 51.930 51.895 51.878
Lena 51.277 51.844 51.135
Mandrill 51.657 51.778 51.352

Table 5 Dual Watermarking model Performance Evaluation with and without GA in Terms of PSNR (host
image quality)

Host Image without GA with GA

(512 512)
Scaling Factor

(Trial and Error)
PSNR

Scaling Factor1

(Optimized)

Scaling 

Factor2

(Optimized)

PSNR

0.01 40.0174

0.0037 0.0032 51.94960.02 34.4952

0.03 31.4351

0.01 41.4195

0.0037 0.0035 51.97620.02 37.7022

0.03 35.3538

0.01 40.0800

0.0036 0.0038 52.16540.02 34.5613

0.03 31.3722

0.01 35.0239

0.0035 0.0039 51.77240.02 30.6110

0.03 29.5612

0.01 35.8318

0.0037 0.0037 52.10860.02 33.3917

0.03 31.4669

0.01 34.4034

0.0040 0.0047 51.66660.02 31.5886

0.03 28.8729

0.01 35.6912

0.0039 0.0040 52.17260.02 32.6490

0.03 31.6139
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On average, an increasing of 0.3% PSNR was obtained by reducing the cover image to half
size. One possible explanation for this result is that smaller size is associated with smaller
search space; so that GA can acquire optimal solution [21]. It is also clear from the Table that
the increase in population size has a limited effect on number of optimal solution in terms of
PSNR when the number of generations is constant. There is an increase with approximately
0.02 with each increase of 5 for the size of the population. Regarding the effect of the number
of generations on the convergence to the optimal solution; in spite of the fact that the more the
number of generations, the more diversity of the population and therefore the chances of
obtaining a better solution are high. There is no significant increase in the PSNR values when
generation number increases. One possible explanation of this result is that, populations
diversity often is stabilized after a certain generation, in the sense that solution with high
fitness are obtained from the previous generations.

4.2 Imperceptibility analysis- the effect of colour channels

The second set of experiments was conducted to show how the PSNR values of the suggested
model depend on the embedding in different colour channels in order to determine the most

Table 6 Dual Watermarking Model Performance Evaluation with and without GA in Terms of NCC (water-
marks quality)

Host Image

(512 512)

without GA with GA

Scaling 

Factor

(Trial and 
Error)

NCC1 NCC2
Scaling Factor1

(Optimized)

Scaling Factor2

(Optimized)
NCC1 NCC2

0.01 0.4757 0.5846

0.0037 0.0032 0.9999 0.99890.02 0.4505 0.5844

0.03 0.4425 0.5837

0.01 0.4270 0.6656

0.0037 0.0035 0.9979 0.99490.02 0.4265 0.6640

0.03 0.4258 0.6633

0.01 0.4270 0.5995

0.0036 0.0038 0.9939 0.99880.02 0.4268 0.5987

0.03 0.4263 0.5983

0.01 0.4295 0.5279

0.0035 0.0039 0.9969 0.99680.02 0.4283 0.5272

0.03 0.4278 0.5260

0.01 0.4943 0.5304

0.0037 0.0037 0.9959 0.99940.02 0.4938 0.5296

0.03 0.4931 0.5278

0.01 0.6061 0.5275

0.0040 0.0047 0.9990 0.99920.02 0.6053 0.5268

0.03 0.6032 0.5257

0.01 0.6344 0.5435

0.0039 0.0040 0.9988 0.99900.02 0.6332 0.5423

0.03 0.6312 0.5408
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suitable colour channels for the embedding process. It can be inferred from Table 4 that higher
PSNR values are achieved in both of Y and Cb colour channels. For all test images, PSNR
values are good and greater than the accepted ratio 30 and the differences between these values
are small and negligible. One explanation of this result is that most of the visible information is
in the Y channel (carry the intensity value of the pixel) and human eyes tolerate both lower
spatial resolution and more aggressive quantization in the Cb and Cr channels that contains
colour information of the pixel. Of course, the difference in the nature of the images in terms of
degrees of colour leads to the preference of a colour channel over the other in the embedding.
The proposed model depends on the color channels that achieve the highest PSNR in the
embedding of dual watermarks. As stated in [5], the non-uniform colour spaces such as YCbCr

colour space indeed provide a large amount of perceptual redundancy for embedding high-
strength watermarking signals which can survive various attacks.

4.3 Imperceptibility analysis- the role of GA

The third set of experiments was implemented to illustrate the difference between embedding
the watermarks at random locations with constant scaling factor that is identified by experts
and the use of GA in the suggested model to find the optimality of these issues. As shown in
Tables 5 and 6, the use of GA to find the optimal values of both scaling factor and embedding
locations gives superiority results in terms of PSNR as compared with random values. Herein,
the objective function comprises both of PSNR and NCC as a criteria to select the search
space. The use of both PSNR and NCC achieve optimal quality in terms of imperceptibility by
reducing the difference in pixels values between the cover image and the watermarked image.
The use of GA improved the model performance in terms of PSNR and 30% for Lena image,
25% for Mandrill image. The average improvement in terms of image quality through
employing GA for embedding is around 39%. This difference in PSNR values is due to the
different contents of the image according to their colour characteristics. For watermarks quality
in terms of NCC, utilizing GA improves the performance by average 60% in case of selecting
embedding factors randomly. All GAs demand some compose of recombination, as this permit

Table 7 Comparison Results between Different Dual Watermarking approaches in Terms of PSNR and NCC
without Attacks

Images (512 × 512) N. Mohananthini approach [34] C. Kumar et al.
approach [54]

Proposed Dual
Watermarking System

Successive (re-)
Watermarking

Segmented
Watermarking

Segmented
Watermarking

Hybrid Watermarking
(Successive and
Segmented)

PSNR NCC1

NCC2

PSNR NCC1

NCC2

PSNR NCC1 NCC2 PSNR NCC1 NCC2

Lena 37.9677 1 39.9373 1 N/A N/A N/A 51.9496 0.9999 0.9989
Mandrill 38.0453 1 40.0432 1 35.52 0.9990 0.9513 51.9762 0.9979 0.9949
Pepper 38.0328 1 40.0338 1 N/A N/A N/A 52.1654 0.9939 0.9988
Airplane 37.2668 1 39.6659 1 N/A N/A N/A 52.0803 0.9959 0.9994
Barbara 37.9993 1 39.9893 1 30.81 0.9999 0.9548 51.7115 0.9969 0.9987
Apple 37.9982 1 39.9983 1 N/A N/A N/A 51.666 0.9990 0.9992
Boat 37.6514 1 39.6411 1 33.68 0.9999 0.9548 51.1578 0.9988 0.9990
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Table 8 PSNRValues for Multiple Watermarking Techniques under Different Attacks with different host images

Attacks Images N. Mohananthini Approach [34] S. Vaidya
Approach [50]

Proposed Model

Successive
watermarking

Segmented
watermarking

Segmented
Watermarking

Hybrid watermarking
(successive and segmented)

PSNR PSNR PSNR PSNR

Salt and
Pepper
noise

Lena 21.3882 21.3710 N/A 21.5771
Mandrill N/A N/A N/A 21.5635
Pepper N/A N/A N/A 21.4882

Gaussian
Noise

Lena 21.2456 21.2425 20.10 21.2801
Mandrill N/A N/A 20.15 21.2755
Pepper N/A N/A 20.75 21.2701

Speckle
Noise

Lena 28.6274 28.9107 27.88 28.9747
Mandrill N/A N/A 27.80 28.8923
Pepper N/A N/A 27.10 28.8726

Cropping Lena 18.7839 18.8023 N/A 19.1883
Mandrill N/A N/A N/A 19.0726
Pepper N/A N/A N/A 19.0788

Rotation Lena 9.8067 8.5919 8.53 9.8419
Mandrill N/A N/A 8.02 9.7362
Pepper N/A N/A 8.45 9.6928

JPEG
Compres-
sion

Lena 37.4234 37.7035 N/A 37.8427
Mandrill N/A N/A N/A 37.8324
Pepper N/A N/A N/A 37.8316

Sharpening Lena 25.3802 23.9824 N/A 34.9838
Mandrill N/A N/A N/A 34.8942
Pepper N/A N/A N/A 34.8625

Salt and Pepper Noise 

at density of 3%

Gaussian Noise of 

variance of 3%
Rotation at 60 

Degree

Sharp Attack Compression with 

Quality Factor of 20%

Cropping 7% of the 

Watermarked Image

Fig. 3 Common Attacks
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the ingenuity of new solutions that have, by virtue of their parent’s success, a higher
probability of showing a good performance. In GA, diversification tries to explore the search
space more efficiently by generating solutions with higher diversity. This diversity is achieved
by discovering the search space (solutions) that have highest objective function.

Table 9 NCC Values for Multiple Watermarking Techniques under Different Attacks with different host
images 512 × 512

Attacks Images N. Mohananthini Approach
S. Vaidya 

Approach 
Proposed Model

[36] [35]

Successive 

watermarking

Segmented 

watermarking

Segmented 

Watermarking

Hybrid watermarking 

(successive and segmented)

NCC1 NCC2 NCC1 NCC2 NCC1, 2 NCC1 NCC2

Salt and 

pepper noise

Lena 0.8120 0.9918 0.8856 0.9978 0.9678

0.9977 0.9900

Mandrill N/A N/A N/A N/A 0.9687 0.9981 0.9974

Pepper N/A N/A N/A N/A 0.9688 0.9986 0.9980

Gaussian 

noise

Lena 0.7891 0.9906 0.8769 0.9743 0.9676

0.9570 0.9338

Mandrill N/A N/A N/A N/A 0.9638 0.9598 0.9583

Pepper N/A N/A N/A N/A 0.9654 0.9592 0.9583

Cropping

Lena 0.3360 0.9970 0.3833 0.3441 N/A

0.8869 0.9509

Mandrill N/A N/A N/A N/A N/A 0.8852 0.9626

Pepper N/A N/A N/A N/A N/A 0.8717 0.9618

Rotation

Lena 0.1364 0.9736 0.1240 0.1187 0.9652

0.4117 0.6323

Mandrill N/A N/A N/A N/A 0.9661 0.4536 0.6882

Pepper N/A N/A N/A N/A 0.9668 0.4673 0.68715

JPEG 

compression

Lena 1 0.9652 1 1 N/A

0.9747 0.9568

Mandrill N/A N/A N/A N/A N/A 0.9867 0.9634

Pepper N/A N/A N/A N/A N/A 0.9688 0.9587

Sharpening

Lena 0.8000 1 0.9078 0.9655 N/A

0.9096 0.9998

Mandrill N/A N/A N/A N/A N/A 0.9388 0.9998

Pepper N/A N/A N/A N/A N/A 0.9478 0.9999
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4.4 Imperceptibility analysis- comparative study

The fourth set of experiments was performed to compare the imperceptibility performance
(with attacks) of the suggested dual hybrid watermarking system (successive and segmented)
that employs GA to find the optimal embedding locations and scaling factors with related dual
watermarking approaches that includes (1) N. Mohananthini approach [34] in which dual
watermarking technique for both successive and segmented watermarking is applied separately
based on image salient features extracted from DWT – SVD. This approach employed GA to
find optimal scaling factor only. (2) S. Vaidya approach [50] in which dual watermarking
technique for successive watermarking only is applied based on DWT-SVD for determining
embedding locations. Finally (3) C. Kumar et al. approach [26] in which dual watermarking
technique for segmented watermarking only is applied based on Non-Subsampled Contourlet
Transform for determining embedding locations. As shown in Table 7, the proposed dual
watermark approach achieves 37.1% improvement in terms of PSNR (cover image quality)
compared to the other approaches that outperform in many cases with a very small ratio in
terms of NCC (watermark quality) as compared with suggested model.

One possible explanation for this improvement is that the merge of the two watermarking
techniques yields a solution to the issue of watermarks interference with each other. Further-
more, the suggested model is based on embedding the watermarks in the most suitable
locations with optimal scaling factors, which is not presented in the other models that
determines the optimal scaling factor only. However, the overlap between different embedding
techniques as in the proposed model may cause some problems in locations’ determination for
watermarks extraction process; this may happen in simple cases which consequently decreases
the NCC percentage. The other approaches relies on utilizing one watermarking technique to
apply the dual watermarking, that embed watermarks in spaced locations without considering
the quality of the host image.

4.5 Attacks Analysis

The fifth set of experiments was implemented to validate the robustness of the suggested
model against different types of attacks. Different types of attacks as shown in Fig. 3
were implemented on the watermarked image. Tables 8 and 9 summarize the results in

Table 10 Statistical Inferences for NCC Values for the watermarks Images

Hybrid Watermarking (Successive and Segmented)

without GA with GA

Extracted
Watermark1

Extracted
Watermark2

Extracted
Watermark1

Extracted
Watermark2

Sample Mean 0.4956 0.5675 0.8766 0.9223
Sample Variance 0.0183 0.0083 0.0375 0.0145
Sample Size 7 7 7 7
Calculated Value of

t
- 0.0152 - 0.0312

Table Value of t 1.895 1.895
Result of

Hypothesis
H0 H0
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terms of PSNR for the watermarked image and NCC for the watermarks for both the
suggested model and the comparative approaches. The results confirm that the robustness
of proposed model is superior to the existing methods for different cases with improve-
ment of about 0.8% in terms of PSNR. The results also clarified that the rotation attack
has achieved the least PSNR value as it changes the pixels’ locations and consequently
loss the synchronization between the original watermarks’ locations and the stored
locations in the database. Whereas, the JPEG compression attack has achieved the
highest PSNR value as this type of attack is usually applied to the high-frequency
components, on the contrary the proposed model embeds the dual watermarks in the
low-frequency components; so that this attack has no significant impact on the quality of
the watermarked image and the watermarks. In common, simple attacks like noises
attempt to damage the embedded watermark by manipulations of the whole watermarked
data (host data plus watermark) without an attempt to identify and isolate the watermark.
From Table 9, as expected, the comparative approaches outperform with a very small
ratio (0.8%) in terms of NCC (watermark quality) for different type of attacks as
compared with suggested model. This is due to problems in locations’ determination
for watermarks extraction process; interference between embedding processes. The
difference in the NCC values for the extracted watermarks form the same cover image
is due to the nature of the characteristics of the image. Note that the correlation ratio
between the extracted watermarks and the original ones is high in the presence of attacks
because the suggested model determines the embedding parameters based on a fitness
function that relies on NCC, which compare between the quality of the image before and
after attacks in order to select the best parameters able to stand against attacks.

4.6 Statistical analysis

The following set of experiments was performed to determine the statistical inferences
that are carried out for the multiple watermarking techniques with and without genetic
algorithm. Table 10 gives the statistical inferences for the NCC values from the results
given in Table 6 and Table 9 for different attacks, while Table 11 gives the statistical
inferences for the PSNR values from the results given in Table 5 and Table 8 for different
attacks. In this case, H0 represents the hypothesis that the multiple watermarking
techniques with genetic algorithm is better and H1 represents the hypothesis that the
multiple watermarking techniques without genetic algorithm is better. From Table 10 and
Table 11, it is observed that the calculated value is less than the t table value at 5% level
of significance; so the proposed model accept the H0 and it is concluded that the multiple
watermarking techniques with genetic algorithm is found to be better. The improvement
resulting from the use of GA is due to the GA ability to balance between the exploitation
and the exploration to optima the best values of scaling factor and embedding locations
[33] [52]. Exploitation means that given a reasonable solution, the algorithm will keep
refining that solution until it reaches a local optimum. While the exploration means that
the algorithm will attempt to achieve a good coverage of the search space, so that it will
not eventually find just any local optimum, but a good local optimum, ideally one that is
close to the global optimum. However, it cannot be equated these two notions with the
crossover and mutation functions. Both have effects that work towards both exploitation
and exploration. The choice of which genes die and which get to reproduce also has a
large influence on this balance.
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4.7 Time complexity analysis

The last set of experiments was conducted to evaluate the complexity of the suggested model. Time
complexity analysis is a part of computational complexity theory that is used to describe an algorithm’s
use of computational resources; in most cases, the worst case running time expressed as a function of
its input using big-O notation [15]. As the proposed system was built using Matlab, which in turn
depends on calling many built-in functions, therefore, it is difficult to extract the big-O, herein; time
was used as a measurement to evaluate the complexity of the system. As shown in Table 12, more
processing time is needed for the suggested model as compared to the successive watermarking by
19.38%. More specifically, the suggested model takes about 2.654468 s for the embedding process
and takes about 0.678911 s for the extraction process; thus, the time of extraction process is roughly
equivalent to one fifth of the time of embedding process. In general, this relatively large time in the
embedding process represents the offline phase of the proposed model. Consequently, the proposed
model is applicable in real-time applications. A possible explanation is that the suggested model relies
on a hybrid watermarking technique, unlike the other approaches that relies on embedding multiple
watermarking based on single technique. This extra time has been used to improve the efficiency of
the proposed model in terms of robustness against the attacks and imperceptibility.

4.8 Limitation of the suggested model

In general, the application of the proposed dual watermarking model faces some constraints that
includes (1) the segmentation operation is built using square sized images, (2) the watermarks
are grey scale images for simple embedding, finally (3) extra memory space are needed to store
some information that are used in the extraction process as the suggested model is semi-blind.

5 Conclusion

The design of suitable dual watermark embedding involves multiple criteria and specifications.
Finding suitable embedding locations and optimal embedding strength are, therefore, not a

Table 11 Statistical Inferences for PSNR Values for Lena Cover Image

Hybrid Watermarking (Successive and Segmented)

without GA with GA

Sample Mean 21.1496 24.8126
Sample Variance 6.8571 7.5714
Sample Size 7 7
Calculated Value of t - 0.5013
Table Value of t 1.895
Result of Hypothesis H0

Table 12 Average Time Consumed for the Whole System Performance in Seconds

Time in Seconds N. Mohananthini Approach [34] Proposed Model
Successive Watermarking Segmented Watermarking Hybrid Watermarking
2.792121 7.503938 3.333379
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simple task. In recent times, the merging of optimization techniques with the image
watermarking scheme to improve its performance and effectiveness in different areas has
received considerable attention among researchers working in this field. Inspired by the
challenges that faced the dual image watermarking and in order to deal with it, in this paper,
a novel model has been established to produce an intelligent dual watermarking scheme for
colour images that guarantee the possibility of protecting the rights of ownership and publi-
cation and to be used effectively in different applications, that take into account the image
quality. Herein, multi-purpose genetic algorithm is utilized to optimize watermarking embed-
ding parameters to achieve robustness and imperceptibility.

The suggested model achieves high capacity (Payload). Studying the capacity of the image
can show us the limit of watermark information that would be embedded and at the same time
satisfying the imperceptibility and robustness. The main two issues of complexity are the
speed of embedding and detection, and the number of embedders and detectors; the suggested
model has low complexity. The proposed model has been evaluated using benchmark images.
The results confirmed the capability of the proposed model in terms of robustness and
imperceptibility. Utilizing genetic algorithm achieves 23% improvement in terms of peak
signal to noise ratio compared to the traditional non-optimized dual watermarking methods. To
set a plan for future works, the suggested model can be upgraded to exploit other color spaces
that could improve the performance such as YUV, and CMYK. More features can be
investigated in order to enhance the performance of the dual watermarking schemes by
combining the DWT with other transforms. Furthermore, GA can be replaced with another
appropriate optimization method to fine tuning watermarking embedding parameters. Finally,
link the proposed model to the modern applications of e-business such as Blockchain.
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