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Abstract

Images are one of the most prominently used digital information sharing medium now a days.
Due to availability of state-of-the-art image editing tools it has become very easy to forge an
image. Among various types of image forgeries, copy-move (region-duplication) forgery cases
are emerging very frequently. In copy-move image forgery one or more regions of an image
are replicated within the same image. In this paper, a new robust copy-move image forgery
detection technique is proposed using Gaussian-Hermite Moments (GHM). The proposed
technique divides the input image into overlapping blocks of fixed size and then the Gaussian-
Hermite moments are extracted for each block. The matching of similar blocks is done by
sorting all the features lexicographically. The experimental results show that the proposed
technique can locate the copy-move forged regions in a forged image very accurately. The
proposed technique shows promising results in the presence of various post-processing
operations scaling, blurring, color reduction, adjustment of brightness, rotation, and JPEG
compression.

Keywords Gaussian-Hermite moments - Image forgery - Image forgery detection - Copy-move
forgery - Key-point - Passive forgery detection - Post-processing - Tampering detection

1 Introduction

The image editing tools are developed with the intention of helping the human society.
However, some ill intentioned people misuse these tools by manipulating the digital images
for wrong motives. The manipulation of digital images to change their semantic meaning is
known as digital image forgery. In the last few years several image forgery detection
techniques have been proposed by researchers. These techniques can be broadly classified
as: active and passive image forgery detection techniques. In active image forgery detection
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techniques, some prior information about the image (such as digital watermarking and digital
signature) is required to detect the image forgery. However, the passive or blind image forgery
detection techniques detect the forgery based on the changes in the intrinsic features of the
image without any prior information. It is not very difficult to comprehend that active forgery
detection techniques are becoming less practical as Internet is flooded with spurious images for
which it is almost impossible to have some prior information. Hence, the passive forgery
detection techniques are most appropriate way to identify the image forgery in real life
scenarios. The passive forgery detection methods are broadly classified into four ways [4,
42]: copy-move forgery detection, image splicing detection, retouching detection and re-
sampling detection. The copy-move image forgery is done by replicating a part of the image
on the other location of the same image. In general, there may be two motives for
such forgeries: one is to hide the some suspicious objects such as gun etc. by pasting
the other object or part from the same image; second is to replicate the objects, such
as in many instances fake crowd is created by region replication in the image. The
latest multimedia tools provide ease of editing the digital images. An expert forger can create a
forged image where it becomes almost impossible to differentiate between a fake and authentic
image just by seeing the image with human eyes. The researchers have suggested various
techniques to detect forgery in images.

Existing passive region-duplication forgery detection techniques can be grouped into two
broad classes namely keypoint-based and block-based techniques. The keypoints in an image
are defined as the high entropy distinctive local features used to describe an image. In the
keypoint-based copy-move forgery detection, keypoints of the input image are extracted using
various techniques like SIFT [2, 30], SURF [46], and Harris corner detector [12, 54]. Then the
forgery is detected by matching similar keypoints using a suitable matching techniques such as
nearest neighbor search and clustering based matching etc. The block-based detection tech-
niques are the alternative to the keypoint based detection techniques which split the whole
image into overlapping or non-overlapping sub-images (blocks). Each block is represented
using a suitable transform. Finally the detection of forged or genuine image is done on the
basis of some feature matching technique. The selection of appropriate feature extraction
technique determines the robustness and detection accuracy of the forgery detection technique.
The computational time of the detection technique also depends on the type and number of
features extracted per block. In the literature, several feature extraction techniques have been
proposed which include Discrete Cosine Transform (DCT) [1], Singular Value Decomposition
(SVD) [53], geometric moments [23, 32, 35], Fast Walsh-Hadamard Transform (FWHT) [48],
Fourier-Mellin Transform (FMT) [55] etc.

The main contributions of this paper are: Firstly, this paper analyzed and summarized the
various issues with the existing copy-move forgery detection techniques. To deal with these
issues a novel technique to detect copy-move forgery is proposed based on Gaussian-Hermite
moments. Secondly, Gaussian-Hermite moments are used to represent each block in the image.
The rotation and scale invariance properties make GHM, a promising feature extraction tool for
copy-move forgery detection. To the best of our knowledge, this is the first time when Gaussian
-Hermite moments are applied in the area of digital image forensics. Thirdly, morphological
operations are utilized in an innovative way such that the proposed method is able to detect
forgery in very small regions (upto 16 pixels), at the same time overall accuracy also improved
significantly. Finally, the robustness and detection accuracy of the proposed technique is
exhibited by conducting a number of experiments on three popular image datasets. The results
of the proposed technique are compared with the available forgery detection techniques.
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The organization of rest of the paper is as follows: Section 2 presents related work in this
field. Introduction to Gaussian-Hermite Moment is presented in section 3. Detailed description
about the proposed technique is given in section 4. Section 5 describes the experimental
results. The work is concluded in the section 6.

2 Related work

Over the past few years, several researchers have shown their keen interest toward image
forensics [29]. First time, Fridrich et al. [17] introduced a block-based copy-move image
forgery detection technique. This technique extracts features of each overlapped block using
discrete cosine transform (DCT). These features are lexicographically sorted and similarity is
matched using Euclidean distance. This technique was not able to detect duplicated image
regions when regions are rotated or scaled before pasting. Later several authors also employed
DCT with various transforms and matching techniques to improve the detection accuracy and
reduce computation time [27]. Another DCT based image forgery detection technique was
suggested by Luo et al. [25], in which blocks are divided further into four sub-blocks. The
kernel principal component analysis (KPCA) and discrete wavelet transform (DWT) are taken
together as a feature to detect copy-move image forgery [6]. Multi-scale analysis and voting
processes are taken into consideration by Silva et al. [38], in their approach of image forgery
detection. Ardizzone et al. [5] developed a copy-move image forgery detection approach based
on matching triangles. Cozzolino et al. [15] described a robust image region duplication
detection technique by employing dense-field techniques and Zernike moments.

Pun et al. [34] introduced a technique to detect image forgery by merging keypoint features
and block-based features. Lee et al. [21] suggested a new copy-move image forgery detection
technique based on histogram of orientated gradients. Giirbiiz et al. [18] introduced an
approach for copy-move image forgery detection using circular projection. A copy-move
forgery detection technique was given by Zandi et al. [52], based on interest point detector.
Zhu et al. in [56] introduced a copy-move forgery detection technique that employs scaled
ORB with RANSAC algorithm. A multi-level dense descriptor (MLDD) based copy-move
image forgery detection algorithm was given by Bi et al. in [9]. The super-pixel content based
adaptive feature point detector are used by Wang et al. [44] to detect the duplication forgery in
digital image. Tralic et al. [41] combined cellular automata (CA) and local binary patterns
(LBP) to detect copy-move image forgery. By employing polar complex exponential transform
(PCET) moments features, Hosny et al. [19] introduced a copy-move image forgery detection
technique. In this technique, initially objects are enclosed in bounding boxes, and then each
such sub-image is matched with remaining sub-images. In this technique, the time required to
detect image forgery reduced significantly. This technique was robust against common post-
processing operations. In [20] an algorithm to detect copy-move image forgery has been given
by combining region and texture features. The local bidirectional coherency error refinement
based copy-move forgery detection technique was introduced by Bi et al. [8]. In this technique,
image tampering is detected on the basis of stability of iteratively calculated feature corre-
spondences. By employing discrete analytic Fourier—Mellin transform and Weber Local
Descriptor, Pun et al. [33] introduced a copy-move image forgery detection technique. They
used Locality-Sensitive Hashing (LSH) as a matching tool in this technique.

After reviewing several papers main limitations of existing copy-move forgery detection
techniques are summarized as: (1) higher computational complexity [43]; (2) less accuracy
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when a small region is copy-moved; (3) sometimes keypoint-based techniques fail to differ-
entiate between duplicated regions vs. naturally identical regions; (4) keypoint-based tech-
niques are less accurate in locating the shapes and sizes of duplicated regions; (5) most of the
block-based methods can detect forgery within scaling factors [91% -109%] only.

This paper proposes a new robust region-duplication image forgery detection technique that
can overcome the above mentioned issues. On the basis of a number of experiments it is
demonstrated that the proposed technique is very effective while detecting the copy-move image
forgery (including multiple copy-move forgery cases). The proposed technique is able to detect
copy-move image forgery in the presence of common post-processing operations: blurring,
contrast adjustment, noise addition, color reduction, brightness change and JPEG compression.
The experiments performed at pixel level indicate that the proposed technique can identify copy-
move image forgery with high accuracy. More specifically, the proposed technique shows good
image forgery detection results even if duplicated regions are very small (upto 16 pixels). Apart
from these, promising results are also obtained by the proposed technique while detecting the
copy-move image forgery in case, copied region is resized or rotated significantly before pasting
it.

3 The Gaussian-Hermite moments

The Gaussian-Hermite Moments (GHM) are the set of moments whose basis are the Gaussian-
Hermite polynomials. The concept of GHM was introduced by J. Shen in 1997 [36]. GHM has
been used in 3D face recognition [7], moving object recognition [45], and license plate character
recognition [26] etc. In [47], Yang et al. exhibited the rotation and translation invariant properties
of the GHM. Recently Yang et al. [49] showed experimentally that the GHM can be utilized for
representing scale invariant features of any image. GHM can be used as a robust tool to extract
features from the image which are rotation, translation and scale invariant in nature. These three
invariant properties are the basic requirements for any reliable copy-move forgery detection
technique. This is because, frequently used geometric transforms in typical copy-move forgeries
include translation, rotation and scaling, i.e. in copy-move forgery, copied part either is simply
translated without any geometric transformation (generally known as plain copy-move forgery) or
translated after rotating or scaling. Along with rotation, translation and scale invariant properties,
GHM are also having following favorable properties: (1) GHM are more robust tool for feature
representation as compared to Legendre and discrete Tchebichef moments, due to better distribution
of zero-crossings in GHM [47]; (2) less sensitive to the noise due to Gaussian smoothing effect [36].

3.1 The Hermite polynomial

The Hermite polynomial of p degree is defined as:

p X2 dp ,XZ
Hy(x) = (1)e” e (1)
Eq. (1) can be expressed in the series form as:
5 (_l)kP! p—2k
HP (X) - Zk:o k’(p—Zk)’ (Zx) (2)
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Hermite polynomials follow the orthogonal property corresponding to the weight function

2
X .

e
ﬁweﬂ‘sz(x)Hq(x)dx = 2Pply/Tidpq (3)
where 8, is the Kronecker delta and is defined as:
6y {L& 4)
0;  otherwise

The orthonormal form of the Hermite polynomial is:
-1
A, (x) = (2Ppty/m) 2e(™)/2 Hy (x) (5)
which also maintains the orthonormal property:
IZ A, (x) Ay (x)dx = 8, (6)

To adjust the scale of Hermite polynomials, substitute the value of x by x/o in Eq. (5):
L 02
B (2) = ptvm) e ) 1, (2) (7)
o o

where o is the scale parameter or standard deviation of the Gaussian envelop. Eq. (7)
represents the generalized orthonormal Hermite polynomials which is commonly known as
Gaussian-Hermite polynomial.

3.2 The Gaussian-Hermite moments

The 2D Gaussian-Hermite moments of order (p,q) p, q € Z is obtained by taking 2D Gaussian-
Hermite polynomials as a basis functions as follows:

tpg = 10,11y (5) g () axdy (8)

where I(x,y) is the intensity function of a digital image. The image can be reconstructed by
using the GHM of order (0,0) to (n,n) as:

X y
0, 3) = Xp-o X ottpall (5) 14 () (9)
The translation invariance can be achieved by shifting the Gaussian-Hermite polynomials from
the coordinate origin to the centroid of the image. The rotation and scale invariants of the
GHM can be obtained using Yang’s theorem [49].

4 Proposed image forgery detection technique

This section describes the complete mechanism of the proposed copy-move image forgery
detection technique. As mentioned earlier, copy-move forgery involves replication of some
parts of the image within the same image. Hence, some kind of correlation is present between
the duplicated regions. Most of the forgery detection algorithms take this correlation as a basis
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for forgery detection. When replication of the region is done without any post-processing or
geometric transformation (known as plain copy-move forgery), then high similarity is exhib-
ited between copy and pasted regions. Therefore, plain copy-move forgery can be detected
casily; however expert forger may perform some post-processing operations on the copied
regions such as noise addition, color reduction, retouching, blurring, contrast enhancement and
JPEG compression in order to make forgery more realistic. At the same time, some kind of
geometric transformation such as scaling, rotation and distortion also can be applied during or
after the creation of the image forgery. The presence of these post-processing operations and
geometric transformations make the image forgery detection very much challenging. In the
proposed technique, features of an image are represented using robust GHM. Then the
extracted features are lexicographically sorted. After that sorted features are matched using
threshold based Euclidian distance. RANdom SAmple Consensus (RANSAC) algorithm [16]
and morphological opening operations are used for filtering the outliers. Each of the step of the
proposed technique is described in subsequent section 4.1 through section 4.6.

4.1 Computational complexity reduction using pre-processing

To reduce the computational complexity, most common pre-processing step is the conversion
of RGB image to the grayscale image using:

Y =0.299R + 0.587G + 0.114B (10)

where color components corresponding to red, green and blue are represented by R, G and B
respectively.

4.2 Splitting the input image into overlapping blocks

The input image is divided into overlapped blocks (small sub-images) of size b X b pixels.
Therefore, total of (m—b+ 1) % (n-b+ 1) blocks are obtained from an image of size m xn
pixels. The proper selection of block size determines the computational complexity of the
technique and smallest detectable regions. If the input image is divided into very small block
size then the total number of blocks becomes large, hence more time required to process the
image; however in this case copy-move image forgery with very small duplicated regions can
be detected. Conversely, large block size reduces the computational complexity in general; but
small duplicated image regions may remain undetected.

4.3 Obtaining Gaussian-Hermite moments from a block

Feature extraction is a crucial step in any copy-move forgery detection technique. The
selection of better feature extraction technique determines the detection accuracy of the
copy-move forgery detection technique. In the proposed technique, three Gaussian-Hermite
moments of order 1, order 3 and order 5 are extracted from each block. The proposed
technique uses odd order Gaussian-Hermite moments because more information is represented
using the odd order moments [51].

Each block is represented using a feature vector of size three. Hence the total numbers of
such feature vectors are equal to the number of blocks in the image. All the feature vectors are
then stored in the matrix form as:
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Vi
v
V3

(11)

V(m=b+1)x(n=b+1)

where vy, 13, 13, ... Vgn—p+1)x(n—b+1) are feature vectors each of size three.
4.4 Feature matching (searching of similar blocks)

As discussed earlier, some sort of correlation exists between the duplicated regions in the
forged image. Even after applying the common post-processing operations the correlation
cannot be disturbed completely. Therefore, it is possible to detect such duplicated regions by
using suitable feature matching algorithm. First of all, feature vector matrix M obtained using
Eq. (11) is lexicographically sorted to arrange all the rows in lexicographic order. Due to
lexicographical sorting similar rows become adjacent. Therefore it becomes computationally
efficient to find similar features, as feature vectors with similar characteristic are located
adjacent to each other in the sorted feature vector matrix M. The Euclidian distance is
computed between two feature vectors x and y as follows:

D(x,y) = \/3¥ o (x,) (12)

where N is the number of GHM calculated per block (we have considered N=3 for all the
experiments). Since neighboring blocks will produce similar GHM, therefore, these blocks
should not be considered as copy-move blocks. To filter out such neighboring blocks, actual
distance between two blocks is computed using Eq. (13).

A=/ (i) + (j-1) (13)

where (i,j) and (k,]) are the co-ordinates of two blocks B; ; and By ; in the image.

Two blocks are considered similar if D(x,y) < Similarity Threshold and A >
Distance _Threshold; where Similarity Threshold and Distance_Threshold are two thresholds
whose values are set on the basis of experiments.

4.5 Removal of falsely matched blocks

The set of matching features obtained based on the value of Similarity Threshold and
Distance Threshold may contain falsely matched features which surely affect the detection
accuracy. Hence, to remove outliers the mutual coordinate positions of each matching block
pairs are considered.

The regions are identified as copy-pasted only when certain number
(Frequency Threshold) of matching block pairs with same mutual positions are detected.
However, mutual position based outlier removing technique is not suitable for copy-move
forgery in which copied region is resized or rotated before pasting. To make the proposed
technique robust against rotation and scaling transformations, RANSAC algorithm is also
employed. RANSAC algorithm [16] is used to estimate the affine transformations between
duplicated regions in order to filter the outlier (falsely matched features) from the inliers
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(correctly matched features). The estimated transformation associated with maximum number
of inliers is selected after performing certain number of iterations. The proposed technique
empirically uses the number of iteration as 1000 and threshold value as 0.5, as this parameter
combination produces best performance.

4.6 Post-processing of detection result

The results obtained after applying RANSAC algorithm are considered as final matching
blocks. The matching blocks are then marked with two different colors to locate the exact
forgery in the image. However, located regions may contain some isolated pixels or holes due
to the effect of post-processing operations applied on the image. To fill these small holes
surrounded by group of pixels and to discard the isolated pixels, the proposed technique uses
morphological opening operation which is dilation followed by erosion. The complete flow-
chart of the proposed technique is depicted in Fig. 1.

5 Experimental results
The proposed technique is tested using MATLAB using various datasets.
5.1 Image datasets used and performance evaluation parameters

The proposed technique has been tested using three popular image datasets; GRIP [15],
CoMoFoD [39] and CMF dataset [5]. The reason behind the selection of these datasets is that
all these datasets contain the ground truth images corresponding to each forged image, as
ground truth images are required to evaluate the performance at pixel level. The image size is
768 x 1024 pixels in both GRIP and CMF dataset; however the size of each image is 512 x 512
pixels in CoMoFoD dataset.

The GRIP dataset is composed of 80 true color primary images saved in PNG
format. In GRIP dataset, the smallest copied region is of about 4000 pixels, whereas,
the size of largest copied region is 50,000 pixels. Figure 2 shows sample images from
GRIP dataset. The second dataset is CoMoFoD that includes 200 primary images
captured with different views and sites such as nature, buildings, parking areas, city
etc. with different backgrounds such as grass, sky, walls, roads, floors, roofs etc. These
200 images are categorized into five groups: (1) 40 forged images are created by
applying simple translation (2) 40 forged images are created by rotating the copied
regions with different angles (3) 40 images are tampered by scaling the copied region
before pasting (4) fourth set of images is created by distorting the copied regions before
pasting (5) last set of 40 images are the combinations of two or more geometric
transformations. Six post-processing operations (color reduction, JPEG compression,
noise addition, image blurring, brightness change, and contrast adjustments) are also
applied on each of the image. Therefore, by considering all the five transformations and
six post-processing operations, there are total 10,400 images in the CoMoFoD dataset.
The size of smallest copy-pasted region is 360 pixels (0.14% of total image
size),whereas the largest copy-pasted region comprises 1037 pixels (14.32% of total
image size).
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Input image to be checked for forgery

RGB to grayscale conve

Divide grayscale image into overlapped blocks

Feature extraction using Gaussian-Hermite moment

Sort all the feature vectors lexicographically

Find similar blocks using Similarity threshold

Number of
No forgery detected matching blocks
-Threshold value

No

Forgery detec

Mark duplicate regions and create binary map

Output image Forgery detection map ~ Alss

Fig. 1 Flowchart of the proposed technique

The effectiveness of the proposed technique is evaluated based on parameters which are
commonly employed by several authors ([13, 34]) for evaluating the copy-move forgery
detection technique. These evaluation parameters are; precision, recall and F-measure

(Eq.(14)-(16)):
TP

Precision P = —— 14
T+ F, (14)
T
Recall R=—~L— 15
i (15)
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(a) (b) (c)
Fig. 2 GRIP dataset (top row: forgery in smooth region; bottom row forgery in texture region): (a) Original
image (b) Forged image (¢) Ground truth image

2PR

F—measure F =
. P1R

(16)
where,

T, is the true positive and defined as the total number of images that are correctly detected as

forged. At pixel level, 7, is defined as the total number of pixels that are correctly

detected as forged.

is the false positive and defined as the total number of original images that are mistakenly

identified as forged. At pixel level, F/, is defined as the number of original pixels that are

mistakenly identified as forged.

F, s the false negative and defined as the total number of forged images that have
erroneously not identified. At pixel level, F), is defined as the total number of forged
pixels that are erroneously missed.

(2) (b) © (d)

Fig. 3 Detection results of the proposed technique in the presence of plain copy-move image forgery with copied
regions of various shapes and sizes
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Table 1 Detection results of the proposed technique in the presence of plain copy-move image forgery (including
multiple forgeries)

CoMoFoD Dataset GRIP dataset CMF Dataset

(A) Results at image level

P(®) R (%) F-measure (%) P (%) R (%) F-measure (%) P (%) R (%) F-measure (%)
100 100 100 100 100 100 100 100 100
(B) Results at pixel level

P(%) R (%) F-measure(%) P (%) R (%) F-measure (%) P (%) R (%) F-measure (%)
9544  95.67  95.55 97.99  98.11 98.05 98.06 92.07 9497

Higher values of these three parameters indicate the better performance of the detection
technique.

5.2 Experimental results of the proposed technique

The evaluation of the proposed copy-move forgery detection technique is carried out at
two different levels; at image level and at pixel level. The performance evaluation at
image level is merely to evaluate the ability of whether the image is original or forged,
and the performance evaluation at pixel level is carried out to check the ability of
locating or marking the size and shape of the copy-pasted image regions. It is obvious
that performance evaluation at pixel level is possible only when ground truth images
are available along with the tampered images. The image level and pixel level exper-
iments have been performed on the CoMoFoD, GRIP, and CMF datasets. The set of
experiments are performed by considering all possible post-processing and geometric
transformations.

5.2.1 Performance evaluation of the proposed technique under plain copy-move
(translation duplication) image forgery

In the plain copy-move image forgery some part of the image is copied and pasted
without applying any geometric transformation. The detection results of the proposed
technique in presence of plain copy-move forgery are shown in Fig. 3. For image level
experiments, 80 forged images and 80 original images are considered from GRIP

(@) (b) (©) )

Fig. 4 Detection results of the proposed technique in the presence of multiple copy-move image forgeries: (a),
(b) forgery where one copied region pasted at two separate locations; (c) three regions copied and pasted at three
different locations; (d) two regions are replicated at two separate locations
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Table 2 Image forgery detection results of the proposed technique in the presence of image blurring (CoMoFoD
dataset)

Averaging filter size At image level At pixel level

P (%) R (%) F-measure (%) Average P (%) Average R (%) Average F-measure (%)

3x3 100 100 100 98.28 87.24 92.43
5x5 100 100 100 98.09 78.95 87.49
7x7 97.56 100  98.76 96.00 70.71 81.44

dataset. We have also performed image level experiments on CMF dataset by consid-
ering all 50 original and all 50 forged images from the dataset. All 40 images
numbered from 001 F to 040 F are taken from CoMoFoD dataset for pixel level
evaluation. The detection results are shown in Table 1. The proposed technique
obtained 100% F-measure value at image level on all three datasets viz. CoMoFoD,
GRIP, and CMF datasets (Table 1A), whereas at pixel level the obtained values of F-
measures are 95.55%, 98.05%, and 94.97% on CoMoFoD, GRIP, and CMF datasets
respectively (Table 1B). By performing a series of experiments the threshold values are
set as: Block size=4, Similarity Threshold= 0.000001, Distance Threshold =4 and
Frequency Threshold= 80.

5.2.2 Performance evaluation of the proposed technique in the presence of multiple
copy-move (multiple translation duplication) image forgery detection

Multiple copy-move forgery can be created in two different manners; in first type, one region of
the image is copied and then pasted multiple times at various places within the image (Figs. 4a,b);
in second type, more than one regions are copied and pasted at various locations within the image
(Figs. 4c, d). The experimental results on a set of images taken from CoMoFoD dataset show the
robustness of the proposed technique while dealing with multiple image forgeries.

5.2.3 Performance evaluation of the proposed technique when image is post processed
with averaging filters (blurring)

To measure the detection accuracy of the proposed technique in the presence of blurring effect, a
set of 120 images (numbered from 001_F IB1 to 040 F IB3) is considered from the CoMoFoD

@ (b) © (d)

Fig. 5 Image forgery detection results in blurred images: (a) Original image (b) Forged image after post-
processing using 7 x 7 averaging filter (¢) Ground truth image (d) Detection result of the proposed technique
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()
20
! =

Fig. 6 Image forgery detection results in the presence of brightness change: (a) Original image, (b) Forged image
after post-processing using brightness change [0.01, 0.8], (¢) Ground truth image, (d) Detection result of the
proposed technique

(2) (b)

dataset. These images are post-processed by three types of averaging filters of size 3 x 3,5 x 5 and
7 x 7. The image forgery detection results of the proposed technique are shown in Table 2 and
Fig. 5. By performing a series of experiments the threshold values are set as: Block size =8,
Similarity _Threshold = 0.00000001, Distance_Threshold =4 and Frequency Threshold = 80.

5.2.4 Performance evaluation of the proposed technique under brightness change

The evaluation of the performance of the proposed technique in the presence of brightness
change post-processing operation is carried out by taking 120 images (numbered from
001_F BC1 to 040 _F BC3) from the CoMoFoD dataset. Brightness change in the range
[0.01, 0.95] does not make much visual difference. However, brightness change in the range
[0.01, 0.8] produces much brighter image. Visual detection results of the proposed technique in
the presence of changed brightness by [0.01, 0.8] is shown in Fig. 6. Table 3 shows the
detection results of the proposed technique with different changes in brightness. It can be
observed that the performance of proposed technique is not much affected by the changes in
the brightness. Hence the proposed technique is robust against brightness change. By
performing a series of experiments the threshold values are set as: Block size=06,
Similarity Threshold = 0.000001, Distance Threshold =4 and Frequency Threshold = 80.

5.2.5 Performance evaluation of the proposed technique against color reduction
(CoMoFoD dataset)

To evaluate the proposed technique in the case of color reduction, the experiments are carried
out by considering 120 images (numbered from 001 F CR1 to 040 F CR3) from CoMoFoD

Table 3 Image forgery detection results with different alterations in brightness (CoMoFoD dataset)

Range of brightness change At image level At pixel level
P(%) R F-measure Average Average Average
(%) (%) P (%) R (%) F-measure
(%)
[0.01, 0.95] 100 100 100 93.25 94.25 93.75
[0.01, 0.9] 100 100 100 91.67 93.56 92.61
[0.01, 0.8] 97.56 100 98.76 90.04 90.76 90.40
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& o Bl +°

Fig. 7 Image forgery detection results with image color reduction: (a) Original image (b) Forged image after
post-processed using color reduction, intensity levels per each color channel by 128 (¢) Ground truth image (d)
Detection result of the proposed technique

dataset. Image forgery detection results obtained with reduced color are shown in Fig. 7. Image
forgery detection results in Table 4 show that the proposed technique works well even when
colors are reduced significantly. By performing a series of experiments the threshold values are
set as: Block size =6, Similarity_Threshold= 0.000001, Distance Threshold =4 and
Frequency Threshold = 80.

5.2.6 Performance evaluation of the proposed algorithm against contrast adjustment
(CoMoFoD dataset)

The proposed technique is evaluated for image forgery detection against contrast adjustment
by considering 120 images (numbered from 001 F CAl to 040 F CA3) from CoMoFoD
dataset. Visual results with image that have been contrast adjusted are shown in Fig. 8. Image
forgery detection results in Table 5 show that the proposed technique is robust against contrast
adjustment. By performing a series of experiments, the threshold values are set as:
Block _size=3, Similarity_Threshold= 0.000001, Distance_ Threshold =4 and
Frequency Threshold = 80.

5.3 Performance evaluation of the proposed technique in the presence of JPEG
compressions and additive noise

The experiments were also carried out to evaluate the performance of the proposed
technique in the presence of additive white Gaussian noise and JPEG compression.
Most of the images available over the Internet and social media are in the JPEG format.
The JPEG compression uses the lossy compression mechanism; that makes the forgery

Table 4 Results of the proposed technique with various level of color reduction in image (CoMoFoD dataset)

Number of colors per channel At image level At pixel level

P (%) R (%) F-measure (%) Average Average R (%) Average

P (%) F-measure (%)
32 100 100 100 95.07 92.73 93.89
64 100 100 100 94.69 92.64 93.65
128 100 100 100 95.00 92.70 93.84
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(b) (©) (d)

Fig. 8 Image forgery detection results when contrast of the forged image is adjusted as post-processing: (a)
Original image (b) Forged image after post-processing using contrast adjustment with [0.01, 0.8] (¢) Ground truth
image (d) Detection result of the proposed technique

detection more challenging. Further, it becomes more difficult to detect forgery when
image is stored in the lower quality (JPEG quality factor less than 70%) of the JPEG
format. Similarly, adding Gaussian noise also deteriorates the quality of the image that
creates the problem in forgery detection. To reduce the effect of noise and data loss
introduced by JPEG compression; the input image is smoothed by Gaussian filter. Then
the proposed copy-move forgery detection technique is applied on the image. The
proposed technique is able to detect the forgery in JPEG and noisy images. Experi-
mentally, the parameters are set as Block size=4, Similarity Threshold= 10 and
Distance_Threshold = 4.

5.4 Performance evaluation of the proposed technique in the presence of scaling
and rotation

The rotation and scaling are two commonly applied geometric transformations in the
copy-move forgery. The performance of the proposed technique is evaluated on the
own dataset. We have created a dataset of 50 PNG forged images each of size 200 x
200 pixels using Microsoft Paint software, the forgery is created by applying the
scaling (70% to 150%) on the copied region before pasting on the other part of the
same image. Figure 9 shows the detection results that prove the robustness of the
proposed technique. Proposed technique can detect copy-move forgery even when
region is scaled-down upto 80% and scaled-up upto 140% of its original size. Exper-
imentally, the parameters are set as Block size=4, Similarity Threshold= 10 and
Distance_Threshold = 4.

Table 5 Image forgery detection results of the proposed technique under various conditions of contrast
adjustments (CoMoFoD dataset)

Contrast range At image level At pixel level

P (%) R (%) F-measure (%) AverageP (%) AverageR (%) Average F-measure (%)

[0.01,0.95] 100 100 100 95.31 95.80 95.55
[0.01, 0.9] 100 100 100 95.00 95.80 95.40
[0.01, 0.8] 100 100 100 94.54 95.82 95.18
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(a) 80% (b) 90% (c) 110%

(d) 120% (e) 130 % (f) 140%

Fig. 9 Image forgery detection results of the proposed technique under various scaling transformations

(a) 90° rotation (b) - 90°(270°) rotation (c) 180° rotation

() (e) ®

Fig. 10 Image forgery detection results of the proposed technique in the presence of rotation transformations: (a),
(b), (c) are forged images; (d), (e) and (f) are respective forgery detection results of the proposed technique
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Table 6 Comparison of forgery

detection results under plain Technique F-measure (%)
copy-move forgery at image level
on GRIP dataset Amerini et al. [3] 67.72
Cozzolino et al. [14] 94.85
Bravo et al. [11] 95.81
Cozzolino et al. [15] 95.92
Bi etal. [10] 92.77
Yang et al. [50] 89.52
Bi et al. [8] 96.63
Proposed technique 100

To estimate the robustness of the proposed technique in the presence of rotation
transformation separate experiments were performed on a set of images that are created
by tampering with the rotations of 90°, 270° and 180°. The experimental results (Fig.10)
show that the proposed technique can detect the copy-move image forgery while regions
are rotated before pasting it onto other location in the image. The parameters are set as:
Block_size =4, Similarity_Threshold = 10 and Distance_Threshold = 4, empirically.

5.5 Performance comparison of the proposed technique with existing techniques

In this section the proposed technique is compared with the available copy-move
forgery detection techniques. A number of researchers have evaluated their copy-
move forgery detection techniques on the GRIP dataset. Hence, we have selected GRIP
dataset to compare the performance of the proposed technique with existing techniques
at image level. As mentioned in Table 1A the proposed technique achieves; P=100%,
R =100%, and F-measure =100%. Table 6 shows the comparative results in terms of F-
measure along with seven copy-move forgery detection techniques viz. Amerini et al.
[3], Cozzolino et al. [14], Bravo et al. [11], Cozzolino et al. [15], Bi et al. [10], Yang
et al. [50], and Bi et al. [8]. Results in Table 6 show that the proposed technique is
superior in comparison to other techniques. Furthermore, it can be observed that the
proposed technique achieves 100% F-measure, indicating that the technique is very
accurate while detecting forgery.

Table 7 Comparison of forgery detection results under plain copy-move forgery at pixel level on CoMoFoD
dataset

Technique Feature used F-measure(%)
Tralic et al. [40] Cellular automata 94.28
Fridrich et al. [17] DCT 92.72
Ryu et al. [35] Zernike 90.36
Popescu et al. [31] PCA 77.15
Shivakumar et al. [37] SURF 71.81
Silva et al. [38] Multi-scale analysis 54.93
Liu et al. [24] Convolutional kernel network 52.46
Li et al. [22] Segmentation-based 47.98
Manu et al. [28] Affine transformation property 7727
Proposed technique Guassian Hermite Moments 95.55
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Fig. 11 Visual comparison of image forgery detection results: (a) Forged images (b) Ground truth images (c) Li
et al. [22] (d) Silva et al. [38] (e) Liu et al. [24] (f) Fridrich et al. [17] (g) Ryu et al. [35] (h)Proposed technique
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Table 8 Average CPU-time (in seconds) taken by the proposed technique

Average image size

512 x 512 pixels 768 x 1024 pixels

CPU-time (in seconds) 57.79 148.64

The identification of forged or original image is one of the aspects of any forgery
detection technique. However, many practical situations require exact shape and size of
the duplicated regions. In order to examine forgery locating capability of the proposed
technique, different set of experiments (described in section 5.2.1 through 5.2.6) were
carried out on the images taken from CoMoFoD dataset. The results at pixel level are
compared with nine copy-move forgery detection techniques viz. Tralic et al. [40],
Fridrich et al. [17], Ryu et al. [35], Popescu et al. [31], Shivakumar et al. [37], Silva
et al. [38], Liu et al. [24], Li et al. [22], and Manu et al. [28]. Table 7 shows the
comparative results at pixel level on CoMoFoD dataset.

From Table 7 it can be observed that the proposed technique outperforms referenced
copy-move forgery detection techniques. Figure 11 shows the visual forgery detection
results of the proposed technique along with the results of techniques of Silva et al.
[38], Liu et al. [24], Li et al. [22], and Fridrich et al. [17], and Ryu et al. [35]. These
results also show that the proposed technique can mark the forged regions with better
accuracy as compared to other copy-move forgery detection techniques. Table 8 shows
the average CPU-time taken by the proposed technique to process images of various
sizes. The proposed technique is simulated using MATLAB R2016a on a computer with
8 GB RAM.

6 Conclusion

In this paper a technique is proposed to detect and locate the copy-move forgery in digital
images. The proposed technique employs Gaussian-Hermite moments to extract the image
features. The Gaussian-Hermite moments are moments whose bases are Gaussian-Hermite
polynomials. Experimental results show that the proposed technique can detect copy-move
forgery with almost 100% accuracy. Furthermore, it is also shown that the proposed technique
can locate the copy-pasted regions very accurately. The values of average F-measure at pixel
level are also very high. Experimental results show that the proposed technique outperforms
other referenced techniques at image level as well as at pixel level. Furthermore, the proposed
technique is able to detect forgery when copied region is scaled by any factor within the range
of [80% -140%]. The proposed technique can also detect very small (upto 16 pixels) copy-
pasted region.
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