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Abstract

Secure data transmission over the public channels have high impact and increasingly important
due to theft and manipulation in contents. The requirement of public/ private organizations to
develop an efficient scheme to provide security to their contents. We developed a digital
contents encryption scheme based Armold scrambling and Lucas series, which is very simple
to implement but almost impossible to breach in this article. We perform encryption at standard
images by using Lucas series at different iterations of scrambled images of Arnold transform.
Numerical simulation analyses performed to analyze the efficiency and effectiveness of the
projected structure.

Keywords Arnold scrambling - Lucas encryption - Data security - Diffie-Hellman algorithm

1 Introduction

The existing digital world become a global village due to fast expansion of internet. The access
of digital contents from any part of digitally advanced world is quite easy. But there are several
circumstances in daily existence, when it is significant to hide the actual contents of secret
information transmitted over an insecure line of communication. Many traditional
cryptosystems are utilized to perform these tasks in order to secure the confidential information
[47]. Digital contents such as documents, images, audio and videos files are transmitted over
insecure communication medium. This easiness sure added comfort in our daily live but on the
other side it creates a massive threat to our secret information. The faith of nationals highly
depends upon their secret information that has to be covered from eavesdropper. The
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confidentially of information can be achieved through encryption process. The modern block
ciphers utilized the idea of substitution-permutation network (SP-Network) which is one of the
fundamental aspect while designing strong encryption algorithm. The SP-network fundamen-
tally utilized notions of confusion and diffusion. In quantitative sense, confusion can be
achieved through substitution cipher whereas diffusion can be achieved through permutation
[9, 14, 15, 33, 38, 41, 47, 55, 56].

The terms diffusion and confusion were acquainted by Claude Shannon with catch the two
fundamental structure hinders for any cryptographic framework. Shannon’s concern was to prevent
cryptanalysis dependent on statistical security examination. Each block cipher algorithm includes a
change of a block of plaintext into a block of ciphertext, where the change relies upon the key. The
designing of diffusion looks to make the measurable connection between the plaintext and
ciphertext as unpredictable as conceivable so as to foil endeavour’s to conclude the key. Confusion
tries to make the connection between the measurements of the ciphertext and the estimation of the
encryption key as mind boggling as could be allowed, again to impede endeavours to find the key.

In this manner, diffusion and confusion in catching the quintessence of the ideal properties of a
block ciphers that they have turned into the foundation of present day modern block ciphers.
Structuring an encryption strategy utilizes both of the standards of confusion and diffusion.
Diffusion implies that the procedure definitely changes information from the contribution to the
yield, for instance, by interpreting the information through a non-straight table made from the key.
We have bunches of approaches to turn around straight block ciphers, so the more non-direct it is
the more investigation instruments it breaks. Diffusion implies that changing a single character of
the info will change numerous characters of the yield [3-6, 26, 29, 42, 43, 57, 60, 61].

In order to achieve the good quality confusion, substitution boxes were utilized in literature
[26, 29]. The construction of S-boxes with optimal characteristic is one of the most interesting
problems in cryptography. Different types of mathematical structures for instance Galois field,
Galois ring, chaos theory and optimization techniques were utilized to construct a confusion
component of modern block ciphers [23-25, 28, 58, 59]. Moreover, diffusion can also be
achieved through different chaotic systems.

Decent diffusion process distributes those patterns widely through the output, and if there
are several patterns making it through they scramble each other. This makes patterns vastly
harder to spot, and massively upsurges the quantity of data to analyse to break the cipher. In
recent research in the field of chaos and especially on systems with complex (chaotic)
behaviour have showed potential applications in various fields including healthcare, medicine
and defence. The special characteristics, such as sensitivity to initial conditions, randomness,
probability and ergodicity make chaos mapping as a potential candidate to analyse security
issues. Chaotic maps and cryptographic algorithms have some similar properties: both are
sensitive to tiny changes in initial conditions and parameters; both have random like behav-
iours; and cryptographic algorithms shuffles and diffuse data by rounds of encryption, while
chaotic maps spread a small region of data over the entire phase space via iterations. The only
difference in this regard is that encryption operations are defined on finite sets of integers while
chaos is defined on real numbers. Integrating chaotic systems into a block cipher utilizes
chaotic properties rapidly to scramble and diffuse data. Two general principles that guide the
design of block ciphers are diffusion and confusion. These two principles are closely related to
the mixing and ergodicity properties of chaotic maps [34, 51-54]. The chaotic systems can be
classified into two broader branches namely discrete dynamical systems and continuous
chaotic systems. The discrete dynamical systems use discrete iterative maps whereas contin-
uous chaotic systems use differential equations. In literature researchers utilized one
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dimensional, two dimensional and three dimensional chaotic iterative maps and their different
combinations in order to add confusion and diffusion capabilities in modern block ciphers. The
development of new chaotic systems for modern block ciphers is one of the unavoidable area
of research [17-29, 32, 35, 36, 38-49]

In this regard, a Russian mathematician Vladimir Igorevich Arold proposed a new two
dimensional map based on continuous automorphism on the torus (CAT) in 1960’s. A
complete chaotic system can be constructed by utilizing Arnold cat transformation. By
randomization in digital image can be achieved by utilizing the repeated applications of
Arnold cat map which randomized the order of pixels. The repeated iteration of CAT map
enough number of times, produced the actual image which shows the periodic nature and
occurrence of fixed points [8]. The periodicity of CAT transformation attracted researchers
interest. Keating et al., discussed the periodicity and approximate solution of Arnold transfor-
mation with the help of number theory and probabilistic approach at infinity [17]. Dyson and
Falk solved the period problem of Armold map and determined the upper bound of periodicity
[13]. Then after several image encryption schemes were developed based on Arnold map. W.
Chen et al., proposed am encryption scheme based on inference technique and Arnold
transformation [12]. Zhengjun Lie et al., combined Armold transform with discrete cosine
transforms to propose a technique for color image encryption [36]. Ali Soleymani et al.,
devised an encryption scheme by combining Amold transform and Henon chaotic map [44].
A. Q Alhamad proposed optical encryption technique based on double phase encoder and
Arnold transform for color image confidentiality [16]. Recently, Majid Khan utilized Fourier
series in order to encryption an image [22]. Different types of series were developed and
utilized in diverse image encryption techniques. Among them Lucas and Fibonacci series most
famous for image encryption. Minati M. et al., projected an encryption scheme based on Lucas
and Fibonacci series with quite handsome security features [37].

An efficient image encryption scheme with Arnold transform and Lucas series is proposed
here, which resist the statistical analyses, known and chosen plain text attacks. In this article,
we have scrambled different images of data base [50] by changing the iteration process and
perform encryption on scrambled images using Lucas series. The number of iterations selected
by key known to sender and receiver using Diffie Hellman algorithm. Section 2 of this article
is about some preliminaries which demonstrate the Diffie Hellman algorithm, Arnold trans-
form and Lucas series. The designed algorithm and its implementation is presented in section
3. Performance and security analyses discussed in detail in section 4 and concluding remarks
given in section 5.

2 Preliminaries

This section fundamentally demonstrated some basic concepts of Diffie-Hellman algorithm,
Arnold transform and Lucas series which will be used in different sections of this article. We
have analyzed the scrambled images with different iterations decided by Diffie-Hellman
algorithm in section 2.2.

2.1 Exchange of keys

This algorithm provides securely exchanging secrets over a public channel, i.e., establish
common secret over an insecure line of communication. The common key refers the number of
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iterations in scrambling process and choose the starting position of Lucas series for encryption.
The idea behind exchanging of secret is described by colors as follow in Fig. 1 [49].

Let both parties, Alice and Bob agree upon some prime numbers # and g, they produce
common key with their own secrets as follows:

ALICE Bob

Secret=a Secret="5b

A=g*modn B=glmodn

Common key =K, =B*mod n Common key =K, =A’mod n
K =K=K,

Now, suppose both parties agree upon the prime numbers n=11 and g=35, they may vary
their secrets each time for communication.

a. When a=4 and b=35, then their secret key K=1.
b. When a=2 and b=3, then their secret key K=35.
¢. When a=4 and b =6, then their secret key K=9.

2.2 Arnold transform

Cat-face scrambling process transform the content similar to white noise in directive to
distribute the energy of an image uniformly. Scrambling increases, the bandwidth of channel
which provides the enough space for data implanting, if image is considered as information
source [18]. Among the scrambling techniques, cat face transforms extensively used, which is
produced by Arnold in the research of ergodic theory. This process aligns the pixels’ position
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Fig. 1 Illustration of Diffie-Hellman algorithm with colors
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of digital image by clipping and splicing [7]. The two dimensional cat face transform for (x, y)

is expressed as;
x| (1 1 X
B = (0 2) () ot g

where x, and y demonstrate the pixels’ position of an image, x' and ' denotes the
new pixels’ position after transform and N represent the size of an image. We perform
scrambling analyses for ‘7" iterations, provided by Diffie-Hellman process for 7= 1, 5
and 9, such that 7Tx’, ] follow in Fig. 2. The scrambled images of Fig. 2, operated
by Lucas series given in section 3.1 to enhance the security of contents. To enhance
the level of security, we can increase the number of iterations of cat face transform to
process scrambling of image pixels more efficiently and uniformly. We perform
encryption after 9 iteration of scrambling to analyze the results given in below
sections.

2.3 Lucas sequence

In nineteenth-century, a French Mathematician E. Lucas produce the sequence in the
research of recurrent sequences. This is similar to Rabbits theory problem of
Fibonacci sequence [31] presented in Fig. 3 except the initial conditions. The
Fibonacci sequence is defined as:

0, ifn=20

F,=<¢1, ifn=1. (2)
Fo+ Fpp, ifn>1

(2) (h)

Fig. 2 Scrambling of Lena and Pepper images for different iterations 7" a Lena image, b Scrambled Lena image
for = 1, ¢ Scrambled Lena image for 7= 5, d Scrambled Lena image for 7= 9. e Pepper image, f Scrambled
Pepper image for 7= 1/, g Scrambled Pepper image for 7= 5, h Scrambled Pepper image for 7= 9
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Fig. 3 Generation of Fibonacci sequence
while Lucas sequence is defined as:
1, ifn=0
L,=1<¢3, ifn=1. (3)

L,,_l +L,,_2, lfl’l > 1

The initial numbers of the Lucas sequence are 1 and 3, the succeeding numbers are addition
of the previous two. The sequence becomes 1, 3, 4, 7, 11, 18, 29, 47, .... Lucas numbers can
be generated from Fibonacci sequence as declared below:

L,= Fn+1 + Fpet. (4)

3 Proposed algorithm

We scrambled the contents of Lena and Pepper images of size 512 x 512 in section 2.2 and
also explain the Lucas series for encryption in section 2.3 (Fig. 4).

The most relevant factor of this algorithm is key. As we deal in public key, both sender and
receiver use Diffie-Hellman algorithm to establish key secretly over the public channel. This
key decides the number of iterations for Amold transform and indicate the starting position of
Lucas series. The steps to encrypt the digital images as follows:

Image — > Arnold Transform » Scrambled Image

1 l
i
» Encrypted Image
Key

A

» Lucas series

Fig. 4 Proposed encryption design
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1. Key distribution between two parties using Diffie-Hellman algorithm.

2. Apply Amold transformation with respect to key to scramble the image.

3. Select the starting point of Lucas series with key and set it with respect to image size and
dimension.

4. Perform XOR operation between scrambled image and the selected Lucas series to get
encrypted result.

3.1 Experimentation of anticipated structure

We assume here the iteration key K= 9, discussed in section 2.1 and process the images
of Fig. 2 for T= 9 with the modulus 256 of Lucas sequence starting from 76 up to 512 x
512 position number. Layer wise operation is performed on images to evaluate the
algorithm results.

4 Performance analyses for anticipated structure

Different standard performance analyses accomplished in this section on standard digital
contents to sustain the performance and sanctuary of anticipated scheme. These assessments

Table 1 NIST test results for enciphered Lena image

Test p — values of enciphered image layer wise Comments
Gray Red Green Blue
Frequency 0.36110 0.16410  0.46703 0.25495 Pass
Block frequency 0.24862 0.64862  0.53145 0.17988 Pass
Rank 0.39181 029191  0.29191 0.29191 Pass
Runs (M =10,000) 0.51765 021762 0.90595 0.54043 Pass
Long runs of ones 0.64524 0.67514  0.71270 0.71270 Pass
Overlapping templates 0.74489 0.85988  0.85988 0.85988 Pass
No overlapping templates 0.99289 0.92285  0.54825 0.99989 Pass
Spectral DFT 0.78464 0.88464  0.38399 0.02952 Pass
Approximate entropy 0.36074 0.16074  0.33744 0.69469 Pass
Universal 0.99892 0.99445  0.99292 0.99659 Pass
Serial p values I~ 045133 0.17143  0.03998 0.65972 Pass
Serial pvalues 2 0.77835 0.87464  0.00606 0.98104 Pass
Cumulative sums forward 0.45823 0.36470  0.34767 0.35256 Pass
Cumulative sums reverse 0.66215 0.35221  0.89099 0.77967 Pass
Random excursions X=- 0.99314 0.77296  0.00446 0.066231  Pass
X=-2 0.98624 0.61069  0.054643  0.2397 Pass
X=-1 0.97465 0.78256  0.4719 0.69271 Pass
X=1 0.97465 0.97787  0.53038 0.91026 Pass
X=2 0.14465 0.72112  0.52621 0.032984  Pass
X=3 0.0000082  0.59346  0.33854 0.091826  Pass
Random excursions variants ~ X=—3 0.65472 0.27249  0.20969 0.22314 Pass
X=- 0.5637 0.86763  0.66161 0.23818 Pass
X=-1 0.61708 0.66501  0.44839 0.55126 Pass
X=1 0.61708 0.77283  0.82009 0.93216 Pass
X=2 1 0.67692  0.13671 0.9217 Pass
X=3 0.82306 0.69854  0.077906  0.59405 Pass
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(b)

(€9) (k)

(d) (h) M

Fig. 5 Plain, scrambled and encrypted contents of Lena image. (a-d) Plain Lena image and its corresponding red,
green and blue contents, (e-h) Scrambled Lena image and its corresponding red, green and blue contents, (i-1)
Encrypted Lena image and its corresponding red, green and blue contents
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(© (® (k)

(d) (h) )

Fig. 6 Plain, scrambled and encrypted contents of Pepper image. (a-d) Plain Pepper image and its corresponding
red, green and blue contents, (e-h) Scrambled Pepper image and its corresponding red, green and blue contents,
(i) Encrypted Pepper image and its corresponding red, green and blue contents
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contain the sensibility examination, factual and irregularity investigation and loophole tests for
encrypted data. Different analyses discussed in subsection of 4 in detail to examine the
sensitivity of proposed algorithm.

4.1 Randomness analyses

With a specific end goal to justify the prerequisites of long period, uniform scattering, high
complexity and efficiency for proposed cryptosystem, we perform NIST analysis of version SP
800-2 to testify the uncertainty of digital contents. The encoded Lena image is employed to
accomplish NIST tests and the aftereffects results presented in Table 1. By analyzing the
outcomes, the anticipated encryption scheme effectively passes all the NIST tests. The
production of random ciphers in projected scheme are irregular in the light of accomplished
outcomes.

4.2 Histogram uniformity analyses

Histograms uniformity of enciphered images estimates the security of encryption
framework. [22]. We have computed the histograms of 256 dark level original, scram-
bled and encrypted images of size 512 x 512, that have different contents. The histo-

grams of plain and scrambled images contain sharp rises took after sharp decline, while

3000 2500 3000

2000 2000

1000 1000

0
0 50 100 X 150 200 250 100 X 150 0 50 100 X 150 200 250

(@) (© (i)

4000 2500 3000
2000
1500

>
1000

3000

> 2000
1000

0 50 100 X 150 200 250 0 50 100 X 150 250 0 50 100 X 150 200 250

(b) ® W)

2500
2000
1500
1000

500

0 50 100 X 150 200 250 0 50 100 X 150 200 250 0 50 100 X 150 200 250
(©) (€9) (k)
3000

3000
5 2000
1000
0

0 50 100 X 150 200 250 0 50 100 X 150 200 250 100 X 150 200 250

(d) (h) M

Fig. 7 Plain, scrambled and encoded layer wise histograms of Lena image. (a-d) Plain Lena image and its
corresponding red, green and blue layer histograms, (e-h) Scrambled Lena image and its corresponding red, green
and blue layer histograms, (i-1) Encrypted Lena image and its corresponding red, green and blue layer histograms
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enciphered images contain uniformity and much differ from original and scrambled
ones shown in Figs. 5 and 6, which makes statistical attacks hard [25]. Consequently, it
doesn’t provide any information consumed in assessable investigation attack on
encrypted images (see Figs. 7 and 8).

4.3 Entropy analyses

The leading feature of randomness specified by Entropy. Specified an independent source of
random trials from set of probable distinct events {x;, x,, x3, ..., x,,} with similar possibilities,
the average output of source evidence called entropy (Figs. 9, 10, 11 and 12).

2V-1

=3 pls)lomp(x,) (5)
where x, is the source image and 2V referred to the aggregate of data. Shannon entropy for
perfectly farraginous of 8-bit digital contents is 8. Table 2 demonstrate the entropies of

different standard plain images and their scrambled, encrypted contents.
The entropy esteems of encrypted images are very close to ideal Shannon esteem, which
implies the leakage of data in proposed encryption algorithm is inappropriate and the mech-
anism is secure upon entropy attacks [59]. The information entropies of suggested scheme for
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Fig. 8 Plain, scrambled and encoded layer wise histograms of Pepper image. (a-d) Plain Pepper image and its
corresponding red, green and blue layer histograms, (e-h) Scrambled Pepper image and its corresponding red,
green and blue layer histograms, (i-1) Encrypted Pepper image and its corresponding red, green and blue layer
histograms
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Fig. 9 Normalized cross-correlation surface plots for Lena image. (a-b) Lena image and its surface plot, (c-d)
Surface plots for scrambled and encoded images, (e- f) Surface plots for cross correlation between b-c and b-d

encrypted images have superior results, when compared with existing approaches. Table 3
demonstrate the comparison of proposed technique with existing approaches foe Lena image,
while Table 13 validate for the comparison of different standard images.

4.4 Pixels’ correlation analyses

The adjacent pixels of an image are exceedingly associated in horizontal, vertical and diagonal
directions. The encrypted data must unrestraint this affiliation to improve the barrier opposing to
quantifiable analysis. To testify the association among neighboring pixels in plain, scrambled and the
encrypted images, initially 10,000 sets of two adjacent pixels from digital content is selected [23].

(6)

1000 500 1000 1500
Y 00 X
(e)
02
[ '
N
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04
2000
1000 500 1000 1500
Y oo X
(b) (d) (®

Fig. 10 Normalized cross-correlation surface plots for Pepper image. (a-b) Pepper image and its surface plot, (c-
d) Surface plots for scrambled and encoded images, (e- f) Surface plots for cross-correlation between b-c and b-d
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Fig. 11 Correlation among pixels’ pairs for Lena image. (a-c) Horizontal, vertical and diagonal directions
correlation for plain image, (d-f) Scrambled image correlation in horizontal, vertical and diagonal directions,
(g-1) Encrypted image correlation in horizontal, vertical and diagonal directions

where x and y are two adjoining pixels approximation at gray scale, o, ,, is the covariance and 0,2, 0}2,
are variances of random variables x and y.

The coefficients of correlation for plain, scrambled and encrypted images having dissimilar
contents conveyed in Tables 4 and 5. The association among various couples of original,
scrambled and encrypted images evaluated by calculating the two dimensional correlation
coefficients among the original - scrambled and original — encrypted images [24, 58]. The
succeeding calculation is employed to compute the correlation coefficients.

£ (e7)(ere)
r= = (7)

(£ )& o)

where P and C signifies the plain and cipher images, P and C represents the mean values of P
and C, M and N demonstrates the height and width of original / cipher images. The estimated
coefficients of correlation for the plain, scrambled and encrypted images in the direction of
horizontal, vertical and diagonal expressed in Tables 4 and 5.

The quantifiable investigation for corresponding coefficients in dynamic symmetry con-
ferred in Table 5 for plain, scrambled and encoded images at RGB scale.

The plain and enciphered contents are extensively dissimilar from one another and the
enciphered coefficients are exceptionally near zero. The evaluation of correlation coefficients for
anticipated structure with existing approaches using standard images specified in Tables 6 and 7.
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Fig. 12 Correlation among pixels’ pairs for Pepper image. (a-c) Horizontal, vertical and diagonal directions
correlation for plain image, (d-f) Scrambled image correlation in horizontal, vertical and diagonal directions, (g-i)
Encrypted image correlation in horizontal, vertical and diagonal directions

The outcomes of our proposed structure have inferior values coefficients, which meet the
necessities for competent technique in real time application for enciphering.

4.5 Pixels’ resemblance analyses

The pixel’s resemblance fundamentally reveals the similarity among different digital
contents. There are variety of similarity measures in order to approximate the structural
detail for digital contents. We have analyzed the structural similarity index metric (SSIM),
normalized cross correlation (NCC) and structural content (SC) between plain (P; ;) and
cipher images (C; ;) in order to evaluate the structure similarity among different images
from their reference. SSIM used to compare the luminance, structure and contrast of plain
and enciphered contents. Let us consider here two images P; ; and C; ; with mean values
Hps fte and the standard deviation o, . If there will be any resemblance between plain and
ciphered contents, the quantitative analysis close to 1 and the value approaches 0 for
dissimilarity in contents (Table 8).

(281 + 1) 20y + C2)

SSIM = .
(+m2+a)(R+at+C)

(8)

NCC measures the structural similarity between two images and if the quantitative analysis
quite close to unity, the structure similarity between images is resilient. We perform this
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Table 3 Comparison of proposed technique with existing approaches foe Lena image of size 512 x 512

Image Proposed Sun’s [59] Xiang’s [59] Wong’s [59] Baptista’s [59]

Lena 7.9984 7.9965 7.9950 7.9690 7.9260

experiment at the original-scrambled and the original-encrypted images to analyze the simi-
larity between them. The expression for determining the NCC as follows:
M=IN-1 P..x C,:
ij iJj
NCC= 2 % v ©)
Y Y P
i=0 j=0
The structural detail of an image and quality in terms of noise level and sharpness assessed
here by calculating the SC. For structure similarity between digital contents, SC value quite
closed to unity, whereas away from unity specify the dissimilarity in digital contents. Higher
estimation of SC indicates the low quality of picture and it tends to be determined as:

SC= % ¥ qme (10)

4.6 Pixels’ disparity analyses

The digital contents eminence based on pixels’ disparity analyzed here by evaluating the mean
absolute error (MAE), mean square error (MSE) and peak signal to noise ratio (PSNR).

The most widely recognized method used to quantify the precision for continuous variables is
MAE. The average absolute disparity between plain-scrambled and plain-encrypted images specified
by MAE and its esteem must be higher to enhance the security level. It can be calculated as follows:

M-1N-1 ‘ ( )
i i 11
M N i=0 j=0 S

Table 4 Correlation coefficients at gray scale for plain, scrambled and encoded images

Image Plain Scrambled Encrypted

Horizontal Vertical Diagonal Horizontal Vertical Diagonal Horizontal Vertical Diagonal

Lena 0.9737 0.9869 0.9610 —0.0024 0.0457 —0.0465 -0.0041  —0.0110 0.0011
Pepper 0.9814 0.9833 0.9665  —0.0429 0.0623 —0.0947 —0.0068 0.0018 0.0011
Baboon 0.8534 0.7598 0.7300 —0.0033  —0.0245 0.0044  0.0013  —0.0027 -0.0017
Airplane  0.9662 0.9639 0.9368 0.0040 0.0088 —0.0786 —0.0049  —0.0022 0.0011
House 0.9501 0.9571 0.9012 0.0021 0.0465 —0.0274 -0.0038 0.0027 -0.0054
Jelly 0.9779 09818 0.9625  —0.0329 0.0048 —0.0763  0.0013  —0.0019 —0.0022
beans
Sail boat  0.9817 0.9710 09121 0.0034  —0.0357 0.0025 0.0014 —0.0034 -0.0044
Splash 0.9798 0.9899 0.9696 0.0438  —0.0643 —0.0148 —0.0032 0.0011  0.0021
Tree 0.0600 0.9614 09368 —0.0127 0.0045 0.0035 0.0018 —0.0019 —0.0022
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Table 6 Correlation coefficients comparison of proposed with recent modern approaches at gray scale

Image Proposed encryption Ref. [28, 45] Ref. [48]

Horizontal Vertical Diagonal Horizontal Vertical Diagonal Horizontal Vertical Diagonal

Lena -0.0041  —0.0110 0.0011 0.0009 0.0021 —0.0007 —0.0045  —0.0070 0.0013
Pepper —0.0068 0.0018  0.0011 0.0007  —0.0012  0.0001 —0.0055 0.0025  0.0011
Baboon 0.0013  —0.0027 -0.0017  0.0039  —0.0045 0.0039  0.0015 —0.0021 —0.0018
Airplane  —0.0049  —0.0022  0.0011 —0.0016 0.0008 0.0033 —0.0046  —0.0019 0.0012
House —-0.0038 0.0027 —0.0054 -0.0028  —0.0041 0.0045 —0.0028 0.0087 —0.0034
Jelly 0.0013  —0.0019 -0.0022 —0.0033 0.0018 —0.0045 0.0017  —0.0023 —0.0023
beans
Sail boat ~ 0.0014  —0.0034 —-0.0044 -0.0040 —0.0051  0.0001 0.0010  —0.0033 —0.0014
Splash —-0.0032 0.0011 0.0021  0.0017  —0.0041 0.0015 —0.0042 0.0012  0.0016
Tree 0.0018  —0.0019 —0.0022  0.0019  —-0.0021 0.0036  0.0028 —0.0013 -0.0035

Essentially, scrambled and encrypted digital contents have dissimilarity concerning the plain
image. The image encryption quality can be assessed by MSE and PSNR, while MSE signifies
the cumulative square error measure and PSNR indicates the peak error between original and
ciphered images. To improve the encryption quality, MSE esteem must be higher and PSNR
values must be low or vice versa. To calculate PSNR, first we have to calculate the MSE using
following expression:

, (PyCy)*

I

M x N ’

RasiS
M=

MSE = (12)
where P; and Cj; refers the pixels position at i row and j* column of plain and ciphered
images distinctly. Superior the MSE esteem represents the enhancement of encryption strategy
[30]. PSNR ratio determines the quality measurement between the original and ciphered image
described by the succeeding expression.

Lyax ]
PSNR = 20log,, | —=|, 13
€10 [ VISE (13)
where ;4 x is the utmost pixel’s estimation of image. On comparing with immense difference
between the plain and ciphered images, PSNR should be low esteem. The feasibility of
proposed approach assessed for MSE and PSNR for standard digital images accumulated in
Table 9.

4.7 Texture and visual strength analyses
To analyze the texture and visual quality of proposed strategy, distinctive gray level co-
occurrence matrix (GLCM) examinations which are homogeneity, contrast and energy per-

formed [20]. The homogeneity of a picture is characterized as:

Homogeneity = ZM

, 14
i 1+ il (14)

where i and j indicates the row and column position of pixel in image. This examination
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Table 8 Pixels resemblance between plain-scrambled and plain-encrypted standard images

Standard image Plain-scrambled Pixels resemblance Plain-encrypted Pixels resemblance
SSIM SC NCC SSIM SC NCC

Lena 0.023086 0.1821 0.1295 0.011087 0.0049 0.1070
Pepper 0.016996 0.1958 0.1640 0.010084 0.0084 0.1201
Baboon 0.014385 0.1647 0.1319 0.001605 0.0206 0.1109
Airplane 0.012219 0.2874 0.1181 0.003088 0.0089 0.1005
House 0.035466 0.1799 0.1236 0.012137 0.1013 0.1202
Jelly beans 0.021198 0.1809 0.1540 0.015412 0.0079 0.1104
Sail boat 0.023646 0.1943 0.1447 0.010456 0.0088 0.1188
Splash 0.041214 0.1619 0.1516 0.015483 0.1030 0.1203
Tree 0.025632 0.1872 0.1489 0.009906 0.0097 0.1032

executes the familiarity of dissemination in GLCM to GLCM diagonally and its range is
characterized somewhere in between of 0 and 1.

Contrast analysis allow the observer to spot the object within the texture of image and it’s
outlined as:

Contrast =Y, |i~j|* p (i, ). (15)
ij

The range of contrast is characterized somewhere in between 0 and (size (image))2. Greater the
value of contrast represents the large number of variations in the pixels of an image, while
consistent image has 0 contrast.

The energy analysis of an image returns the aggregate of squared components in GLCM
and characterized as:

Energy = % p(i,j)2 (16)

The energy is characterized somewhere in the range of 0 and 1, while the consistent picture has
1 energy. GLCM analyses for scrambled and enciphered images are given in Table 10.

Table 9 Pixels disparity analyses between plain-scrambled and plain-encrypted standard images and their
comparison with existing methodologies

Image Plain-scrambled Pixels disparity ~ Plain-encrypted Pixels disparity =~ Ref. [40] Ref. [39]
MAE  MSE PSNR MAE MSE PSNR MAE MSE PSNR
Lena 76.66  4666.515 11.4409 79.84 7715.767 9.2570 78.24

Pepper 7125  5839.190 104672 8145 8392.826  8.8917  75.64 8261 8.9603
Baboon 7711  5201.746 119934  83.56  8219.664 84865  71.38 7385 9.4474
Airplane 6638  5984.739  10.2165  79.95 8553.773 8.8954 - - -

House 66.72  4215.083  12.0112  69.22 7924865  9.0195 - 7699  9.2667

Jelly beans 65.38 4438932  11.1294  64.89  7566.127  9.3354 - - -
Sail boat 6828  5656.784  10.8739 7832 8142869 85162 - 7701  9.2653
Splash 6523  3998.143  12.8904  62.11 7106.738  9.9852  — - -
Tree 71.34 45787774 112685 7798  8436.104 84345 - - -
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Table 11 Differential attack analyses between original and scrambled standard images

Image NPCR UACI
Gray R G B Gray R G B

Lena 99.42 99.99 99.47 99.81 31.71 38.79 32.63 26.61
Pepper 99.53 99.81 99.62 99.40 28.21 38.48 27.81 25.68
Baboon 99.61 99.19 99.17 99.29 3041 31.73 29.42 33.17
Airplane 99.64 99.79 99.27 99.14 3031 3244 26.45 28.88
House 99.44 99.59 99.47 99.71 32.74 28.16 29.68 34.11
Jelly beans 99.58 99.42 99.26 99.55 3223 34.66 31.61 29.68
Sail boat 99.32 99.17 99.65 99.59 31.88 31.79 30.34 30.61
Splash 99.61 99.42 99.29 99.38 28.21 33.88 27.76 29.68
Tree 99.34 99.42 99.44 99.63 29.74 24.18 31.78 3221

4.8 Differential attacks analyses

To testify the robustness against differential attacks for anticipated scheme, an adjust-
ment of one pixel in plain image modifies the encrypted image for comparing, with a
probability of half pixel altering. For a change in i chunk of permuted digital image
affects the i chunk of ciphered image directly. We ensure that our structure has
appropriate influence capacity to plain images to affirm the impact of modifying a
solitary pixel in a plain image and the entire enciphered image. For a specific
objective to measure the impact of minor alteration in plain image on its enciphered
one, the number of pixels changing rate (NPCR) bound together to originate the
unified average change intensity (UACI) [30]. The NPCR and UACI tests for two
encoded images C(i,j) and C,(7,j) in which one image just varied by one pixel can
be evaluated by using the succeeding expressions.

D)
YW x H

NPCR =¥, x 100%, (17)

Table 12 NPCR analyses between plain and encrypted standard images and their comparison with existing
techniques

Image NPCR Ref. [45] Ref. [10]

Gray R G B R G B R G B
Lena 99.89  99.76  99.71  99.88 - - - 99.63  99.62  99.62
Pepper 99.88  99.82  99.81  99.81 99.60 99.63 9958  99.62  99.61  99.62
Baboon 99.87  99.88  99.86  99.78  99.63 9959  99.62  99.61  99.62  99.62
Airplane 99.92 99.82  99.84  99.87  99.61  99.61  99.60 - - -
House 99.85  99.67 99.88  99.86  99.63  99.59  99.60 - - -

Jelly beans  99.87  99.62  99.81 99.79  99.60  99.58  99.61 - - -
Sail boat 99.90  99.81 99.88  99.83  99.61 99.61 99.59 - - -
Splash 99.79  99.71 99.77  99.82  99.61 99.59  99.59 - - -
Tree 99.88  99.81 99.76  99.83  99.58  99.54  99.56 - - -
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Table 13 UACI analyses between plain and encrypted standard images and their comparison with existing
techniques

Image UACI Ref. [45] Ref. [10]

Gray R G B R G B R G B
Lena 33.66 3391 3344 3368 - - - 33.67 3379  33.62
Pepper 33.62 34.12 3344 3442 3342 3349 3341 33,66 33.65 33.73
Baboon 3352 3411 3416  33.81 3348 3354 3353 3364 3359  33.67
Airplane 3375 3413 34.64 3422 3347 3340 3337 - - -
House 3334 3287 3341 3291 3352 3353 3348 - - -

Jelly beans  33.19  33.14  32.85 3298 3352 3361 3346 — - -
Sail boat 3352 3296 33091 33.15 3349 3356 3343 - - -
Splash 3347 3442 3214 3324 3349 3354 3346 - - -
Tree 3329 3343 3255 3321 3348 3336 3332 - - -

T 0, C(i.))=C,(i,j
where D(i,j) = {1 C: E;,)/';#CZZ((;,)I))
. Cl(i.j)—Cz(ij/z55|

M
UACI =Y Y |

_— 18
i=0 j=0 W x H x 100% ( )

To evaluate the sensitivity of plain image, encrypt the plain image and randomly choose and
altered one pixel in plain image. Better the encryption analysis by higher the UACI esteem
depicted in Tables 11, 12 and 13, which provides the experimental outcomes for scrambled and
encrypted results and comparison with latest techniques.

The evaluation of the entropy and differential analyses for our projected technique with
contemporary approaches using standard images presented in Table 14. The outcomes of our
proposed structure have superior results for entropy and differential analyses, which are
suitable in real time applications for image enciphering.

Table 12 validates the NPCR esteems for anticipated scheme which is closed to the perfect
estimation of 1 and UACI esteems also have better results than existing approaches depicted in
Table 13. These outcomes show that projected scheme has great degree sensitive to minor
change in plain image, irrespective of whether the two ciphered images have 1-bit alteration

Table 14 Comparison of information entropies and differential analyses for proposed scheme with existing
techniques

Image Entropies Differential analysis Ref. [46] Ref. [11] Ref. [28]

Plain  Encrypted NPCR  UACI Encrypted NPCR UACI Encrypted NPCR UACI

Lena 7.4455 7.9984 99.89 33.66 7.9931 99.22  33.12 7.9979 99.66 33.50
Pepper 7.5835 7.9991 99.88 33.62 7.9962 99.15 33.14 7.9974 99.66 33.50
Baboon 7.7666 7.9988 99.87 33.52 7.9958 99.12  33.11 7.9974 99.65 33.55
Airplane  6.6879 7.9989 99.92 33.75 - 99.18 33.11 7.9972 99.64 —
House 7.5112  7.9988 99.85 33.34 7.9954 98.87 32.16 7.9973 - -
Jelly beans  6.6098 7.9961 99.87 33.19 - - - - - -
Sail boat ~ 7.7675 7.9987 99.90 33.52 - - - - - -
Splash 7.3232 7.9953 99.79 33.47 - - - - - -
Tree 7.5634  7.9980 99.88 33.29 - - - - - -
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Table 15 execution time of pro- —
posed scheme in seconds and com- Image Anticipated scheme Ref. [1] Ref. [2]

parison with existing techniques

Lena 1.61 2.76 3.68
Pepper 1.59 - -
Baboon 1.58 2.25 3.23
Airplane 1.63 2.55 3.53
House 1.54 - —
Jelly beans 1.55 - -
Sail boat 1.48 2.66 3.55
Splash 1.44 - -
Tree 1.57 - -

[30]. The anticipated structure has superior ability to hostile the differential attacks in inves-
tigation with alternative approaches (see Table 14).

4.9 Time complexity analyses

Most of the time algorithms consider and analyzed by time and space complexity. The amount
of time in seconds taken by proposed algorithm to run as a function of length of input referred
as time complexity, while memory taken by algorithm referred to space complexity. There are
lot of things regarding time and space complexity like hardware, operating system etc. Here we
are interested in execution time of proposed scheme only, so we didn’t consider any factor
while analyzing the algorithm. Time sensitivity analysis of proposed strategy for standard
images and comparison with existing approaches accumulated in Table 15.

The anticipated plan in this article utilizes minimum assets and least computational complexity
and cost, which validate the effectiveness of proposed plan than already existing methodologies.

5 Conclusion

The proposed algorithm refers public key cryptography. The key is an important factor which
is decided by Diffie-Hellman algorithm. Key decides the number of iterations performed on
images to for scrambling and also decide the starting position of either Lucas or Fibonacci
sequence. These ranges produce unique results to secure the data. The algorithm has low
computational complexity and resist brute-force attacks. We can enhance the security level by
just increase number of iterations in scrambling process before encryption. The proposed
structure is suitable for real time applications because of small processing time and superior
performance and capacity to hostile attacks than other encryption schemes. The future
direction we would like to proposed here to use quantum iterative maps instead of Lucas
series on scrambled data to enhance security level much high.
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