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Abstract

Steganography is one of the well-known data hiding methods, which is used in many secu-
rity companies and government communications. In this technique, the various types of
digital media can be used as a cover to hide secret information without impress the general
form of them. Generally, key space and security are two important matters in most steganog-
raphy methods, and they have the direct impact in proposed method’s security. Moreover,
Chaotic maps have been used in many data hiding algorithms to increase the security and
key space of proposed schemes. The main reasons of using chaotic maps in steganography
methods are sensitivity to initial conditions and control parameters. This paper proposes a
new steganography technique based on new 3d sine chaotic map. This map is used in embed-
ding and extracting processes to increase the security of the proposed algorithm. Satisfactory
performance, acceptable image distortion and stronger robustness against some attacks are
the main features of proposed method, and they are shown in experimental results. Com-
parison with some existing method shows that the quality and performance of the proposed
algorithm are good, and it has high security and acceptable robustness against cropping and
salt & pepper attacks.
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1 Introduction

The most important issue in human’s life is extending the variety of digital data. This prob-
lem is significantly increased day by day. Generally, large amounts of data are used in
government or private agencies, medical centers and military’s communications. On the
other hand, each person has specific data, which include very important information about
his/her private stuffs. However, it is a remarkable point to provide the security of these data
as much as possible.

Usually, images, videos and audios are the most popular digital data, and more people
use them. They are shared in many social networks and no one’s paying attention to their
security [41]. Nevertheless, difference methods have been proposed to enhance the secu-
rity of digital data. The categories of proposed methods are based on their applications and
robustness against attacks. On the other hand, digital data are considered as a cover to hide
important information or secret messages. For example, important messages hide inside the
other data in military or security systems. This process did not change the quality of covers,
and it is hard to detect actual messages by the others. Different types of methods have been
proposed to hide important information which cryptography, watermarking and steganogra-
phy are the most well-known methods. In cryptography techniques, data is usually shuffled
with special keys, and only the sender and receiver are able to reconstruct the data with
same keys [1, 45]. In these methods, data protects themselves from attacks. Many image
encryption methods have been proposed [5, 12, 16, 24, 25] for digital data which some of
them are discussed in the following. Zhang Leihong et al. proposed a high-performance
cryptography for large images in [23]. In this method, the sender encrypted image with
Fast Fourier Transform and then this image encrypted again by the system of compres-
sive ghost imaging (CGI). Likewise, the receiver decrypted image by FFT and compressive
sensing (CS). The results of simulation showed the performance, security and combina-
tion of CS, and FFT improved the security of proposed method against chosen-plain text
attack, cipher-text attack and noise attack. In [20], Manish Kumar et al. suggested a new
data encryption method based on position substitution, shuffling and a diffusion process.
This method generated a 3D matrix for finding the position of a text symbol and then this
position shuffled by encryption key. Matrix generation and position shuffling are done by
logistic chaotic map. The integrity of cipher text checked by its parity in the encrypted form.
Simulation results demonstrate remarkable robustness of the proposed scheme against sta-
tistical attacks. Ting Hu et al. proposed an image cryptography based on chaotic map and
a DNA sequence in [15]. Proposed approach employed the Logistic-Sine system (LSS) in
the coupled map lattice (CML) to generate sequences with better chaotic characteristics.
This algorithm diffused images with unique chaotic key, and the insertion of DNA is used
to confuse DNA encode. Experimental results demonstrated the acceptable speed of pro-
posed method and good robustness against some recognized attacks. Akram Belazi et al.
presented an image encryption scheme based on a chaotic map [4]. Proposed scheme used
substitution-boxes, linear fractional transform and lifting wavelet transform to encrypt the
sensitive parts of images. Proposed algorithm used dynamic keys instead of fixed key to
control the encryption process and make any attacks impossible. Extensive experiments
showed the high performance and great potential of proposed approach.

In watermarking methods, the watermarks are embedded inside digital media to protect
them against many illegal manipulations. Usually, watermarks are the composition informa-
tion of owners. Difference types of watermarking methods have been proposed in [3, 6, 34,
39, 40]. Chuan Qin et al. proposed a new fragile watermarking method based on overlap-
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Fig.1 Time series of 3d sine map for x; (left), y; (middle) and z; (right)

ping strategy in [35]. This method used the block-wise mechanism and the pixel-wise for
tampering localization and content recovery, respectively. This method embedded authen-
tication bits into pixel’s least significant bits (LSB), then used these bits to find forged
parts. The results of tests demonstrated the capability of proposed method in localizing
forged areas. M. Moosazadeha and G. Ekbatanifard presented a digital image watermarking
algorithm [28]. Proposed technique used YCoCg-R color space to increase the robustness
of the suggested algorithm against various attacks. Proposed method also utilized discrete
cosine transform and the coefficient of relationship in embedding process. In this method,
the blocks’ complexities in the host image are calculated to select embedding blocks, and
increased the resistance of the proposed scheme against JPEG compression. Comparison
with similar techniques showed good performance of proposed method in imperceptibility,
robustness and capacity of proposed approach. L. Chen and J. Zhao suggested a new blind
watermarking scheme for depth-image-based rendering (DIBR) 3D images in [8]. They
used contourlet transform in embedding and extracting processes. The simulation results
illustrated that the proposed method has acceptable robustness against noise addition, image
compression, geometric attacks and good performance in terms of depth image variation.
Zhuhong Shao et al. presented a robust watermarking technique based on chaotic map and
orthogonal Fourier-Mellin moments. This method contained ownership registration phase
and verification phase. In this method, a binary future of image is calculated with orthogonal
Fourier-Mellin moments, and chaotic map generated the verification of image. Experimen-
tal results illustrated acceptable validity and security of proposed method against difference
attacks.

Steganography is the art of hiding a secure message inside different types of digital
media. The actual challenge in this technique is hiding important data in a cover without
destroy any parts of cover. Generally, many special steganography methods have been pro-
posed for different messages and covers [21, 22, 26, 33, 44]. Images are the most popular
covers in the steganography techniques. Generally, spatial domain and transform domain
steganography are the most well-known techniques in image steganography methods. The
spatial domain schemes embed the bits of secure message in cover bits directly [7, 30, 31].
Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT), and Discrete Wavelet
Transform (DWT) are the most well-known transforms, that used in transform domain meth-
ods. These transforms apply on cover and stego images to improve the visual quality of
methods in embedding and extracting processes. Generally, proposed approaches used dif-
ference way to enhance the robustness. For example, some schemes use transforms, chaos
maps or combined methods. M. Ghebleh and A. Kanso introduced a steganography method
based on 3D chaotic cat map and lifted discrete wavelet transforms [11]. This method used
Sweldens lifting scheme to ensure integer-to-integer transform. The experimental results
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Fig.2 The attractor of 3d sine map, fori = 1, ..., 5000

demonstrated the efficiency and flexibility of proposed method. Mehdi Hussain et al. pre-
sented a new data hiding method for digital images in [17]. Proposed method used the
difference values between pixels in each block to determine the selection of parity-bit pixel
value difference (PBPVD) and improved rightmost digit replacement (iRMDR). Experi-
mental results determined good visual quality and high robustness against RS and histogram
analysis attacks. R. Gonzdlez et al. suggested a new method for images steganography
in [27]. This paper used Bernoulli chaotic maps and the least significant bit technique in
embedding and extracting processes. In this method, secure message bits are encrypted,
and they are embedded in random RGB channels. The experimental results showed good
improvement in the image fidelity, and peak signal to noise ratio (PSNR).

The remaining part of this paper is organized as follows: The chaotic map is described in
Section 2. Section 3 presents proposed steganography method. Performance evaluation and
experimental results of the proposed method are presented in Section 4. The comparison
results of proposed method with other algorithms are investigated in Section 5. Finally,
Section 6 concludes this paper.

2 Extraction of 3D sine map
Sensitivity to initial conditions and control parameters are the main features of chaotic maps.
These features have been used in many security systems and methods. Generally, to create

chaotic behaviors the simple linear or non-linear equations are used. For example, logistic
map is one of the well-known chaotic map. This map is very simple, fast and it has some
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Fig.3 Histogram analysis and bifurcation of 3d sine map, a Histogram analysis, b Bifurcation diagrams

unique properties. Sine map is another simple map that has chaotic behaviors and it is very
similar to logistic map [14]. The classical form of this map is defined by:

Xnt1 = usin(mwxy) (D

where > 0 and it is control parameter, xq is initial condition and it is in interval [0,1].
This map has a control keys and one dimension, so it isn’t good to use in color images. In
order to increase the key space of this map and its dimension, this paper introduced a new
three dimensional sine map. In the first steps, the ¢1, ¢» and ¢3 functions are defined by
following equation:

@1(xn, yn) = sin(w x(1 — y))
@2(Yns z2n) = sin(w y(1 = z)) )
@3(2n, xp) = sin(w z(1 — x))
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Fig.4 Cross correlation between sequences x;, y; (right) and auto correlation of sequence x; (left)
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In the next step, 8§, n and k control keys are added to increase the key space. New functions
are calculated by:

— 5910w, yn)
Tntl = 8‘752()’)1!151)
S @

_ o 93@n.Xn)
Lntl = K¢1(xn»yn)

Modulo operation is used in the next step to generate results in interval [0,1]. Finally, the
main formula of new three dimensional sine map is defined by:

_ [ 8sinxa(1=yn)
Xpgl = [W mod 1

sin(mwz, (1—x,))

37 _
Vil = [ﬂ sin(my, (1 Zn))] mod 1 (4)

[w] mod 1

intl sin(rx, (1—yn))

where xg, yo and z¢ are initial conditions and they are in interval [0,1]. §, n and « are control
parameters and they are in interval [1,4]. The simulation results of map show that the power
3 of control keys generate better pseudo random numbers. Figure 1 illustrates the time series
of xj, yyand z; (i = 1,...,150) sequences. The visual representation of attractor for 3d
sine map is shown in Fig. 2. Histogram analysis and bifurcation diagram are shown in Fig. 3.
These figures show the chaotic behavior of 3d sine map.
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Fig.6 The diagram of extracting phases in proposed steganography method

Cross correlation and auto correlation are the other tests which used to evaluate the gener-
ated sequences by 3d sine map. Cross correlation is the correlations between two sequences,
and it shows the best interval for these sequences. The values of this test are between 1 and -1
in standard form. Auto correlation is the correlations between a sequence and itself. Figure 4
shows the results of cross correlation between sequences x; and y;, and auto correlation for
sequence x; (i = 1,...,2000).

ENT, NIST and DIEHARD test suites are the most well-known statistical tests. These
tests have been developed to show the randomness properties of pseudo-random number
generators. This paper use these tests to investigate the randomness of 3d sine map. Three
sequences are generated for x;, y; and z; (i = 10000000), separately. These sequences are
saved as bin files and used in ENT, NIST and DIEHARD test suits. The results of these test
suites are shown in Tables 1, 2, and 3.

Table 1 ENT test suite of 3d sine map

Test name P-value

X y z
Entropy 7.999989 7.999997 7.999993
Arithmetic mean 127.6783 127.3936 127.4903
Monte carlo 3.1415926548 3.1415926352 3.1415926262
Chi-square 267.51 282.37 273.73
Serial correlation coefficient 0.000093 0.000173 0.000043
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Table 2 NIST test suite of 3d sine map

Test name P-value
X y z

Frequency 0.634773 0.854674 0.567785
Block-frequency 0.375777 0.546766 0.785674
Cumulative-sums (forward) 0.546754 0.587858 0.678564
Cumulative-sums (reverse) 0.458788 0.785678 0.686541
Runs 0.587578 0.857854 0.789842
Longest-runs 0.546734 0.784763 0.467478
Rank 0.619782 0.784849 0.678458
FFT 0.757854 0.536347 0.678578
Non-overlapping-templates 0.864736 0.635783 0.776763
Overlapping-templates 0.567327 0.578473 0.767836
Universal 0.562375 0.456734 0.634767
Approximate entropy 0.436467 0.484785 0.678464
Random-excursions 0.784578 0.567588 0.754673
Random-excursions variant 0.845784 0.585478 0.596535
Serial 1 0.567851 0.747347 0.673632
Serial 2 0.723519 0.622257 0.795421

3 Proposed steganography method

This section presents a new digital image steganography. The main processes of proposed
steganography are embedding and extracting processes. Embedding process contains seven
phases. In phase one, a cover image with size M x N x K and secure message with size
a x b enter in the algorithm. Phase two applies integer wavelet transform on RGB chan-
nels of cover image and puts the L L sub bands on matrix /. Blocking process is started in
phase three and algorithm divides matrix / into 16 x 16 non-overlapping blocks. The block-
wise permutation is performed in phase four and then algorithm puts the permuted blocks
in matrix P. Permutation process is used to increase the security of proposed approach.
In phase five, 3d sine map uses keys 1 (xg, yo, 20, 8, n and k) to generate random deci-
mal numbers by (4) and algorithm changes these numbers to integer form by (5) and key
2 (w, o and ). In phase six, the output numbers of (5) are used as a coordinate and color
channel in matrix P to embed the bits of secure message. These steps (phase five and phase
six) are repeated until the proposed algorithm embeds all bits of hidden message. Proposed
algorithm performs the inverse of block-wise permutation in phase seven and finally, algo-
rithm applies the inverse of integer wavelet transform to generate stego image. The steps of
embedding process are shown in Fig. 5. Proposed algorithm uses a mask matrix to prevent
selecting pixels that have already been embedded.

Xpr1 =1+ mod (w X x, X 10, M)
Ynt1 =1+ mod (o x y, x 10", N) (5)

Zng1 =1 4+ mod (6 x z, x 104, K)
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Table 3 DIEHARD test suite of 3d sine map

Test name P-value
X y z

Birthday spacing 0.546556 0.623562 0.435636
Overlapping permutation 0.572362 0.463465 0.567473
Binary rank 0.637347 0.435625 0.563457
Bitstream 0.456778 0.514673 0.447568
OPSO 0.356257 0.346235 0.347673
0QSO 0.365835 0.626525 0.567884
DNA 0.475481 0.546847 0.467848
Count the ones 0.367324 0.435734 0.574579
Parking lot 0.346756 0.367346 0.568547
Minimum distance 0.546736 0.475489 0.579256
3DS spheres 0.627934 0.580245 0.589207
Squeeze 0.235637 0.375591 0.402486
Overlapping sum 0.573468 0.495427 0.368025
Runs 0.467803 0.358246 0.483682

Extracting process includes six phase, which in phase one, stego image enters in extract-
ing algorithm. Phase two applies integer wavelet transform on RGB channels of stego image
and puts the LL sub bands on matrix /. In phase three, extracting algorithm divides matrix
I into 16 x 16 non-overlapping blocks. The block-wise permutation is performed in phase
four and algorithm puts the permuted blocks in matrix P. Proposed scheme permute the
blocks of stego image to find the exact location of embedded pixels. In phase five, 3d sine
map uses keys 1 to generate random decimal numbers by (4) and changes these numbers to
integer form by (5) and keys 2 (Keys 1 and Keys 2 are same in embedding and extracting

Table 4 PSNR and SSIM results of proposed steganography with the number of color channels

Cover Messages
77244 bits 9744 bits

PSNR SSIM Channels PSNR SSIM Channels

R G B R G B

Lena 1024 x 1024 53.76495 0.999642 25903 25637 25704 54.18924 0.999836 3285 3209 3250
Baboon 1024 x 1024 52.89769 0.999856 25685 25811 25748 53.22105 0.999949 3160 3257 3327
Peppers 1024 x 1024 54.78124 0.999691 25726 25874 25644 53.20573 0.999871 3260 3171 3313
Airplane 1024 x 1024 53.84573 0.999471 25635 25953 25656 52.90362 0.999603 3289 3136 3319
Lena 512 x 512 51.37613 0.998472 25872 25788 25584 51.18524 0.999617 3277 3205 3262
Baboon 512 x 512 52.42284 0.999189 25651 25805 25788 52.27376 0.999876 3329 3244 3171
Peppers 512 x 512 52.39078 0.998615 25692 25845 25707 52.21909 0.999694 3161 3350 3233
Airplane 512 x 512 51.98463 0.998058 25732 25406 26106 51.98378 0.999769 3240 3427 3077
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Fig.7 The results of PSNR and SSIM measures for 100 cover images after embedding secure message

processes). In phase six, the output numbers of (5) are used as a coordinate and color chan-
nel in matrix P to extract the bits of secure message. Phase five and phase six are repeated
until all bits of the secure message extracted. The extracting process is finished by gener-
ating secure message. Figure 6 demonstrates the extracting process of proposed technique.
Mask matrix is used in extracting algorithm to avoid selecting pixels that have already been
extracted.

4 Experimental results

The important issues in proposing new methods are examining the results of tests and the
robustness of proposed methods against attacks. This paper uses some standard pictures like
Lena, Peppers and Baboon with different hiding messages to evaluate the proposed method
in embedding processes. The results of tests are calculated by using AMD Phenom II x4
processor, 8GB RAM, Linux Ubuntu 16 x64 OS and MATLAB R2016b x64 software.

4.1 PSNR and SSIM measures

Peak Signal to Noise Ratio (PSNR) and structural similarity index (SSIM) are two well-
known measures, which used to compare differences between original images and the
changed form of them. The results of PSNR show the visual quality of cover images after
embedding process. PSNR is calculated by following equation:

MAX?
MSE

PSNR = 10log,, ( (6)

where M AX is the value of possible pixel in the cover images. MSE is the mean square
error and it is defined by:

1 m n
MSE = —— 3" 3 1CG0. j) = St(i, )P @

i=1 j=1

where C and St are cover image and stego image, respectively. m and n are the size of cover
image. SSIM predicts the perceived quality of images and measures the similarity of cover
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image and stego image. The results of SSIM are defined by:

QCux iy + C1)2oyy + C2)
(12 + 13+ Ci)(02 + 02+ C2)

SSIM(I, ) = ®

where oy and oy are the mean intensities of x and y, axz and oy2 are the variances of x and
¥, Oxy is the co-variance of x and y, respectively. The averages of x and y are t, and py,
C1 and C; are the variables to stabilize the division with weak denominator. The results of
PSNR and SSIM measures after embedding different size of messages are shown in Table 4.
This table also demonstrates the number of channels (RGB) that used in embedding process.
The sizes of channels are almost same and show the proposed technique uses all channels
of cover image in embedding secure messages. Figure 7 illustrates the PSNR and SSIM
measures of 100 cover images after embedding secure message.

4.2 Robustness against attacks

The considerable parameter of proposing a steganography method is robustness against
attacks. Generally, steganography hides a secure message in cover image and it can happen
that some parts of cover image destroyed accidentally or changed by the attackers. Accord-
ing to these problems, proposed method should be resisted against any destruction. To test
the robustness of proposed method, this section first embeds Baboon (256 x 256) image as a
secure message in Lena and Peppers images, then apply cropping attack and salt & peppers
noise on stego images. Figure 8 shows the reconstructed secret message after these attacks.
This paper uses SSIM, BER and NCC measures to calculate the destruction of secure mes-
sage after extracting it from attacked stego images. The results of these measures are shown
in Table 5. In this table cover images are 512 x 512 and message (Baboon) is 256 x 256.
According to the results, proposed method can be resist against some image processing
attacks.

Fig. 8 Extracted Baboon secret message from stego images after Cropped and Salt & peppers noise attacks,
a Lena 1024 x 1024, b Peppers 512 x 512, ¢ Crop 100 x 100, d Extracted secure image after crop attack, e
Salt & peppers noise (parameter = 0.02), f Extracted secure image after salt & peppers noise attack
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Fig. 9 Histogram analyses for RGB channels, a Cover image (Lena 1024 x 1024), b Stego image after
embedding 77244 bits, ¢ Cover image, (Lena 512 x 512), d Stego image after embedding 9744 bits

4.3 Histogram analysis

Image histogram is an useful tool in image processing field that used to show the number
of pixels in images and their intensity values. In images steganography, histogram is used
to investigate cover images after embedding process and it shows the distribution of secure
message in cover images’ channels. This paper embeds 77244 bits and 9744 bits in two dif-
ferent sizes of cover image to compare the results of histogram. The comparison results are
shown in Fig. 9. This figure shows that the histograms of each cover image are very simi-
lar with their stego images and the distortion of Lena image is acceptable after embedding
different size of secure messages.

4.4 Key space analysis

Key space is the important part of encryption methods and shows the capability of methods
against brute force attack. The key space of proposed algorithm contains two different parts.
First part is the keys which used in the new 3d sine map. The initial conditions of this map
are three double keys (xg, yo, zo) and the size of each initial key is 10714, The computational
precision of control parameters (8, 7 and «) are 3 x 10~!4. Therefore, the general key space
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Table 7 Comparison of proposed method with other gray scale images schemes

Method Secret size Cover image PSNR SSIM NCC
Su et al. [38] 32 x 32 Lena 36.3521 0.9889 1
Airplane 36.3160 0.9856 1
Peppers 36.6869 0.9682 1
Thabit et al. [43] 49152 bits Lena 43.29 — —
Airplane 40.27 - -
Baboon 34.33 - -
Peppers 41.71 - —
Sajasi et al. [36] 256 x 256 Lena 47.78 — —
Baboon 49.98 — —
Kanan et al. [19] 256 x 256 Lena 45.12 — —
Airplane 45.18 - -
Peppers 45.13 - —
Baboon 45.12 - -
Subhedar et al. [42] 256 x 256 Lena 49.0369 0.9963 0.9996
Airplane 49.2608 0.9971 0.9997
Peppers 50.1480 0.9966 0.9997
Baboon 37.7031 0.9917 0.9966
Splash 54.8019 0.9975 0.9996
Proposed method 256 x 256 Lena 53.2145 0.9981 0.9995
Airplane 52.6841 0.9992 0.9998
Peppers 53.0574 0.9995 0.9991
Baboon 52.9524 0.9986 0.9987
Splash 53.1447 0.9989 0.9993

of 3d sine map is 3 x 46+ 3 x 48 = 282 bits. Second part of key space is the control param-
eters (w, o and 0) which used in (5). The total key space of these parameters is 138 bits.
According to these parts, we can conclude the main key space of proposed steganography
is 282 4 138 = 420 bits. This key length is large enough to defeat brute force attacks.

5 Comparison with similar methods

This article selects two types of existing method to compare with proposed steganography.
First types of articles choose color images from Internet and public dataset like USC-SIPI-
ID [9]. Table 6 demonstrates the comparison results of PSNR and SSIM between proposed
method and existing method. In this table message size is 8 kb. Seconed types of meth-
ods have used transforms and gray scale images in embedding and extracting process. The
grayscale images that used for comparison are in UCID database [37]. Table 7 illustrates
the comparison results of PSNR, SSIM and NCC between proposed method and similar
methods. This paper compares the key space of proposed methods with similar steganog-
raphy methods in Table 8. The results of these tables show that the proposed method has
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Table 8 Key space comparison ]
of the proposed method with Method Key length (bits) Key space
other schemes

Parah et al. [32] 57 257

Hennawy et al. [10] 128 2128
Muhammad et al. [31] 216 2216
Proposed method 420 2420

good performance after embedding secure message in two types of images and key space of
presented algorithm is higher than some existing methods.

6 Conclusion

This paper proposed a new transform domain image steganography method based on 3d
sine chaotic map. The chaotic map enhances the security of proposed steganography and
increases the key space. The pixels of cover image are selected by the outputs of chaotic
map to embed secure message bits. Bifurcation diagram and histogram analysis show the
chaotic behavior of 3d sine map and the results of statistical tests present the randomness
of this map. Cross correlation and auto correlation show the best interval for generated
sequences. However, proposed algorithm uses integer wavelet transforms in embedding and
extracting processes, and it is applied on cover and stego images. This transform uses the
integer coefficients to increase the capability of proposed method in extracting process.
Experimental results show acceptable imperceptibility of proposed method based on PSNR
and SSIM measures. Proposed scheme also has large key space and good robustness against
some image-processing attacks. Comparison results between proposed algorithm and some
existing schemes show that the proposed steganography has good performance and quality
in embedding and extracting processes.
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