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Abstract

Visual secret sharing (VSS) technology encodes a secret image into some share images for
sharing some classified information. Only when the participants gather and stack their share
pictures the secret image would be reconstructed and recognizable by the human visual
system. Two well-known encoding ways of VSS, visual cryptography (VC) and random grid
(RG), have been developed in recent years. As both VC and RG have been considered as a
secure way for communicating with high security, they have been pointed out with cheating
problems. In this paper, we propose two RG-based VSS schemes with fraud prevention for the
cases of (2,n) and (k,n). The experimental results and the analysis of security and contrast show
that the proposed method is efficient and practical.

Keywords Visual secret sharing - Visual cryptography - Random grid - Cheating prevention

1 Introduction

For secure communication, visual secret sharing (VSS) turns a secret image into some mean-
ingless share images in visual, only if stacking enough number of share images the secret image
would be revealed in visual. Except for secure communication, VSS can also be applied in visual
authentication [17, 18], image hiding [2, 8] or digital watermarking [11, 24, 25] and so on.

In VSS scheme, the encoding way is mainly classified into visual-cryptography-based (VC-
based) and random-grid-based (RG-based). The features of VC-based VSS scheme can be
summarized in two. 1) For each case of k-out-of-n (noted by (k,n)), it needs a tailor-made
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codebook for encoding. 2) The size of generated share images and the reconstructed secret
image is larger than the original secret image, that is, pixel expansion. The first threshold VC-
based VSS was defined and proposed by Naor and Shamir [19] in 1995. After that, more
improved threshold VC-based VSS schemes with different thresholds and codebook designs
have been proposed [1, 6, 12].

Comparing with VC-based VSS, the feature of RG-based VSS is also considered in two. 1)
It only needs to design an encoding algorithm, and the algorithm can be applied in each (k,n).
2) The size of share images and the reconstructed secret image keeps the same as the original
secret image, that is, no pixel expansion. The first threshold RG-based VSS was proposed by
Kafri and Keren [13]. Although RG-based VSS is still in its infancy, many schemes have also
been proposed [3-5, 7, 15, 16, 21] in the past decade.

Taking the security of VC-based VSS into account, Horng et al. [9] pioneered in claiming
the (k,n) VC-based VSS suffering from the cheating of malicious participants intending to
mislead honest participants by generating a share to cheat honest members to accept the
wrongly revealed secret information. Furthermore, the first scheme [9] is presented to prevent
VSS from cheating by the designed that every participant has one extra share image to
authenticate the validity of the generic share of the other participants. The second scheme
adopted a (2,n + [) VC-based VSS scheme in which 7 + / shares are generated but only deliver
n share images to n participants while / shares are discarded. Since the fraud problem was
found, a series of cheating prevention schemes [10, 20, 22, 23] have been designed. Tsai et al.
[22] proposed another cheating-prevention scheme using the computation-expensive. Hu and
Tzeng [10] proposed three kinds of cheating and a preventive scheme.

Nevertheless, unfortunately, threshold RG-based VSS has also pointed out that it suffers
from cheating problem [14, 26]. In the case of (2,n) (or (k,n)) RG-based VSS [4], at least 2 (or
k) malicious participants can reconstruct secret information before the rest associates know the
secret information. The malicious participants then can generate artificial share images with a
cheating message and send to the rest participants. After stacking with the artificial share
images, the rest participants will reconstruct the cheating message without awareness.

Lee and Chen [14] pointed out that the collusion attack did work in (2,n) and (k,n) RG-
based VSS [4]. In (2,n) RG-based VSS, the area in the reconstructed secret image correspond-
ing to the white secret pixels can be maliciously operated by cheaters turning white to black;
furthermore, in (k,n) RG-based VSS, cheaters can choose a cheating image freely.

Hence, in this paper, we propose two threshold RG-based VSS schemes with cheating
prevention for cases (2,n) and (k,n). We add an authentication image into the algorithm and let
each two share images be able to perform the authentication process. The fake share images
will be detected by the authentication process.

The rest of this paper is organized as follows. The next section briefly reviews the cheating
problem in threshold RG-based VSS [14]. The proposed (2,7) scheme, its experimental results,
and performance analysis are illustrated in Section 3, and the proposed (k,n) scheme is
described in Section 4. Finally, the further discussion and the conclusion are shown in
Section 5 and 6.

2 The cheating problem

Lee and Chen [14] pointed out that the cheating attacks in threshold RG-based VSS were
possible and demonstrated how to work in (2,n) and (k,n) cases. The reviewing is as follows.
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2.1 The cheating problem in (2,1n) RG-based VSS

In the cheating process, supposing that two malicious participants (cheaters) intend to cheat the
other participants, they stack the random-grids which they have to confirm the secret infor-
mation previously. With the known secret information, the cheaters can modify the secret
information and make a cheating image. Forwardly, the cheaters generate a fake random-grid
with their grids and the cheating image by the cheating process.

In the encoding algorithm of (2,n) scheme, when secret pixel is white, the same positions in
each random grid have the same pixel values no matter white or black. When the secret pixel is
black, the same positions of each random grid are randomly determined separately. Therefore,
based on their own random grid, the cheater let a part of the pixel values which are known as a
white area of the secret image be random, that is, the cheater is able to modify the secret
information. The modified random grid is regarded as the fake grid. When stacking with the
fake grid, the rest participants will see the modified information. The concept of cheating
attacks in (2,n) scheme is shown in Fig. 1.

2.2 The cheating problem in (k,n) RG-based VSS

At least & malicious participants reconstruct the secret image previously and try to generate an
evaluated grid. The pixels in the evaluated grid have a high probability that similar with the
rest members. Then, the malicious participants perform (k,n) VSS scheme with a picked
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Fig. 1 The concept of cheating attacks in (2,n) scheme
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cheating image and the evaluated grid to generated -1 fake grids. When the rest participants
stack with the k-1 fake grids, they will reconstruct the cheating image in visual. The concept of
cheating attacks in (k,n) scheme is shown in Fig. 2.

3 The proposed (2,n) VSS scheme with cheating prevention

In this section, the proposed (2,n) RG-based VSS scheme with cheating prevention is
described as follows, and the experimental results and performance analysis are shown after it.

3.1 The proposed scheme

The main design aims at that two generated share images can be superimposed to disclose the secret
image and simultaneously one share and the other rotated share can be superimposed to appear the
authentication message. In such a way, the cheating-prevention VSS scheme does work. The
proposed scheme is mainly disported to two phases: (2,2) generation and (2,1) generation.

In the first phase, input a secret image S = {S[7, ;]| S[i,j1€ {0,1},0<i<(w—1),0<<(h
— 1)} (“0” presents the white pixel, and “1” the black one.) and an authentication image
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Fig. 2 The concept of cheating attacks in (k%) scheme
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A={A[i,jl|A[i,j1€ {0, 1},0<i<(w—1),0<j<(h— 1)} with RG-based VSS scheme to gen-
erate two random—grids Pl and Pz (P1(0r2) = {P1(0r2)[i’j]| P1(0r2)[i’j] S {0, 1}, 0<i< (W_ 1), 0<
J<(h—1)}).When stacking P; and P,, the secret image S will be reconstructed. When stacking
Py and RP, (90 degrees rotated P»), the authentication image A will be reconstructed.

In the second phase, distribute the pixels of P, and P, into n random-grids, G, = {G,[i, /]|
Guli,j1€{0,1},0<i<(w—1),0<j<(h—1)}, where m=1, 2, ..., n. Then, the n random-
grids are the final output. Stacking each two of these random-grids can reconstruct the secret
image S. Furthermore, rotating one of them by 90 degrees and stacking can reconstruct the
authentication image A.

3.1.1 Phase 1: Generate (2,2) random-grids P, and P,
(From Step 1.1 to 1.8, see Fig. 3.)

Step 1.1:  Randomly choose P;[i, /] € {0, 1}. (“0” presents the white pixel, and ““1” the black one.)
Step 1.2: Determine P,[h—j,i] by referring Pi[i,j] and A[i,j] as Py[h—j,i] =
{Pi]i,]] if Ali,j] =0 (Pi[i,j]+ 1) mod2 if Ali,j] = 1.
Step 1.3: Determine Pi[h—j,i] by referring P,[h—j,i] and S[h—j,i] as Py[h—j,i] =
{Pyh—j.i] if S[h—j,i] = 0 (P,[h—j,i] + 1) mod2 if S[h—j,i] = 1.
Step 1.4:  Determine P,[w —i, h —j] by referring Pi[h —j,i] and A[h—}, i] as Po[w—i, h—j] =
{P[hj,i] if A[h—j,i] = 0 (Pi[h—j,i] + 1) mod2 if A[h—j,i] = 1.
Step 1.5: Randomly choose Pi[w—i,h—j]< {0, 1}.
Step 1.6:  Determine P;[j, i — i] by referring Pi[w—i, h —j] and A[w — i, h — j] as P, [j, h—i] =
{ Py[w—i, h—j] if Ajw—i,h—j] = 0 (Py[w—i,h—j] +1) mod2 if Afw—i,h—j] = 1.
Step 1.7: Determine Py[j, h—i] by referring P,[j, h—i] and S[j, h—i] as P\[j,h—i] =
{ P,[j, h—i] if S[j,h—i] =0 (P2[j, h—i] +1) mod2 if S[j,h—i] = 1.
Step 1.8: Determine P,[i,j] by referring Pi[j, h—i] and A[j, h—i] as P,[i,j] =
{P\[j,h—i] if Alj,h—~i] =0 (P\[j,h—i] +1) mod2 if A[j, h—i] = 1.

1.2 refer A[i ]

1.3 refer S[h-j,i]

] m L4
L1[ij] 1.3 [h.i] %
1.7 refer S[j,h-i]

o ———
1.6 refer A[w-i,h-j]

.6 [j.h-i] 1.4 [w-ih-j

1.8 refer A[j,h-i]

Fig. 3 Concept of Step 1.1 to 1.8
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Step 1.9:  Repeat Step 1.1 to 1.8 until all pixels of P; and P, are determined, but notice that
each circle from Step 1.1to 1.8 determines 4 pixel values in P; (and in P,). Hence,
P can be derived into 4 blocks with same size.

When each circle starts from Step 1.1, the beginning position Pi[i,j] can be randomly
located in one of blocks I~VI, except the pixels which have been determined already.

3.1.2 Phase 2: Gererate (2,n) random-grids by distributing P, and P, into G,,, where
m=1,2,...,n

Step 2.1:  For G,[i,j], randomly choose P; or P, and distribute its four pixel values at one
time with positions (i,/), (h—j,i), (w—1i,h—j) and (j, h—1i) into corresponding
Gli,jl, Gulh—J, 1], Gulw—1i,h—j] and G,[j, h—1i].

Step 2.2:  For a grid G,,, where 0<i<(w/2—1), 0<j<(h/2—1), repeat Step 2.1 until all
pixel values of G,, are determined.

Step 2.3:  Repeat Step 2.1 and 2.2 until all random-grids G,, are generated, where m=1, 2,
ey ML

The concept of Phase 2 is shown in Fig. 4.
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The algorithm of the proposed encoding process is briefly illustrated as follows.

Input: A secret image S ={S[i,/]|S[i,jl1€{0,1},0<i<(w-1),0<;<(h-1)}, an
authentication image
A={Ai, j1] Ali, j1€{0,1},0 <i < (w—1),0< j < (h-1)}.

Output: n random-grids G, ={G,[i, /1| G, [, j1€{0,1},0<i < (w—1),0< j <(h—-1)}
(m=1,2K ,n)

//Phase 1: Generate random-grids £/ and P,
for i=0 to w/2-1

for j=0 to h/2-1

Except for the determined pixels, randomly choose a starting position (7, ;)

in blocks I~VIL. //Step 1.9

Randomly determine A[7, j] in {0,1} //Step 1.1
Pli, /] if Ali, j1=0

Blh-j,i]= il 1 it 4L 1 . //Step 1.2
(Bli, j]+)mod2 if A, j]=1
Plh—j,i] if S[h—j,i]=0

Pl j iy = 2V 2 ST =] N //Step 1.3
(P[h—j,i]+1)mod2 if S[h—j,i]=1

Blh—j,i] if Alh—j,i]=0
Blw—ih—j]={ V=S A=/ 3 //Step 1.4
(R[h—j,i]+D)mod2 if A[h—j,i]=1

Randomly determine R[w—i,h—j] in {0,1} //Step 1.5
Plw—i,h—j] if AAw—i,h—j]1=0

pjh—ij={ V=R =] i Abe =i ] //Step 1.6
(Bw—i,h—j]+)mod2 if AAiw—i,h—j]=1
Blj,h—i] ifS[j,h—i]=0

pljh—iy=] PP S A=0 J/Step 1.7
(Plj,h—i]l+1)mod2 if S[j,h—i]=1

Blj,h—i] ifA[j,h—i]=0
pli.jj={ S A8 Istep 1.8
(B[j,h—i]+l)mod2 ifA[j,h—i]=1
//Phase 2: Distribute 7, and P, into G, , where m=1,2,...,n
for m=1 to n //Step 2.3
for i=0 to w/2-1
for j=0 to h/2-1 //Step 2.2

Randomly choose between B and P, andset K is the chosen one

(ie. K=PR or K=P)
G, i, /1= KTi, j]
G, [h—j.i]=K[h—j.i]

G, [w—i,h—j1=K[w—i,h j]

m

G,[j,h—i1=K[j,h—i] //Step 2.1
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The decoding process directly stacks two or more random-grids to reconstruct the secret
image detectable by the human visual system. Rotating one of them by 90 degrees and
stacking will rebuild the authentication image.

3.2 Experimental results

To demonstrate that the proposed scheme achieves the collusion attack prevention and its
feasibility, the experimental results are given in this section.

First, we choose images Fig. 5a as the secret image and Fig. 5b as the authentication image
with both size 1024 x 1024. After performing the proposed encoding process with n=3, we
have three random-grids Fig. Sc, d and e.

3.2.1 Stacking results of (2,3) case

Then, the results of stacking each two random-grids are Fig. 5f, g and h. The authentication results
are as Fig. 5i, j and k. Notice that RG}, RG, and RGj stand for the 90 degrees rotated random-grids.
Finally, Fig. 51 is the result of stacking all random-grids.

3.2.2 Stacking results of (2,3) case with cheating attacks

Next, we implement the collusion attacks of (2,n) introduced in Ref. [14] on the proposed
scheme. Supposing that the two participants, #; and u,, have random-grids, G; and G,
perform the collusion attacks to cheat the rest participant, u3;. Because, by stacking G, and
G, uy and u, have already known the secret information, they modify the secret information as
Fig. 6a and generate a fake image, FG, Fig. 6b, to cheat u3. When u3 receives F'G and stacks
with G, Fig. 6¢, u; will recover the cheating information. However, if w3 performs the
authentication Fig. 6d, (s)he will see that the authenticating result is different from the
authentication image Fig. 5b. Hence, u; can tell that FG is a fake grid.

3.3 Security analysis

To show the security and performance of the proposed schemes, the values of average light transmission
and contrast are popularly used in VSS scheme. Hence, the definitions are given as follows.

* Definition 1. (Average light transmission)

For a binary image / with size w % A, the light transmission of some pixel I[7,] is defined as
i, j]] ={0 if I[i,j] =1 1 if I[i, j] = O ({[i,j] =0 stands for the white pixels of /, and the
other is black). Furthermore, the average light transmission of I is defined as
w—1 h-1
T[B] = -2 ¥ ¥ ¢[Bli, ]|, that is, the ratio of white pixels in 7.
i=0 j=0

¢ Definition 2. (Contrast)
THIS(O))-T7[S(1)]

]
LTI (rom
[30]. TI/[S(0)]] means the average light transmission of the area in / which is according to the

The contrast of a binary image / on the secret image S is defined as v =
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PVV
SC3

7l/ @ 7 |

(a) secret image (b) authentication image

© G @ G, () Gy

® GG, (®) G,®G, ) G @G,

() G, ®RG, () G,®RG, &) G,®RG,

) G®G®G,

Fig. 5 The experimental results of the proposed scheme with n=3
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SC8

(a) cheating image

(b) fake grid (FG) (c) FGOG, (d) FGORG;

Fig. 6 The collusion attacks [14] in the proposed scheme

white area of S, and 7T/[S(1)]] is according to the black area. The range of ais —1 <a <1, but
the secret information in / is visually recognizable when o # 0, and the visual quality is better
when « is larger in positive or smaller in negative.

3.3.1 Proposition 1 (Security of each random-grid)

Without stacking, each random-grid reveals neither secret information nor authentication
information.

Proof In the proposed scheme, the first step randomly determines P;[i, /] € {0, 1}, so its probability
of white pixel is % Then, determine pixel values by referencing the authentication image A or the
secret image S. According to the rule of reference, the probability of white pixel keeps % no matter
referencing A or S. Therefore, the white pixel’s probability of each pixel in Py or P, is always 1, even
distributing the pixel into Gy, G, ..., G,. Hence, for some G,,, where m=1, 2, ..., n, the average
light transmission according to white area in S is T[Gy[S(0)]] = i5q; ‘Sg)l =1 and

IS(1)]
T[G,[S(1)]] = m > 1 =1isforblack area (| - | is the number of pixels). Then, the contrast
T

isa = T[Gmfﬁg)[g;g[ﬁm)][f(l)ﬂ =1 1/42:1]//2 2 — (), that is, the random-grid G,,, reveals no secret information
in visual. On the other hand, the average light transmission according to white area in A is
1A(0)]
1

T[G.[A(0)]] :\A(l—o)| > 3=3 is for black area. Then, the contrast is
1
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_ T[Gu[AO)-T(G,[A()]) _ 1/2-1/2
1+7[Gx[A(1)]] 1+1/2

information in visual.

= 0, that is, the random-grid G,, also reveals no authentication

3.3.2 Proposition 2 (Cheating prevention)
Analyzing with two or more random-grids cannot infer another random-grid.

Proof When two or more malicious participants intend to cheat another participant, for gener-
ating fake grids, they must analyze the grids they have and guess the pixel values of another
random-grid. A success cheating attacks based on the high similarity between estimating
random-grid and aim random-grid. In other words, if the attackers fail in inferring pixel values,
the cheating attacks cannot be performed. In Phase 2 of the proposed scheme, the pixel values of
Pj and P, are randomly distributed into Gy, Gy, ..., G, that is, each random-grid can be viewed
as a random combination of P; and P, alone. Therefore, even gathering two or more random-
grids, the probability of guessing each pixel in another random-grid is always % Forwardly,
generate the estimating random-grid based on the % fail guessing and make a fake random-grid.
Then, in the authentication process, the fake information or doctoring trail will appear on the
authenticating result. Hence, the proposed (2,n) scheme can prevent cheating attacks.

3.4 Contrast analysis

In the proposed (2,n) scheme, Gy, G», ..., G, are generated by randomly distributing the pixels
of P, and P,. Hence, before giving the analysis of stacking results of Gy, G, ..., G,, we should
analyze the stacking result of P, and P, first.

3.4.1 Proposition 1 (Contrast of stacking result with P; and P,)

When stacking P, and P,, the contrast of the reconstructed secret image is & = % (The average
light transmission appears T[P1@®P,[S(0)]] =3 and T[P;@®P,[S(1)]] = ). When authenti-
cating with P; and P,, the contrast of the revealed authentication image is o« = % (The average
light transmission appears T[P;@®RP,[A(0)]] :% and T[P; &® RP,[A(1)]] =0, where RP,
means rotating P, with 90 degrees.).

Proof In the process of generating Py and Ps, for each four relating positions, the secret image,
S, is referenced only two times, while the authentication image, A, is four times. This implies
that half pixels of the secret image won’t be correctly reconstructed, and the authentication
image can be fully reconstructed. The definition of successfully reconstructing is that the
stacking result is same with (2,2) scheme; that is, considering the normally reconstructed secret
image in (2,2) scheme, the average light transmission of stacking result corresponding to white
(or black) area of the secret image is % (or 0). Therefore, when reconstructing the secret image
with P} and P,, for the pixels which are corresponding to the white (or black) area in S, there are
half pixels that the probability of white pixels is § x  (failing reconstruction), and the other’s
probability is % (or 0) (successful reconstruction). Hence, the average light transmission appears

[s(0))/: s(©)1/ Is(Ll/2 [s(n)l/2
T[Ple)Pz[S(O)]]:ﬁ[(MZI:Z%X%>+(5021>:z%)} —141=3 and T[P,@PZ[S(I)]]:ﬁK z §x§>+< ) o)} :%.
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Forwardly, the contrast of the revealed secret image with P; and P, is
—_ eﬂ;f;ﬁ;}gﬂgﬁﬁz Wl _ 31/ il/gg = %. On the other hand, when authenticating with P,
and P,, all pixels are reconstructed successfully, so the result is same with (2,2) scheme. Hence,
|A0)]
the average light transmission appears T[P1@®RP2[A(0)]] =57 X 53=75 and
1

[e%

Al

T[P\®RP,[A(1)]] Wll)\ Z]: 0 = 0. Forwardly, the contrast of the revealed authentication

T[P @RP[A(0)|-T[P\@RP,[A()]] __ 1/2-0 _ |
1+ 7P ®RP[A(1)]] =70 2

image with P; and P, is o =

3.4.2 Proposition 2 (Contrast of reconstructed secret image)

The contrast of the reconstructed secret image in the proposed (2,n) scheme is

on 72/1*/4 1

ST where r=2, 3, ..., n is the number of stacked grids.

o=

Proof According to the proposed (2,n) scheme, the pixels of Py and P, are randomly

distributed into n random-grids. Therefore, when stacking » random-grids for reconstructing
21
T
definition of fail reconstructing is that the stacked » pixels are all from P; (or P,), and the

the secret image, for each pixel, there exists a probability, of fail reconstructing. Here, the
probability of white pixel of stacked result is §. On the other hand, if the stacked r pixels
including pixels of both P; and P,, this is considered as successful reconstructing, and the
probabilities of white pixel are same with the average light transmission of stacking results of
Py and P, that is, T[P,@P>[S(0)] = 3 and T[P1@®P,[S(1)]] = § (Proposition 1). Hence, the

average light transmission appears T[G,, ®G,,® ®G,, [S(0)] =2 x1+ (1*2"1') X

T2 27T
1 2r1fr_1 3 zrrr + 2n + 2n*1_4
TIP@PIS(O)]] =g x S+ = e g

n—r__ n—r n—1_
Z bt (IF22Y) x TIP@PAS()]) =3 x oy +g = =
Gy, Gy, ...G,, mean any different » random-grids chosen from G, G,, ...G,. Forwardly,
T[Gy, ®G., @ ®G,, [S(0))]-T[G., ©G., &G, [S1)]] 1
147Gy ©Guy & ©G, [S(1)]] T oox2mT43x2mT-12
To show that the theoretical contrast is close to the experimental result, we give the
comparison table, see Table 1.

and TG, ®G,,® &G, [S(1)]] =

where

the contrast is v =

Table 1 Contrast values of reconstructed secret image and theoretical values

Contrast of experimental result Contrast of theoretical function
r 2,3 24) 2.,5) 2,3) 24) 2.5)
2 0.132303 0.113305 0.106759 0.133333 0.111111 0.102564
3 0.221636 0.187565 0.173451 0.222222 0.181818 0.166667
4 0.221642 0.208604 0.222222 0.202899
5 0.222990 0.222222
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3.4.3 Proposition 3 (Contrast of authentication result)

st : i o (mx2m!
The contrast of authentication result in the proposed (2,n) scheme is o = Tnt )2

Proof When performing authentication, it is similar to Proposition 2 that there exists %:1:}

(r=2, the authentication process only uses two random-grids each time.) pixels fail in

reconstructing, but because of rotating in authentication, the probability of white pixel is

. n—2_
1 x 1. However, in the rest 1—5”,17}

reconstructing because of the wrong way of rotating. (From Propesition 1, 7[P;®&RP,[A(0)]]

:% and T7[P; ® RP,[A(1)]]=0) Hence, the average light transmission appears

T[Gu.z@RGuz [A(0)]] , 5
_2Z 1,1, (1—2 71) X%«FEX (1—2 71) x T[Pi@RP,[A(0)]]
1
-
4

pixels, there also exists a probability, %, of fail

2174 g 211 n 21—
P NVR R SO PR nol (2
TR e ( 2"*1—1) e ( 2"*1—1) )
C2xnl a1l 27

dxn 4xn * 21
(3 x n—1) x 2" 2=n

nx2"—4xn

N —

and

TG, ®RG,,[A(1)]]

2721 1 1 22— 1 n1 22—
= 2n71_1 X Z+; X (1_2"71_1) X Z+7 X (1_2"71_1) X T[P]@sz[A(])H
2 L 1_2"*2—1 ]
- 2)1—1_1 4 n 211—1_1 4

L 221
Cdxn 4xn 2
(n+1)x2"2—n

nx2™—4 xn

T[Gu ®RG, [A(0)]|-T[G ®RG, [A)]]  (n-1)x2"!
147 [Gy, ®RG,, [A(1)]] T (9xnH1)x2"2=5xn’

Forwardly, the contrast is o =

To show that the theoretical contrast is close to the experimental result, we give the
comparison table, see Table 2, with different cases.

4 The proposed (k,n) VSS scheme with cheating prevention

In this section, the proposed (k,n) RG-based VSS scheme with cheating prevention is
described as follows. The experimental results and performance analysis are shown after it.

Table 2 Contrast values of reconstructed authentication image and theoretical values

Contrast of experimental result Contrast of theoretical function
(2,3) 2.4) (2,5 (2,3) 24 (2,5
0.194431 0.184634 0.180406 0.195122 0.1875 0.186589
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4.1 The proposed scheme

Because, in the proposed (2,n) scheme in Section 3, the generated random-grids have a
property that authentication can be performed between each two random-grids, we expect
that the property will also work on our (k,n) scheme. The proposed scheme is mainly disported
to three phases: (2,n) generation for the authentication image and a random image, encoding
the secret image by a (k,n) scheme, and cheating-prevention (k,n) generation.

* Phase 1: Gererate (2,n) random-grids

Input a random image and an authentication image, A, to perform the proposed (2,n)
prevention scheme in Section 3, and denote the n grids by Py, Py, ..., P,.

* Phase 2: Gererate (k,n) random-grids

Input the secret image, S, to perform the (k,n) scheme in Ref. [5], and denote the n grids by Oy,
Q2’ e Q}’l'

authentication
image random image secret image

PVV
7 SC3
1

A

Proposed (2,n) scheme in Original (k,n) scheme in
Section 3 [16]
| |
v v ¥ v v v
O3 (| O3 —a O0—+3 || O3 -8
[ == NN = | O0+—. [ == NN == | —n
Pl P’ Pn QI Q2 Qn
v v

Randomly choose between

P|~P,, and Q|~Q,,
|

U Ll U3
BN BN BN
G G G,

Fig. 7 The concept of the proposed (k) scheme
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* Phase 3: Gererate (k,n) final random-grids by distributing P, and P, into G,,, where
m=12,...,n

Randomly insert some pixels of Py, Py, ..., P, into O, O, ..., O,, and the renewed n
grids of Oy, Oy, ..., O, are regarded as final output random-grids, denoted by Gy, G,,
ey G

The concept of the proposed scheme is shown in Fig. 7.

The algorithm of the proposed encoding process is briefly illustrated as follows.

Input: A secret image S ={S[i, ]|S[,jl€{0,1},0<i<(w—-1),0<<(h—-1)}, an
authentication image
A={4[L, j11 AlE, j1€{0,1},0<i < (w—1),0< j < (h-D)}.

Output: » random-grids G, ={G,[i,j]| G, [i,j]1€{0,1},0<i<(w—1),0< j<(h-1)}
(m = 15 25K sn)

/I Generate PB,P,,K,P by (2,n) scheme proposed in Section 3
!/l Generate Q,,0,,K,Q, by (k,n) scheme proposed in Ref. [16]
//Randomly insert some pixels of £ into Q,,where i=1,2K ,n
for i=0 to w/2-1

for j=0 to h/2-1

Randomly determine whether performing the next for-loop or not
for m=1 to n

0,15, /1= 11, j]
Q,lh—j.i1=F,h—J.i]
O, [w=i,h=jl=F [w=i,h—]]
O, h—i1=F,1j,h~i]

for m=1 to n

Gm :Qm

The decoding process directly stacks & or more random-grids to reconstruct the secret image
detectable by the human visual system. For each two random-grids, rotating one of them by 90
degrees and stacking will reconstruct the authentication image.
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4.2 Experimental results
To demonstrate that the proposed scheme can prevent the collusion attacks and its feasibility,
the experimental results are given in this section.

We choose images Fig. 8a as the secret image and Fig. 8b as the authentication

image with both size 1024 x 1024. Then, perform the proposed scheme with (3,4) to
generate four random-grids Fig. 8c, d, e and f.

PVV
SC3

(a) secret image (b) authentication image

© G @ G, (e G, ® G,
(& GG DG b GG, @G, i) G®G DG, (0) G,@G DG,

® G®G,®G,@G,
Fig. 8 The experimental results of the proposed scheme with (3.4)
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4.2.1 Stacking results of (3,4) case

The results of stacking each three random-grids are Fig. 8g, h, i, j and k for stacking
all. The authentication results are as Fig. 9a, b, c, d, e and f. Notice that RG;, RG>,
RG; and RGy stand for the 90 degree rotated random-grids.

4.2.2 Stacking results of (3,4) case with cheating attacks

Next, we implement the collusion attacks of (k,n) introduced in Ref. [14] on the
proposed scheme. Suppose that three members, u;, u, and u3, who have random-grids,
Gi, G, and Gj, perform the collusion attacks to cheat the rest participant, uy.
According to the analysis of the grid pixels in G, G, and Gj, the three cheaters
can generate an evaluated grid which is similar to G, with high probability. Then,
input the evaluated image and a determined cheating image, Fig. 10a, and perform the
(n,n) scheme, where n=3, to generate two fake grids, FG, and FG,, as shown in
Fig. 10b and c. When u4 uses G4 to stack with FG, and FG,, Fig. 10d, uy will
recover the cheating information. Nevertheless, if u4 performs the authentication
Fig. 10e and f, (s)he will see the authenticating results being different from the
authentication image Fig. 8b. Hence, uy can tell that G, and FG, are fake grids.

(@) G, ®RG, ®) G, ®RG, © G,®RG,
@ G,®RG, @) G,® RG, ® G,®RG,

Fig. 9 The authentication of the proposed scheme with (3.4)

@ Springer



10174 Multimedia Tools and Applications (2019) 78:10157-10180

ABC
123

(a) cheating image

(b) fake grid 1 (FG,) (c) fake grid 2 (FG,) (d) FG,®FG,®G,

(e) FG,®RG, () FG,®RG,

Fig. 10 The collusion attacks [14] in the proposed scheme

4.3 Security analysis
4.3.1 Proposition 1 (Security of each random-grid)

Without stacking, each random-grid reveals neither secret information nor authentication
information.

Proof In the proposed (k,n) scheme, for each generated G,, where m=1, 2, ..., n, it

is the random combination of random-grids generated from the proposed (2,n) scheme
and Chen and Tsao’s (k,n) scheme [5]. The security of the proposed (2,n) scheme has
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been proven in Section 3.3, and the security of Chen and Tsao’s scheme is also
proved in their thesis. Hence, the security of the combination with the two scheme’s
random-grids is also guaranteed.

4.3.2 Proposition 2 (Cheating prevention)
Analyzing with two or more random-grids cannot infer another random-grid.

Proof Although Chen and Tsao’s (k1) scheme [5] has been pointed out the insecurity in
cheating attacks [14], the proposed scheme randomly combines the random-grids of the
proposed (2,n) scheme and Chen and Tsao’s (k,n) scheme. If the attackers do not separate
the pixels generated by the proposed (2,n) scheme, the generated fake grid will appear nothing
in the authentication process, that is, the cheating attack is not a success. On the other hand, if
the attackers intend to guess out the pixels which are generated by Chen and Tsao’s scheme
and perform the cheating attacks, the probability of correctness is % With the % fail guessing,
after the authentication process, the fake information or doctoring trail will appear on the
authenticating result. Hence, the proposed (k,n) scheme can prevent cheating attacks.

4.4 Contrast analysis
4.4.1 Proposition 1(Contrast of reconstructed secret image)
The contrast of authentication result in the proposed (kn) scheme is

2" — (p=p42) x (n—r-1)

(2"72-%—2"72) X (27”2;2,”]:72”7) +252 % (n=r+1) x (n—r)

,wherer=2,3, ..., nis the number of stacked grids.

Proof. Because Gy, Gy, ..., G, are generated by combining the proposed (2,n) scheme and
Chen and Tsao’s (k,n) scheme, there is a half stacking result which is same with the proposed
(2,n) scheme (or Chen and Tsao’s (k,n) scheme). About the stacking result of the proposed
(2,n) scheme, a random grid is used as the secret image. Hence, from the proof of Proposition
2 in Section 3.4, the stacking result’s average light transmission of the proposed (2,7) scheme

T[Goy @G, @ ®Gi, [S(0))] 1 TGy, @Gy @G, [S(1 NI )
S [6n Gy ISt )Hz [Gy Gy sl _ 2 2:1217; 2. On the other hand, the stacking

result’s average light transmission of Chen and Tsao’s (k,n) scheme is zk‘—,l according to white

area in the secret image (or 0 to black area). Furthermore, considering the fail stacking in Chen
and Tsao’s (k,n) scheme, that is, the stacked pixels being same, the average light transmission

Table 3 Contrast values of reconstructed secret image and theoretical values

Contrast of experimental result Contrast of theoretical function
r 34 3.5) (3,6) 3.4 3.5) (3,6)
3 0.053145 0.036101 0.031709 0.07 0.04 0.032979
4 0.111443 0.077432 0.066352 0.111111 0.085714 0.069663
5 0.111443 0.092943 0.111111 0.096724
6 0.111443 0.111111
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Table 4 Contrast values of reconstructed authentication image and theoretical values

Contrast of experimental result Contrast of theoretical function

(3.4) (3.5) (3.6) 34 (3.5) (3.6)

0.057512 0.052594 0.051600 0.058824 0.052545 0.050649
n—r+1

is %, and its probability is
T[GulG}GNZG}"‘@G,,,_[S(O)]]

. Therefore, the average light transmission appear

n—r+1
2 1
l-——~ | x

271

n—r+1
71>< 27[*1‘+2VI*172 Jr1>< 2 ><1+1><
- 2 2n+1_4 2 2”’k +1 22 2"7]( +1 2k71
1 (27 42712\ 1 (4 D) x () 1 (n=r+1) x (nr)
7§>< ( 2n+1_4 > +ZX 2n*k+l ) +?X 1= 2n*k+l +2
and

(G, ®G,,,® &G, [S(1)]]

n—r+1 n—r+1
1 (2"*’ + 2"*1—2> 1 2 11 2
+ -2 I x0

= - — — — 17
2>< 2n+1_4 2>< 2”7k+l ><2+2>< 2"7/"-&-1

1 (27 42"'2\ 1 (nr+1) x (nr)
Y ontl_g Z x on=k+1 +2
Forwardly, the contrast is
o= T[Gu;@Guz@“'@Gu,- [S(O)H_T[Gu;QBGIQGB'”@GW [S<1>H
1+ TG, &G, & &G, [S(1)]]
2 (= 4 2) x (n—r—1)

(272 +2°72) x (Z22ET) 4272 x ey 1) x ()

To show that the theoretical contrast is close to the experimental result, we give the
comparison table, Table 3, with different cases.

4.4.2 Proposition 2 (Contrast of authentication result)

The contrast of authentication result in the proposed (k,n) scheme is
o= (n=k+1)x (n=1)x2""!
T (k)X (39xn+1)x2" 2 =105 (2xn-2xk+ 142" 1)

Proof. Because Gy, Gy, ..., G, are generated by combining the proposed (2,n) scheme and
Chen and Tsao’s (k,n) scheme, there exist half pixels belonging to Oy, O, ..., O, generated by
Chen and Tsao’s (k,n) scheme. Qy, O, ..., O, have no authentication information. Therefore,
after rotating and stacking for authenticating with each two random-grids, the half part’s

Table 5 Comparison between the related cheating prevention schemes and the proposed schemes

Horng Hu and Tsai The Proposed
et al. [9] Tzeng [10] et al. [22]
Extra share YES NO YES NO NO
Pixel expansion for (2,3) VSS scheme 2x2 2x2 2%x2+42 2x2 No
Computation cost in the share generation Low Low Low High Low
Cheating prevention YES YES YES YES YES
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average light transmission is % X % And the authentication result of the other half pixels is
related to the authentication result of the proposed (2,n) scheme. In this half part, there exist
some pixels which fail to reconstruct the authentication image (wrong rotating way) with
probability 5—2%—. !
of the rest part is same with the proposed (2,n) scheme, and the average light transmission is
equal to TG, ®RG,,[A(0)]] and T[G, ®RG,,[A(1)]] (see the proof of Proposition 3 in
Section 3.4). Hence, the average light transmission appears

and its average light transmission is 5 X % Then, the authenticating result

T[Gul @®RG,, [A(O)H

1 1 1 1 n—k 1 11 n—k (3 xn=1)x 2"
= XXz X—————X-X=-+=-Xx[1-

27272 27 2xn2xk+17272 "2 2xn2xk+1 nx2"—4 x n
71+1X n—k +1X n—k 41 X(3Xn—1)x2”*2—n

T8 8 2xn2xk+1 27 2xn2xk+1" px2"t-4xn
and

T[G, ®RG,, [A(1)]]

11 1 1 n—k 111 n—k (n+1) x2"2=n
=X Xzt X X=X+ =X | I-

2 2 2 2 2xn2xk+1 2 2 2 2xn2xk+1 nx2"—4 xn

11 n—k 1 n—k+1 (n+1)x2"2=n

=—4-x B X
8+8 2><n72><k+1+2 2xn2xk+1" nx2"-4xn

Forwardly, the contrast is

_ T[Gy®RG,,[A(0)]]-T[G., ®RG,, [A(1)]
‘T 1+ T[G,, ®RG,,[A(1)]
_ (n—k +1) x (n—1) x 2"
k1) x (39xn+ 1) x2"2-10 x n x (2% n=2 x k+1+2"1)

To show that the theoretical contrast is close to the experimental result, we give the comparison
table, Table 4, with different cases.

5 Further discussion

Carry on the demonstration of contract and security analyses in Sections 3 and 4, it’s
worthwhile to highlight the difference and advantages of the proposed schemes compared
with the related work.

Firstly, the proposed scheme does not maintain any extra share like Ref. [9, 10]. Secondly,
the pixel expansion is avoided compared to the tradition VSS scheme. Thirdly, the computa-
tion cost in the encoding phase is very low compared to Ref. [22] while the decoding phase
involves no computation cost. The comparison between the proposed schemes and the related
cheating prevention schemes in Ref. [9, 10, 22] is shown in Table 5.

6 Conclusion
In this paper, we propose two threshold RG-based VSS schemes with cheating prevention for

cases (2,n) and (k,n). To prevent cheating attacks, each two random grids can perform the
authentication process in both proposed schemes, and the fake grids will be detected. The
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experimental results and the analysis of security and contrast show that the proposed method is
efficient and practical.

Publisher’s Note Springer Nature remains neutral with regard to jurisdictional claims in published maps and
institutional affiliations.
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