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Abstract Copy-move forgery (CMF), which copies a part of an image and pastes it into
another region, is one of the most common methods for digital image tampering. For CMF
detection (CMFD), we propose a fast and robust approach that can handle several geometric
transformations including rotation, scaling, sheering, and reflection. In the proposed CMFD
design, keypoints and their descriptors are extracted from the image based on the Scale
Invariant Feature Transform (SIFT). Then, an improved matching operation that can han-
dle multiple copy-move forgeries is performed to detect matched pairs located in duplicated
regions. Next, the geometric transformation between duplicated regions is estimated using
a subset of reliable matched pairs which are obtained using the SIFT scale space represen-
tation. In our simulation, we present comparative results between the proposed algorithm
and state-of-the-art ones with proven performance guarantees.

Keywords Copy-move forgery - Digital image forensics - Keypoints - SIFT

1 Introduction

The rapid progress of digital-image-editing software has enabled the easy manipulation of
digital images, leaving no perceptible trace. Digital image forensics is an emerging branch
of image processing aimed at determining the authenticity and origin of digital images [32,
38]. A great number of digital images are continuously produced in our daily lives and
the majority of consumer images are created without containing any digital watermark or
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signature [21, 45]. Therefore, a digital image forensics technique needs to be developed in
a passive manner for its use in a wide range of applications [17, 36, 44].

Digital images can be tampered with or manipulated in many different ways. Copy-move
forgery (CMF), which copies a part of the image and pastes it into another region, is one
of the most common methods for digital image tampering [25, 31]. In the CMF scenario, a
tampered region might not be exactly the same as another region since it usually undergoes
a sequence of post-processing operations such as rotation, scaling, blurring, and noising
for a better visual appearance. Therefore, it becomes increasing difficult to manually iden-
tify tampered regions even for practiced users (see Fig. 1). Accordingly, the detection of
the CMF has become one of the most actively researched topics in passive image foren-
sics [6, 30]. Many CMF detection (CMFD) algorithms have been introduced to efficiently
find tampered regions in images. Basically, CMFD algorithms identify tampered regions
under the assumption that, although digital forgeries may leave no visual clue, they alter the
underlying statistics of the image [7].

In this work, we focus on passive image forensics and introduce a new methodology
for CMFD. In the proposed CMFD design, keypoints and their descriptors are extracted
from the image based on the Scale Invariant Feature Transform (SIFT). Then, an improved
matching operation is performed to handle both single and multiple copy-move forgeries.
Further, we introduce a new verification algorithm exploiting the SIFT scale space repre-
sentation. The proposed verification algorithm precisely selects a subset of matched pairs
based on their scale spaces and the subset is used to estimate the geometric transformation.
Finally, duplicated regions are localized using the estimated transformation. Experimental

Fig. 1 Examples of image tempering. It is very difficult to manually identify tampered regions. a red_tower.
b fisherman. ¢ writing_history. d ship
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results verify that the proposed algorithm robustly detects the CMF and its complexity is
much lower than those of existing CMFD algorithms.

The rest of this paper is organized as follows. In Section 2, detailed overviews of con-
ventional CMFD algorithms are given. In Section 3, we introduce the keypoint matching
scheme. Section 4 presents the proposed verification and localization techniques. Compar-
ative experimental results of the proposed and conventional algorithms are presented in
Section 5. Finally, our conclusions are drawn in Section 6.

2 Related works

In the literature, a large number of CMFD algorithms have been proposed, which can be
classified into two main categories: block-based and keypoint-based methods. The first
CMFD method was proposed by Fridrich in 2003 [13]. This method divides an image into
8x8 overlapping blocks and extracts discrete cosine transform (DCT) features from the
blocks. Feature vectors are lexicographically sorted, and then similar feature vectors are
identified to judge forgery. Thereafter, more efficient block-based algorithms have been
introduced including blur-invariant moments [28], principal component analysis (PCA) [18,
37], Hu moments [41], discrete wavelet transform (DWT) features [19, 30, 42], improved
DCT features [16], Fourier-Mellin transform (FMT) [4, 24], Zernike moments (ZERNIKE)
[39], and upsampled log-polar Fourier (ULPF) descriptor [35]. It was reported in [9] that
the ZERNIKE algorithm shows relatively good performance when duplicated regions are
rotated. Note that all the algorithms mentioned above divide the input image into overlap-
ping blocks and apply a feature extraction process to each block. The main drawback of
the block-based algorithms is their high computational complexity [20]. For example, the
algorithms proposed in [28] and [16] usually need a huge amount of processing time for
CMFD.

The other type of CMFD algorithm does not utilize block-based feature representations.
These algorithms identify high-entropy regions (keypoints) in the image and extract fea-
ture vectors only at the keypoints. Therefore, the number of feature vectors is reduced
and the processing times of the keypoint-based algorithms are relatively lower than those
of the block-based algorithms. On the other hand, duplicated regions are often sparsely
covered by matched pairs in the keypoint-based algorithms. This may result in the degrada-
tion of detection performance and, in some cases, the duplicated regions being completely
missed. Therefore, the detection performance of the keypoint-based algorithms needs to be
improved further without increasing the computational complexity.

A number of keypoint-based descriptors such as SIFT [27], speed up robust feature
(SURF) [3], and gradient localization oriented histogram (GLOH) [29] have been widely
used for image retrieval and object recognition. In recent years, there have been attempts to
apply SIFT and SUREF features to CMFD applications [1, 2, 15, 23, 33, 40]. In this paper,
we focus on the CMFD algorithms based on SIFT features.

A preliminary CMFD algorithm using SIFT features was proposed in [15]. There, the
authors only try to find matched keypoints and numerical results to evaluate objective per-
formance of the proposed algorithm are not provided. The CMFD algorithm in [33] finds
geometric transformations between duplicated regions and constructs a correlation map
using the extracted transformations. Further, the duplicated regions are localized using the
correlation map. The algorithm adopts the keypoint matching scheme that finds reliable
matched pairs by using distance ratio between the most similar match and the second similar
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match. This procedure is referred to as the 2NN test. The generalized 2NN (g2NN) test
[2] was proposed to detect multiple copy-move forgeries. The g2NN test iterates the 2NN
test until the distance ratio is greater than a predefined threshold. In the next section, we
explain the 2NN and g2NN tests in detail and further investigate the matching operation
using the distance ratio. Recently, clustering-based and segmentation-based algorithms were
proposed in [1] and [23], respectively. Basically, these algorithms enhance the localization
accuracy of CMF regions by adopting pre-processing schemes with additional computa-
tional overheads. It was reported in [23] that, when a simulation is performed on a computer
with 3.3GHz CPU and 4G RAM, the segmentation process takes about 15 seconds for an
image of 0.48 megapixels. It is worthwhile to note that the proposed CMFD approach does
not utilize any pre-processing schemes such as clustering and segmentation.

3 Feature extraction and keypoint matching

In Sections 3 and 4, we introduce a new CMFD processing pipeline that can be successfully
used for real world applications. The first step of the proposed algorithm is the keypoint
detection and feature extraction based on SIFT features. We detect keypoints that are stable
local extrema in the scale space and extract SIFT feature descriptors at the detected key-
points. Using the results, the proposed algorithm performs a matching operation to identify
similar local regions.

The straightforward way to match keypoints is to fix a global threshold on the Euclidean
distance between descriptors. However, this approach does not perform well due to
the high-dimensionality of the SIFT descriptor [1]. Several matching techniques have
been introduced for the efficient matching operation. The 2NN test [33] performs the
matching operation using the distance ratio between the closet neighbor to the second-
closest one. Supposed that, for a given image, N keypoints and the corresponding feature
descriptors have been extracted using SIFT features. Let k* be the currently inspected
keypoint and f* be its feature descriptor. The 2NN test defines a similarity vector

D = {di,d>,...,dy—1} containing sorted Euclidean distances between k* and the other
keypoints {ki, k2, ..., kxy—1}, which is computed as
di = |If* — fill2 (1

where f;,i = 1,2,..., N — 1, is the descriptor of k;. The inspected keypoint k* is matched
with k1 if the following constraint is satisfied:

dijdy <T 2)

where T is set to 0.5 in [33]. In the 2NN test, the inspected keypoint can be matched with
only a single keypoint even when the source region is copied-moved several times.

To address this issue, the g2NN test [2], the generalization of 2NN, iterates the 2NN test
between d; /d;+1 until this ratio is greater than 0.5. Assume that the procedure terminated
at i = m. Then, the keypoints {k1, k2,...,ku—1}, 1 < m < N, in correspondence to
{di,d>, ..., dy—1} are considered as matches for the inspected keypoint k*. The weakness
of the g2NN test is that, if the source region is copied-moved several times and copied
regions are very similar to each other, the keypoint in the copied regions can not be correctly
matched. Figure 2 shows an example of multiple copy-move forgeries. In Fig. 2, the g2NN
test can detect only a single matched pair among six matches.

Based on these observations, we propose an adaptive 2NN (a2NN) test. Similar to the
2NN and g2NN tests, the proposed a2NN test utilizes the similarity vector D in the matching
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Keypoint Detection and Feature Descriptor Extraction Based on SIFT

J

D,={266,1158,1829,47593,56341,---} C={kek.ka} k) (ko)
D;={830,865,1158,43241,54257,--} Ci={kekaka} (ko) (ki a)
D,={266,819,830,45599,56645, -} Co=thaskakn (ko) (k)
D ~{819,865,1829,43734,58804, -} C=t{kekp.ka} :
Similarit.y Vectors Matched (;andidates Matched Pairs (R)
Keypoint Matching

Fig. 2 Graphical explanation of the proposed matching operation. The above figure shows a part of the
brisks image of the popular Christlein et al.’s database [9], where copied regions are rescaled by 120%. In
the image, four keypoints, k,, ks, k¢, and k4, are matched with each other. In the bottom figure, D, and C,
represent the similarity vector and matched candidates of k,, respectively. At the end of matching operation,
the proposed method obtains six matched pairs from the four keypoints. On the other hand, the 2NN and
22NN tests extract only a single matched pair (k,, k¢)

operation. However, instead of computing the distance ratio of successive elements in D,
the a2NN test calculates the adaptive distance ratio between elements by considering their
distribution. In detail, the a2NN test proceeds as follows.

e The a2NN test constructs a set of matched candidates of each keypoint. The following
procedures are applied to each keypoint:

+/ Construct the similarity vector D for the current keypoint k*.

»/ Calculate the distance ratio rii = d;/d;i+1 between d; and d;4. This procedure
begins at i = S and repeats by decreasing i by 1 until it reaches 1 (i > 1). If
rl." +1 < 0.2, this procedure is terminated immediately. The initial value S con-
trols the maximum number of duplicated regions which can be detected using the
proposed algorithm. In our simulation, S was set to 4.

+/ Suppose that the procedure terminated at i = m. Then, the algorithm constructs a

set C = {k1, k2, ..., k;} of matched candidates. Note that, if m = 1, there is only
a single matched candidate for k*. Otherwise, if m > 1, k* has multiple matched
candidates.
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e After obtaining matched candidates of all keypoints, the a2NN test constructs a set R
of real-matched pairs. The following procedures are applied to each keypoint:

./ For the current keypoint k*, examine the reliability of each matched candidate in
C = {k1, ko, ..., ki}. To verify the reliability of the pair (k*, k;), j = 1,2,...,m,
the algorithm examines whether k* belongs to the matched candidates C; of k;. If
k* € C;, the pair (k*, k;) is considered a real-matched pair and will be an input of
the following step. Otherwise, if k* ¢ C;, the pair is not involved in the following
step.

+/ Calculate adaptive distance ratios of the resultant real-matched pairs. For each pair,

| = dj/dm+1. Then, the matched

J

m+1*

. . . . J
the adaptive distance ratio is computed as r;, |

pairs (k*, k;)’s are inserted into R in the ascending order of

Figure 2 shows a graphical explanation of the proposed matching operation.

Through the above procedure, multiple matched pairs of a single keypoint can be
included in R. We observed that, in some cases, the number of pairs in R is unnecessar-
ily large, especially for the plain copy-and-move attack. This may significantly increase
the computational complexity of the remaining detection processes. To address this prob-
lem, we only consider first M elements with relatively low adaptive distance ratios in the
remaining processes. Through extensive simulation, we found that M = 300 shows a good
trade-off between time complexity and detection performance.

4 Improved verification and localization

A way to detect possible geometric transformations between duplicated regions is to use the
same affine transformation selection (SATS) [8], clustering algorithms [1], or segmentation
based ones [12, 23, 26]. In this paper, we introduce a new verification technique exploiting
the SIFT scale space representation. The proposed algorithm selects a random subset of the
matches satisfying given constraints and estimates the geometric transformation using the
subset. Finally, the transformations with reasonable inliers are chosen for possible attacks.

4.1 Precise sampling based on scale space representation

In order to detect stable keypoints in scale space, the SIFT algorithm utilizes a scale space
representation that is implemented as an image pyramid. An initial image is repeatedly
smoothed with a Gaussian blur and then sub-sampled in order to achieve a higher level of
the pyramid. The difference-of-Gaussian (DoG) image is computed by subtracting adjacent
image scales. Formally, the DoG is computed as

D(x7y’0) = (G(xayvha)_G(xvysa))*l(x!y)
= L(x,y,ho) — L(x,y,0) (3)

where L(x,y,ho) is the convolution of the image I(x,y) with the Gaussian blur
G(x,y, ho) at scale ho. In order to detect the local extrema of D(x, y, o), each sample
point is compared to its eight neighbors in the current scale and nine neighbors in the scales
above and below. Then, the point that is larger (or smaller) than all of these neighbors is
selected as a keypoint. Each octave of scale space (i.e., doubling of ¢) is divided into an
integer number n of intervals such that # = 2!/”. Note that n 4+ 3 DoG images need to be
computed for each octave for finding local extrema [27].
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Let o and [ be the octave and blur level from which a keypoint k is extracted. Then, given
o and [, we can derive the scale level u of k as

u = 20—1 . 2(1/11)
— 20+(l/n)7l. (4)

Let p = {k%, k°} be a matched pair in R obtained in the previous matching step, and
v* and v° be the pixel coordinates of k° and k€, respectively. Then, for the pair p, we can
compute the variation ratio i of scale levels as

ia=u/u’ (5

where u*® and u“ are the scale levels of k* and k€, respectively.

In the CMF scenario, a local region undergoes a geometric transformation and is pasted
into another region. We use the affine transformation in order to model the geometric dis-
tortion between the source and copied regions. Let us assume that two matched pairs, p;
and p,, are generated by a common CMF attack. In this case, the two pairs share a com-
mon geometric transformation and their scale variations should be the same as each other.
Therefore, we can derive the following relationship between p; and p,:

i =i (6)

where 11 and i, are the variation ratios of scale levels of p; and p,, respectively. Further,
since the affine transformation preserves the ratio of lengths of line segments, we may
approximately estimate the length of the transformed segment using that of the original
segment as follows (see Fig. 3) [10]

[IV§ = v3ll2 ~ i [[v] — v3ll2. )

Based on these observations, we propose a precise sampling strategy exploiting the scale
space representation. Note that, in order to compute the affine transformation, three non-
collinear pairs need to be selected. At first, the proposed algorithm randomly selects an
initial Pair p; = {ks , k{} from R. Then, we select another pair p, = {k3, k5} satistying the
following constraints:

{ iy = iz, ®)

[11V§ = v5lla — anllvy = v3ll2| < E

Image Copied-move

Source Region

Copied Region

Fig. 3 Lengths of common line segments in the source and copied regions
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where E is a predefined threshold for the reprojection error. Similarly, p; can be selected.
The resultant three pairs, p;, p,, and p3, will be used for calculating the geometric
transformation in the next subsection.

4.2 Affine transformation calculation

As mentioned, we model the geometric distortion of duplicated regions as the affine
transformation to cope with various geometric transformations such as rotation, scaling,
shearing, and reflection. Let us denote by A a 2 x 2 linear matrix, which is represented by

ajl a
A= | @1 a2 ©)
azy ax
where (a1, a2, azy, ar) are the parameters specifying rotation and scaling transforma-
tions. Then, the relationship between matched keypoints can be expressed as

v, =Av), +t (10)

where o = 1,2,3 and t = [¢,, ty]T is the translation factor. We obtain a unique solution
of (10) using the three pairs, p;, p,, and ps. In particular, we solve (10) using Maximum
Likelihood estimation of the homography [14]. After computing the affine transformation
A and t, we count the number Q of inliers among R, which satisfy the following constraint:

V¢ — (AV’ + B[ < E. 1)

Only the transformations that produce more than or equal to M /10 inliers (Q > M/10)
are taken as true ones. To detect multiple duplicated regions in the image, we perform the
sampling and affine transformation estimation 100 times.

4.3 Localization of duplicated regions

After obtaining the transformation matrices, we generate the warped image W for each
transformation matrix. We localize the duplicated regions using zero mean normalized
cross-correlation (ZNCC) between the original image I and the warped image W:

Z(x’,y’)e]}(x’y)(l(x/’ V)= W', y)—pnw)
\/Z(x’,y’)EB(x,y)(I (', YN —p)? Z(x/_y/)eB(x’y)(W(x’, ¥ —uw)?

where B(x, y) is a set of pixels located in the 5 x 5 window centered at (x, y); ©; and
ww are, respectively, the average pixel intensities of 7 and W computed on B(x, y). Next a
binary image is created by thresholding the union of Z(x, y)’s. In the binary image, small
isolated regions (less than 100 pixels) are discarded and small holes (less than 100 pixels)
are filled using mathematical morphological operations [22, 34].

Z(x,y)= 12)

5 Experimental results

We evaluated the performance of the proposed CMFD algorithm by comparing it with state-
of-the-art algorithms. We first implemented two SIFT-based algorithms, SIFT-1 [33] and
SIFT-2 [2], which performs the matching operation using 2NN and g2NN, respectively. We
also implemented threshold-based algorithm SIFT-T that performs the matching by fixing
a global threshold on the Euclidean distance between descriptors. In the simulations, the
global threshold was set to 1000. Further, we implemented the ULPF descriptor that is the
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state-of-the-art block-based algorithm [35]. All algorithms were implemented using a highly
efficient ANSI-C code and the performance was evaluated on an Intel i7 3.4GHz CPU with
16 GB RAM.

Basically, we measured the forgery detection performance of the algorithms using the
common CMFD processing pipeline introduced in [9]. We used the kd-tree with the Best
Bin First (BBF) search algorithm in identifying similar feature vectors in the matching step
[5]. In the simulations, the reprojection threshold E in (8) and (11) was set to 3. We used 4
octaves and 3 blur levels for extracting the SIFT features.

5.1 Datasets and evaluation criteria

There exist several benchmarking datasets for evaluating the performance of CMFD algo-
rithms. In our simulations, we used the realistic and challenging dataset introduced in [9].
The tampered images in the dataset were manually created by skilled artists. In addition,
common noise sources, such as JPEG artifacts, Gaussian noise, additional scaling or rota-
tion, are automatically included using a software framework. The dataset also provides
ground truth images that are very useful for the performance evaluation. The average size
of the images is about 3000 x 2300 pixels.

To quantitatively evaluate the detection performance, we adopt two metrics, precision
M, and recall M,, which are calculated as [16]

M. — #correctly detected pixles 13)
P #all detected pixels

and

#correctly detected pixles
M, = , : (14)
#all forged pixels

Hence, precision is the fraction of pixels identified as tampered that are truly tampered
and recall is the fraction of tampered pixels that are correctly classified as such. A trade-
off exists between precision and recall. Larger precision might decrease recall and vice
versa. To consider both precision and recall, we compute their harmonic mean MF, called
F-score, as follows

2M, M,

=5 15
TRwTs (15)

F

Using these metrics, we show how precisely the CMFD algorithms identify tampered
regions.

5.2 Performance evaluation

We evaluate the performance of the CMFD algorithms for four CMF scenarios: rota-
tion, scaling, JPEG compression, and additive white Gaussian noise (AWGN). Next, the
measured CMFD processing times and memory requirements are presented.

5.2.1 Rotation invariance

In this scenario, the copied regions are rotated in the range of 0° and 10° in steps of 2°. Fur-
ther, we test three larger rotation angles of 20°, 60°, and 180°. Figure 4 shows the measured

results for the CMF with rotation. As shown in Fig. 4, the SIFT-1, SIFT-2, SIFT-P algo-
rithms usually achieve better detection performance than the SIFT-T algorithm. The result
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Fig. 4 Measured My, M,, and M for the CMF with rotation

indicates that the matching scheme based on distance ratio is more effective than that based

on the fixed threshold.

We see from Fig. 4 that SIFT-P shows a better detection performance than the other
algorithms. The recall of SIFT-P is constantly higher than those of the other algorithms over
the entire range of rotation angles. Especially, SIFT-P achieves a significant performance
improvement for large amounts of rotation as compared to the existing algorithms. In our
simulation, the average M, ’s of SIFT-T, SIFT-1, SIFT-2, and SIFT-P are 0.67, 0.74, 0.76,
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and 0.81, respectively. Further, the average Mfr’s of SIFT-T, SIFT-1, SIFT-2, and SIFT-P
are 0.71, 0.74, 0.75, and 0.79, respectively. To show the result more clearly, we present the
CMED results of the algorithms for the rotation of 60° in Fig. 5.

In addition, we compare the proposed SIFT-P to the state-of-the-art block-based ULPF in
Fig. 4. We observed that the average M of ULPF is slightly higher than that of SIFT-P by
about 0.01. Especially, the ULPF scheme shows better performance for the plain CMF with
the rotation angle of 0°. And, SIFT-P shows relatively good performance for the rotation
angle of 180°.

5.2.2 Scale invariance

We investigate the case in which the copied regions are scaled between 101 and 109% of its
original size in increments of 2% as well as 120% and 200%. Figure 6 presents the results
for the CMF with scaling. Similar to the CMFD of rotation, SIFT-1, SIFT-2, SIFT-P show a
better detection performance than SIFT-T. Especially, for the scaling of 109%, M of SIFT-
T is lower than that of SIFT-P by about 0.2. Indeed, the distance-ratio-based scheme is more
effective than the fixed-threshold-based one.

Similar to the CMFD of rotation, SIFT-1, SIFT-2, and SIFT-P show a good scale
invariance. Basically, this can be achieved scale invariant features of SIFT. The proposed
SIFT-P exhibits the best scale invariance in the experiments. Especially, SIFT-P achieves
a significant performance improvement in terms of recall. In our simulation, the average
M,’s of SIFT-T, SIFT-1, SIFT-2, and SIFT-P are 0.64, 0.74, 0.75, and 0.79, respectively.
Accordingly, the Fy-score of SIFT-P is higher than those of SIFT-T, SIFT-1, and SIFT-2.

When the copied regions are scaled, ULPF show a relatively weak invariance. The detec-
tion performance of ULPF decreases sharply as the scale factor increases. This means that
the block-based ULPF can be used to only handle a moderate amount of scaling. We see
from Fig. 6 that the proposed SIFT-P shows constantly good detection performance over the
entire range of scale factors.

Fig. 5 Examples of the CMFD results for the rotation of 60°. The first column a shows the test images,
fisherman, bricks, giraffe, and tree, and their ground truths from the dataset. The columns, b, ¢, d, and e,
show the detection results of SIFT-T, SIFT-1, SIFT-2, and SIFT-P, respectively
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5.2.3 Robustness to JPEG compression artifacts

Next, we test the robustness of the CMFD algorithms against JPEG compression artifacts.
The quality factor of JPEG is varied between 100 and 20 in steps of 10. In general, SIFT-
1, SIFT-2, and SIFT-P outperform SIFT-T and ULPF. As shown in Fig. 7, Mg’s of SIFT-T
and ULPF decrease sharply as the quality factor decreases. On the contrary, M g’s of SIFT-
1, SIFT-2, and SIFT-P moderately decrease. Therefore, the three algorithms yield a good
robustness to JPEG compression artifacts. For the high quality factors, Mg’s of SIFT-P and
ULPF are slightly higher than those of the other algorithms. We can observe that Mg of
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Fig. 7 Robustness to JPEG compression artifacts

SIFT-P is constantly higher than those of the other algorithms for the quality factor between
80 and 20.

5.2.4 Robustness to Gaussian noise

We also evaluate the robustness of the algorithms to AWGN. We normalize the image inten-
sities between 0 and 1, and add zero-mean Gaussian noise with standard deviations of 0.02,
0.04, 0.06, 0.08, and 0.10 to the tampered regions. In Fig. 8, we clearly see that the detection
performance of all the algorithms decreases as the standard deviation increases. As com-
pared to the CMFD against JPEG compression artifacts, M’s of the algorithms decrease
sharply for AWGM. When the standard deviation is 0.04, Mf’s of ULPF, SIFT-T, SIFT-1,
SIFT-2, and SIFT-P decrease to 0.25, 0.51, 0.69, 0.69, and 0.74, respectively. The results
indicate that the performance degradation of ULPF is much more severe than those of the
other algorithms. We can see that My of SIFT-P is consistently higher than those of the
other algorithms.

0.9 -
0.8 A
— 07 A —o-SIFT-T
S o6 -
w SIFT-1
5 0.5 4
@ 04 A SIFT-2
LI.H 03 -
0 | SIFT-P
0.1 1 —e—ULPF
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Noise (standard deviation)

Fig. 8 Robustness to Gaussian noise
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Table 1 Average CMFD

processing time Processing time (s)
High tesolution Low resolution
Algorithms (8.10 megapixels) (1.01 megapixels)
SIFT-T 17.98 2.02
SIFT-1 25.20 3.67
SIFT-2 31.43 6.81
SIFT-P 16.74 1.92
ULPF 4471 7.21

5.2.5 Computational complexity and memory requirement

The processing time of the CMFD algorithm varies depending on the matching and verifi-
cation schemes and the number of used matched pairs. The measured processing times are
listed in Table 1. As shown in Table 1, our implementation is highly optimized in terms of
the processing time. We see that ULPF, SIFT-1, and SIFT-2 yield relatively high processing
times as compared to SIFT-T and SIFT-P. In our simulations, the processing time of ULPF
is the highest among all the methods. As we expected, the processing time of SIFT-P is
lower than those of the other algorithms. For example, SIFT-P takes only 1.92 seconds on
average for a low resolution image of 1.01 megapixels.

We also measure the average memory requirements of the algorithms. In our simulations,
the SIFT-based algorithms, SIFT-T, SIFT-1, SIFT-2, and SIFT-P, require 40.2 megabytes
and 7.4 megabytes of memory on average for high and low resolution images, respectively.
The block-based ULPF algorithm requires a much larger memory space as compared to the
SIFT-based algorithms. The average memory requirement of ULPF is 1822.1 megabytes for
a high resolution image and 240.4 megabytes for a low resolution image.

In our simulations, we observed that tampered regions in smooth regions are often
sparsely covered by matched pairs, thereby resulting in the duplicated regions being com-
pletely missed. To handle this issue, we can adopt one of conventional algorithms [11, 43].
For example, after extracting keypoints from the entire image based on the SIFT, we may
use Harris corner detector to extract additional keypoints which are located in the small and
smooth regions.

6 Conclusions

A new SIFT-based CMFD algorithm was proposed for the efficient detection of CMF. The
proposed CMFD algorithm has a solid theoretical background and its actual performance
is superior than existing algorithms based on SIFT features. The simulation results demon-
strate that the proposed algorithm achieves a very stable detection performance for four
CMF scenarios: rotation, scaling, JPEG compression, and AWGN. In addition, the process-
ing time of the proposed algorithm is the lowest among the SIFT-based CMFD algorithms.
Therefore, we strongly recommend the use of the proposed algorithm for the applications
that need to detect CMF. Especially, the proposed algorithm can be utilized to provide
quantitative measures of image authenticity in criminal investigation, product inspection,
journalism, intelligence services, and surveillance systems.

@ Springer



Multimed Tools Appl (2018) 77:16795-16811 16809

Acknowledgements This research was supported by Basic Science Research Program through the
National Research Foundation of Korea (NRF) funded by the Ministry of Education, Science and Technology
(NRF-2016R1C1B1009682). This research was supported by the MSIT(Ministry of Science and ICT), Korea,
under the ITRC(Information Technology Research Center) support program(IITP-2017-2016-0-00312)
supervised by the IITP(Institute for Information & communications Technology Promotion).

References

1.

10.
. Emam M, Han Q, Zhang H (2017) Two-stage keypoint detection scheme for region duplication forgery

12.
13.

14.
15.

16.

17.

18.

19.
20.

21.

22.

Amerini I, Ballan L, Caldelli R, Bimbo AD, Tongo LD, Serra G (2013) Copy-move forgery detection
and localization by means of robust clustering with J-Linkage. Signal Process Image Commun 28(6):
659-669

. Amerini I, Ballan L, Caldelli R, Del Bimbo A, Serra G (2011) A SIFT-based forensic method for

copy move attack detection and transformation recovery. IEEE Trans Inf Forensics Secur 6(3):1099—
1110

. Bay H, Ess A, Tuytelaars T, Gool LV (2008) SURF: speeded up robust features. Comput Vis Image

Understand 110(3):346-359

. Bayram S, Sencar HT, Memon N (2009) An efficient and robust method for detecting copy-move

forgery. In: IEEE international conference on acoustics, speech and signal processing, pp 1053—
1056

. Beis JS, Lowe DG (1997) Shape indexing using approximate nearest-neighbour search in high-

dimensional spaces. In: IEEE conference on computer vision and pattern recognition, pp 1000-
1006

. Birajdar GK, Mankar VH (2013) Digital image forgery detection using passive techniques: a survey.

Digit Investig 10(3):226-245

. Chen C, Ni J, Huang J (2013) Blind detection of median filtering in digital images: a difference domain

based approach. IEEE Trans Image Process 22(2):4699-4710

. Christlein V, Riess C, Angelopoulou E (2010) On rotation invariance in copy-move forgery detection.

In: IEEE international workshop on information forensics and security, pp 1-6

. Christlein V, Riess C, Jordan J, Riess C, Angelopoulou E (2012) An evaluation of popular copy-move

forgery detection approaches. IEEE Trans Inf Forensics Secur 7(6):1841-1854
Cullen CG (1990) Matrices and linear transformations, 2nd edn. Dover Books on Mathematics

detection in digital images. J Forensic Sci. https://doi.org/10.1111/1556-4029.13456

Farid H (2006) Exposing digital forgeries in scientific images Multimedia secur. (MM&sec), pp 29-36

Fridrich AJ, Soukal BD, Lukas AJ (2003) Detection of copy-move forgery in digital images. Digital
Forensic Research Workshop

Hartley RI, Zisserman A (2004) Multiple view geometry in computer vision. Cambridge University Press
Huang H, Guo W, Zhang Y (2008) Detection of copy-move forgery in digital images using SIFT algo-
rithm. In: IEEE Pacific-Asia workshop on computational intelligence and industrial application, vol 2,
pp 272-276

Huang Y, Lu W, Sun W, Long D (2011) Improved DCT-based detection of copy-move forgery in images.
Forensic Sci Int 206(1):178-184

Imran M, Harvey BA (2017) Block based blind & secure gray image watermarking technique based
on discrete wavelet transform and singular value decomposition. KSII Trans Internet Inf Syst 11(2):
883-900

Kang X, Wei S (2008) Identifying tampered regions using singular value decomposition in digital
image forensics. In: International conference on computer science and software engineering, vol 3,
pp 926-930

Khan ES, Kulkarni EA (2010) An efficient method for detection of copy-move forgery using discrete
wavelet transform. Int J Comput Sci Eng 2(5):1801-1806

Kirchner M, Schoéttle P, Riess C (2015) Thinking beyond the block: block matching for copy-move
forgery detection revisited. Media Watermarking, Security, and Forensics

Kwon GR, Lama RK, Pyun JY, Park CS (2015) Multimedia digital rights management based on selec-
tive encryption for flexible business model. Multimedia Tools and Applications. https://doi.org/10.1007/
$11042-015-2563-z

Langille A, Gong M (2006) An efficient match-based duplication detection algorithm. In: Canadian
conference on computer and robot vision, pp 64-71

@ Springer


https://doi.org/10.1111/1556-4029.13456
https://doi.org/10.1007/s11042-015-2563-z
https://doi.org/10.1007/s11042-015-2563-z

16810 Multimed Tools Appl (2018) 77:16795-16811

23.

24.

25.

26.

217.

28.

29.

30.

31

32.

33.

34.

35.

36.

37.

39.

40.

41.

42.

43.

44.

45.

LiJ,Li X, Yang B, Sun X (2015) Segmentation-based image copy-move forgery detection scheme. IEEE
Trans Inf Forensics Secur 10(3):507-518

Li W, Yu N (2010) Rotation robust detection of copy-move forgery. In: IEEE international conference
on image processing, pp 2113-2116

Lin HJ, Wang CW, Kao YT (2009) Fast copy-move forgery detection. WSEAS Trans Signal Process
5(5):188-197

Liu B, Pun C-M, Yuan X-C (2014) Digital image forgery detection using JPEG features and local noise
discrepancies. Sci World J 2014:1-12

Lowe DG (2004) Distinctive image features from scale-invariant keypoints. Int J Comput Vis 60(2):
91-110

Mahdian B, Saic S (2007) Detection of copy-move forgery using a method based on blur moment
invariants. Forensic Sci Int 171(2):180-189

Mikolajczyk K, Schmid C (2005) A performance evaluation of local descriptors. IEEE Trans Pattern
Anal Mach Intell 27(10):1115-1125

Muhammad G, Hussain M, Bebis G (2012) Passive copy move image forgery detection using undeci-
mated dyadic wavelet transform. Digit Investig 9(1):49-57

Murali S, Chittapur GB, Prabhakara HS, Anami BS (2012) Comparison and analysis of photo image
forgery detection techniques. Int J Comput Sci Appl 2(6):45-56

Mushtaq S, Mir AH (2014) Digital image forgeries and passive image authentication techniques: a
survey. International Journal of Advanced Science and Technology 73:15-32

Pan X, Lyu S (2010) Region duplication detection using image feature matching. IEEE Trans Inf
Forensics Secur 5(4):857-867

Pan X, Lyu S (2010) Region duplication detection using image feature matching. IEEE Trans Inf
Forensics Secur 5(4):857-867

Park C-S, Kim C, Lee J, Kwon G-R (2016) Rotation and scale invariant upsampled log-polar fourier
descriptor for copy-move forgery detection. Multimedia Tools and Applications. https://doi.org/10.1007/
$11042-016-3575-z

Peng F, Nie Y-Y, Long M (2011) A complete passive blind image copy-move forensics scheme based
on compound statistics features. Forensic Sci Int 212(1):e21-e25

Popescu A, Farid H (2004) Exposing digital forgeries by detecting duplicated image regions. Department
of Computer Science, Dartmouth College, Tech. Rep. TR2004-515

. Redi JA, Taktak W, Dugelay J-L (2011) Digital image forensics: a booklet for beginners. Multimedia

Tools and Applications 51(1):133-162

Ryu S, Lee M, Lee H (2010) Detection of copy-rotate-move forgery using Zernike moments. Lect Notes
Comput Sci 6387:51-65

Shivakumar BL, Baboo S (2011) Detection of region duplication forgery in digital images using SURF.
Int J Comput Sci 8(4):199-205

Wang J, Liu G, Zhang Z, Dai Y, Wang Z (2009) Fast and robust forensics for image region-duplication
forgery. Acta Automatica Sinica 35(12):1488-1495

Wang M et al. (2014) Countering anti-forensics to wavelet-based compression. In: IEEE international
conference on image processing (ICIP), pp 5382-5386

Wang X-Y, Li S, Liu Y-N, Niu Y, Yang H-Y, Zhou Z-L (2016) A new keypoint-based copy-move
forgery detection for small smooth regions. Multimedia Tools and Applications. https://doi.org/10.1007/
s11042-016-4140-5

Wu Y, Zhang T, Hou X, Xu C (2016) New blind steganalysis framework combining image retrieval and
outlier detection. KSII Trans Internet Inf Syst 10(12):6206—-6219

Yeung M, Mintzer F (1997) An invisible watermarking technique for image verification. In: International
conference on image processing (ICIP), vol 2, pp 690-683

@ Springer


https://doi.org/10.1007/s11042-016-3575-z
https://doi.org/10.1007/s11042-016-3575-z
https://doi.org/10.1007/s11042-016-4140-5
https://doi.org/10.1007/s11042-016-4140-5

Multimed Tools Appl (2018) 77:16795-16811 16811

Chun-Su Park received the B.S. and Ph.D. degrees in electrical engineering from Korea University, Seoul, in
2003 and 2009, respectively. From 2009 to 2010, he was a visiting scholar with the Signal and Image Process-
ing Institute, University of Southern California, Los Angeles. He was a senior research engineer at Samsung
Electronics from 2010 to 2012. From 2012 to 2014, he was an assistant professor with Dep. of Info. and Tele-
com. Eng. at Sangmyung University. From 2014 to 2016, he was an associate professor with Dep. of Digital
Contents at Sejong University. In 2017, he joined the Dep. of Computer Education at Sungkyunkwan Uni-
versity. His research interests are in the areas of video signal processing, parallel computing, and multimedia
communications.

Joon Yeon Choeh is an Assistant Professor in the Department of Software at Sejong University, Seoul,
Korea. His current research interests are in the areas of multimedia recommender system, recurrent neural
network and predictive analytics. He received a BS, MS and a Ph.D. in Management Information Sys-
tems from Korea Advanced Institute of Science and Technology. His research has appeared in Behavior &
Information Technology, Expert Systems with Applications, AI communications, International Journal of
Computational Intelligence Systems and others.

@ Springer



	Fast and robust copy-move forgery detection based on scale-space representation
	Abstract
	Introduction
	Related works
	Feature extraction and keypoint matching
	Improved verification and localization
	Precise sampling based on scale space representation
	Affine transformation calculation
	Localization of duplicated regions

	Experimental results
	Datasets and evaluation criteria
	Performance evaluation
	Rotation invariance
	Scale invariance
	Robustness to JPEG compression artifacts
	Robustness to Gaussian noise
	Computational complexity and memory requirement


	Conclusions
	Acknowledgements
	References


