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Abstract In recent years, the dual stego-image reversible data embedding methods have been
developed rapidly, e.g., exploiting modification direction, magic matrix, least significant bit
matching, and center folding strategy. The kind of method can effectively embed secret data
into two stego-images and maintain excellent image quality and enhance the security. In 2015,
Lu et al. proposed a center folding strategy that can effectively encode messages as the smaller
digits. The encoding procedure reduces the modification level of pixels, thereby maintaining
good image quality. However, their strategy does not use the relationship between the adjacent
digits to reduce the number of the largest digits. Inspired by joint neighboring coding, we
proposed a dynamic encoding strategy to improve the center folding strategy. The encoding
strategy can reduce the secret digits and decrease the occurrence frequency of the maximum
digits, thereby substantially reducing the modification level of pixels. The advantage makes
that the proposed method can achieve a higher PSNR value than previous methods under the
same embedding rate.
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1 Introduction

The reversible data embedding method can embed messages into multimedia, e.g., images [1,
3,4,6,7,9-13, 15-17, 21-23], videos [5], DNA sequences [2, 8], and compression codes
[18-20]. After the data have been embedded, the multimedia is very similar to the original
multimedia, thus the method is very suitable for some applications, e.g., steganography,
watermarking, and annotation [14].

There are four types of reversible data embedding methods, i.e., difference expansion [23],
prediction error expansion [6, 10, 13, 21, 22], histogram shifting [17], and dual stego-images
[8—16. In 2003, Tian [1] expanded the difference between two adjacent pixels to embed one
bit. Fig. 1 shows a diagram of the difference expansion method, where {P;, P,} denote two
cover pixels, and {P,p P/z} denote two stego pixels. Obviously, difference expansion may
cause serious visual distortion of the stego-image. In order to avoid this distortion, Thodi and
Rodriguez [21] utilized an inherent edge-detection method to derive the prediction value of the
cover pixel. Afterwards, the prediction error between the cover pixel and its prediction value
was expanded to embed one bit. Fig. 2 shows the color of most prediction errors as black,
indicating that most prediction errors are small. As a result, the expansion of the prediction
error does not cause serious distortion of the image.

In 2006, Ni et al. [17] proposed a histogram shifting method that only modifies the cover
pixel between the peak point and the zero point to embed messages and maintain satisfactory
image quality. Fig. 3 shows a histogram of cover pixels, where the peak point means the cover
pixel with most occurrence frequency, and the zero point means the cover pixel with lowest
occurrence frequency. The cover pixels between the peak point and the zero point were shifted
by one unit to create an embedding space. Afterwards, the cover pixels that were equal to the
peak point are used to embed messages. The histogram shifting method effectively can control
the distortion of each pixel within 1. However, this method cannot embed a large amount of
data.

Different from the three kinds of methods mentioned above, Chang et al. [1] skillfully
utilized the exploiting modification direction (EMD) [25] to embed base-5 digits into two
identical images. The method needs more spaces to storage two stego-images. However, any
third party cannot efficiently extract data from one of the stego-images, indicating that the kind
of method provides greater security. The method modifies all pixels, where the modification
level ranges from O to 2. Lee et al. [11, 12] expanded the number of directions to reduce the
number of modified pixels and to control the modification level between 0 and 1, thus the
method can maintain the satisfactory quality of the stego-image. In addition, Chang et al. [4]
utilized the magic matrix to embed more bits into the cover-image. However, in the data
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Fig. 2 Prediction error expansion method

embedding phase, they modified the pixels extensively, causing the image quality to decrease.
Different from the above methods, Horng et al. [7] designed an embedding mechanism to
embed K secret images and (N — K) cheating images into /N stego-images. However, each pixel
in the stego image only used to embed one secret bit.

In 2016, Jana et al. [9] used the pixel value differencing (PVD) [24] and difference
expansion [23] to embed secret data into two stego-images. First of all, they calculated the
deviation between the pre-determined lower bound and the difference of two adjacent pixels to
generate the reference information of the image recovery. Afterwards, two adjacent pixels were

Fig. 3 Histogram shifting method
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duplicated to embed secret data and the reference information of the image recovery,
where the PVD method [24] was used to embed four secret bits into the first pixel-
pair and the difference expansion was used to embed the reference information of the
image recovery and one secret bit.

Unlike in the direction-based hiding methods, Lu et al. [15] designed several embedding
rules according to least significant bit (LSB) matching, where each pixel was used to embed
only one bit. In order to embed more bits and maintain satisfactory quality of the stego-image,
Lu et al. [16] proposed a center folding strategy (CFS) that adaptively encodes several bits as
the smaller digits. However, CFS cannot decrease the frequency of occurrence of the largest
value. In this paper, we propose a dynamic encoding strategy to reduce the frequency of
occurrence of the largest value. Thus, we can effectively encode massive digits as the smaller
values.

The rest of the paper is organized as follows. Sections 2 and 3 present the CFS
hiding method and the proposed method, respectively. Section 4 compares the pro-
posed method and the five related methods in terms of the embedding rate and the
quality of the stego-image. The conclusions are presented in Section 5.

2 Related work

Lee et al. proposed a direction-based hiding strategy that can embed base-5 digits into two
stego-images, as shown in Fig. 4. Assume that a pair of pixels {P; |, P; »} is {5, 14} and
two secret digits are {4, 2}. First of all, the pixel-pair is duplicated to embed two secret digits.
According to the fourth blue arrow-shaped path in Fig. 4, the first pixel-pair is modified to embed
the first secret digit “4”, i.e., P/Ll =P +1=5+1=6and P/]’2 =Pio-1 =14-1=13.
Afterwards, the second pixel-pair is modified according to the second red arrow-shaped path,
ie, Pl; =Py =5and Pj,=Pi5+1=14+1=15. The method controls the mod-
ification level of pixel within 1, thereby maintaining good image quality. However,
the method cannot effectively embed greater digits.

Chang et al. [4] used a magic matrix to embed base-9 secret digits into two stego-
images, thus the hiding capacity of Chang et al.’s method is higher than Lee et al.’s
method. The magic matrix is generated by

M(Pyy, Pyy) = (Pxy+3 x Pyy)mod9. (1)

M(Py,, P,,) represents the value of the magic matrix, and P, represents the cover pixel.
Fig. 5 shows the magic matrix. Assume that the cover pixel is 5 and the secret digit is 4. The
cover pixel “5” is duplicated and mapped into the magic matrix, i.e., M(5, 5) = (5 + 3 x 5)
mod 9 = 2. The matrix value M(5, 5) is not equal to the secret digit “4,” thus the pixels {5,
5} are modified according to the coordinates of diagonal of the current matrix value. The
left-top matrix value M(4, 6) is matched with the secret data, therefore its coordinates {4, 6}
are used as the stego pixels. Although the method can embed base-9 secret digits, the
modification level of pixel is large, decreasing the image quality.

In 2015, Lu et al. [16] proposed a CFS hiding method that decreases each decimal digit by
the median to reduce the modification level in the data embedding phase. Fig. 6 shows a
flowchart of the CFS hiding method.
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Fig. 4 Direction-based hiding method

First, the set of K embedded bits {s;, s»,

.., Sk} is transformed into a decimal value d;,

K .
where d; = Y s; x 277!, The notation i denotes the ID number of the decimal value. The

J=1

decimal value d; ranges from 0 to 2¥—1,ie.,0< d;< 2% — 1. Afterwards, the decimal value d;is
reduced by a/, = d;—2%", making that the range of the reduced value d;- is limited within [-2%

Fig. 5 Magic matrix based hiding
method
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Fig. 6 Center folding strategy

AR I —2K71§d;§2K’1—1. Finally, the reduced digit d; is embedded into two

stego-images, i.e., Py, = Py, + E’J and Py, = Py~ %—‘ .

The above procedures are explained further by the following example. Let K =3. Assume
that the three embedded bits are {1, 1, 1} and that one cover pixel P; ; is 105. The three bits
{1, 1, 1} are transformed into the decimal value di, 1e.,
3.

di=Y 2" xs5;=2"%x1+2" x 1422 x 1 =7. The decimal value d, is decreased by
j=1

d’l = d,—25"1 =7-2"1 = 3. Finally, the reduced value d/1 = 3 is embedded into two stego

pixels, i.e., P1,111=P1_1+\‘%J2105+L%J2106 and Pl,1,2:P1,17’V%-‘
=105-[3| = 103.

When the legal user received two stego-images, he/she can use the following procedure to
extract secret data and recover the cover image, as shown in Fig. 7. First of all, the differences
between pixels in two stego-images are calculated to derive the encoded digits, i.c.,
d;. = Py, 1—Py,,. After that, the encoded digits are decoded by d; = d; + 2K, Finally, each
decoded digits can be transformed into K secret bits.

The following example is used to further explain the extraction and recovery procedures.
The pixels in two stego-images are 106 and 103, respectively, hence the difference between
two pixels is 3 and it is just the encoded digit. Then, the encoded digit can be decoded correctly
by d, = al/1 +2%! =3 4+ 4 = 7. Finally, the decimal digit is converted into three secret bits,
i.e., {1, 1, 1}. In addition, the cover pixel was recovered losslessly by

Py = !’Px,y.l;Px\J’,Z—‘ — [1065103] — 5.

The CFS method can reduce the embedded digits from [0, 25 ~ '] to [-25X !, 2571 —1].
However, it cannot decrease the frequency of occurrence of the largest value. Fig. 8 shows that
the CFS method with K = 2 cannot effectively reduce the number of the largest value. This
shortcoming decreases the visual quality of the stego-image.

Two
stego- _| Calculate the _/  Cover-
images “laverage value / image
Data R Data | Binary Secret
extraction decoding conversion bits

Fig. 7 Flowchart of data extraction and image recovery of the CFS hiding method
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Fig. 8 Results of encoding the

embedded image by the CFS

method with K =2

3 Proposed method
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In the Section, we proposed the dynamic encoding strategy to reduce the number of the largest

values.

3.1 Dynamic encoding and data embedding

Fig. 9 shows the flowchart of our data embedding. A set of K bits {s;, 55,

cey SK} is
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J=1

Random

values

Codebook

Secret bits |

Decimal
value

Data
encoding

Data
reduction

Data
embedding

Two stego-
images

Cover image

Fig. 9 Flowchart of data embedding of the proposed method
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denotes the ID number of the decimal value. In order to encode the decimal value d;, one
codebook with the size of 2% is generated, where the initial values of codewords and their
indices are set sequentially from 0 to 2 — 1. The index of codewords can be used effectively to
replace the decimal values, thereby reducing the modification level. The encoding procedure is
as follows

The first decimal value is matched with the codeword from the codebook, and its index /; is
used to represent the decimal value. Then, the index is encoded further by the formula

— if [; is an even number,

_ ’ 2)
i Ii 1 . (
Lt , otherwise.

Figure 10 compares the original decimal digits and the encoded indices / ; Moreover, the
index of the codeword is updated from 7 to 0. The updating procedure helps match the next
decimal value with the first codeword, thereby encoding the smaller digit. Note that the indices
of other codewords are increased by 1 to ensure the validity of the codebook. Finally, the
encoded index / ; is embedded into two stego-images, i.c.

7

1.
Py + bJ if r=0,

I .
Pyy— [E’-‘, if r=1,

where 7 is a random value, which is generated by the pre-determined random seed [7, 9, 11].
The above procedures can be illustrated further by the following algorithm.

’

1.
PW—[E’—‘, if =20,

Py = and P, ;> = !

(3)

1.
Px<y+\‘51J7 ifr:17

Step 1: Convert a set of K secret bits into a decimal value, i.e., d; = f 5; X 2771,

j=1
Step 2: Generate one codebook, where it consists of 2K codewords.
Step 3: Select an index /; from the codebook, where its codeword is equal to the decimal
value.
Step 4: Reduce the index by Eq. (2).
Step 5: Classify the pixel P, , into the embeddable pixels and non-embeddable pixels.
The pixels between 25 ~ ! and 256 — 25 = ! are labeled as the embeddable pixels.
Otherwise, other pixels are the non-embeddable pixels.

Fig. 10 Comparison of the
decimal digits and the encoded
indices

Range of the original decimal digits

Range of the encoded indices
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Step 6: According to the pre-determined random value, embed the reduced index / l into
two stego pixels {Py , 1, Py, 2} by Eq. (3).

Step 7: Update the index of the codeword, i.e., modifying the index of the selected
codeword from /; to 0 and increasing the index of the other codewords by 1.

Step 8: Perform the above steps for the next set of secret bits until all secret bits have been
embedded.

Figure 11 illustrates the above procedures. Assume that the 12 embedded bits are {1, 1,
1, 1, 1, 1, 0, 0, 1, 0, 0, 1} and the four cover pixels are {105, 105, 8, 30}. Let K =3
and r = {0, 0}. As a result, one codebook with the size of 2° is established, where the initial
values of the codewords and their indices are set sequentially from 0 to 7. The first trio of bits
{1, 1, 1} are transformed into a decimal digit, i.e., d;=1x2°+1x2"+1x2>=7. The
procedure for transforming other bits is the same as the above procedure

These decimal digits are reduced by the following procedure. First, the first decimal digit
dy =7 matches the last codeword from the codebook, thus the first decimal digit is replaced by
the index of the last codeword, i.e., /="7. Then, the index is reduced by Eq. (2), i.e., I=- 7+
1)/2 = —4. In addition, the index of the codeword is updated from 7 to 0, thereby enhancing
the possibility of priority-based matching.

The second decimal digit d, = 7 matches the first codeword in the updated codebook, thus
its index “0” is used to represent the second decimal digit. The codebook remains unchanged
because the index of the codeword “7” is 0. The procedure for encoding other indices is the
same as the above procedure.

Bis[1 [T [1]1J1J1JoJo[1t]oJo[1]
—

Conversion
Decimel values 7 [ 7 | 1 | 1 |
Matching
Codeword | Index Codeword | Index Codeword | Index
0 0 7 0 1 0
Codebook 1 1 » 0 1 » 7 1
update | ___
7 7 6 7 6 7
Replacing
Indices | 7 | 0 | 2 | 0 |
\1, Reducing
Encoded indices | -4 | 0 | 1 | 0 |
Embedding
105 | 105 103 | 105 107 | 105
8 30 8 30 1 30
K Generating __ . K
Cover image First stego-image  Second stego-image

Fig. 11 Example of dynamic encoding and embedding
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Fig. 12 Solution for the overflow
and underflow problems by pixel

Embeddable pixels

classification A
( \
1 m
Q 21 256 —2K-1 255
Non-embeddable pixel Non-embeddable pixel

After the above procedure, these encoded indices {—4, 0, 2, 0} are embedded
into the cover-image to obtain two stego-images. The first encoded index I'1 =—4is
embedded into the first cover pixel P; ;=105 to obtain two stego-pixels, i.e., Py
=105+ |5!| =103 and Py;, =105-[5!] =107. Then, the second encoded index
I,=0 is embedded into the second pixel P; ,=105 to obtain two stego-pixels, i.e.,
Pi11 =105+ |3 =105 and Py 5 =105-[J] =105. Fig. 11 shows the results of
dynamic encoding and embedding.

The proposed method can embed a larger amount of secret data and maintain good image
quality. However, a few overflow and underflow problems occur in the data embedding phase.
In order to avoid these problems, the proposed method classifies the cover pixels into the
embeddable pixels and non-embeddable pixels, as shown in Fig 12. The cover pixels between
25~V and 256 — 25 ~ ! are classified into the embeddable pixels because the modification level
of pixel ranges from —2% ~ ' to 2 = ' — 1. The non-embeddable pixels remain unchanged to
effectively avoid the overflow and underflow problems. In addition, the strategy does not need
to any extra data to discriminate between the embeddable pixels and non-embeddable pixels.

3.2 Dynamic decoding and image recovery

Fig. 13 shows the flowchart of our extraction and recovery procedure. When the legal
user received two stego-images, he/she can correctly decode the embedded bits and

Random
values

Codebook
Two stego- Calculate the difference between two e . .

. & . . —» Recover indices Data decoding »  Secret bits

images stego-images to extract the reduced index

Calculate the mean .
X —>» Cover image
between two stego-images

Fig. 13 Flowchart of data extraction and image recovery
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103 | 105 107 | 105 105 | 105
8 30 7 30 8 30
Averaging 5
First stego-image  Second stego-image Cover-image
‘f, Difference
Encoded indices | -4 | 0 1 | 0 |
v Decoding
Indices | 7 [ 0 | 2 | 0 |
Matching
Codeword | Index Codeword | Index Codeword | Index
0 0 7 0 1 0
Codebook 1 1 » 0 1 » 7 1
Update | .
7 7 6 7 6 7
Replacing
Decimal values | 7 | 7 | 1 [ 1 |

onversion

— — 0
Bas|1 [1[1]1]1]J1JoJoJ1Jofof1]
Fig. 14 Example of dynamic decoding and recovery

losslessly recover the original image. First of all, a pair-pixel in two stego images
{Py .y, 1, Py, 2} is classified into the embedded pixel or the non-embeddable pixel.
If two pixels are greater than 2K — 1 or smaller than 256 — 2K — 1, then it is
classified into the non-embeddable pixel. There is no secret bit in the non-embeddable
pixel. In addition, the pixel is just the cover pixel. Other pixels between 2K — 1 and
256 — 2K — 1 are used to extract secret data and recover the cover image by the
following procedures. The codebook with the size of 2% is generated in the same way
as the dynamic encoding strategy. According to the pre-determined random value, the
difference between pixels in two stego-images is calculated to obtain the embedded
index, i.e.

r Px.y,]_Px,y,Za lf r = 0,
Ii B {nyyﬁzfpx%l, lf r=1. (4)

After obtaining the embedded value I;-, the original index of the dynamic codeword can be
derived by

/- . />>
_ {21,7 if 1,>0, )

2 X ‘1;|—1, otherwise.
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The codeword of the index /; is just the decimal representation of the set of K bits.
Note that the index of the codeword needs to update from /; to O to ensure the
validity of the codebook, and the indices of other codewords need to increase by 1.
The above procedures are repeated until all messages have been decoded. Moreover,

the mean of two stego-images is just the cover-image, i.e., Py, = {M—‘ The

above procedures can be illustrated further by the following algorithm.

Step 1: Generate one codebook.

Step 2: Classify a pixel-pair {Py , i, Py , 2} in two stego images into the embedded
pixel-pair and the non-embedded pixel-pair. If both stego pixels belong to [25 ~ ', 256 —
2K =11, there is a secret digit between two pixels. The secret digit can be extracted
correctly by the following steps. Otherwise, other pixels are label as the non-embedded
pixels.

Step 3: According to the pre-determined random value and Eq. (4), the difference between
pixels in two stego-images is calculated to obtain the embedded index.

Step 4: Recover the original index by Eq. (5).

Step 5: According to the original index, extract the codeword from the codebook.

Step 6: Transform the codeword into K secret bits.

Step 7: Recover the pixel by Py, = {M—‘

5
Sailboat

Lena

Barbara Boats Girl Goldhill

(a) Ten cover-images, each size of which is 512 x 512

3

Google E‘ [[ =8

Logo with the Dolphin with the Google with the IM with the size ~ Brain with the size

size of 350x350 size of 375 x 352 size of 600x 177 of 430 x 224 0of 269 x 360

(b) Five embedded images
Fig. 15 Test images
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Table 1 Results of embedding the images “Logo” and “Dolphin” into different cover-images

Cover-image K Logo Dolphin

9 (bpp) PSNR; (dB) PSNR,(dB) %i(bpp) PSNR, (dB)  PSNR, (dB)

Lena 2 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 49.52 50.20 2 44.61 45.03
Baboon 2 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 49.52 50.20 2 44.61 45.03
F-16 2 1 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 49.52 50.20 2 44.61 45.03
Tiffany 2 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 49.52 50.20 2 44.61 45.03
Sailboat 2 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 2 49.52 50.20 2 44.61 45.03
Barbara 2 1 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 2 49.52 50.20 2 44.61 45.03
Boats 2 1 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 49.52 50.20 2 44.61 45.03
Girl 2 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 49.52 50.20 2 44.61 45.03
Goldhill 2 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 49.52 50.20 2 44.61 45.03
Zelda 2 1 60.65 58.84 1 53.36 53.22
3 1.5 53.36 51.48 1.5 48.90 49.41
4 2 49.52 50.20 2 44.61 45.03

Step 8: Update the index of the codeword, i.e., modifying the index of the selected
codeword from /; to 0 and increasing the index of the other codewords by 1.

Step 9: Perform the above steps for the next set of pixels until all secret bits have been
extracted.

Figure 14 illustrates the above procedure. Let K = 3. The codebook with the size of
8 is generated to decode the embedded bits, where the initial values of codewords and
their indices are set sequentially from 0 to 7. The decoding and recovery procedures
are as follows. First of all, the difference between the two stego-images is calculated
to extract the encoded indices {—4, 0, 1, 0}. All encoded indices can be decoded
correctly by Eq. (5) to obtain the original indices. For example, the first encoded digit
“—-4” is decoded by I, =2 x|-4|—1=7. Its codeword is just the decimal representation
of the three original bits, i.e., 719 = (111),. Afterwards, the index of the codeword is
updated from 7 to 0. In addition, the other indices are increased by 1 to assure the
validity of the codebook. The pixel is recovered without any distortion, i.e.,
Py = [103;1071 — 105
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Table 2 Results of embedding the images “Google” and “IM” into different cover-images

Cover-image K Google ™

2 (bpp) PSNR; (dB) PSNR,(dB) %i(bpp) PSNR, (dB)  PSNR, (dB)

Lena 2 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 52.05 52.71 2 49.20 50.04
Baboon 2 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 52.05 52.71 2 49.20 50.04
F-16 2 1 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 52.05 52.71 2 49.20 50.04
Tiffany 2 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 52.05 52.71 2 49.20 50.04
Sailboat 2 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 2 52.05 52.71 2 49.20 50.04
Barbara 2 1 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 2 52.05 52.71 2 49.20 50.04
Boats 2 1 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 2 52.05 52.71 2 49.20 50.04
Girl 2 1 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 2 52.05 52.71 2 49.20 50.04
Goldhill 2 1 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 2 52.05 52.71 2 49.20 50.04
Zelda 2 1 58.99 58.65 1 56.12 56.34
3 1.5 53.48 54.58 1.5 49.48 51.23
4 2 52.05 52.71 2 49.20 50.04

The second encoded index is 0, and its original index is decoded by I, =2 x 0 =0. According
to the index £, =0, its codeword “7” in the updated codebook is transformed into the three original
bits, i.e., 719 = (111),. Since the index of the codeword is 0, we do not update the codebook.
Finally, the second cover pixel is recovered losslessly by Py, = [123103] = 105. The proce-
dures for decoding other digits and recovering other pixels are the same as the above procedures.

4 Experimental results

In this section, we compare the proposed method and four related methods in terms of the
embedding rate and the visual quality of the stego-image, thereby confirming the effectiveness
of the proposed method. The embedding rate 3 was computed by

151

=— 0 _ (bpp), 6
25 [P (bpp) (6)

where bpp is bit per pixel; S|l is the number of embedded bits, and |IP, ,|l is the number of
original pixels.
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Table 3 Results of embedding the image “Brain” into different cover-images

Cover-image K 2 (bpp) PSNR; (dB) PSNR, (dB)
Lena 2 1 54.08 54.29
3 1.5 48.79 49.08
4 44.56 44.85
Baboon 2 1 54.08 54.29
3 1.5 48.79 49.08
4 44.56 44.85
F-16 2 1 54.08 54.29
3 1.5 48.79 49.08
4 2 44.56 44.85
Tiffany 2 1 54.08 54.29
3 1.5 48.79 49.08
4 44.56 4485
Sailboat 2 1 54.08 54.29
3 1.5 48.79 49.08
4 44.56 44.85
Barbara 2 1 54.08 54.29
3 1.5 48.79 49.08
4 2 44.56 44.85
Boats 2 1 54.08 54.29
3 1.5 48.79 49.08
4 44.56 44.85
Girl 2 1 54.08 54.29
3 1.5 48.79 49.08
4 2 44.56 44.85
Goldhill 2 1 54.08 54.29
3 1.5 48.79 49.08
4 44.56 44.85
Zelda 2 1 54.08 54.29
3 1.5 48.79 49.08
4 44.56 44.85

The visual similarity between the stego-image and the cover-image was measured by the
peak signal-to-noise ratio (PSNR)

2552 1 H W )
PSNR = 10 x 1og,0m (dB),whereMSE = ——— 3 ¥ (PyyPxyz) s (7)

MSE is mean square error between the cover-image and the stego-image.

Figure 15 shows ten cover-images and five embedded images. Tables 1, 2 and 3
show the results of embedding different images into each cover-image. The embed-
ding rate becomes greater as K increases. When the embedding rate is 2 bpp, the
PSNR value of each stego-image can achieve 44 dB at least. This is because the
proposed method can reduce the frequency of occurrence of the largest value and
encode them as the smaller digits. In addition, the proposed method is very suitable
for embedding the smooth image. For example, the PSNR values of two stego-images
can maintain 52 dB after embedding the image “Google”.

Figure 16 shows the comparison among the proposed method and the related methods [4, 7,
9,11, 12, 15, 16]. Both our method and the CFS method decreases the embedded digit by 2K=
! thus embedding these reduced digits into the image only needs to slightly modify pixels. The
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Fig. 16 Comparison among the proposed method and the seven related methods

advantage implies that our method and the CFS method have better image quality
than other methods. However, the CFS method cannot decrease the occurrence
frequency of the maximum digits, that is why the PSNR values of Dolphin and Brain
of the CFS-based hiding method are smaller than that of Lee and Huang’s method.
Our method can decrease the embedded digits and the occurrence frequency of the
maximum digits, thus the proposed method has better image quality than previous
methods

5 Conclusions
This paper proposed a dynamic encoding strategy to reduce the frequency of occurrence of the

largest value, thereby decreasing the modification level in the data embedding stage. Exper-
imental results showed that the PSNR value of the proposed method is greater than that of the
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CFS hiding method. In the future, we will analyze the correlation coefficient among the
embedded bits in the complex images to further enhance the encoding performance.
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