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Abstract In order to solve the shortcomings of traditional identity authentication technology,
such as low security, low efficiency, a mobile terminal identity authentication scheme based on
cloud computing environment is proposed in this paper. In addition, the two-dimensional code
technology is used for identity authentication in the cloud computing environment, and the QR
coding technology is also used. The dynamic authentication of the mobile terminal is realized
by using the two-dimensional code as the information transmission carrier. According to the
security analysis, the scheme has simple structure and no need to use the third party equipment,
which has high security and adaptability. Finally, the two fusion of two-dimensional code
proposed in this paper provides a new way of thinking for the identity authentication based on
the cloud environment, and also promotes the development of the Internet of things.
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1 Introduction

Cloud computing is a computing model based on the Internet [7, 9, 16]. Cloud computing
system has a huge scale, and large amount of information, compared to the traditional
information systems, the security of the cloud computing system is required to be higher
[11, 13, 15]. Therefore, it is particularly important to study the identity authentication scheme
for cloud computing environment.
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Researchers have used dynamic password technology, static password as authentication
technology. Ke [5] used USBKEY technology to carry on the discussion to the identity
authentication scheme, Lin [8] used dynamic password technology to realize Internet authen-
tication. But some cloud computing platforms still use static password technology, which leads
to the low security performance of these platforms [3]. In addition, the digital certificate as the
main authentication technology is also less efficient [6].

In order to improve the above shortcomings, this paper uses the two-dimensional code
technology in the cloud computing environment to carry out identity authentication, and the QR
coding technology is integrated into the two-dimensional code technology, and its encryption
processing is carried out. In this paper, the performance of the technology is compared with that
of common authentication, and the security of which is analyzed theoretically.

2 State of the art

2.1 Definition of two-dimensional code technology

Two dimensional code technology is a regular pattern in a specific framework, and its
arrangement is similar to the B0^ and B1^ sequence recognized by the computer [17], as
shown in Fig. 1. It can transmit the information through the sequence in a rectangular
frame as well as it has a strong ability to test, so as to ensure the correctness of the two-
dimensional code.

The characteristics of two-dimensional code: it can be very easily identified by mobile
devices, at the same time it has stored volume, high security, high tracking, strong anti-loss,
backup big, cheap cost, uniqueness, no copied and other characteristics, these properties
prevent user’s information blocked.

Although the security performance of two-dimensional code is high, the error correc-
tion mechanism is set in the process of decoding and coding in order to ensure the
integrity of the information, which leads to reducing its reliability. In the process of the
use of the two dimensional code, there is the possibility of data modification in the form

Fig. 1 Structure of
two-dimensional code
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of a carrier, which is a serious threat to the security of user information. Especially in the
recognition of the payment of the two-dimensional code, the danger is huge, so it is
necessary to pay more attention to the problem so as to promote the good development
of two-dimensional code technology (Fig. 2).

2.2 QR two-dimensional code two level fusion algorithm

The two fusion algorithm based on the QR two-dimensional code refers to carry out the
different encryption for each phase of the two-dimensional code in consideration of the
requirements of the different stages of the two-dimensional code encoding and decoding
process is different [1]. The encryption process and the information encoding process are
fused, and compared with the algorithms that only carry out once encrypt the informa-
tion, the reliability of multi-level fusion makes the security of two-dimensional code
more secure. QR two-dimensional code generation process can be displayed as:

C ¼ GI ECC IE Ið Þð Þð Þ ð1Þ

Among them, C represents the two-dimensional code, I represents information, IE repre-
sents the information encoding, ECC represents the error correction code, GI represents the
image generation encoding. Two level fusion of the encrypted password generation phase can
be displayed as:

C ¼ GI SC ECC IE BC I þ s1ð Þð Þð Þð Þ þ s2ð Þ ð2Þ

Fig. 2 QR two-dimensional code
of the level fusion encryption
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Among them, BC represents a block cipher encryption, SC represents a stream cipher, s1
represents a variable key, and s2 represents a fixed key.

The multi-level fusion encryption algorithm flow of the QR two-dimensional code is as
follows: the first encryption of information needs to use the secret key in the encryption
process. Encryption schemes that are too simple to use are too simple to be compromised, and
the choice of more complex encryption schemes can increase the cost. One or multiple stream
cipher is used for the encryption, and the stream cipher encryption keys are placed in the
network, and the keys are periodically updated and changed by the network, so that the
common encryption methods are not easily cracked.

The process of the encryption in this paper is usually not reversible, because there is error
correcting function after the error correcting code in the coding process, so that the stream
cipher encryption function may bring certain impact on error correction function.

3 Methodology

Two dimensional code is that a unique sequence information generated by the two-
dimensional code is carried out the encryption through the system of public, then the
customers can scan it through the mobile device (Oliveira L B, 2011) [10]. The two-
dimensional code here is defined as a login request, but also with a request number.
Finally, the client sends its own ID and login request to the server, and the ID login
information can be got through the server side. In this paper, the unique identification
IMEI (international mobile equipment identity number) is used as the authentication
mode, and it is carried out the secondary encryption, so as to realize the mutual authen-
tication between mobile terminal and server.

3.1 Two-dimensional code registration process

The registration of two-dimensional code is the first step, its main steps are as follows:

The first step: the user’s two-dimensional code registration information mainly covers the
unique identification code ID, IMEI and the type of service required, the information is
encrypted by the encryption key to send to the server [12].

The second step: the decryption of the received information is carried out by the
server, at the same time a corresponding random code is produced, and then the two-
dimensional code registration information is stored in the database. The random code,
ID, and a series of service types and other information generated by the server are
generated as the two-dimensional code to be sent to the customer [2].

The third step: the customer’s mobile terminal receives the two-dimensional code, the
decoding is carried out through the built-in decoder, so as to verify the corresponding
information. If the confirmation of the information is correct, it is confirmed with the
server, while the two-dimensional code is saved.

The fourth step: after the two-dimensional code server receiving the confirmation mes-
sage, the customer’s account will be activated.
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3.2 Identity authentication process description

The module is divided into two parts, key generation and information processing. The
encryption technology used in this system is one of the symmetric cryptographer algorithms,
and the encryption and decryption use the same key. If a previously agreed key is used to do
the processing, each user’s credentials needs to be backed up by a key, so it is difficult to
manage these dense steel by the database and the user. And the secret key can only be used for
encryption and decryption, the information itself does not have any meaning, it will cause
system information redundancy and waste of space [14]. To this end, the system proposes that
the key information is used as the key generating parameters. On the one hand, it makes the
information of dense steel have the practical significance, so as to save the storage space of the
authentication information; On the other hand, it makes the means of the formation of the key
and the data verification form more flexible close, the key information can be generated on the
fly without storage, so as to ensure the system security and make a verifying method can
simultaneously in two forms reflects the results.

In the generation part of the key, the time of the certification is considered, the validity
of the document is used as one of the input parameters [4]. Once the document exceeds the
valid period, the newly generated key can’t correctly decrypt the encrypted data, docu-
ments audit will be failure. At the same time, the user ID card number is used as one of the
key elements to ensure that the key data can’t be calculated by the third party. The
automatic generation of the secret key is to eliminate the risk of security hidden danger,
and the security of the system is stable. This system carries out the hash processing for
document feature information, the holder’s identity information and report number, its
unique anti-collision and one-way increase the difficulty of document forgery and the
difficulty of stealing information. At the same time, it is a good way to deal with the
special case that the loss of records of documents needs to be reviewed, and effectively
solve the problem of Bone card^. Because of the high degree of discrimination of the
algorithm, some micro changes in the input information will also have a great impact on
the output, so even in the situation of the old documents used by others, the impostor is
also very difficult to derive a new certificate report the loss of the certificate, the
certification system has strong security.

The process of identity authentication is relatively simple, the specific steps are as follows,
as shown in Fig. 3.

The first step: the user requests the login operation;

The second step: the two-dimensional code server generates GUID based on IP and the
time information of the send information, while its encryption processing is carried out, so
as to generate two-dimensional code to send to the user’s client.

The third step: the user can scan the two-dimensional code, the request ID is got through
the decryption of the two-dimensional code.

The fourth step: the user sends the request ID and hardware ID to the server.

The fifth step: the server confirms the relationship between the hardware ID and request
the ID, and then confirms the request ID.
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3.3 Server authentication

Step 1: customers input the user name and password on the two-dimensional code
interface in their mobile devices, and then carry out the symmetric key encryption. The
two-dimensional code system in the client terminal sends the encryption information to
the two-dimensional code server to verify.

Step 2: The two-dimensional code server decrypts the encrypt information, and the fixed
length summaries of the address information, user name, and password are generated,
then the algorithm is performed to generate the corresponding dynamic key.

Step 3: The corresponding password can be retrieved by the use of the user name as the
search condition in the two-dimensional code server database, and the user’s password is
decrypted by the use of the dynamic key from the step (2), so as to verify the accuracy of
the password, and send the verification results to the customer’s mobile terminal.

Step 4: if the step (3) password is correct, themobile terminal will also have a fixed length of
the information address, user name and password, and then the algorithm operation is
carried out to generate the corresponding dynamic key, otherwise, that certification is failed.

Step 5: the dynamic keys generated by the mobile terminal is used to carry on the
interpretation of the number of users access and other information to the encrypted files
stored in the mobile terminal.

Steps 6: One-way hash operations are carried out to the mobile terminal IMSI, the number
of users to access the mobile terminal and the system time by the mobile terminal, so as to
generate a fixed length of the summary, and produce a new dynamic key.

Fig. 3 Schematic diagram of
two-dimensional code
identification process
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Step 7: Customer’s mobile terminal will generate a new dynamic secret key after
symmetric encryption algorithm for two-dimensional code information second times the
encryption, so as to get a new two-dimensional code, this will be sent to the server.

Step 8: the server will carry on the decoding and decryption to the new two-dimensional
code received, and the accuracy of the information is verified, if the information is
consistent, then the verification is pass, otherwise, the request will be refused.

4 Result analysis and discussion

4.1 Qualitative comparison

Qualitative comparison is carried out between the two times of the two-dimensional code
scheme and one time of the two dimensional code technology. From the Table 1, the
characteristics of the two programs can be summed up: the security of the two times of the
two-dimensional code scheme is high, and because the number of electronic product is huge,
and the growth trend is still large, so it is necessary to issue a certificate of independence for
each electronic item, which is simple and feasible, so it is better to use in ordinary enterprises.
The security of the one time of the two dimensional code technology is relatively poor (Fig. 4).

4.2 Encryption test

Each of the 10 two-dimensional codes of the QR two-dimensional code without encryption,
single encryption and two level encryptions are tested, and the average value is taken, and the
test results are shown in Table 2. The encoding time of the QR two-dimensional code without
encryption, single encryption and two level encryption are respectively 3.02 s, 4.75 s and
4.64 s, which shows the time difference is not very large, so is the decoding time. In addition,
the length of their code shows the non-encrypted two-dimensional code is shorter than the
other two kinds which are both 1024 bit.

4.3 Security comparison

The security of each of the 1000 two-dimensional code of the QR two-dimensional code
without encryption, single encryption and two level encryptions are tested. In this paper, the
scheme is to tamper with the data in the coding and decoding process. From the figure, it can
be seen that the number of the no encrypted two-dimensional code information tampered in the

Table 1 Comparison of the properties of the two schemes

Property comparison Two times of the two-dimensional
code scheme

One time of the two
dimensional code technology

Security High Low
Realization efficiency High High
Universal applicability High Low
Degree of difficulty to achieve Easy Easy
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coding process reaches 683 times, the number of times in the decoding process also reaches
526 times; And the number of times of the single encryption tampered in the coding process
reaches 182 times, the number of times in the process of decoding also reaches 97 times; The
number of the two level fusion of encrypted two-dimensional code tampered in the coding
process reaches 4 times, the number of times the decoding process also reaches 3 times.
Therefore, it can be seen that the security of the two-dimensional code without encryption is
the lowest, and the security of a single encrypted two-dimensional code is relatively good, but
still far below the two level fusion QR two-dimensional code (Table 3).

4.4 Security theory analysis

In this design, the two-dimensional code is used as a sign of the information of the case,
because the two-dimensional code itself has the high information capacity, strong security, low
price, etc. From the technical level analysis, two-dimensional code can carry on the coding
processing to all digital media data, which has the popularity. And from the difficulty of
making, the two-dimensional code can be produced by a variety of equipment, and can be
printed in a variety of materials, also can spread through the network, the Internet and offline
institutions can well be identified.

The two-dimensional code can transform the data by itself, and does not bring its own
encryption function, the data can be easily restored through the sweep code software, so the
symmetric encryption algorithm is used for information protection.

This design has the quite good security, the analysis is as follows:
All of the information of themobile terminal use the 1024 bit shared keys, the data transmission

carried out by the symmetric encryption algorithm has a very good security for data transmission.
The storage of the mobile terminal and the local data uses the input user information, and

the dynamic key is encrypted by the non-reversible algorithm operation, each user has a
different key, so that the security is increased.

Table 2 Experimental data table

Without encryption Single encryption Twice encryption

Length of the code/bit 882 1024 1024
Encoding time/s 3.02 4.75 4.64
Decode time/s 3.63 4.53 4.73

Fig. 4 Two dimensional codes generated by different encryption methods. a-Two-dimensional code without
encryption; b-Single encrypted two-dimensional code; c-Two level encryption of two-dimensional code
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The information transmitted by the two-dimensional code is different from the mobile
terminal, the dynamic key encryption is obtained by the non-reversible algorithm and other
operations based on the different times, different locations and different times of the users.
Each user gets a different key in each time, and the different user generated keys are also
different. Even if the two-dimensional code can be scanned, the key is correctly, the data yet
can’t be restored, so that the two-dimensional code security is upgraded.

In the verification process of the server side and the use side, the increasing of the use of
server-side verification can avoid the information leakage that caused by the traditional program.

Resisting the middleman attack: if the two-dimensional code is stolen by other people
and posed as a legitimate user and server contact, the server will be used to authenticate the
use of all kinds of information, because the person can’t get the information to steal this
information, thus, the verification of the server can’t be carried out normally, so as to
prevent the leakage of information.

Resisting replay attack: After restarting each time, the server will generate a new key and
the new two-dimensional code, at the same time, the original storage keys and two-
dimensional code information will be deleted, which can makes it more difficult to obtain
valid identity information.

Resisting decimal attack: the SHA1 encryption key is used, which is not reversed, and does
not have the function of repetition and reuse.

Twice encryption of two-dimensional code: two-dimensional code consists of a one-time
information, it is also unable to restore the interception in the network; In addition, the
complexity of the two-dimensional code itself and other characteristics make the security of
the program improved.

5 Conclusions

In order to improve the shortcomings of the traditional authentication scheme, this paper uses
the two-dimensional code technology to carry out identity authentication in the cloud com-
puting environment, and QR coding technology is used as the processing technology of two-
dimensional code, the symmetric encryption algorithm and dynamic key are used to encrypt
the information of two-dimensional code generation, the aim is to provide a secure and reliable
authentication scheme. Through the study, the following conclusions are drawn:

The two-dimensional code has characteristics of the easy identification of PC side,
volume storage information, high safety, high resistance, low price and so on, the high
safety and good security performance of which can effectively guarantee that the user
information is not intercepted.

Based on the experimental analysis of the two encrypted two-dimensional code, it is
concluded that the two encrypted two-dimensional code is simple and feasible, and has good

Table 3 Comparison of the safety of three kinds of two-dimensional codes

Encoding times Number of times to
be tampered with

Decoding times Number of times
to be tampered with

Without encryption 1000 683 1000 526
Single encryption 1000 182 1000 97
Two level fusion of encryption 1000 4 1000 3
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universality. It is also proved that the various indicators of the two encryption fusion of the
two-dimensional code are more than the single encryption and non-encrypted two-dimensional
code, which is worth promoting.

Although the identity authentication scheme based on the two encryption and fusion
proposed in this paper has a high security performance, in the process of decoding and
encoding, a small amount of two-dimensional code is tampered with the data, so it is necessary
to study the multiple encryption, so as to ensure that the identity authentication scheme can
achieve true security and reliability.

Acknowledgements The study was supported by BMobile Communication Network and Intelligent Terminal
Security Situation Awareness Research Project, Network Technology Research Institute of China Unicom (Grant
No. NT12-9301-2017-000132)^.

References

1. Cao J, Wu D, Wang J (2013) The speaker recognition based on adaptive gauss mixture model and static and
dynamic auditory feature fusion. Optical Precision Engineering 21(6):1598–1604

2. Cho S, Han C, Han DH et al (2000) Web-based keystroke dynamics identity verification using neural
network. J Organ Comput Electron Commer 10(4):295–307

3. Gui Z, Wang Y, Liu Y et al (2014) Application of two-dimensional code in mobile augmented reality.
Journal of Computer Aided Design and Graphics 26(1):34–39

4. Karnan M, Akila M, Krishnaraj N (2011) Biometric personal authentication using keystroke dynamics: a
review. Appl Soft Comput 11(2):1565–1573

5. Ke J, Zhou P (2014) Newimage. Fortunately, the difference and mixed weighted Mel cepstrum parameters
used in speaker recognition. Microelectronics & Computer 31(9):89–91

6. Lee S, Ong I, Lim HT et al (2010) Two factor authentication for cloud computing. Journal of Information
and Communication Convergence Engineering 8(4):427–432

7. Li L, Wu Z, Zhao H (2011) Overlapping model of concurrent product development and its simulation
optimization. Computer Integrated Manufacturing System 17(3):55–559

8. Lin W, Wang X (2010) A one-time password authentication protocol of nonhomogeneous linear equations
based on. Comput Eng 36(13):154–158

9. Ma W, Liu W, Li C (2008) Overlapping and information exchange. Computer integrated manufacturing
system for design activities in concurrent product development 14(4):630–636

10. Oliveira LB, Aranha DF, Gouvêa CPL et al (2011) TinyPBC: pairings for authenticated identity-based non-
interactive key distribution in sensor networks. Comput Commun 34(3):485–493

11. Sood SK, Sarje AK, Singh K (2011) A secure dynamic identity based authentication protocol for multi-
server architecture. J Netw Comput Appl 34(2):609–618

12. Wang W, Deng H (2006) A speaker recognition system based on MFCC parameters and. VQ Journal of the
Chinese Society of Instruments and Meters 27(6):2155–2253

13. Wang Z, Zhang Y (2006) Study on the overlapping execution of the coupled tasks. Computer Integrated
Manufacturing System 12(6):947–954

14. Xiao D, Liao X, Deng S (2007) A novel key agreement protocol based on chaotic maps. Inf Sci 177(4):
1136–1142

15. Xu Z, Li H (2012) Simulation modeling of complex product development process with random overlap and
resource conflict. System Engineering and Electronic Technology 34(7):1412–1418

16. Xu D, Yan H (2006) Time model of concurrent product development process and its optimization method.
Chinese Journal of Mechanical Engineering 42(1):23–29 34

17. Xue K, Li H, Yang T (2011) A for cloud computing landing problem of authentication technology. Science
Technology and Engineering 11(2):20–24

4292 Multimed Tools Appl (2018) 77:4283–4294

RETRACTED A
RTIC

LE



Manjun Zhang Ph.D, Senior Engineer. Graduated from the Xidian University in 2013. Worked in network
technology Institute of China Unicom. Her research interests include network and infomation security.

Zheng Ma Graduate for Ph.D, Senior Engineer. Studied in Beijing Post&Telecomunication University. His
research interests include network security and data communication.

Multimed Tools Appl (2018) 77:4283–4294 4293

RETRACTED A
RTIC

LE



Yan Zhang Ph.D, Senior Engineer. Graduated from the Beijing Post&Telecomunication University in 2014.
Worked in network technology Institute of China Unicom. His research interests include network virtualization
and cloud computing.

Yongbin Wang Ph.D, Senior Engineer. Graduated from the Beijing Post&Telecomunication University in 2015.
Worked in Institute of China Unicom. His research interests include cloud computing and cellular IoT.

4294 Multimed Tools Appl (2018) 77:4283–4294

RETRACTED A
RTIC

LE


	An identity authentication scheme based on cloud �computing environment
	Abstract
	Introduction
	State of the art
	Definition of two-dimensional code technology
	QR two-dimensional code two level fusion algorithm

	Methodology
	Two-dimensional code registration process
	Identity authentication process description
	Server authentication

	Result analysis and discussion
	Qualitative comparison
	Encryption test
	Security comparison
	Security theory analysis

	Conclusions
	References




