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Abstract Steganography is a useful technology to protect secret data traveling through
the Internet. Recently, Kuo and Wang proposed a useful data hiding scheme based on
GEMD(Generalized Exploiting Modification Direction). They claim that the embedding
capacity of their scheme is more than 1bpp(bits per pixel) and keeps good stego-image
quality. In addition, the GEMD scheme can prevent RS detection. However, the embedding
capacity of GEMD decreases when pixel numbers in the group becomes large. To alleviate
this shortcoming, we will propose a data hiding scheme which can embed extra secret data
after the GEMD embedding procedure. The major contribution of the proposed scheme is
the embedding capacity always maintains 2 bpp which is independent of the pixel numbers
in the group. Finally, according to our experiments, our proposed scheme maintains good
image quality and also prevents RS detection.
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1 Introduction

Because of the rapid growth of computer and internet technology, multimedia such as
images, audio, and video are distributed through the Internet. How to protect digital content
security is a very important issue. The two most common methodologies are cryptography
and steganography which can maintain data security. Steganography can embed a secret
message in a meaningful cover image and form a stego-image which is not apparent to
other people. The most important characteristic is the imperceptibility. Another important
characteristic is the capacity. If steganographic technology can embed more secret data in
a cover image, the user transfers less stego-images and avoids the suspicions of unprivy
people.

The most well known steganographic technology is the least significant bit(LSB)
replacement method. This scheme is very simple, fast and has good stego-image quality.
Unfortunately, it is not secure. There are many detection technologies which can detect LSB
replacement methods. One famous of detection technology is RS detection [1]. In 2006,
Zhang and Wang proposed a data hiding scheme based on Exploiting Modification Direc-
tion(EMD) [12]. The EMD scheme used n pixels for a group and only modified one pixel
value +1 or —1 at most in a group. The most important contribution of EMD is that the
image quality is very good and better than most data hiding schemes such as LSB replace-
ment methods. But, there are two shortcomings. One is that it must transform the binary
secret data to (2n + 1)-ary to get full capacity before embedding by the using EMD method.
The other is that the embedding capacity decreases fast when n increases. EMD maintains
embedding capacity of slightly more than 1bpp when n = 2. Afterwards, many similar
EMD-type methods [2—11] were proposed. In 2007, Lee et al. proposed the LWC scheme
[11] to improve the embedding capacity from 1.16 to 1.5 bpp when n = 2. However, it does
not have the flexibility of changing pixel group size. In order to improve this shortcoming,
the generalized EMD(GEMD) scheme [3] was proposed by Kuo et al. in 2013. The major
contribution of GEMD scheme is that it used n pixels for a pixel group to embed (n+1) bits
secret data. In other words, the embedding capacity of the GEMD scheme always maintains
over 1 bpp. Specifically, the LWC scheme is the special case of GEMD scheme.

Besides the above benefits, the GEMD scheme can also prevent RS detection. In fact,
the best embedding capacity of the GEMD scheme is 1.5 bpp when n = 2. Intuitively, the
embedding capacity still decreases as n increases. In order to improve this shortcoming,
a data hiding scheme based on re-adjusted GEMD method is proposed in this paper. We
demonstrate that our scheme maintains embedding capacity at 2 bpp even when n increases
and also maintains good image quality.

The rest of this paper is organized as follows: In Section 2, we will review the EMD [12],
the LWC [11] and the GEMD schemes [3] briefly. Then, we introduce our proposed data
hiding scheme and provide experimental results in Sections 3 and 4, respectively. Finally,
some conclusions are given in Section 5.

2 Review data hiding schemes
The EMD type data hiding scheme maintains good stego-image quality and also prevents RS

detection. In this section, we will introduce the EMD [12], LWC [11] and GEMD schemes
[3] in detail.
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2.1 EMD data hiding scheme [12]
In 2006, Zhang and Wang proposed a data hiding scheme based on Exploiting Modification

Direction. They used n pixels for a group and define the extraction function as (1). They
adjust one pixel value +1 or —1 at most to embed (2n + 1)-ary secret data.

fEMD (81, 82, 8n) = [Z(gi x i)} mod (2n + 1), M
i=1

where g; is the i-th pixel value for adjusting, and »n is the number of values required for
implementing the selected pixels.

Algorithm 1 The EMD embedding algorithm

Input: cover image /. and secret data s
Output: stego-image I
EMD-1 Divide /. into non-overlapping n pixel groups and transform s in to (2n + 1)-ary
secret data stream s’.
EMD-2 Use the cover pixel group and compute fzp by (1).
EMD-3 Obtain (2n + 1)-ary data s from s” and compute d = (s; — fgyp) mod 2n+1).
EMD-41fd <n,then g/, = g4+ land g/ = g;Vi € {1,2,--- ,nli #d}, else
Srpil—q = 8m+1—d — land gi = gVi € {1,2,--- ,nli #2n+1—-d)}.
EMD-5 Repeat from step EMD-2 until all secret data is embedded.
Note g; is the cover pixel value and g/ is the stego-pixel value.

Example 1 Given three cover image pixels (g1, g2, g3) = (62, 63, 60) and secret data s =
(11)2, we can obtain output stego-image pixels (g}, g5, g5) = (61, 63, 60) using the EMD
embedding procedure as the following:

Step 1. Transform s = (11)2 = (3)7.

Step 2. Compute frpyp = (62 x 1 +63 x2+60 x 3) mod 7 = 4.
Step 3. Compute d = (3 —4) mod 7 = 6.

Step 4. Compute g/, =62 — 1 = 61 because d > n = 3.

The stego-pixel value is (g}, g5, gg) = (61, 63, 60). When the receiver gets the stego-
pixel value, the secret data s is recovered by computing s = fgyp = (61 x 1 +63 x 2 4
60 x 3) mod 7 = 3 and transform (3)7 to binary (11),.

The most important contribution of EMD is that the image quality is very good and
embedding method by using the modulus function. However, there are two shortcomings.
One is that it must transform the binary secret data to (2n 4 1)-ary to get full capacity before
embedding by the using (1). The other is that the embedding capacity decreases fast when
n increases.

2.2 LWC data hiding scheme [11]
For the EMD scheme, the embedding capacity decreases fast when n increases. It main-

tains slighty more than 1bpp when n = 2 for [12]. In order to improve the embedding
capacity from 1.16 to 1.5 bpp, Lee et al. proposed the improved LWC scheme [11] in 2007.
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In the LWC scheme, they fixed two pixels for each pixel group and gave the the modified
extraction function as (2).

frwe(gl,g2) = (g1 x 14+g2 x3) mod 8, 2)

where g1 and g; are the two pixel values for adjusting.

Algorithm 2 The LWC embedding algorithm

Input: cover image /. and secret data s
Output: stego-image I
LWC-1 Divide I, into non-overlapping 2 pixel groups.
LWC-2 Get the cover pixel group and compute frwc by (2).
LWC-3 Obtain 3 bits secret data s; from s and transform it to decimal.
LWC-41f s; = frwc (g1, g2). then (g1, g5) = (g1. g2)-
If si = frwe(gr + 1, g2), then (g7, g5) = (g1 + 1, &2).
If s = frwe(gr — 1, g2), then (g, g5) = (g1 — 1, g2).
Ifs; = frwe(gi, &2+ 1), then (g}, g5) = (g1, &2+ D).
If s; = frwe(g1. g2 — 1), then (g}, g5) = (g1. g2 — 1).
If si = frwe(g1 + 1, g2+ 1), then (g7, g5) = (g1 + 1, g2 + D).
If s = frwe(gi + 1,82 — 1), then (g}, 85) = (g1 + 1, 82— 1).
Ifs; = frwe(gr — 1,82+ 1), then (g}, g5) = (g1 — 1, g2 + ).
LWC-5 Repeat from step LWC-2 until all secret data is embedded.

Example 2 Given two pixels (g1, g2) = (62, 63) and secret data s = (110),. We obtain the
stego-image pixels (g}, g5) = (62, 64) using the LWC scheme as the following:

Step 1. Compute frwc(62,63) = (62 x1+63 x3) mod 8§ =3
Step 2. Using s = (110)2, find s; = frwc(g1,82+1) =(62x1+64x3) mod 8§ =6

When the receiver gets the two stego pixels, the secret data (110), is recovered by using (2)
(s = fowc(62,64) = (62 x 1 + 64 x 3) mod 8 = 6).

2.3 GEMD data hiding scheme [3]

Although the embedding capacity of the LWC scheme can achieved 1.5bpp, the pixel
group size is always fixed. In other words, there are only two pixels in a group and it can-
not be extended or changed. That is to say, the LWC scheme is inflexible. In 2013, Kuo
et al. proposed a new data hiding scheme based on general EMD. The major property of the
GEMD scheme is having n pixels for each pixel group and maintaining embedding capac-
ity of more than 1 bpp. Moreover, the LWC scheme is a special case of the GEMD scheme
when n = 2. In the GEMD scheme, the new extraction function is shown as (3).

foEmp(81.82. .. 8n) = [Z(g,- x @ - 1))} mod 2", 3)

i=1

where g; is the i-th pixel value for adjusting, and »n is the number of values required for
implementing the selected pixels.
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Algorithm 3 The GEMD embedding algorithm

Input: cover image /¢ and secret data s
Output: stego-image Ig
GEMD-1 Divide /¢ into non-overlapping n pixel groups.
GEMD-2 Using the cover pixel group, compute fGrup by (3).
GEMD-3 Obtain (n + 1) bits secret data s; from s and then transform it to decimal.
GEMD-4 Compute d = (s; — fgemp) mod 2+1,
GEMD-51Ifd =0,thenk = 1;elseifd =2", k =2;elseif 0 <d < 2",k = 3;
else k = 4.
GEMD-6 switch(k)
Case 1. g} = g;Vi € {1,2,--- ,n}.
Case2.g=gi+1.¢8,=g.+1,.8 =gVie{2,3,--- ,n—1}
Case 3. Transform d to (b,b,,_1 ...bo)2,
fori =ntoldo
ifbj =0&bi—1 =1,g; =g + 1;
elseif b =1& b1 =0,g =g — 1
else g/ = gi;
end.
Case 4. d' = 2" — d, transform d’ to (byby—1 - - - bo)2,
fori =ntoldo
ifb,' :O&b,;] = l,gl{ =g — 1;
elseif b =1&bi_1 =0,g =g + 1
else g/ = gi;
end.
GEMD-7 Repeat from step GEMD-2 until all secret data is embedded.

Example 3 Given three cover image pixels (g1, g2, g3) = (62, 63, 60) and secret data s =
(1100)3, we obtain output stego-image pixels (g}, g5, g3) = (62, 62, 60) using the GEMD
embedding procedure.

Step 1 Compute fgemp = (62 x 1463 x3+60x 7) mod 16 = 15.

Step 2 Using 4 bits secret data (1100),, transform it to decimal (12)1o.

Step 3 Compute d = (12 — 15) mod 16 = 13.

Step 4 Obtain k = 4 since d = 13 > 23.

Step 5 Execute case 4, compute d' = 24— 13 = 3 = (0011)2 = (b3babbg)2 to get
(81, g5, &%) = (62,62, 60).

Therefore, the receiver can recover the secretdatas = fgpyp = (62 x 1462 x34+60x7)
mod 16 = 12 = (1100), when receiving the stego-pixel values (62, 62, 60).

3 The proposed scheme

Kuo et al. proposed the GEMD scheme which has benefits of both EMD and LWC
schemes. GEMD can maintain more than 1 bpp capacity and good image quality. However,
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we still think the capacity is not enough. Therefore, we will re-adjust stego-pixel value
of GEMD to embed extra secret data and keeps the extraction function value change-
less. Our embedding structure is shown as Fig. 1 and the detail algorithm is described in
Algorithm 4.

Algorithm 4 The RGEMD embedding algorithm

Input: cover image /¢ and secret data s
Output: stego-image Ig
RGEMD-1 Divide I¢ into non-overlapping n pixel groups.
RGEMD-2 Using the cover pixel group, compute fGeump by (3).
RGEMD-3 Use (n + 1) bits secret data s; from s and compute d = (s; —
fceEmp) mod 2"F1.
RGEMD-4 If d = 0, then k = 1; else if d = 2",
k=2 elseif0 <d <2" k =3;else k =4.
RGEMD-5 Switch(k)
Case l.g/ = giVie{l,2,---,n}.
Case2.8) =g1+ 1.8, =g+ 1,8 =gVie{2,3,--- ,n—1}
Case 3. Transform d to (b,,b,,—1 - - - by)2,
fori =ntoldo

if by =0&b;i 1 = 1,8/ =gi + 1;
elseif bj =1& b1 =0,g =g — I
else g/ = gi;
end

Case 4. d' = 2"T! — d, transform d’ to (bub,—_1 - - - bo)2,
fori =nto1ldo
ifbl' :O&bi,1 = l,gl{ =g — 1;
elseif bj =1& b1 =0, =g+ 1;
else g = g3
end.
RGEMD-6 Obtain next (n — 1) bits secret s; 11 = (b}, _,b;,_5---bj)2 from s.
fori =n—2to0do
if b} # LSB(g;H) do
ifgl,>8i+2&g | <&l
gé+2 = gé+2 -5
8i+1 = 8it1 +2;
gi=g +1L
else
gé+2 = g§+2 +1
8i+1 = 8it1 2;
gi=8—1L
end.
end.
end.
RGEMD-7 Repeat from step RGEMD-2 until all secret data is embedded.
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Cover image Secret data

Divide cover image into non-
overlapping 7 pixel groups
(RGEMD embedding-1)

Get the cover pixel group and Embed (n+1) bits secret data s;
compute fgemp according to fgemp algorithm
(RGEMD embedding-2) (RGEMD embedding-3~5)

Embed (n-1) bits secret data s;41
according to RGEMD embedding-6

N _— If all secret data T ~__
ﬁ“‘\\\ is embedded? ///"‘/

Stego-image

Fig. 1 The structure of embedding phase

When the receiver gets the stego-image, he can extract (n + 1) secret data bits by using
GEMD extraction function. Then the receiver extracts (n — 1) secret data bits for the LSB
of n to 2 pixels in group. The extracting structure is shown as Fig. 2 and the detail algorithm
is described in Algorithm 5.
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Stego-image

Divide stego-image into non- Transform fgeyp value to (7+1) bits
overlapping 7 pixel groups binary secret data s;
(RGEMD extracting-1) (RGEMD extracting-3)
Get the stego-pixel group and Extract LSB of pixel n to 2 for (n-1)
compute fgemp bits binary secret data ;41
(RGEMD extracting-2) (RGEMD extracting-4~5)
N " Ifallsecretdata
T isextracted?
\\\\ =
Y

Secret data

Fig. 2 The structure of extracting phase

Algorithm 5 The RGEMD extraction algorithm

Input: stego-image I
Output: secret data s
ERGEMD-1 Divide /g into non-overlapping n pixel groups.
ERGEMD-2 Using the stego-pixel group, compute fGemp by (3).
ERGEMD-3 Transform the fGgap value to (n + 1) bits binary secret data s;.
ERGEMD-4 Fori = n to 2 do
Get the secret bit b;_, = LSB(g});
end.
ERGEMD-5 Concatenate secret bits (b),_,b),_5---b()2 = siy1.
ERGEMD-6 Repeat from step ERGEMD-2 until all secret data is extracted
and concatenate all s; and s;1 to get s.
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The following two examples show use of the embedding and extracting procedure.

Example 4 Given three cover image pixels (g1, g2, 83) = (62,63, 60) and secret data
s = (110011)7, we obtain output stego-image pixels (g}, g5, &5) = (60, 65, 59) using the
RGEMD embedding procedure as following:

Step 1. Compute fgrmp = (62 x 1 +63 x 3460 x7) mod 16 = 15.
Step 2. Access 4 bits secret data (1100), and then transform it to decimal (12) 9.
Step 3. Compute d = (12 — 15) mod 16 = 13.
Step 4. Get k = 4 because d = 13 > 23.
Step 5. Execute case 4, compute d’ = 2% _13=3= (0011)2 = (b3bab1bp)2 and get
(g1, g5, 8%) = (62,62, 60).
Step 6. Using the next 2 bits (b} bj)2 = (11)2,
by =1 # LSB(g}) = LSB(60)
g3 =60 > g3 = 60&g; = 62 < g = 63,
g5 =60—1=59;
g =062+2 =064
g =62+1=063;
by =1 % LSB(g,) = LSB(64)
gh =064 > g =63&g| =63 > g =62,
g, =64+ 1=065;
g =63-2=61;
g; =61—1=060.

Finally the stego-image pixels are (g}, g5, g3) = (60, 65, 59).

Example 5 Given three stego-image pixels (60, 65, 59). We obtain the secret data s =
(110011), using the RGEMD extraction procedure as following:

Step 1. Compute fgrmup = (60 x 1 +65 x 3459 x7) mod 16 = 12 = (1100)5.
Step 2. LSB(g4) = 1 and LSB(g}) = 1, concatenate so sy = (11)5.
Step 3. Concatenate s and s to get s = (110011)5.

4 Experimental results

In this section, simulations and results of our proposed scheme are shown. For our experi-
ment, the hardware environment is a personal computer with an Intel Core Duo 2 E4600 2.4
(GHz) CPU with 2G RAM. The operating system is Windows 7 running MATLAB. We use
eight 512 x 512 grayscale images (Lena, Baboon, F16, Barbara, Boat, Goldhill, Tiffany and
Pepper) and four 512512 color images (Lena, Baboon, Tiffany, Pepper) as shown in Figs. 3
and 4

4.1 Performance analysis
The major concerns for data hiding scheme analysis are capacity and image quality. Peak

signal to noise ratio (PSNR) measures stego image quality. The higher the PSNR, the more
similar the stego image is to the cover image. In general, if PSNR is lower than 30 dB, the
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i s

(f) Goldhill (ngiffany (h) Pepper

Fig. 3 Eight grayscale test images

stego image can be visually distinguished from the cover image as different. The PSNR and
the mean square error (MSE) is calculated as follows:

2552
PSNR = 10X10g10 W’ (4)
1 M N
MSE = DD UGy =13, )
M x N o

where M and N represent the length and width of the image, respectively. The stego images
were produced in raster-scan order.

The comparison between EMD, LWC, GEMD and our scheme are shown as Table 1.
From this table, the image quality of all schemes are more than 44 dB, so the stego-image
quality is good enough to avoid human eye detection. The embedding capacity of our pro-
posed scheme maintains 2 bpp which is independent of n. However, other schemes suffer as
n increases.

In Table 2, we show the color images capacity and PSNR comparison table for EMD,
LWC, GEMD and our scheme. We can find that the capacity becomes triple because there

i r"‘: ) >

(a) Lena (b) Baboon (c) Tiffany

Fig. 4 Four color test images
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Table 1 Embedding capacity and PSNR comparison table for the gray stego image

Scheme EMD [12] LWC [11] GEMD [3] Proposed scheme
bpp PSNR bpp PSNR bpp PSNR bpp PSNR
n=2 1.16 52.11 1.50 50.72 1.50 50.72 2.00 45.12
n=3 0.93 53.57 1.33 50.79 2.00 44.62
n=4 0.79 54.66 1.25 51.00 2.00 44.65
n=>5 0.69 55.53 1.20 51.09 2.00 44.72
n==6 0.61 56.27 1.16 51.13 2.00 44.74
n="7 0.55 56.87 1.14 51.13 2.00 44.74
n=238 0.51 57.42 1.12 51.13 2.00 44.74
n=9 0.47 57.90 1.11 51.13 2.00 44.74
n=10 0.43 58.35 1.10 51.13 2.00 44.74

are three channels (RGB) in color images to embed secret bits. According to Table 2, the
color stego image’s quality(PSNR) is similar to the gray stego image’s quality.

The performance comparison for gray images and color images are shown in Figs. 5
and 6, respectively. Since it is used the fixed points (i.e. n = 2) in the LWC scheme, there
is only one point in the graph. According to Figs. 5 and 6, all points of proposed scheme
are similar in our proposed scheme. In other words, the performance of our scheme is not
concerned with the size of pixel group.

4.2 Steganalysis
Most EMD type data hiding scheme avoid RS detection. We confirm our scheme thwarts
RS detection. In RS steganalysis, n adjacent pixels (g1, g2, - - - , ) are selected as a pixel

group. Then the discrimination function DF (g1, 82, , &) = Y i—;|8i+1 — &il is used to
quantify the smoothness or regularity of each pixel group.

Table 2 Embedding capacity and PSNR comparison table for the color stego image

Scheme EMD [12] LWC[11] GEMD [3] Proposed scheme
bpp PSNR bpp PSNR bpp PSNR bpp PSNR
n=2 3.48 52.13 4.50 50.72 4.50 50.74 6.00 45.13
n=3 2.79 53.58 4.00 50.78 6.00 44.62
n= 2.37 54.66 3.75 51.00 6.00 44.65
n= 2.07 55.55 3.60 51.10 6.00 44.71
n==6 1.83 56.28 3.50 51.13 6.00 44.74
n="7 1.65 56.89 343 51.13 6.00 44.74
n=238 1.53 57.43 3.38 51.13 6.00 44.74
n=9 1.41 57.90 3.33 51.13 6.00 44.74
n=10 1.29 58.36 3.30 51.13 6.00 44.74
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60 T
—6&— EMD
581 LwC g
GEMD
56} —+4A— RGEMD ||
54} B
52| 1
g
& 501 1
A~
48 B
46 b
44+ B
42+ B
40 L L L L L L
0 1 2 3 4 5 6 7

bpp

Fig. 5 The performance comparison for gray images

The discrimination function is used to define three types of pixel groups: Regular (R),
Singular (S), and Unusable (U). The R means DF (g, g2. 83, &;) > DF (g1, 82, 83, 84)
and S means DF (g’l, 22, 83, gé") < DF(g1, 82, 83, 84). We use masks M = [1001] and
—M = [—100 — 1] to flip pixels (g1, g2. 83. &4) to (g]. 82, &3. g})- It measures that Ry,
R_py, Su, and S_j and then transform to percentages. The more detail RS detection
method is described in [1]. The simulation results for 2-LSB and our proposed scheme
are shown in Fig. 7. The statistical hypotheses of the RS-diagram are Ryy =~ R_j and

60 T
—6&— EMD
581 LwWC g
GEMD
56} —+4A— RGEMD ||
54} B
52| 1
g
& 501 1
A~
48 B
46 b
44+ B
42+ B
40 L L L L L L
0 1 2 3 4 5 6 7

bpp

Fig. 6 The performance comparison for color images
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Percentage

36 T T T T

7] SRRLEDERRRED B SEITIRERREENY ™M
Bl R-M
SM
BOf e TN S-M
BB e T e L B e
g
BB e ek DT B B 2Bf ek B
<4
24 B &

! 60 éO 4‘0 f;O Sb 100 180 2‘0 4‘0 6‘0 éo 100
Embedding Capacity (%) Embedding Capacity (%)
(a)2-LSB scheme (b)Our proposed scheme

Fig. 7 RS detection

Sy ~ S_p. The 2-LSB scheme is detected by RS steganalysis while our scheme avoids
detection.

5

Conclusion

In this paper, we improve the GEMD data hiding scheme. After using GEMD to embed
(n + 1) bits in each group, we re-adjust the stego-pixel values to embed (n — 1) bits and
keep the extraction function the same. The most significant contribution of our approach

is

that the capacity maintains 2 bpp when 7 increases. Addition contributions in this paper

include: the proposed scheme is more flexible, the stego-image quality is over 44 dB, and it

is not detected by RS detection.
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