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Abstract A digital watermark embeds an imperceptible signal into data such as audio, video
and images, for different purposes including authentication and tamper detection. A real-time
video surveillance application requires a large quantity of sequences to be processed, which
makes computational efficiency an additional constraint on video watermarking for surveil-
lance systems. As a result, spatial domain schemes are a more efficient than frequency domain
schemes. This paper focuses on video watermarking, particularly with respect to the Audio
Video Interleaved (AVI) form of video file format. It proposes two new watermarking schemes
which seem to offer a high degree of imperceptibility and efficient tamper detection. Both
schemes were subjected to nine different types of common attack, which revealed one scheme,
VWS8EF, to be superior, particularly in terms of imperceptibility. VWS8F was then compared with
arange of similar schemes by other authors. The results show that VWS8F offers both improved
imperceptibility (average PSNR of 47.87 dB) and proven efficiency at detecting a wider range
of tampering compared to the other similar schemes.
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1 Introduction

A digital watermark is a kind of mark or indication embedded in a host medium such as a
digital image, audio, text, software or video. Watermarking is a technique of concealing
digital information in the carrier signal (host). The hidden data is not necessarily related to
the content of the host [4, 14, 15]. Video watermarking is commonly applied to video files
as a means of impeding unlawful manipulation or distribution of the product concerned
[16, 20].

Digital Video Surveillance Systems (DVS) play a major role in forensic evidence in
court [21, 26]. The video files of digital surveillance systems need to be authenticable.
Thus a technique like watermarking is applied for tamper detection purposes. The water-
mark must not have any effect on visual information and or compromise the video
evidence in any way. High imperceptible watermarks can meet these requirements [21].
Video tamper detection is a major challenge for today’s researchers in the field of
multimedia security [24].

Most tampered media have part of the medium altered using objects in the medium
itself. Parts of a medium can be altered geometrically to change their appearance.
commonly used by forgers include cropping, rotation and scaling [11]. An alteration
using scaling changes the size of objects, often creating an illusion. Rotational
modification, on the other hand, changes the angle of alignment of an object in the
medium [7, 8].

Such modifications to an image can be detected using a combination of filters [12].
However, noise degradation can interfere with many tamper detection methods. Local
noise is therefore often added to tampered digital media to try to conceal the tampering.
It is common for forgers to add locally random noise to the altered parts of a medium [9].
The presence of varying levels of noise in a medium can thus be an indication of
tampering.

Splicing is a common multimedia tampering technique. Nowadays there are many
methods to detect spliced manipulations. Analysts usually try to identify abnormalities
at the boundary of objects in the medium, which can point to the presence of splicing.
Splicing is relatively easy to detect manually by expert visual analysis. Based on these
premises, research on the Human Visual System (HVS) has been used to develop a
procedure for splicing detection [11].

Although video watermarking has many properties, the main three ones are
imperceptibility, robustness and payload or capacity. All three are closely related to
each other: for example, when robustness increases, imperceptibility decreases, and
vice-versa [1, 27]. The challenge is to develop watermarking applications and
techniques which strike the correct balance between these conflicting requirements
[1, 13].

2 Background to the problem
The rapid growth of communication networks, coupled with the ease with which digital
products can be modified or copied, have made it more and more urgent to address the

issue of digital tamper detection [19]. However, there has been much less progress in
developing systems for video watermarking tamper detection than for digital images [1].
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Because of the natural redundancy between video frames, schemes for still image tamper
detection are not appropriate for digital video watermarking. Image tamper detection
schemes cannot, for example, cater for attacks by means of frame dropping, frame
inserting, frame shifting and so on. They also have only a limited ability to detect the
areas where tampering has occurred [17].

There is therefore a clear need for a tamper detection scheme that can reliably verify video
content and prevent forgery. A number of researchers have proposed digital watermarking as
such a scheme [5, 18, 26]. A wide range of modifications to various aspects of digital videos
could potentially be utilized to achieve this [14]. However, in order not to change the nature of
the visual information in question, embedded data has to be imperceptible and robust. At the
same time, the growing popularity of the surveillance market and its increasing role in
environmental and personal safety have led to a sharp expansion in the number of real-time
video surveillance systems. This imposes a further constraint on video watermarking for
surveillance systems: computational capacity limits [10].

Existing techniques for concealing information in multimedia hosts are mostly based
on the spatial rather than the frequency domain. Spatial domain watermarking involves
slightly modifying the host pixel values but at a low level of complexity. In the spatial
domain embedding method, information is embedded in the Least Significant Bit (LSB)
of the host. To improve robustness, a small watermark can be embedded in this way
several times; if a single copy of the watermark survives, the method passes the
robustness test. While the spatial domain technique is easy to implement, sometimes
adding noise can entirely demolish the watermark. Attackers may also be able to detect
spatial domain watermarks by comparing the anticipated sample with the signal actually
received [22].

In the frequency domain watermarking, first the host is converted to the frequency domain
then the watermark is added and then the inverse frequency transform is applied. One common
frequency domain technique is the Discrete Cosine Transform (DCT), which divides the image
into low, middle and high frequency bands. In terms of imperceptibility, the middle band is the
best option. Watermarks embedded in the high frequency band tend to affect the details of
edges and other information. On the other hand, watermarks embedded in the low frequency
band can also impact negatively on imperceptibility. All in all, the DCT is no more efficient
than the spatial domain when it comes to transparency, and it also requires greater computa-
tional capacity [27].

Another common frequency domain technique is the Discrete Wavelet Transform
(DWT), which breaks the image down into four sub-bands, representing a low resolu-
tion approximation (LL) and the horizontal (HL), vertical (LH) and diagonal (HH)
detail of components. The edge and texture patterns are located in the high resolution
sub-bands. The watermark cannot be embedded in LL because this part of the image is
smoother; nor can it be embedded in HH because major details of the image would be
lost. That is why the HL and LH are normally selected for watermarking [5, 20].
Overall, the DWT, like the DCT, is no more efficient than the spatial domain in terms
of transparency; and it also requires if anything even more computational power than
the DCT [5, 20].

In sum, the disadvantage of frequency domain methods is that they are computa-
tionally more resource-intensive than spatial methods. Spatial domain techniques are
therefore, on balance, better suited for video watermarking than other watermarking
domains.
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3 Statement of the problem

A real-time video surveillance application requires a large number of sequences to be
processed. Video watermarking for surveillance systems therefore faces the important con-
straint of computational efficiency and capacity. While watermarking schemes can also be
applied in the frequency domain, with high imperceptibility and good robustness, the over-
riding disadvantage of these is that they are computationally much more expensive (resource-
intensive) than spatial schemes. The latter are therefore better suited for watermarking
surveillance devices.

At the same time, in order for spatial domain schemes to achieve similar levels of efficiency
to frequency-based schemes, additional information needs to be embedded — requiring more
payload. Such additional information may include redundant watermarks to ensure robustness
as well as larger quantities of metadata of pixels to increase the efficiency of detecting attacks.
All this additional information, however, may degrade quality (the imperceptibility of the
watermarking).

4 Proposed schemes

This section discusses the design and implementation of two proposed watermarking
schemes, both in the spatial domain. Each pixel is represented by 2 bytes in the AVI
video file format. A block-wise technique is used to determine exactly which block is
altered.

The simulation of each 2*2 block consists of four consecutive pixels in the video stream, as
illustrated in Fig. 1. In the simulation, after reading the first two pixels there is no need to skip
to the next row to read the last two pixels. In block simulations, video data is considered as
coherent data, and the video frame does impose any limitation on the size of the block. One
block may consist of pixels from two different frames: for example, the first three pixels could

Video Stream

Pixel Pixel Pixel Pixel Pixel . . . . Pixel

Pixel Pixel

L, |Pixel |Pixel

v

Block Address
(Address of First Pixel)

Fig. 1 Block Simulation
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Fig. 2 Inside Each Block

Byte | Byte Byte | Byte

Byte | Byte Byte | Byte

come from the end of one frame, and the last pixel from the next frame. A scheme of this
nature can watermark more pixels (indeed, almost all the pixels), unlike common schemes
based on real 2*2 blocks, which inevitably exclude some pixels at the ends and beginnings of
frames.

The first pixel’s address in each block represents the address of the block. The schemes
presented below divide the video stream into 2*2 non-overlapping simulated blocks. Thus, as
shown in Fig. 2, there are 2 bytes in each cell of the block.

4.1 Scheme VW16E

The watermark for the first scheme (VW16E) has 16 bits. The watermark takes the
place of the 4 Least Significant Bits (LSB) of each pixel. It is a combination of

A
0,0 17116 |15|14 (13|12 (1.1 |10
2,0 3,736 {353,433 (3,2]3,1 (3,0
4.0 57|56 5554 (535251 ]5.0

7776 |75(74 |73 (72|71 |70

|:| 4 LSB for Substitution

Value of MSB is used in Watermark

Fig. 3 Chosen Bits as Pixel Data for 16-Bit Watermark
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Block Address:
AD13 | ADI4 | AD13 | AD12 | AD11 | ADI10 | AD9 | ADS AD7 | AD6 | AD5 | AD4 | AD3
AD31 | AD30 | AD29 | AD28 | AD27 | AD26 | AD25 | ADM4 AD23 | AD22 | AD21 | AD20 | AD19 | ADI8 | AD17 | ADI§

Fig. 4 Block Address Bytes for 16-Bit Watermark

integrity bits and confidential bits: 12 bit for integrity and 4 bits for confidential. The
integrity bits consist of four bits of the block’s address plus eight bits of pixel data.
The 16-bit watermark is the signature for each simulated block, with a size of
2*2 pixels.

As Fig. 3 shows, all the pixels contribute to creating the 16-bit watermark. Two MSB bits in
each pixel are used as integrity information, accounting for 8 of the total of 16 bits. As Fig. 4
shows, the block’s address takes up a further 4 bits. This leaves the remaining 4 bits for the
watermark, ie confidential bits.

The integrity and confidential bits come together to create the 16-bit watermark.
As illustrated in Fig. 5, all the confidential bits are placed on the first layer of the
LSB. This 16-bit watermarking scheme, in which the confidential bits are on the
first layer of the LSB, is called “Video Watermarking 16”, or in shortened form
“VWI6E”.

4.2 Scheme VWS8F

VWSEF is another tamper detection scheme for video files, which uses 8 rather than 16
bits to embed a watermark. Thus, fewer bits and layers are modified. In fact, VWSF
is an enhanced version of VWI16F. The embedded 4 confidential bits in VWI16F are
reduced to 1 bit in VW8F. These confidential bits are therefore spread out over a

Fig. 5 VWI6E Watermark W
4L5B,4M End

LIVL2| LN IL0) (3313230130 [33]32 51|30 |713]72|7,

—

10

06{24(07 M| |60[42]61|M | |25{sm|43|M | [a0|ame) | M
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0403|0201 |00 1,7 116 (1514 |13 |12 (1,1 |10

24 (23(22(21 |20 3,7 (3.6 |35 (3.4 |33 (323,130

C
4,7 4,2 14,1 |40 5.7 (56 |55 |54 |53 (52|51 |50
D
6.7 6.2 6.1 | 6,0 77 (76 75|74 |73 (7271 7.0

[] 2LSB for Substitution
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Fig. 6 Chosen Bits as Pixel Data for 8-Bit Watermark

wider area of the video steam. Meanwhile, the embedded 12 integrity bits in VWI16F
are reduced to 7 bits in VWS8F. This 8-bit watermarking scheme, with the single
confidential bit on the first layer of the LSB, is called “Video Watermarking 8 at
First”, or in shorter form “VWS8F”.

Fig. 6 illustrates all the pixels invovled in creating the 8-bit watermark, while Fig. 7 shows
the bits from the address used in the watermark. Figure 8 shows the combination of confi-
dential and integrity bits in VWSF.

5 Testing imperceptibility

To test the imperceptibility of the scheme, 14 samples from surveillance system
videos in AVI file format were used. The parameters of each experimental video

Block Address
AD15 | AD14 | AD13 | AD12 | AD11 | AD10 | AD9 ADS8 AD? AD6 ADS AD4 AD3 AD2 AD1 ADO
AD31 | AD30 | AD29 | AD28 | AD27 | AD26 | AD25 | AD24 AD23 | AD22 | AD21 | AD20 | AD19 | ADI18 | AD17 | AD16

Fig. 7 Block Address Bytes for 8 Bits Watermark
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Fig. 8 VWS8F Watermark

W

2LSB, 1M

1,1 | 1,0 |3,1 3,0 5115071 (70
M |07 | apo | 26 AD1 | 4,5 | aD19 | 6,4

sequence are shown in Table 1. They were chosen based on different lengths and
different numbers of total frames. For the confidential bits, four different sizes of text
file were chosen. The parameters of the message samples chosen are shown in
Table 2.

After embedding all four messages in all of the video samples using each of the two
different watermarking schemes, the Peak Signal-to-Noise Ratio (PSNR) was calculated. The
two watermarking schemes, VW16E and VWSF, were then compared based on their respec-
tive PSNR results for the same video samples. The results of these comparisons are shown in

the sections below.

6 Test results of proposed schemes

6.1 Comparison of VWI16E and VWSF for video sample 7

Table 3 and Fig. 9 show the PSNR results of embedding four messages into video sample No 7

with the VW16E and VWSF schemes respectively.

Table 1 Specification of video samples

Video  Size Length  Frame Frame Frame  Total  Total Integrity Integrity
Sample (Bytes) (Second) Width Height Rate Frames Pixels Bits Bits
No (Pixel) (Pixel) (Frame/ (VWI6E) VWSF
Second)
1 16,080,844  0.00.03 320 180 29 93 5,356,800 16,070,400 9,374,400
2 29,272,060  0.00.04 320 240 29 127 9,753,600 29,260,800 17,068,800
3 39,239,260  0.00.07 320 180 29 227 13,075,200 39,225,600 22,881,600
4 57,212,956 0.00.11 320 180 29 331 19,065,600 57,196,800 33,364,800
5 68,964,988  0.00.13 320 180 29 399 22,982,400 68,947,200 40,219,200
6 78,813,220  0.00.11 320 240 29 342 26,265,600 78,796,800 45,964,800
7 125,128,444 0.00.18 320 240 29 543 41,702,400 125,107,200 72,979,200
8 129,042,292 0.00.14 320 320 29 420 43,008,000 129,024,000 75,264,000
9 243,690,052 0.00.47 320 180 29 1410 81,216,000 243,648,000 142,128,000
10 245,936,764 0.00.47 320 180 29 1423 81,964,800 245,894,400 143,438,400
11 259,417,036 0.00.50 320 180 29 1501 86,457,600 259,372,800 151,300,800
12 260,626,804 0.00.50 320 180 29 1508 86,860,800 260,582,400 152,006,400
13 296,064,676 0.00.53 320 192 29 1606 98,672,640 296,017,920 172,677,120
14 391,159,132 0.00.51 320 262 29 1555 130,371,200 391,113,600 228,149,600
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Table 2 Specification of message

samples Name File Type Size (Bytes) Confidential Bits
Ml TXT 1669 13,352
M2 TXT 30,044 240,352
M3 TXT 353,828 2,830,624
M4 TXT 1,972,764 15,782,112

6.2 Comparison of VWI16E and VWSF for video sample 14

Table 4 and Fig. 10 show the PSNR results of embedding four messages into video sample No
14 with the VWI6E and VWSF schemes respectively.

7 Efficiency evaluation

In this section, we subject the embedded video streams to a variety of attacks: Frame Insert,
Frame Exchange, Frame Deletion, Crop, Rotate, Reverse Rotate, Frame Shifting, Salt &
Pepper and Superimpose. We then analyze whether and how these types of tampering can
be detected.

7.1 Attacks on video sample no 1, watermarked by VW16E

The second message sample (M2), with the VWI16E watermark, was embedded in video
sample No.1. The nine types of attack mentioned above were then applied to the embedded
video stream, which was subsequently analyzed to see whether the tampering could be
detected or not. Table 5 shows the tamper detection results. These are highly robust, with
even a single tampered key being detected.

7.1.1 Crop attack
Forty (40) Pixels from the top, bottom, left and right of all the frames in video sample No 1

were cropped. The results show that this modification was detected, with the address 6081B
identified as the first block tampered with. Figure 11a is the original frame; Fig. 11b shows the

Table 3 Comparison of VW16E and VWSF for video sample 7

Host Host Size  Confidential Confidential Integrity Integrity PSNR PSNR
(Byte) Message Bit Bits for Bits for (VWI16E) (VWSF)
VWI6E VWS8F
Video Sample 7 125,128,444 M1 13,352 125,107,200 72,979,200 34.917 47.896
Video Sample 7 125,128,444 M2 240,352 125,107,200 72,979,200 34.917 47.881
Video Sample 7 125,128,444 M3 2,830,624 125,107,200 72,979,200 34.912 47.716
Video Sample 7 125,128,444 M4 15,782,112 125,107,200 72,979,200 34.886 M4 too big
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Fig. 9 Compari.son of VWI6E 48.000 47‘89ﬁ ﬂ7.881 iz 716
and VWSF for Video Sample 7 :

46.000

oy 44000

Z 42.000 =V W I6E

£ 40.000 -V W8 F
38.000

36.000 34917 32,917 34,912 34886

M1 M2 M3 M4

embedded frame; Fig. 1lc is the tampered frame; and Fig. 11d shows the results of tamper
detection for the same frame.

7.1.2 Frame deletion attack

Frame number 70 was deleted in sample No 1. The results show that this modification was
detected, with address B6113B identified as the first block tampered with. These results
are shown in Fig. 12. The Normalized Correlation (NC) for the extracted watermark was
99.98 %.

7.1.3 Frame exchange attack

Frame numbers 20 and 93 were swopped in sample No 1. The results show that this
modification was detected, with address 3239AB as the first tampered block. Figure 13 shows
the result of the tamper detection for the 20th frame. The NC of the extracted watermark was
99.98 %.

7.1.4 Frame insert attack

Frame number 93 was duplicated in the host. Again, the results show that this
modification was detected, with address 4C97FB being the first block tampered
with. Figure 14 shows the result of the tamper detection for the 30th frame, where
the duplicate frame 93 was inserted. The NC of the extracted watermark was
99.98 %.

Table 4 Comparison of VW16E and VWSF for video sample 14

Host Host Size Confidential Confidential Integrity Integrity PSNR PSNR
(Byte) Message Bit Bits for Bits for (VWI16E) (VWSEF)
VWI16E VWSF
Video Sample 14 391,159,132 M1 13,352 391,113,600 228,149,600 34.989 48.019
Video Sample 14 391,159,132 M2 240,352 391,113,600 228,149,600 34.989 48.014
Video Sample 14 391,159,132 M3 2,830,624 391,113,600 228,149,600 34.986 47.957
Video Sample 14 391,159,132 M4 15,782,112 391,113,600 228,149,600 34.973 47.684
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Fig. 10 Comparison of VWI16E
an(gi VWSF forpVideo Sample 14 48.000 —wml&4
46.000
o 44.000
% 42.000 ==V W 16 E
a 40.000 8-V WS8F
38.000
36.000 "‘4.567 3498934986 ‘4.9/3
34.000

Ml M2 M3 M4

7.1.5 Rotate attack

All the frames of video sample No 1 were rotated by 10°. Once again, this modification was
detected, with address 2013 as the first block tampered with. Figure 15a is the original frame;
Fig. 15b shows the embedded frame; Fig. 15c¢ contains the tampered frame; and finally
Fig. 15d depicts the results of the tamper detection for the same frame.

7.1.6 Reverse rotate attack

All the frames of sample No 1 were rotated by 10° and then reversed. The results show that, in
this case, the modifications were not detected. Figure 16a is the original frame; Fig. 16b shows
the embedded frame; Fig. 16¢ shows the tampered frame; and finally Fig. 16d illustrates the
results of tamper detection for the same frame.

7.1.7 Salt and pepper attack

Salt and Pepper attack was applied to the 10th, 11th, and 12th frames of video sample
No 1. The results show that these modifications were detected, with address 17F6BB

Table 5 Attack sample results on video no 1

Attack Address of Tamper Watermark Normalized Key Effects
first tampered Detect Extract Correlation Availability
pixel (Hexadecimal) NC (%)
Crop 6081B Yes No NA NA 40 Pix from left and
right
Frame Deletion B6113B Yes Yes 99.99 % Yes frame 70th has deleted
Frame Exchange 3239AB Yes Yes 99.99 % Yes 20 and 93 exchange
Frame Insert 4C97FB Yes Yes 99.99 % Yes 93 duplicated and
insert before 30-50
Reverse Rotate 2013 Yes No NA NA 10°
Rotate 2013 Yes No NA NA 10°
Salt & Pepper 17F6BB Yes Yes 99.99 % Yes 10-11-12 applied
Frame Shifting  55CFB Yes Yes 80.85 % Yes 1 shift left
Superimpose 1828B Yes Yes 95.76 % Yes 1-2-34-5
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Fig. 11 a Original Frame for Crop
Attack; b Tampered Frame for
Crop Attack; ¢ Watermarked
Frame for Crop Attack; d Result
of Tamper Detection for Crop
Attack

(d)

as the first block tampered with. Figure 17a contains the original frame; Fig. 17b the
embedded frame; Fig. 17c the tampered frame; and finally Fig. 17d the results of the
tamper detection for the same frame. The NC of the extracted watermark was
99.98 %.

7.1.8 Frame shifiing attack

One frame was shifted to the left in sample No 1. This modification was detected,
with address S5CFB identified as the first block tampered with. The results of this

Fig. 12 Result of Tamper
Detection for Frame Deletion
Attack
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Fig. 13 Result of Tamper
Detection for Frame Exchange
Attack

tamper detection are shown in Fig. 18. The NC of the extracted watermark was
80.85 %.

7.1.9 Superimpose attack

A superimpose attack was applied to frame numbers 1, 2, 3, 4 and 5 in sample No 1, with a
total size of 16,080,844 Bytes and a message size of 30,044 Bytes. This modification was,
again, detected and address 1828B was identified as the first tampered block. Figure 19a
shows the original frame; Fig. 19b the embedded frame; Fig. 19c the tampered frame; and
finally Fig. 19d the results of the tamper detection for the same frame. The NC of the extracted
watermark was 95.76 %.

7.2 Attacks on video sample no 13, watermarked by VW16E
The fourth message (M4) with a size of 1,972,764 Bytes, with the VW8F scheme, was

embedded in video sample No.13 with a size of 296,064,676 Bytes. The same nine attacks
as previously (Frame Insert, Frame Exchange, Frame Deletion, Crop, Rotate, Reverse

Fig. 14 Result of Tamper
Detection for Frame Insert Attack
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Fig. 15 a Original Frame for
Rotate Attack; b Watermarked
Frame for Rotate Attack; ¢
Tampered Frame for Rotate
Attack; d Result of Tamper
Detection for Rotate Attack

(d)

Rotate, Shift, Salt and Pepper and Superimpose) were applied to the embedded video
stream, which was subsequently analyzed to see whether the tampering could be detected
or not. Table 6 shows the tamper detection results of these attacks. In those cases where it
was possible to extract the watermark, the NC for the extracted watermark was calculated.
Table 6 confirms that the tamper detection results were robust, with even a single key

being detected.

Fig. 16 a Original Frame for
Reverse Rotate Attack; b
Watermarked Frame for Reverse
Rotate Attack; ¢ Tampered Frame
for Reverse Rotate Attack; d
Result of Tamper Detection for
Reverse Rotate Attack

@ Springer
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Fig. 17 a Original Frame for Salt
and Pepper Attack; b Watermarked
Frame for Salt and Pepper Attack;
¢ Tampered Frame for Salt and
Pepper Attack; d Result of Tamper
Detection for Salt and Pepper
Attack

7.2.1 Crop attack

All the frames of the thirteenth video host were cropped by 10 pixels from the left and
10 pixels from the bottom. The results show that these modifications were detected, with
address 2013 as the first block tampered with. Figure 20a shows the original frame; Fig. 20b
the embedded frame; Fig. 20c the tampered frame; and Fig. 20d the results of the tamper
detection for the same frame.

Fig. 18 Result of Tamper
Detection for Frame Shift Attack
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Fig. 19 a Original Frame for
Superimpose Attack; b
Watermarked Frame for
Superimpose Attack; ¢ Tampered
Frame for Superimpose Attack; d
Result of Tamper Detection for
Superimpose Attack

7.2.2 Frame deletion attack

One hundred (100) frames were deleted (from 250 to 299 and 1000 to 1049) from the video
host. The results show that these modifications were detected, with address 2C00003 as the
first block to be tampered with. The extracted watermark was visible, with an NC of 90.50 %.
Figure 21 shows the 252nd frame of the tamper detection result.

Table 6 Attack results on video sample no 13

Attack Address Tamper Watermark NC (%) Key Effects
of first Detect  Extract Availability
tampered
pixel (Hexadecimal)
Crop 2013 Yes No NA NA 10 pix left and bottom
Frame Deletion  2C00003 Yes Yes 90.50 % Yes 250-299, 1000-1049
(100 frame)
Frame Exchange E6C2A3 Yes Yes 99.90 % Yes 83 —>84, 212 —>312,
644—>120, 900—>
1001, 1300—>1600
Frame Insert 3590AB Yes Yes 88.85 % Yes 404 duplicated and
inserted before 20-
78- 563- 564- 1560
Reverse Rotate 2013 Yes No NA NA —2°
Rotate 2013 Yes No NA NA —2°
Salt & Pepper 49AD02B Yes Yes 99.95 % Yes 420-429 (10 frame salt)
Frame Shifting 2013 Yes Yes 88.34 % Yes 5 frame shift right
Superimpose 25D858B Yes Yes 99.92 % Yes 216-225, 1500-1509

(20 frame)

@ Springer



Multimed Tools Appl (2016) 75:10855-10885 10871

Fig. 20 a Original Frame for Crop
Attack;b Watermarked Frame for
Crop Attack; ¢ Tampered Frame
for Crop Attack; d Result of
Tamper Detection for Crop Attack

7.2.3 Frame exchange attack

Five frames were exchanged in the video host: frame number 83 with 84, 212 with 312, 120
with 644, 900 with 1001, and 1300 with 1600. The results show that these modifications were
detected, with address E6C2A3 as the first block tampered with. The extracted watermark was
visible, with an NC of 99.90 %. Figure 22 shows the 83rd frame of the tamper detection
results.

7.2.4 Frame insert attack

Frame number 404 was duplicated before frames 20, 78, 563, 564 and 1560 in the video host.
The results show that these modifications were detected, with address 3590AB the first block

Fig. 21 Result of Tamper
Detection for Frame Deletion
Attack
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Fig. 22 Result of Tamper e

Detection for Frame Exchange 03-15-2014 Sat_18/31:40

Attack gl
3

to be tampered with. The extracted watermark was visible, with an NC of 88.85 %. The results
of tamper detection for the 20th frame are shown in Fig. 23.

7.2.5 Rotate attack

All the frames of the video host were rotated by —2°. The results show that this
modification was detected, with address 2013 as the first block which was tampered
with. Figure 24a is the original frame; Fig. 24b shows the embedded frame; Fig. 24c
contains the tampered frame; and Fig. 24d displays the results of the tamper detection for
the same frame.

7.2.6 Reverse rotate attack

All the frames of the video host were rotated by —2° and then reversed. The results show
that this modification was detected, with address 2013 as the first block tampered with.
Figure 25a is the original frame; Fig. 25b the embedded frame; Fig. 25¢ the tampered
frame; and finally Fig. 25d displays the results of the tamper detection for the same
frame.

Fig. 23 Result of Tamper
Detection for Frame Insert Attack
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Fig. 24 a Original Frame for
Rotate Attack; b Watermarked
Frame for Rotate Attack; ¢
Tampered Frame for Rotate
Attack; d Result of Tamper
Detection for Rotate Attack

7.2.7 Salt and pepper attack

—
03-15-2011 Sat_JB,
o b

-
03-15-2011 Sat_}8,

(d)

Ten frames (frames from 420 to 429) in the video host were subjected to a salt and
pepper attack. The results show that these modifications were detected, with address
49ADO02B as the first block to be tampered with. The extracted watermark was visible,
with an NC of 99.95 %. Figure 26a is the original frame; Fig. 26b shows the embedded
frame; Fig. 26¢ the tampered frame; and Fig. 26d the results of the tamper detection for

the same frame.

Fig. 25 a Original Frame for
Reverse Rotate Attack, b
Watermarked Frame for Reverse
Rotate Attack, ¢ Tampered Frame
for Reverse Rotate Attack, d
Result of Tamper Detection for
Reverse Rotate Attack

03-15-2014

(d)
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Fig. 26 a Original Frame for Salt
and Pepper Attack; b Watermarked
Frame for Salt and Pepper Attack;
¢ Tampered Frame for Salt and
Pepper Attack; d Result of Tamper
Detection for Salt and Pepper
Attack

03-15-2014 Sat JBfd1:53 4 B 03-15-2014 Sat JBJg1:53
= ) -

7.2.8 Shift frame attack

Five frames were shifted to the right in the video host. This modification was detected,
with address 2013 as the first block which was tampered with. The results of the tamper
detection for the 90th frame are shown in Fig. 27. The NC of the extracted watermark
was 88.34 %.

7.2.9 Superimpose attack

Twenty (20) frames in the video host (from 216 to 225 and 1500 to 1509) were altered
by a superimpose. These modifications were detected, with address 25D858B as the first

Fig. 27 Result of Tamper
Detection for Shift Attack
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Fig. 28 a Original Frame for
Superimpose Attack; b
Watermarked Frame for
Superimpose Attack; ¢ Tampered
Frame for Superimpose Attack; d
Result of Tamper Detection for
Superimpose Attack

block tampered with. The extracted watermark was visible, with an NC of 99.92 %.
Figure 28a shows the original frame; Fig. 28b the embedded frame; Fig. 28c the
tampered frame; and finally Fig. 28d displays the results of the tamper detection for
the same frame.

8 Discussion and comparison of proposed schemes

To be effective, a watermarking scheme must not cause perceptible distortion but
at the same time must make it possible to identify where tampering to a host has
taken place. With this in mind, two novel spatial schemes were developed and
tested with a view to improving the imperceptibility and efficiency of tamper
detection in surveillance systems. The two schemes proved to be equally efficient
in detecting tampering and in their overall robustness, but not in terms of their
imperceptibility.

The first scheme to be tested, VW16E, was able to embed confidential and integrity
information into hosts effectively, and also improved the efficiency of detecting tampering.
However, it did not produce any significant improvement in the PSNR, which remained at an
average of 34.84 dB.

The second scheme, VWSEF, involved embedding only half the amount of information
into hosts compared to the first scheme. It nevertheless maintained roughly the same
level (efficiency) of tamper detection, and at the same time produced an improved
average PSNR of 47.82. In sum, VWSF achieved considerable improvements in both
imperceptibility and the efficiency of tamper detection over similar video watermarking
schemes.
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Fig. 29 PSNR Comparison of 48 47-06
Other Schemes with Proposed
Scheme

M Average PSNR (db)

9 Comparison with other schemes

Table 7 shows a comparison between one of the proposed schemes (VWS8F) and other tamper
detection schemes. In such schemes the size of the medium and the payload are not important
issues because the integrity bits are distributed throughout the entire medium. Rather, the
level of imperceptibility and the efficiency of tamper detection are the most important
issues. In most of the studies on similar schemes, the authors do not mention the size of
their samples or the payload of their watermarking. Figure 29 shows that our proposed
scheme offers a better PSNR than other similar schemes; while Fig. 30 shows that it is
more efficient at tamper detection—considerably more so compared to most of the other
schemes.

9.1 Compared with Tong et al. [23]

Tong et al’s [23] scheme is based on a chaotic map. The entire image is divided into 2%2
non-overlapping blocks and 3LSB (3*4=12 bits watermark) are reserved for the

Fig. 30 Tamper Detection
Efficiency of Other Schemes and
Proposed Scheme

O—=NW A UNAI0O

B Total Attacks
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Table 8 Tong et al.’s scheme

performance Image [23] Scheme Scheme 1 Scheme 2 Scheme 3
Lena 40.73 36.67 38.55 39.33
Baboon 40.71 36.69 38.57 39.36
Boat 40.58 36.72 38.59 36.35
Road 40.67 36.70 38.61 39.31
Couple 40.79 36.66 35.59 39.38
Airplane  40.86 36.68 38.55 39.37

watermark. Three attacks—add objects, wrap objects and delete objects—all of them
superimpose attacks, were tested to evaluate the performance of the scheme. The results
show a PSNR of 40.86 dB.

Table 8 above summarises Tong et al.’s Scheme Performance and PSNRs com-
pared to three other similar schemes. Six identical images were tested in each case.
Tong et al.’s Scheme produced a highest PSNR of 40.86 dB and an average of
40.72 dB; whereas the average PSNR of the three other similar schemes was 36.68,
38.07 and 39.35 dB respectively. In other words, Tong et al.’s Scheme improved
the PSNR over these comparators. However, our proposed scheme (tested under
nine different types of attack) achieved a PSNR of 47.82 dB—16.93 % better than
Tong et al.

9.1.1 Compared with Wang and Kim [25]

Wang and Kim [25] propose a novel scheme, using the colour channel (RGB)—and hence
only usable with colour images. The image is divided into 2*2 non-overlapping blocks,
and 3LSB are allocated for watermarking, including the authentication and tamper detec-
tion codes. A Lena 24-bit colour scale image was used to evaluate performance, and a
superimpose attack with different percentages across the various orientations of the image
was applied for tamper detection. The watermarked Lena image produced a PSNR value of
42.95 dB.

Table 9 Wang and Kim’s scheme

performance Attack Position PSNR (dB)
5 % tampered Center 44362
Left 49.639
10 % tampered Center 41.348
Left 45.781
20 % tampered Center 36.625
Left 39.263
30 % tampered Center 33.922
Left 34.784

@ Springer



Multimed Tools Appl (2016) 75:10855-10885 10879

Table 10 Amira’s scheme

performance Image PSNR (dB)
Sofa 42.24
Bears 41.11

Table 9 above illustrates the performance of Wang and Kim’s Scheme, based on attacks at
different percentages in different locations across the image. The average PSNR is 40.75 dB.
Again, these results show that our proposed scheme, with its average PSNR of 47.82 dB, is
substantially (11.36 %) better in terms of imperceptibility, as well as being more efficient at
detecting tampering.

9.1.2 Compared with Amira et al. [2]

Amira et al. [2] propose a novel fragile watermark method for tamper detection in
gray level images, using a chaotic map. They used two 8-bit gray-level images to test
their scheme. After embedding the watermark in two images, the PSNRs were
42.24 dB and 41.11 respectively, as shown in Table 10 below, an average of
41.67 dB. To evaluate tamper detection performance, two types of attack were
applied: a collage attack (similar to a superimpose attack) and a vector quantization
attack.

Once again, our proposed scheme emerges as clearly better in terms of both
imperceptibility (a higher PSNR of 47.82 dB) and efficiency in detecting a wider range
of tampering.

9.1.3 Compared with Chaluvadi and Prasad [3]

Chaluvadi and Prasad [3] propose an image tamper detection scheme using dual
watermarks. They use 3LSB for watermarking, with the image divided into 2*2 non
overlapping pixels. They also apply a Smoothing Function. They subjected their
scheme to two kinds of bit injection attacks. Their imperceptibility results, shown in
Table 11 below, were PSNRs of 45.85 dB and 42.66 dB for the two attacks, an
average of 44.25 dB.

Our proposed scheme’s imperceptibility result of 47.82 dB is slightly (4.29 %) better than
Chaluvadi and Prasad’s [3]. In addition, our proposed scheme has the proven ability to detect
nine types of attack—four of them (frame insertion, frame deletion, frame exchanging and
frame shifting) exclusively for video and the other five (salt & pepper, crop, superimpose,
rotate and reverse rotate) common to both still images and video—compared to only two tested
by Chaluvadi and Prasad [3].

Table 11 Chaluvadi and Prasad’s
scheme performance Attackl Attack2

PSNR (dB) 45.85 42.66
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Table 12 Do et al.’s scheme

performance Video Sequence Average PSNR (dB) Minimum PSNR (dB)
Seq.1 44.67 42.29
Seq.2 46.39 44.58
Seq.3 46.06 41.77
Seq.4 43.84 41.34
Seq.5 47.27 42.85

9.1.4 Compared with Do et al. [6]

Do et al.’s [6] blind watermarking scheme is based on temporal modulation of the
frames and histogram, dividing the entire frames into two areas using a histogram-
based watermark pattern (HWP). Five video sequences were tested by subjecting them
to eight attacks: four geometric, three video processing and a camcorder recording.
The overall average PSNR was 45.64 dB—slightly (4.77 %) lower than our proposed
scheme’s PSNR of 47.82 dB. Additionally, our proposed scheme is able to detect
against nine different attacks compared to eight in the case of Do et al.’s [6] scheme
(Table 12).

Once again, our scheme emerges as better in terms of both imperceptibility and its ability to
detect a wider range of attacks.

9.1.5 Compared with Chimanna and Khot [5]

Chimanna and Khot’s [5] proposed scheme is based on Discrete Wavelet Transform (DWT).
The watermark is an image. Video frames are broken down into images, and two levels of
DWT and Principal Component Analysis (PCA) are applied to them. As Table 13 below,
shows, their scheme was tested and proved efficient against five types of attack. The average
PSNR was 44.21 dB.

Our proposed scheme’s average PSNR of 47.82 dB is 8.16 % better than Chimanna
and Khot’s [5] in terms of imperceptibility. Moreover, our scheme isefficient against a
wider range of attacks—nine in all, three of them common with the attacks tested by
Chimanna and Khot [5].

Table 13 Chimanna and Khot’s

scheme performance Attacks Extracted Watermark
PSNR (dB) NC
Salt & Pepper Noise 34.59 0.851
Gaussian Noise 43.32 0.890
Median Filtering 4421 0914
Rotation 17.75 0.858
Cropping 18.42 0.880
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10 Conclusion

This study looked at a range of recent tamper detection schemes for surveillance systems
which use video watermarking. Video watermarking schemes can be divided into two broad
categories: the spatial domain and the frequency domain. Our brief survey of the advantages
and disadvantages of each of these categories concluded that spatial domain schemes are,
overall, superior for surveillance systems. The two new schemes proposed and tested in this
study, VWI16E and VWSEF, therefore both belong to the spatial domain.

VWI6E is a tamper detection scheme for video files in which 16 bits are used to
embed a watermark. Unlike images, video streams have no fixed specification, which
means there may be different sizes and locations for video components even for same
stream and same format. That is why far fewer schemes have been developed for video
applications than image applications. Finding a way to modify video files was the first
challenge in developing VWI16E. In addition, in order for VWI6E to be efficient, the
simulated segmentation of each 2*2 block has to consist of four consecutive pixels in the
video stream. This structure is an enhancement for two reasons. Firstly, it makes the
algorithm faster because, after reading the first two pixels, there is no need to skip to the
next row to read the last two pixels. Secondly, the scheme is capable of watermarking
more pixels (indeed, almost all the pixels), unlike other common schemes which create
real 2*2 blocks and hence exclude pixels at the edges of blocks. More watermarked
pixels mean more detectable pixels. Last but not least, in VWI16E the address of each
block is contained in the embedded 16-bit watermark. In most other schemes, the bits
embedded into the blocks as watermarks are generated only from the data of the pixels.
This means that our first proposed scheme is able to detect accurately even very fine cut-
and-paste blocks.

Our second new scheme, VWSEF, is another similar tamper detection scheme for video files.
However, in this case only 8 bits are used to embed a watermark. Moreover, the four
embedded confidential bits used in VW16E are reduced to one single bit in VWS8F. This
means that the confidential bits can be spread over a wider area of the video stream, which can
improve robustness. In addition, the 12 embedded integrity bits used in VW16E are reduced to
seven bits in VWS8F. As a consequence, fewer bits and layers are modified, all of which gives
VWSF greater imperceptibility than VW16E.

The efficiency and imperceptibility of the two proposed schemes were tested and evaluated,
using a range of video samples watermarked by these, which were then subjected to nine
common types of attack. For samples from which a watermark was extracted, the NC of the
extracted watermarks was calculated. Moreover, in order to test the robustness of the proposed
schemes, the resistance of the embedded key was also checked.

In order to evaluate further the efficiency of the proposed schemes, and specifically of
our preferred scheme VWS8F, we compared its test results with those of other similar
schemes in two areas: (1) efficiency at detecting a range of attacks (tampering); and (2)
imperceptibility, as measured by the PSNR. On imperceptibility, the VWS8F scheme’s
average PSNR of 47.82 dB was higher than all the other similar schemes, and substan-
tially higher than most of them. VWS8F also demonstrated its ability to detect all eight of
the different types of attack to which it was subjected—more than any of the other
similar schemes.

In summary, our results suggest that VWS8F offers both wider detection capabilities and
better imperceptibility than other recent similar digital video watermarking schemes.
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