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Abstract Differently from traditional secret sharing, progressive secret sharing can gain clearer
recovered secret image with more shares. However, previous progressive visual secret sharing
(PVSS) schemes with unexpanded shares are only for case (2, n) other than general threshold (case),
which will restrict the application range. In this paper, a general threshold PVSS construction
method from case (2, n) with unexpanded shares is proposed. It has the feature of (k, ») threshold
with no pixel expansion, which could be loss-tolerant and control access for a wider application.
Based on the proposed construction method, a new threshold PVSS scheme is constructed.
Compared with relative approaches, the proposed scheme has improved performances.

Keywords Visual secret sharing - Progressive visual cryptography - Progressive visual secret
sharing - Threshold - Pixel expansion - Quality-adaptive

1 Introduction

Along with the wide application and development of internet and multimedia technology, digital
images are easily obtained, transmitted, and manipulated. Security of digital images is an application
layer technology to protect the sensitive information from the malicious behavior while in transit.
Secret image sharing protects digital images through sharing the user data into different secret shares
(also called shadows) and distributing them into multiple participants. Secret image sharing has
attracted more attention from scientists and engineers. Visual secret sharing (VSS) also called visual
cryptographic scheme (VCS) [1-5], is one branch in secret image sharing.
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Naor and Shamir [4] first proposed the threshold-based VCS. In their scheme, a binary
secret image is shared by generating corresponding # noise-like shadow images (shares). Any
k or more noise-like shadow images are superposed to recover the secret image visually based
on human visual system (HVS) and probability. While less than £ participants cannot reveal
any information of the secret image by inspecting their shares. The main properties of the VCS
by [4] are that the decryption of secret image is completely based on HVS without any
cryptographic computation, and alternative order of the shadow images.

Indeed, traditional VSS, has the property of “All-or-Nothing”, i.e., the secret
information could be revealed only when & or more shares are stacked together, and
nothing if less than k shares are obtained. In many applications like pay-per-view
videos, Pay- TV/Music and art-work image vending, video on demand (VoD), the
following feature namely “progressive” is very useful. This feature requires that the
quality of visual secret data is partially degraded after the sharing phase. First, such
feature makes it possible for potential users to view low-quality copies of the media
data before buying them. Second, the owner of the secret image can show different
image quality of the secret by a different number of superposed shadow images,
depending on the importance of the charge case or character. While “progressive
VSS” can improve the clarity of a secret image progressively by stacking more and
more shares.

Progressive visual secret sharing (PVSS), based on the ideas of VCS [6-9], has better
perceptual quality for the recovered secret images when more shadows are available. PVSS
can be used in the applications in different visual quality or with different importance. Here in
this paper we will give two examples.

In the process of displaying and selling works of art., because the details are very important
for the works of art, details need to be protected. After sharing artwork once, without
computational devices the owner can decode and show different visual quality to different
people in different occasions, instead of repeating sharing. For example, in the exhibition, first
he can demonstrate the general visual quality to prove the owner of the art, then for the moment
to reach a purchase agreement he can show high visual quality by stacking more shares.

In a city’s planning and design, the team design manager needs to have the highest
authority. He can view the highest resolution map. He further distributes different
privileges (clarity or visual quality) to team members. For example, a certain member
who designs the streets, he would not need to see the details of the map, so the manager
can distribute him a low visual quality. This provides the ability to distribute a different
resolution (that is, different number of the shadow images) corresponding to different
member by sharing the map only one time.

Previous PVSS overall suffers from the drawbacks such as pixel expansion, and
poor visual quality of the recovered secret image [10]. In order to solve the pixel
expansion problem, Hou and Quan [11] proposed a (2, n) PVSS with unexpanded
shares by designing two basic sharing matrices. In Hou and Quan’s scheme, the
possibility for either black or white pixels of the secret image to appear as black
pixels on the shares is close to 1/n. And more shares are stacking (Boolean OR
operation) clearer and clearer secret will be gained. Recently, Chen et al. [12]
proposed a quality-adaptive (2, n) random grids (RG)-based VSS for improving
the visual quality of reconstructed images. Unfortunately, Hou and Quan’s scheme
and Chen et al.’s scheme fail to support (k, n) threshold, which will restrict the
application range.
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In this paper, a general (k, n) threshold PVSS construction method from case (2, n) is
proposed, which improves traditional (2, n) PVSS with unexpanded shares to be (k, n)
threshold PVSS. By the construction method, as an example, a new threshold PVSS scheme
is constructed based on applying Hou and Quan’s (2, n) PVSS. Although our construction
method is described by Hou and Quan’s (2, n) PVSS, the proposed threshold construction
method is a general method. Chen et al.’s scheme is also tested to evaluate the efficiency of the
proposed construction method. The secret could be recovered by HVS with no cryptographic
computation. Experimental results and security analysis show the effectiveness of the proposed
scheme in terms of security and overall performances. Comparisons with previous approaches
show the improved performances of the proposed scheme.

The rest of the paper is organized as follows. Section 2 introduces the preliminary
techniques as the basis for the proposed scheme. The proposed scheme is introduced in
Section 3. Section 4 gives the performance analyses of the proposed scheme. Section 5 is
devoted to experimental results. Finally, Section 6 concludes this paper.

2 Review of the related work

In this section, we review Hou and Quan’s scheme [11] as the basis for the proposed scheme.
In what follows, symbol ® denotes the Boolean OR operation. X is a bit-wise complementary
operation of a pixel x. The binary secret image S with size of Mx N is shared among n shadow
images, while the recovered secret image S’ is recovered from ¢ (2<t<n, teZ") shadow
images.

Hou and Quan [11] designed two n* n matrices denoted by C? and C' (the codebook is
shown in Table 1), which represent the sharing basic matrix for white and black pixels of the
secret image, respectively. Here, 0 is for white and 1 is for black.

The shadow images generation procedure is stated as follows:

(1) One basic matrix is selected according to the color of secret image current
processing pixel.

(2) Randomly select L from 1,2,--+,n.

(3) Attribute the Lth row of the current basic matrix to the corresponding 7 pixels of the n
shadow images.

From Table 1, any column in orC! only has single “1” that means the probability for the
corresponding 7 pixels of the n shadow images to appear 1 is the same as to 1/n, regardless the
color of the current pixel of the secret image is white or black, hence, every shadow image
gives no clue to the secret. Furthermore, there is no pixel expansion for the shadow images.

The recovery method is based on stacking (Boolean OR operation) 2 or more shadow
images, hence the scheme is a (2, n) threshold scheme. When recovering a black secret pixel,
after stacking more shadow images the chance of being black for black area of the secret image
will be increased. While a white pixel will remain as //n, hence the secret will be progressively
revealed. However, Hou and Quan’s scheme [11] fails to support (k, n) threshold.

A general threshold PVSS construction method from case (2, n) with unexpanded shares
will be proposed. Based on the proposed construction method, a new threshold PVSS scheme
is constructed, which will achieve the feature of (k, n) threshold by extending and repeatedly
applying Hou and Quan’s (2, n) PVSS.
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3 The proposed scheme

In this section, a general (k, n) threshold PVSS construction method from case (2, n) is
described in detail, which improves traditional (2, n) PVSS to be (k, n) threshold PVSS.
Although our construction method is described by Hou and Quan’s (2, n) PVSS, the proposed
threshold construction method is a general method.

3.1 Threshold progressive visual cryptography with unexpanded shares

Aiming to improve Hou and Quan’s scheme, i.e., to support (k, ) threshold, the proposed (%,
n) scheme will apply repeatedly Hou and Quan’s (2, n) sharing scheme, hence the algorithmic
steps of the (2, n) scheme are described in Algorithm 1. First, the two basic matrices are
generated according to Table 1. Second, for every position (i, j) of S, select L from 1,2, *,n
randomly and choose the current basic matrix depending on S(i, j). Finally, attribute the Lth
row of the chosen basic matrix to the corresponding n pixels of the n shadow images.
Algorithm 1. The (2, n) PVSS.
Input: A MxNbinary secret image S, the threshold parameters n
Output: n shadow images SC;, SC,, *--SC,.
Step 1: Generate two basic matrices ¢’ and .
Step 2: For each position (i,7)e{(i,7)|1<i<M,1<3j<N}, repeat
Steps 3—4.
Step 3: Select Le{1,2, -, n} randomly.
Step 4: If S(i,7)=0, SC,(i,7)=C’(L,m). Else SC,(i,7)=C" (L, m),
m=1,2, -, n.
Step 5: Output the n shadow images SC;, SCy, *+-SC,.

Table 1 Two nx n secret sharing basic matrices of Hou and Quan’s scheme [11]

Secret Matrix Shadow images Recovery
Basic matrices Probability
pixel collections 1 2 | on method
T e [
00 0 00 0 1/n
0) o
00 -0
010 0 1/n Stacking
o] o m || (OR)
10 -0
01 -0
. O 011 0 1/n .
(1) o o . —
00 -1 s N : : :
0o 1 I/n - I
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In order to improve Hou and Quan’s scheme to be a general £ out of n mechanism, the
shadow images generation architecture of the proposed scheme is illustrated in Fig. 1.

In Fig. 1 of the proposed scheme, if £ =2, the above (2, n) PVSS will be applied to generate
the shadow images.

If k> 2, for each S(i,)), 1 <i<M,1<j<N, repeat the same operations as follows. Using S(i,j)
to get by ; and by, through (2, 2) PVSS. Divide the (k, n) threshold mechanism into (%], |2])

2
, ( m , M) mechanisms by dichotomy repeatedly. As a result, (k, n) threshold mechanism can

be ?eprezsented by (2, n) PVSS and (3, n,) PVSS. Furthermore, (3, n,) PVSS also can be
represented by (2, n,) PVSS through dividing the (3, n,) threshold into two bits,
where one bit is held, another bit is generated into n,-/ bits through (2, n,-1) PVSS.
Figure 2 shows an example to represent (3, n,) PVSS by (2, n,) PVSS. Finally,
aiming to make all the shares be equal to each other, the order of the generated n
temporary bits by,b,, " b,—1,b, is rearranged and the rearranged n pixels are assigned
to SC(i,)),SCy(1,)), - SC,(i,j). Based on the recursion method, (k, n) threshold mech-
anism is represented by (2, n,) PVSS recursively.

Here, we take (4, 5) threshold as an example shown in Fig. 3 to show the steps of
the proposed (k, n) threshold scheme. 1) Using S(i,j) to get by, and by, through (2,
2) PVSS. 2) Dividing the (4, 5) threshold mechanism into (2,2),(2,3) mechanisms by
dichotomy. 3) Then using by ; to get b; and b, through (2, 2) PVSS, using by, to get
b3, by and bs through (2, 3) PVSS. 4) The generated 5 temporary bits by,b5,b3,b4,b5
are randomly rearranged to corresponding n shadow images bits SC,(i,f),SCs(i,)), "
SCs(i,j). Here, we call b, and b, are the down generation bits of by ;, while by, is the
up generation bit of b; and b,.

We take the above (4, 5) threshold to give a short explanation to show why the
proposed scheme is secure. First, if one wants to recover S(i,j), one should collect
both by, and by, since bp; and by, are generated from S(i,j) by (2, 2) PVSS.
Second, if one wants to collect by, one should collect both b, and b, since b, and b,
are generated from by ; through (2, 2) PVSS. If one wants to collect by,, one should
collect at least two of b3, by and bs since b3, by and bs are generated from by,
through (2, 3) PVSS. Finally, one should collect by, b, and at least two of b3, by and
bs. Above all, if one wants to recover S(i,j), one should collect by, b, and at least two
of b3, by and bs, i.c., at least 4 of the 5 bits corresponding to the 5 shadow images.
In addition, more than 4 bits will increase the probability of collecting the 4 bits, thus
a larger contrast will be obtained. Hence, the example of the proposed scheme is (4,
5) threshold, secure and progressive.

Herein, we adopt (2, 2) PVSS and dichotomy it into two parts in order to improve
the visual quality. In addition, the up-rounding or the down-rounding is adopted for &
and n to make all the results be integers. So, the threshold £ could be decomposed
into the addition of 2 and 3. As a result, the (k, n) threshold mechanism can be
combined by (2, n,) PVSS and (3, n,) PVSS. In addition, (3, n,) PVSS also can be
represented by (2, n,) PVSS stated above.

Based on the above discussions, we can see that the proposed scheme maintains good
security as Hou and Quan’s scheme, progressive VSS and no pixel expansion. Besides, it is a
general k out of » mechanism, which outperforms Hou and Quan’s scheme. The security proof
will be shown in Section 4.

From the above analysis, the proposed threshold construction method can also be
applied for threshold construction from other (2, n) PVSS as well, i.e., the proposed
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Fig. 1 Shadow images generation architecture of the proposed threshold PVSS with unexpanded shares
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bi,]
(2,2) PVSS
|
bi+1,1 bi+1,2
(2,n, —1) PVSS

bl b2 b3 o o 0 b

Fig. 2 (3, ny) PVSS is represented by (2, n,) PVSS

threshold construction method is a general method. More examples will be given in
Section 5, which shows that Chen et al.’s scheme can also be extended by the
proposed construction method.

3.2 Extension for grayscale/color images

The proposed scheme can be extended to share grayscale/color images [13-16]. To
share a grayscale image, halftone technologies such as error diffusion [3] are applied
to convert the grayscale image into binary image, then the proposed scheme could be
used.

For sharing a color image, color decomposition, halftone technologies and color composi-
tion are applied. A color image can be described by color model, such as CMY (cyan—
magenta—yellow) model, which is subtractive color model, and displays a color by reflecting
light from a surface of an object. The process to share a color secret image includes four steps
as follows:

Step 1 The color secret image (CS) is decomposed by the color model to three color
components, i.e., CSc,CSm and CSy.

Step 2 CSc,CSm and CSy are converted into a binary image (HCSc, HCSm and HCSYy) by
applying the error diffusion technology.

Step 3 HCSc, HCSm and HCSy are shared by the proposed scheme, to generate 3n shadow
images (HCScC;,HCSmC;,HCSyC},i=1,2,"",n).
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Fig. 3 Shadow images generation architecture of the proposed (4, 5) PVSS

Step 4 The shadow images (HCScC;,, HCSmC,,HCSyC;,i=1,2,-:*,n) are composed by the
color model to form eight-color shadow images HCSC;,i=1,2, ", n.

In the recovery phase, for input ¢ shadow images HCSC; ,HCSC;,,~-HCSC;,
CS = HCSC; ®HCSC;,® HCSC,,.

4 Performance analyses
This section introduces the performances of the proposed scheme by theoretically analyzing

the security and the visual quality.
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Definition 1 (Contrast) The visual quality, which will decide how well human eyes could
recognize the recovered image, of the recovered secret image S’ corresponding to the original
secret image S is evaluated by contrast defined as follows [17, 13, 14]:

_ Py-Py _ P(S[AS0] = 0)~P(S'[4S1] = 0) |
“Trrp 1+ P(S'[AS1] = 0) M

Where a denotes contrast, Py (resp., P;) is the appearance probability of white pixels in the
recovered image S’ in the corresponding white (resp., black) area of original secret image S,
that is, Py is the correctly decrypted probability corresponding to the white area of original
secret image S, and P; is the wrongly decrypted probability corresponding to the black area of
original secret image S.

Definition 2 (Visually recognizable) [4, 13, 14] The recovered secret image S’ could be
recognized as the corresponding original secret image S if a>0 when >k .

Definition 3 (Security) [4, 13, 14] The scheme is secure if =0 when ¢<k, which means no
information of S could be recognized through S’

We note that, definition 1 on the contrast partially borrowed from [17, 14], has been widely
accepted and used in some reported VSS schemes [18, 17, 13].

Other definition on contrast used in traditional VSS [11] and probabilistic VSS [19] is given by

Py—P,
a=—".
m

Where m is referred to the pixel expansion. It merely evaluates the absolute difference rate
between secret and background.

However, From HVS, when the same difference is achieved, better image quality is
obtained when P; becomes smaller [14]. Hence, Definition 1 is adopted in this paper for
evaluating the contrast.

For conventional VSS, whether the secret image can be revealed or not, as well as the
security, can be determined by the contrast. Such definitions are the same as Definitions 2 and
3, since the contrast is bigger than zero or equal to zero if and only if the difference is bigger
than zero or equal to zero.

Although our (2, n) PVSS is exactly the same as Hou and Quan's scheme, since different
definitions are adopted, Theorem 1 is presented.

Theorem 1 The proposed scheme is secure and visually recognizable. The contrast of the
recovered secret image recovered by any #(2<t<n) shadow images, which are generated by (2,
n) PVSS, is computed as follows:

(2)

Proof In the proposed (2, n) PVSS, when #2<t<n) shadow images are stacking, the
probability for the white part of the secret image to appear as black remains 7/, while for
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the black part, the probability increases to #/n. Based on Definition 1, we have:

n—l_n-t
a= 1;%11:11 = f+”7T =3

Next we prove the proposed scheme is secure, visually recognizable and progressive.

From Algorithm 1, the proposed (2, n) PVSS is the same as Hou and Quan’s (2, n) scheme.
Hence, the proposed (2, n) PVSS is secure, which means a single could reveal nothing about
the secret, and visually recognizable when #2<r<n) shadow images are stacking, based on
Definitions 2 and 3.

For a general k& out of n mechanism, similarly as the explanation of the above (4, 5)
threshold, we prove that in another way. Based on the dichotomy and decomposition method,
in the last generated n bits, when £ bits are collected, there will exist at least one or some
combinations which could recover the up generation bits since (k, ) threshold mechanism can
be recursively represented by (2, n,) PVSS. While if less than £ bits are collected, there is not
any combination which could recover the up generation bits. In addition, if more than % bits are
collected, the probability of the combinations which could recover the up generation bits and
the visual quality of the recovered up generation bits will increase. Hence, based on the
discussion and properties of (2, n) PVSS, the proposed scheme is secure, visually recognizable
and progressive.

We note that, the theoretical contrast of the proposed scheme is not given directly by £, ¢ and
n for case (k, n), which is left as an open problem for further studies [20].

5 Experimental results and analysis

In this section, several experiments and analysis are performed to evaluate the effectiveness of
the proposed scheme. In the experiments, several secret images are used: original binary secret
imagel as shown in Fig. 4a, original binary secret image2 as shown in Fig. 5a, and original
color secret image3 as shown in Fig. 6a are used as the binary secret images to test the
efficiency of the proposed scheme. All the secret images have size of 1024 x 1024.

(a)seocrrlegtl ?ﬂazlenf Y (b) Shadow image SC;  (c) Shadow image SC,  (d) Shadow image SC;

(e) Recovered image (f) Recovered image (g) Recovered image (h) Recovered image
SC; ® SC, ® SCs SC, ® SC, SC, ® SCs SC, ® SCs

Fig. 4 Experimental example of the proposed (3, 3) scheme for binary secret imagel
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5.1 Image illustration

In our experiments, (3, 3) (i.e., k=3, n =3) threshold with secret imagel, (3, 4) threshold with
secret image2, (2, 3) threshold with color secret image3, are used to do the test of the proposed
scheme. The (3, 3) threshold and (3, 4) threshold aim to show the effectiveness and security of
the proposed (k, n) PVSS where £ is more than 2, while (2, 3) threshold is to show the
extension.

Figure 4b—d show the 3 shadow images, which are random noise-like. Figure 4¢ shows the
recovered binary secret image with stacking recovery, from which the recovered secret can be
revealed by stacking 3 shadow images. Figure 4f~h show the recovered binary secret image
with any 7=2 with stacking recovery, from which there is no information of secret can be
revealed by stacking less than & shadow images.

Figure 5b—e show the 4 shadow images, which are random noise-like. Figure 5f—j show the
recovered secret image with any 3 or 4 shadow images with stacking recovery, from which the
secret image recovered from 7=k=3 shadow images could be recognized based on stacking;

HIT

(a) Original binary
secret i 2

(b) Shadow image SC; (c) Shadow image SC, (d) Shadow image SCs

(f) Recovered image (g) Recovered image (h) Recovered image

(¢) Shadow image SCy SC,®SC, @ SCs SC, ®SC, @ SC, SC,®SC; @ SC,

(i) Recovered image
SC,¥8C; ¥ sCy

. . (k) Recovered image (1) Recovered image
(j) Recovered image t=4 SC,®SC, SC, ® SCs

(m) Recovered image

(n) Recovered image

(o) Recovered image (p) Recovered image
SC; ® SCy SC, ® SC; SC, ® SCy SC;® SCy

Fig. 5 Experimental example of the proposed (3, 4) scheme for binary secret image2
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(c) Shadow image
secret image3 secret image3 HCSC, =2 =3

(d) Recovered image  (e) Recovered image

(a) Original color

(b) Halftone color

Fig. 6 Experimental example of the proposed (2, 3) scheme for color secret image3

The secret image recovered by t=n=4 shadow images is better than by =3 shadow
images. Figure 5k—p shows the recovered secret image with any less than k& shadow
images based on stacking recovery, from which there is no information could be
recognized.

Figure 6b—c show the halftone color secret image and one shadow image HCSC, for
color secret image 4, which are random noise-like. Figure 6d, e show the recovered
secret image with any 2(taking 1,2 as an example) or 3 shadow images with stacking
recovery, from which the progressive visual quality will be gained and the secret image
recovered by =k=2 shadow images could be recognized based on stacking; The visual
quality of secret image recovered by r=n=23 shadow images is better than by =2
shadow images.

From the results shown in Figs. 4, 5 and 6, we can conclude that:

— The shadow images are random noise-like, hence the proposed scheme has no cross
interference from secret image in the shadow images.

— The progressive visual quality of the recovered secret can be gained for the proposed
scheme.

—  When <k shadow images are collected, there is no information of the secret image could
be recognized, which shows the security of the proposed scheme.

—  The proposed scheme can also be applied for grayscale and color images.

—  Although the visual quality of the proposed scheme is low and maybe worse than related
researches, the proposed scheme is (k, n) threshold PVSS, since VC is lossy by nature,
there will cause some contrast loss in recovering.

—  The shadow images are equal to each other. The order is alternative during the recon-
struction phase and one share is requested to be held by each participant.

Based on the proposed construction method, a more threshold PVSS scheme is constructed
from Chen et al.’s (2, n) PVSS to evaluate the efficiency of the proposed construction method.
One example is illustrated in Fig. 7, which shows that Chen et al.’s scheme can also be
extended by the proposed construction method.

Figure 7b shows one shadow image SC;, which is noise-like. Figure 7c-¢ show
the reconstructed secret image with any 3 or more shadow images by stacking
recovery, from which the secret image could be recognized based on stacking.
Figure 7f shows the reconstructed secret image with any less than 3 shadow images
based on stacking recovery, from which there is no information could be
recognized.
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HIT

(a) Original binary
secret image2

() Reconstructed (d) ecnstruted
(b) Shadow image SC, image image
SC; % SC, % SC; SC; ® SC, ® SC3 ® SCy

(f) Reconstructed image

(e) Shadow image =5 SC, 5 SC

Fig. 7 Experimental example of the proposed (3, 5) threshold construction from Chen et al.’s (2, n) PVSS

5.2 Visual quality of the recovered secret images

In this section, the visual quality of the recovered secret images is evaluated by contrast in
Definition 1. The same original binary secret images as shown in Figs. 4 (a) and 5 (a) are used
to do the experiments of contrast.

Average contrast of the proposed (k, n) scheme for binary secret images land 2 is shown in
Table 2. Where 7 is the number of recovered shadow images.

From Table 2, we can find that, in the proposed scheme, the contrast increases as ¢ increases
for a certain (k, n) with stacking recovery when 2<n<5,2<k<n, the progressive visual quality
can be achieved.

Table 2 Average contrast of the proposed scheme with stacking recovery for binary secret images 1 and 2

Secret image 1 Secret image 2
(k, n) t=2 t=3 t=4 =5 t=2 t=3 t=4 =5
2,2) 0.50002 0.49989
2,3) 0.24991 0.66654 0.25068 0.66758
(3,3) 0.24949 0.24966
2,4) 0.16685 0.40022 0.75028 0.16581 0.39897 0.74871
(3,4 0.10336 0.33341 0.10237 0.33193
4,4) 0.12516 0.12515
2,95) 0.12461 0.28527 0.49948 0.79937 0.12554 0.28633 0.50071 0.80086
(3,5 0.05564 0.17024 0.3749 0.05574 0.1705 0.37544
4,5) 0.04465 0.16647 0.04526 0.1673
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5.3 Comparisons with related schemes

In the section, we compare the proposed scheme with other related PVSS schemes [7, 8, 11]
especially [11], since the proposed scheme is a continuous and extension work of the schemes
[11]. In addition, scheme in [11] has good features in PVSS, such as no pixel expansion and so on.

Furthermore, we compare the proposed scheme with other related (k,7) VSSs especially
Chen and Tsao’s scheme [13], and Guo et al.’s scheme [20], since schemes in [13] and [20]
have good features in VSS, such as (kn) threshold, no pixel expansion and so on.

Fang and Lin [8] realized a PVSS through expanding every secret pixel into a 2x2 block.
However, it has pixel expansion and cross-interference of secret information on shares, which will
lead to more storage space and severe security problem. While our method has no pixel expansion
and cross-interference. The visual quality of Fang and Lin’s method is less than 50 %, while ours is
% in a (2, n) PVSS which will be more than 50 % when all the n shadow images are collected.

Hou et al. [7] utilized image block to design two (2, n) PVSS, which have progressive and
partial quality for the recovered secret images when more shadows are available.
Unfortunately, the method fails to support (k, n) threshold, while ours is a general k out of
mechanism. The visual quality of Hou et al.’s (2, n) PVSS method is also less than 50 % when
stacking all the n shadow images, which is less than ours.

Hou and Quan [11] proposed a (2, n) PVSS with unexpanded shares by designing two basic
sharing matrices. In Hou and Quan's scheme, the possibility of either black or white pixels to appear
as black pixels on the shares is equal to 1/n. Although when more shares are stacking, clearer secret
will be gained, Hou and Quan's scheme fails to support (k, #) threshold, which will restrict the
application range. The proposed scheme is an improved method of Hou and Quan's scheme, which
has no pixel expansion with a general k£ out of » mechanism. From Theorem 1, when k=2, the
contrast of the proposed scheme is %, which is the same as Hou and Quan’s scheme.

Theoretical contrast of Hou and Quan’s (2, n) (2<n<5) scheme is shown in Table 3. By
comparing Table 2 and Table 3, we can see that the progressive visual quality of the proposed
scheme and Hou and Quan’s (2, n) can be achieved. In addition, the experimental results of the
proposed (2, n) are overall the same as Hou and Quan’s scheme. Hence, the contrast of the
proposed scheme is the same as Hou and Quan’s (2, n) PVSS. However, Hou and Quan’s
scheme is only for case (2, n), while the proposed scheme is for case (k, n).

Figure 8 indicates the comparison between the proposed scheme and schemes in [13] and
[20] for case (3, 6). By all appearances, the proposed scheme has competitive visual quality
compared with the other two methods.

Table 4 shows the functionality comparison between the proposed scheme and other
schemes. From Table 4, we can see that the proposed scheme has good properties than other
competitive schemes. Compared with Hou and Quan’s scheme [11], the proposed scheme is a
general £ out of n PVSS.

Table 3 Theoretical contrast of Hou and Quan’s (2, n) scheme

@ n) =2 =3 =4 =5
2,2) 0.5

2, 3) 0.25 0.666667

@, 4) 0.166667 04 0.75

@, 5) 0.125 0.285714 0.5 0.8
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¢t | Chen and Tsao’s scheme ’s scheme Proposed scheme

Fig. 8 Reconstructed secret image comparison between the related schemes for case (3, 6)

Table 4 Properties comparison with relative schemes

Scheme Progressive (k,n) threshold Recovering measure No pixel expansion
Ref. [2] X \ Boolean N
Ref. [4] x v Stacking x
Ref. [13] v v Stacking N
Ref. [19] x v Stacking v
Ref. [11] V 2 n) Stacking N
Proposed scheme v (k, n) Stacking N
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5.4 Significance of the proposed scheme
In order to highlight the merits of the proposed scheme, further discussions are examined as follows.
5.4.1 (k, n) threshold

Thanks to the Hou and Quan’s PVSS, the proposed scheme is (k, ) threshold: share the secret
image among n shadow images and need at least & shares to recover the secret image. The
merit could be loss-tolerant and control access for a wider application.

5.4.2 No pixel expansion

Thanks to the extension from Hou and Quan’s scheme, the skillful design makes no pixel
expansion occurred in the proposed scheme, which could reduce the storage and transmission
bandwidth.

5.4.3 Extension for grayscale/color images

Thanks to halftone technologies and color model, the proposed scheme can be extended for
grayscale/color images.

6 Conclusion

An efficient general threshold progressive visual secret sharing, threshold PVSS, construction
method from (2, n) PVSS with unexpanded shares is proposed in this paper, which could be loss
tolerant and access control for a wider application. The secret image can be recovered by human
visual system with no cryptographic computation and pixel expansion. We have performed
several experimental results and analysis to evaluate the security and efficiency of the proposed
construction method. Based on the proposed construction method, a new threshold PVSS scheme
is constructed. Comparisons with previous approaches suggest that the constructed PVSS scheme
has several merits and outperforms relative approaches. However, the contrast of the proposed
scheme is not given directly by %, ¢ and n, which is left as an open problem for further studies.
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