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Abstract This paper investigates the embedding capacity limits of high-capacity data
hiding in color images based on a locally Adaptive-Region Discrete Cosine Transform (AR-
DCT) frequency domain data hiding scheme, and explores the relationship between hiding
capacity and image quality. It also compares the embedding capacities of various steganog-
raphy schemes which have been recently published in the literature. Experimental results
confirm that our proposed scheme successfully enhances hiding capacity while maintain-
ing acceptable image quality and concludes that the capacity for our DCT hiding scheme
can achieve extremely high bit rates of 20 bits-per-pixel, which is much higher than other
DCT-based approaches, as well as other spatial and frequency domain schemes.

Keywords Data hiding - Space filling curves - Image watermarking - Steganography -
Frequency-domain image embedding - Discrete cosine transform - Adaptive region DCT

1 Introduction

The proliferation and exchange of multimedia data over the internet and wireless networks
has brought with it new prospects for covert communication. Data hiding techniques, com-
monly known as steganography when dealing with hiding secret messages into a cover
medium to form a “stego” medium [27], or watermarking when copyright protection of
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multimedia data is involved [37], have received a great deal of attention in the past decade
[6, 18,23, 24, 33].

Motivated by growing concern about the protection of intellectual property on the Inter-
net and by the threat of a ban for encryption technology, the interest in Steganographic
Information Security (SIS) systems has been increasing over the years [26].

Given a secret message sm and a cover medium f, an SIS system uses two algorithms
for communication between the transmitter and the receiver; an embedding algorithm to
produce the stego-data f (by embedding sm inside f); and an extraction algorithm to recover
sm from f.

Techniques for data hiding inside digital images have been generally confined to three
popular approaches, namely the spatial [5, 10], compression [9, 12] and frequency [11, 28—
30] domains of the cover images, with variants that try to improve four different aspects;
perceptibility, capacity, security, and robustness [13].

Perceptibility deals with the amount of “distortion” in the cover medium due to embed-
ding information and if this information will lead to a visibly (visually or audibly)
unacceptable level of the cover medium. Capacity refers to the amount of information that
can be hidden in the cover medium relative to the change in perceptibility. For images,
capacity is measured in bits per pixel (bpp). Security refers to an eavesdropper’s inability to
detect and inturn extract or change the hidden information, and robustness to the amount of
modification the stego medium can withstand before an adversary can destroy the hidden
information.

The main driving force behind data hiding in images is the fact that most images have
inter-pixel relations that vary between high correlation and almost no correlation. The idea is
to identify the redundancy in the pixel information of the cover image where the correlation
is the least and use it to embed the information that we seek to hide.

One important problem related to embedding capacities in digital image media is the
problem of automatically choosing an optimal-size cover image medium f from a database
of K varying candidate cover images, f;; i = [, K], that can accommodate the full size
of a given secret message sm without leaving any unused redundancy in the cover medium,
thus minimizing transmission bandwidth overhead. A solution to this problem requires the
embedding algorithm to estimate the maximum embedding capacity limits for each of the
candidate cover images f;; i = [1, K] and choosing the smallest size cover image with the
optimal capacity that can be used to fully embed the secret message sm at hand. This paper
presents a possible solution to this problem while investigating the embedding capacity
limits of the discrete cosine transform.

Other aspects of importance in the data hiding field are losslessness and reversibility. A
lossless steganography scheme is able to extactly retrieve the hidden data without any mod-
ification in its bit pattern, while reversibility is concerned with the ability to reconstruct
the host cover medium after extraction of the hidden information with bit-by-bit exact-
ness. Steganography and watermarking schemes satisfying this reversibility requirement are
called reversible schemes. Reversibility is much more common in watermarking than in
steganography. Reversible techniques for watermarking have drawn more and more interest
in recent years, especially for some critical applications such as digital watermarking sys-
tems in the area of medical and military imaging and remote sensing where the watermarked
media is required to be in exact form after watermark extraction [20, 22].

The image hiding scheme described in this paper is lossless but irreversible. The main
advantages of lossy-irreversible steganography schemes is increased hiding capacities. For
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the purpose of our work where both the hidden information and the host cover medium
are color image data, we maintain losslessness of the hidden image while relaxing the
reversibility constraint since we are mainly concerned with steganography applications and
not watermarking. Nevertheless we show that extremely high capacities can be achieved for
reasonable perceptibility taking into account the typically subjective nature of the measure
of visual fidelity, which is our own visual perception.

The rest of this paper is organized as follows. In Section 2 we present prior work in the
area of high-capacity data hiding. Section 3 briefly reviews the theory of the DCT trans-
form and its wide use in image compression. Our proposed AR-DCT high-capacity data
hiding scheme is discussed in Section 4, and Section 5 presents our comparison results
and demonstrates the highest-capacity limits that can be achieved based on our approach.
Finally, concluding remarks appear in Section 6.

2 Prior work

Embedding capacity for SIS systems has been a major area of research during the past few
years [2, 3, 19, 21, 30] due to the fact that embedding capacities have remained relatively
small, where researchers had to trade-off between higher capacity and reduced robust-
ness and perceptual quality or higher perceptual quality and more robustness with lower
capacities.

Spatial and time domain steganography methods are mainly broken into the following
techniques: least significant bit (LSB) methods; Color palette methods [3, 36]; Minimax
algebra decomposition; and Spatial delay (echoing in audio signals) methods. Trans-
form domain methods include: Unitary transforms (discrete Fourier transform, discrete
cosine transform); Wavelet transform methods; and Mellin-Fourier transform methods.
Compression-based techniques include: Singular value decomposition; Use of edge and
shape characteristics in images; and Fractal encoding in image data.

In the spatial domain approach, the secret message is embedded directly into the pixels of
a cover image. The manipulation of the LSB of an image pixel value and the rearrangement
of image colors to create LSB or parity bit patterns, which correspond to the message being
hidden [15], are the most commonly used strategies in this approach.

An algorithm by Lee and Chen specifically designed for high capacity embedding is
given in [19]. Their scheme modifies the LSB of pixels in an image and then attenuates the
result to control the perceptibility. In Chang et al.’s scheme [10], a dynamic programming
strategy is used to find the optimal LSB substitution in order to hide images. In addition
to LSB-based hiding strategies, several schemes that use different strategies to hide secret
messages in the spatial domains of cover images also have been proposed [19, 34]. For
example, Chung et al. offered the singular value decomposition (SVD)-based hiding scheme
[14], Tsai et al. used the bit plane of each block truncation coding (BTC) block to embed
secret messages [35], and Chang et al. used the GA algorithm and absolute moment BTC to
embed secret messages into color images [9].

In the frequency domain [11, 17, 20, 22, 28-30], the cover host image must first be
transformed using a frequency-oriented mechanism such as the discrete Fourier transform
(FFT), the discrete cosine transform (DCT), the discrete wavelet transform (DWT) or simi-
lar transformations, after which the secret messages can be combined with the coefficients
in the frequency spectrum of the cover image to achieve embedding.
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In [28] the author introduced a novel image hiding framework that makes use of the
Fourier magnitude of the Luminance cover host image to maintain color composition of the
stego image while allowing a relatively large size secret image (to a maximum of half the
size of the color cover host image in both dimensions [30]) to be robustly embedded and
extracted with acceptable perceptibility of the stego image and minor degradation in the
extracted hidden data.

In Chang et al.’s scheme [7], the medium-frequency coefficients of DCT-transformed
cover images are used to embed a secret message. The JPEG quantization table is also
modified to further protect the embedded secret message. Similarly, Iwata et al. use
the boundaries between zero and non-zero DCT coefficients to hide secret data [17].
In 2007, Chang et al. extended Iwata et al.’s idea and presented a lossless stegano-
graphic scheme for hiding secret data in each block of quantized DCT coefficients in
JPEG images [11]. In Chang et al.’s scheme, the two successive zero coefficients of the
medium-frequency components in each block are used to hide secret data. They further
modified the quantization table to maintain the quality of the stego-image while conceal-
ing a higher payload compared with Iwata et al. scheme. Thus, their scheme achieves
reversibility and acceptable image quality of the stego-image simultaneously. However,
their scheme can only embed secret bits into the zero coefficients located in the successive
zero coefficients in the medium area; non-zero coefficients in the medium area cannot be
used.

In 2009, Lin and Shiu combined Chang et al.’s [11] scheme and then designed a 2-layers
data hiding scheme for DCT-based images. Lin and Shiu’s [20] scheme outperforms Chang
et al.’s scheme [11] in hiding capacity but the size of the hidden secret data was still less than
70000 bits on average (equivalent to approximately embedding a 94 x 94 pixel gray-level
image size inside a 512 x 512 gray-level cover image) because it retains the reversibility
function.

Our work in this paper investigates the embedding capacity limits of high-capacity data
hiding in color images based on an Adaptive-Region Discrete Cosine Transform (AR-DCT)
frequency domain data hiding scheme and explores the relationship between hiding capacity
and image quality. A comparison with the embedding capacities of various steganogra-
phy schemes that have been recently published in the literature [3, 19, 21, 30, 38] is also
demonstrated. It will be shown that our scheme takes the embedding capacity of the DCT
to its limits where an extremely high embedding capacity of approximately 20 bpp can be
achieved with reasonable perceptibility.

3 Mathematical background
In this section we detail the mathematical formulation that our steganography scheme is
based on, and provide justification for the use of these formulas.

3.1 The discrete cosine transform

The one-dimensional Discrete Cosine Transform (1D-DCT) is often used in signal and
image processing, especially for lossy data compression, because it has a strong “energy
compaction” property: most of the signal information tends to be concentrated in a few low-
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Fig. 1 a Uncorrelated image and its DCT; b Correlated image and its DCT

frequency coefficients of the DCT [1, 31]. Figure 1 shows an example of an uncorrelated
image in (a) which has more sharp intensity variations than the correlated image in (b).
Therefore, the former has more high frequency content than the latter. Clearly, the uncorre-
lated image has its energy spread out evident by the large values of the DCT coefficients well
into the high-frequency bottom-right region, whereas the energy of the correlated image is
packed into the low-frequency top-left region of its DCT.

The 2-dimensional DCT (2D-DCT) is a widely used image transformation, extended
from the 1D-DCT, to compress digital images using the Joint Photographic Experts Group
(JPEG) compression standard. The JPEG compression process consists of first transform-
ing an (R,G,B) color image to a (Y,Cb,Cr) image where Y is the Luminance component
and (Cb,Cr) are the two chrominance compnents. The transformed image is then sub-
divided into non-overlapping blocks of 8 x 8 pixels. The 2D-DCT is then performed
on each block using (1). This generates 64 coefficients in the DCT domain which are
then quantized to reduce their magnitude. The coefficients are then reordered into a
one-dimensional array in a zigzag manner before further entropy encoding. The com-
pression is achieved in two stages; the first is during quantization and the second during
the entropy coding process. JPEG decoding is the reverse process of coding. An exam-
ple 8 x 8 DCT basis functions (Left) and the zigzag reordering (Right) are shown in
Fig. 2.

The forward 2D-DCT equation which calculates the coefficients F (u, v), foran N x N
block from gray-scale image f(x, y) is:

N—-1N-1
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Fig. 2 Left: 8 x 8 2D-DCT basis functions. Right: zigzag reordering before encoding

and the inverse equation to retrieve the gray-scale N x N block for image f(x, y) from 2D-
DCT-coefficients F(u, v) is obtained, as in (2), by multiplying the coefficients by the DCT
basis functions:

N—-1N-1

Fe = 2 3 Y @ Fwv)
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where the basis functions are the cosines multiplied by the constant scale factors C (u)C (v),
where

1 .
L =0
cuy={ v =0 3
1 otherwise
and similarly for C (v).
Referring to the left part of Fig. 2, each basis function from the 8 x 8 block is multiplied
by its coefficient and then this product is added to the previous value to form the final image

S, y).
3.2 Stego image quality measures

In evaluating the performance of individual SIS systems it is important to take into consid-
eration both the analytical performance of the system as well as the visual quality of the
stego images generated by the system in comparison to the ideal cover image.

Detecting an embedded message defeats the primary goal of steganography, that of con-
cealing the existence of a hidden message. As steganography is based on obscurity, the most
important tests are related to our human perception, the ultimate measure of visual fidelity,
which is very subjective.

The subjective tests are carried out by people who look for visual differences between
the images (original and stego image) trying to find which one of them is the original. If
the percentage of success reaches 50 %, it can be concluded that the message is invisible.
The subjective test’s rules and recommendations are defined by the International Telecom-
munication Union [16, 32].
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Unlike the subjective approach which is based on human vision, the well known mean-
square-error (MSE) metric calculates the global error variance (power in the difference
image) between an ideal cover image f, and the stego image f' and has been widely used for
measuring the performance of various filters [4]. The only shortcoming in an MSE metric
is that it is not ideal for tracking visual quality in the estimated image, because it is sensitive
to minor pixel variations between the cover and stego images that do not, in general, affect
the perceived visual quality.

A more robust measure of SIS system performance that has been widely used by the
signal processing community is the Peak-Signal-to-Noise-Ratio (PSNR) in decibels (dB)
[8, 25], given by:

L-1
PSNR = 20log, ( ) 4)
O,

e
where L is the number of gray levels in an image (L = 256 for 8-bit images), and o, is the
residual standard deviation in the error image given as:

18 R
S (= f? )
s=0

for S-sized images.

This PSNR metric is an engineering term for the ratio between the maximum possible
power of a signal and the power of corrupting noise that affects the fidelity of its repre-
sentation. The PSNR is most commonly used to measure the quality of reconstruction in
an image by comparing the stego image with the original image. This measure is less sen-
sitive to minor deviations between images and will be adopted for comparing the various
embedding schemes.

It is important to note, however, that objective measures such as the PSNR and MSE
metrics are not necessarily correlated to our perception of an image. This is because meth-
ods that are least squares based are optimum in terms of MSE values without necessarily
producing the best visual results.

4 The proposed scheme

The strong “energy compaction” property of the 2D-DCT for highly correlated image data
suggests that we can make use of the high-frequency areas in the DCT domain to hide
information, given that most of the signal information tends to be concentrated in a few
low-frequency components of the DCT. It should be noted that the upper-left corner of the
2D-DCT represents the lower frequency coefficients with increasingly higher frequency
components towards the lower-right corner. The fact that DCT coefficients of the lower-
frequency areas can represent the correlated image information to a high degree of accuracy
allows us to embed the hidden image into the high-frequency areas of the DCT with minimal
effect on the perceptibility of the stego image.

The embedding capacity is nevertheless dependent on the amount of correlation in the
cover image regions. As discussed in Section 3 and demonstrated by Fig. 1, an uncorrelated
image region has its energy spread out in the DCT domain, whereas the energy of a cor-
related image region is packed into the low-frequency areas of its DCT. For cover images
that represent natural scenes, any given part of the image generally differs sufficiently from
the other parts so that the high-correlation assumption over the entire image is not gener-
ally valid. Thus, to achieve the highest embedding capacity it is imperative to assure high
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correlation of cover image regions in which the secret image data will be embedded. In this
work we develop an Adaptive-Region (AR) methodology to assure high correlation of cover
image regions and seek to find the maximum possible secret image size that can be embed-
ded into the DCT of the cover host image which will not reduce the perceptibility below the
limit of 20 decibels (dB) for the peak-signal-to-noise-ratio (PSNR).

4.1 The embedding process

The Adaptive-Region Discrete Cosine Transform (AR-DCT) embedding approach we fol-
low to demonstrate the hiding capacity limits of DCT-based steganography is influenced
by the JPEG compression standard. To assure high correlation of cover image regions a
smart-based technique is implemented where the cover host image is first divided into non-
overlapping equal-sized m x m blocks' and the 2D-DCT is applied to each block using (1).
Next, a maximum continguous zero-valued square area of variable size n X n; n < m in the
high-frequency region (lower-right corner) of each individual DCT block of the cover host
image is adaptively estimated by the embedding function. The modal value of these varying
n x n sized regions in the individual DCT blocks is computed, and it is this final modal size
n x n that is used in all DCT blocks for embedding the same-sized n x n corresponding
regions from the secret image.

The embedding is performed by replacing each n x n region of the DCT blocks by
the corresponding n x n region from the secret image after first re-scaling this secret
image block’s gray-level values to the range [0, k]. This re-scaling step is necessary to
allow the hidden secret image information to blend into the natural range of values of the
DCT coefficients. The maximum scale value k is empirically estimated and is found to
be in the range &k = [10, 20] for typical natural RGB color images. This is repeated for
all DCT blocks of the cover host image. Figure 3 shows pseudo code of the embedding
algorithm.

The technique used to adaptively estimate the largest continguous square area of variable
size n x n in the high-frequency region of the individual DCT blocks of the cover host image
is depicted in Fig. 4. The idea is to use a quantization step to help the embedding function to
automatically estimate the maximum area in the lower-right (high-frequency) corner of the
DCT of the current block in the cover image. The secret image is then directly embedded
by replacing the zero DCT coefficients in this square area by the k—scaled values in the
current block of the secret image information.

Quantization of each individual m x m cover image DCT block is computed by divid-
ing the elements of this block by the elements of a quatization matrix of the same size.
The quatization matrix values used are shown in Fig. 4 and are simply one of the many
standard quatization matrices used for JPEG compression. The purpose of this quan-
tization step is to keep intact the important DCT coefficients which can be used to
reconstruct the original cover host image while masking out the coefficients which pro-
vide less important (redundant) information which can be removed to compress the image
(as in the lossy JPEG standard) or replaced by the hidden information as is the case with
steganography.

The block size we use is not limited to 8 x 8 as in the JPEG method, but this block size
is allowed to vary to the maximum cover image size (512 x 512 for our experiments) in
multiples of the smallest size 8 x 8 (i.e. 16 x 16,32 x 32,---,256 x 256,512 x 512). In

For JPEG standard the block size m x m is 8 x 8
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Algorithm: [£’] = ARdctEmbed (£, sm, m, k)

Input: £: color RGB cover host image
sm: secret message color RGB image to be hidden
m: square block size to use: [m X m]

k: scale factor empirically chosen between [10,20]
OM: 8 x 8 quantization matrix values

Output: £’ : stego color RGB image containing the secret image

1: resize(@M, [m x m]) //resize to same size as block size [m x m]

2: £i € divide(f, m) //divide cover image into N non-overlapping [m x m] blocks
3: si € divide(sm, m) //divide secret image into N non-overlapping [m x m] blocks
4: for i := 1 to N blocks

5: £iDCT €& dct2(fi) //apply 2D DCT on each [m x m] block

6: fiQdet € £iDCT/QM //quantize each block by dividing my QM

7: [ny x ny] € find(fiQdct) // find largest block of zero dct coefficients

8: end for

9: [n x n] € mode([n; x ni]) //mode of all blocks of zero-region dct coefficients
10: for i := 1 to N blocks

11: resize(si, [n x n]) //resize secret image blocks to same block size [n X n]
12: si’ € rescale(si, [0,k]) //rescale pixel values to be in the range [0,k]

13: £iDCT’ € replace([n x n], £iDCT, si’) //replace lower-right [n x n] with si’
14: £;’ € idct2(£iDCT’) //apply inverse 2D DCT on each [m x m] block

15: £’ € pack(£i’) // combine all [m x m] blocks into one stego image

16: end for

17: return £’ // the final stego image

Fig. 3 Pseudo Code of the AR-DCT embedding algorithm

cases where the block size used is larger than 8 x 8, the standard 8 x 8 quantization matrix
indicated in Fig. 4 is still used after first interpolating its values to the larger m x m block
size. It should be noted that the larger the block size we used the less the JPEG-like blocky
artifacts appeared in the final stego image.

The Inverse 2D-DCT given by (2) is then applied to the modified DCT coefficients con-
taining the hidden color image information to produce the color stego image. This is stored
in the highest quality (lossless) JPEG image format to maintain the hidden information from
being modified.

4.2 The extraction process

Extraction is performed in the reverse order where the 2D-DCT of the stego image is taken
and, knowing the hidden block size n x n apriori, the same n x n sized lower-right region
of the DCT coefficient blocks are extracted and rescaled to the original intensity range
([0, 255] per color channel). For extra security, an encryption step may be introduced before
embedding the hidden image during the hiding stage, and a decryption key must then be
known apriori to be able to correctly extract the exact hidden information.

5 Experimental comparisons

In this section we present comparative results of our AR-DCT scheme against various
other steganography schemes which have been recently published in the literature. We also
present detailed demonstrative results of our scheme applied at seven different block size
scale levels (8§ x 8, 16 x 16,32 x 32, - -+, 256 x 256, 512 x 512), and tested on four different
cover host images.

One possible application scenario demonstrating the utility of our technique is described
towards the end of this section, and finally experimental results showing effects on the
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Fig. 4 Example showing quantization of each individual m x m (m = 8) cover image DCT block by dividing
the elements of each DCT block of the cover image by the elements of a quatization matrix of the same size
and then adaptively selecting the largest square zero region which was found to be of size n x n (for this
example n = 5 shown as the shaded area)

quality of the recovered hidden secret image using our scheme when the stego image has
been contaminated by different types of noise is also presented.

5.1 Comparative results

Our adaptive-region (AR-DCT) embedding scheme, described in Section 4 above, is able to
embed, in a typical cover image of a natural scene, and losslessly extract, from the generated
stego image, approximately 6.125 bpp per color channel of a three channel (R,G,B) color
cover image for a maximum overall 18.375 bpp embedding capacity with a perceptibility
measured at PSNR of 25.8 dB. This corresponds to embedding a color image of size 448 x
448 inside a color cover image of size 512 x 512 with an 87.5 % embedding capacity. When
taking our scheme to the limits and forcing the embedding capacity in the DCT of the cover
image to a size increase of 32 x 32 above the estimated adaptive region which takes the
embedded color hidden image size to 480 x 480, the average PSNR was still 23.2 dB for a
total embedding capacity of 7.03 bpp per color channel which is equivalent to 21.1 bpp in
the three color channels of an (R,G,B) color cover image.

The algorithm by Lee & Chen specifically designed for high capacity embedding is given
in [19]. Their scheme modifies the least significant bits (LSBs) of pixels in an image and
then attenuates the result to control the perceptibility. They were able to embed and extract a
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maximum capacity of 4.06 bpp from a gray-scale image which can be extrapolated to 12.18
bpp for an (R,G,B) color image (equivalent to 364 x 364 hidden color image size embedded
in a 512 x 512 color cover image size). The perceptibility for this method was at a PSNR
of 34.03 dB.

The maximum capacity that was reached in the work of Brisbane et al. [3] was an average
6 bpp for an (R,G,B) color cover image, with a perceptibility given by a PSNR of 40 dB.
This is equivalent to 2 bpp per color channel (i.e. 256 x 256 hidden color image embedded
in 512 x 512 color cover image size).

The maximum possible capacity reachable using the FFT Magnitude of the Luminance
channel approach described in our previous work in [30] was 6 bpp for hiding an (R,G,B)
color image in an (R,G,B) color cover host image, with a maximum perceptibility given by
a small PSNR of 19.51 dB. This is equivalent to 256 x 256 hidden color image embedded
in 512 x 512 color cover image size. In comparison the DCT high-capacity steganography
scheme described in this work takes the embedding capacity of the DCT to its limits and
shows that an extremely high embedding capacity of approximately 20 bpp can be achieved
with reasonable perceptibility.

Other DCT-based information hiding techniques include the work by Yang et al. [38] and
Lin & Shiu [21]. In [38] they present a high capacity reversible watermarking scheme and
use the bit-shift operation of companding technique over integer DCT coefficients of image
blocks. The maximum data hiding capacity they reached was 173123 bits for a gray-scale
image which can be extrapolated to 1.96 bpp for an (R,G,B) color image at PSNR of 28.16
dB which is equivalent to hiding a color image of size 147 x 147 inside a 512 x 512 color
host image. While in [21] the maximum achievable hiding capacity was 90112 bit which is
equivalent to a hidden image of size 106 x 106 gray pixels inside a 512 x 512 gray cover
host image which translates to about 0.34 bpp per channel which can be extrapolated to 1.02
bpp for a three-color image at PSNR of 28.22 dB.

Table 1 shows the different capacity limits of various schemes discussed in this section
in comparison to our AR-DCT scheme which clearly shows the increased capacity that can
be achieved by our scheme with reasonable PSNR perceptibility. It is also clear from the
PSNR values of our scheme that the rate of decrease in PSNR is much slower than the rate
of increase in the capacity achieved; inceasing the capacity 3x (from 6 bpp to 18.4 bpp),
only decreases the PSNR from 28.7 dB to 25.8 dB. Similarly, increasing the capacity 3.5 x
(from 6 bpp to 21.1 bpp) only decreases the PSNR from 28.7 dB to 23.2 dB, where the
increased capacity outweighs the small decrease in PSNR.

Table 1 Comparative results

expressed as maximum Method Capacity PSNR

Capacity/PSNR values for the

various methods. Highest Lee & Chen [19] 12.18 bpp 34.03 dB

Capacities and PSNR values are Yang et al. [38] 1.96 bpp 28.16 dB

emphasized in a bold font Brisbane et al. [3] 6 bpp 40 dB
Lin & Shiu [21] 1.02 bpp 28.22 dB
Rabie (FFT) [30] 6 bpp 19.51 dB
AR-DCT (Forced-Under) 6 bpp 28.7 dB
AR-DCT (Adaptive-Capacity) 18.4 bpp 25.8 dB
AR-DCT (Forced-Over) 21.1 bpp 23.2dB
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256x256 (50%) PSNR 28.7 dB 448x448 (87.5%) PSNR 25.8 dB 496x496 (97%) PSNR 20.63 dB

k- _1 | Extracted Hidden Image (bit-exact)

Fig.5 Stego image portion from a 512 x 512 “Tiger Face” image used as a cover host to embed the different
sizes of the “Red Rose” image indicated on each image using our AR-DCT scheme

5.2 Results of proposed method

Figure 5 shows the stego image of a “Tiger Face” image used as a cover host to embed the
different sizes of the Red Rose image indicated on each image using our technique. These
are the values presented in Table 1 which demonstrate the capacity limits of our AR-DCT
scheme. The figure clearly shows that the hiding capacity of the DCT continues to produce
acceptable perceptibility when working below 90 % (approximately 20 bpp) embedding
capacity where PSNR values remain above 25 dB.

Next we show results for block sizes below the full frame size of the cover host image.
Figure 6 shows results of capacities and PSNR values estimated by our AR-DCT scheme for
four different stego images of size 512 x 512 representing the cover host images (‘“Peppers”,
“Zebras”, “Balloons”, and “Snow Tiger”) having different levels of correlation in the scenes
that they capture. In Fig. 6-(a) we use 8 x 8 block sizes, and in (b) we use 16 x 16 block sizes
for the secret image embedding using our AR-DCT method. Highest embedding capacities
estimated by our AR-DCT scheme for each block size are indicated in underlined bold font.

Table 2 presents capacities and PSNR values estimated by our AR-DCT scheme applied
at seven different block size scale levels (8 x 8, 16 x 16,32 x 32, ---,256 x 256,512 x
512), and tested on the four different cover host images represented in Fig. 6. The data
in Table 2 can also be interpreted graphically by plotting the capacities and PSNR values
of each of these four test images with respect to the block size scale levels as shown in
Fig. 7.

It is clear from Table 2, that using different block sizes for our AR-DCT embedding
process results in different embedding capacities relative to each cover host image used.
This is due to the varying scenes that each cover image represent and the varying scales of
correlated objects in each scene. For example, if the size of correlated objects in a given
cover image are within the size 64 x 64 scale-level, then a 64 x 64 block size would be the
most suitable to be used for the AR-DCT scheme to produce the optimal capacity for this
specific cover host image. This can be seen very clearly from the very similar capacities (18
bpp) and the similar PSNR values (25 dB) of the “Peppers” stego image at both the 64 x 64
and the 256 x 256 block sizes, as shown in Table 2, indicating that correlated objects in this
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6bpp (PSNR 29.8) 6 bpp (PSNR 30.3) 9.375bpp (PSNR 28.5) || 13.5bpp (PSNR 24.0)

Fig. 6 Capacities and PSNR of various Stego images of size 512 x 512: a using 8 x 8 block size for the
AR-DCT method, and b using 16 x 16 block size for the AR-DCT method. Highest embedding capacities
estimated by our AR-DCT scheme for each block size are indicated in underlined bold font. (From Left to
Right: “Peppers”, “Zebras”, “Balloons”, and “Snow Tiger”” Stego Images)

image lie within these two scale-levels (64 x 64 and 256 x 256), which can also be verified
by visual inspection of the “Peppers” image from Fig. 6.

5.3 Example application scenario

The utility of our AR-DCT steganography scheme can be demonstrated by an example
application scenario;

e  Given that we have an RGB color secret message image of size 405 x 405 pixels, which
translates to 15 bpp in total for the three color RGB channels, find all possible cover
host images from a database of candidate cover images of varying sizes that can host
the given secret message image with a waste tolerance of 1 bpp in storage bandwidth
(i.e. cover images can be chosen with a maximum capacity limit of 16 bpp).

e Using our scheme for the example database of four images shown in Table 2, the
possible cover host images that can accommodate the given secret image are:

—  Balloons cover image at a capacity of 15.8 bpp, with embedding at 16 x 16
block size, and a PSNR of 26.3 dB

—  Peppers cover image at a capacity of 15.8 bpp, with embedding at 32 x 32
block size, and a PSNR of 26.36 dB

—  Zebras cover image at a capacity of 15.24 bpp, with embedding at 64 x 64
block size, and a PSNR of 25.29 dB
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Table 2 Application of our

AR-DCT steganography scheme Block Size Cover Image Capacity (bpp) PSNR (dB)
showing capacities and PSNR of
various Stego images of size Peppers 6 29.8
512 % 512 8x8 Zebras 6 30.3
Balloons 9.38 28.5
Snow Tiger 13.5 24.0
Peppers 13.5 26.8
16 x 16 Zebras 11.34 27.2
Balloons 15.8 26.3
Snow Tiger 7.6 244
Peppers 15.8 26.36
32 x 32 Zebras 135 25.98
Balloons 19.71 26.45
Snow Tiger 18.375 22.66
Peppers 18.375 255
64 x 64 Zebras 15.24 25.29
Balloons 12.4 27.65
Snow Tiger 12.4 23.64
Peppers 19.04 25.18
128 x 128 Zebras 18.375 21.74
Balloons 16.46 26.55
Snow Tiger 16.15 23.39
Peppers 18.05 25.79
256 x 256 Zebras 21.62 16.7
Balloons 19.04 24.84
Snow Tiger 22.16 20.4
Peppers 20.22 24.3
512 x 512 Zebras 22.16 15.73
Highest Capacity and PSNR Balloons 22.52 22.26
values for each block size level Snow Tiger 18.62 22.83

are emphasized in a bold font

®  Our scheme would thus choose the Peppers cover image as a host for embedding the
secret image of size 405 x 405 because of higher PSNR (26.36 dB) compared to the

other two candidate cover images.

5.4 Effects of noisy stego image

In this section we discuss the quality of recovering the hidden secret image using our AR-
DCT scheme when the stego image has been contaminated by different types of noise.
For this test we experiment with contaminating the stego image (generated after hiding the
secret image into the cover image) using three different types of noise; Gaussian noise, Salt
& Pepper noise, and Speckle noise as shown in Fig. 8.
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Fig. 7 Variation of Capacity and PSNR with AR-DCT Block Size for each test cover image used

Gaussian noise is additive white zero-mean noise with a Gaussian distribution and noise
power given by the variance in its distribution. Salt & Pepper noise which adds sparse “On
and Off” random pixels of density d, where 0 < d < 1, to an image of size M x N will
affect approximately d x M x N pixels in this image. Speckle noise adds multiplicative
noise to the stego image fto produce a noisy stego image g using the equation g = f+nxf,
where n is uniformly distributed random noise of the same size as the image with zero-mean
and noise power given by the variance in its distribution. Noise variance for Gausian and
Speckle noise, and noise density d for Salt & Pepper noise have been unified at gradually
increasing values of 0.0001, 0.0005, and 0.001 for proper comparison.

It should be noted, however, that DCT-based steganography methods are not at all suited
to dealing with any kind of noise due to the highly uncorrelated nature of the noise ran-
dom variable itself. As was discussed previously, and demonstrated by Fig. 1, uncorrelated
signals have their energy spread out in the DCT domain with large values of the DCT coef-
ficients well into the high-frequency regions. Since the general idea of our AR-DCT scheme
is to embed the secret image into the high-frequency regions of the DCT of the cover image,
contaminating this stego image with a high-frequency uncorrelated noise component would
have the effect of decorrelating the stego image information which would affect the hidden
secret image during the extraction process. Adding noise to the stego image would cause
its high-frequency DCT coefficients to have larger values which in turn contaminates the
hidden secret image data residing at this high-frequency location in the DCT of the stego
image.
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Peppers Stego (0.0) || Gaussian: (0.0001)

o

Gaussian: (0.0005) Gaussian: (0.001)

A

Extracted
pajoenx3

PSNR: 51.87 dB PSNR: 11.86 dB PSNR: 7.88 dB PSNR: 6.81 dB

Extraction from Salt
& Pepper noise with
noise density in the
Peppers stego image
from left to right:
0.0001, 0.0005,

0.001 PSNR: 16.12 dB PSNR: 11.34 dB PSNR: 8.74 dB

Extraction from
Speckle noise with
noise variancein the
Peppers stego image
from left to right:
0.0001, 0.0005,

0.001 PSNR: 17.89 dB PSNR: 12.26 dB PSNR: 10.29 dB

Fig. 8 Extraction of the hidden secret “Red Rose” image from a noise contaminated “Peppers” stego image
(only a magnified portion is shown) using Gaussian, Salt & Pepper, and Speckle noise. Noise variance for
Gausian and Speckle, and noise density for Salt & Pepper have been unified at gradually increasing values
of 0.0001, 0.0005, and 0.001 for proper comparison. PSNR values of the extracted secret image are indicated
under each image

6 Conclusions

The authors have presented an adaptive-region discrete cosine transform (AR-DCT) high-
capacity image embedding framework that exceeds the hiding capacity of other spatial and
frequency domain data hiding schemes while maintaining very acceptable perceptibility of
the stego image. The idea is to use a quantization step to help the embedding function to
adaptively estimate the maximum area in the lower-right (high-frequency) corner of the
DCT of the current block in the cover image. The secret image block is then directly embed-
ded in this square area replacing the cover host image’s DCT coefficients in the same block
location. It was shown that our scheme takes the embedding capacity of the DCT to its lim-
its where an extremely high embedding capacity of approximately 20 bpp can be achieved
with reasonable perceptibility. One application of our high-capacity steganography scheme
is automatically selecting the optimal-size cover host image from a database of candidate
cover images that can accommodate the full size of a given secret message without leav-
ing any unused redundancy in the cover medium, thus minimizing transmission bandwidth
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overhead. One possible solution to this problem was demonstrated by an example applica-
tion scenario. Another potentially attractive application is video privacy protection where
an important video sequence may be embedded frame-by-frame in the individual frames of
another less important video thus securing its privacy.
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