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Abstract The Session Initiation Protocol (SIP) has revolutionized the way of controlling
Voice over Internet Protocol (VoIP) based communication sessions over an open channel. The
SIP protocol is insecure for being an open text-based protocol inherently. Different solutions
have been presented in the last decade to secure the protocol. Recently, Zhang et al. authen-
tication protocol has been proposed with a sound feature that authenticates the users without
any password-verifier database using smart card. However, the scheme has a few limitations
and can be made more secure and optimized regarding cost of exchanged messages, with a few
modifications. Our proposed key-agreement protocol makes a use of two server secrets for
robustness and is also capable of authenticating the involved parties in a single round-trip of
exchanged messages. The server can now authenticate the user on the request message
received, rather than the response received upon sending the challenge message, saving
another round-trip of exchanged messages and hence escapes a possible denial of service
attack.
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1 Introduction

The voice over internet protocol (VOIP) based multimedia services are gaining a quick
momentum, inducing a growth of internet telephony over traditional circuit-switched based
telephony. There is an ease of deployment, maintenance, scalability, operation and above all, the
economy, in the use of VOIP services [15]. The VOIP services require the use of a session
initiation protocol (SIP) to create, maintain and terminate sessions [15, 23, 30]. This is a text
based protocol and is derived from HTTP digest authentication [23], which is already suscep-
tible to attacks. The SIP protocol makes a use of an insecure channel to deliver internet protocol
(IP) packets to intended recipient. This calls for a robust security mechanisms, authentication
and confidentiality in particular, to be followed for smooth functioning. Unfortunately, some of
the areas received more of a focus than other ones, like quality of service over security.

The authentication can be performed in many ways for various applications like password-
based authentication as one-time password [6], public-key cryptography, zero-knowledge
proofs [20], digital signatures, and other authentication protocols such as Secure Socket Layer
(SSL) [29], IP Security (IP SEC) [19], Secure Shell (SSH) [39] and Kerberos [28]. These
authentication mechanisms depend upon various applications and the computing power. The
SIP mutual authentication is based on the combination of password-based authentication and
public key cryptography. Different authentication solutions have been presented in the last
decade. Authenticated key agreement [1, 3—5, 31] requires the authenticity of corresponding
participants to be ensured before initiating a call. The earlier solutions require the server to store
all the users’ passwords in its database. Then, the server has to protect this database of
adversaries along with other things. This was obviously an additional burden on the server’s
useful resources. The problem was well taken by Zhang et al. [41] who came up with a smart
card based solution. The solution obviates the need for the server to store the user passwords in
some form. The user, during registration phase, sends its function modified password to server
that stores it in smart card after applying another function to the message. Notwithstanding this
intuition, the Zhang et al. technique was found vulnerable to a few threats as identified under, if
properly fixed, the scheme could be further optimized to less costly and more secure solution.

In Zhang et al. technique [41] the user initiates the authentication mechanism by sending the
request. The server in return would send the challenge after receiving the request. It keeps the
calculated parameters intact until verification is finalized and the session is successfully
established. The adversaries may exploit this scenario to present the simultaneous requests
towards server and could deplete its resources if the session is not established. This is also
known as denial of service (DOS) attack [18]. This aggravates the situation on the part of server,
in peak hours and would not be able to meet its genuine user’s needs, if such attacks are
deployed. Secondly, the client’s computing power varies from user to user, so does the key
agreement time. If there are more than one round-trip of messages exchanged, there are chances
of delay in session key agreement. Thirdly, a lot of solutions have been presented by taking the
assumption of a single secret being compromised. Since, the robustness of a scheme does count
if it still remains secure in spite of the compromise of a secret. These schemes didn’t assume the
compromise of all parameters. Alternatively, there are higher chances that a single secret may be
exposed to some attacker rather than two or more. In Zhang et al. technique, the adversary after
compromising the server secret may fully impersonate the server.

To counter the above threats, our proposed scheme completes the session creation in a
single round trip, saving the resources and the probable DOS attack. The proposed scheme
employs two secret keys on the side of server for the use in registration and authentication
purposes. In our scheme, the server can authenticate the user on the first message received,
rather than the response received on the second round-trip message.
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The rest of the paper is organized as follows. In Section 2 the preliminaries defines the basics
of ECC. The Section 3 presents the state-of-the art review of corresponding related techniques.
The Section 4 shows the analysis of Zhang et al. scheme along with protocol working and
drawbacks. The Section 5 describes the proposed model and Section 6 presents the security
analysis of proposed model. The Section 7 illustrates the performance cost, while the last
section concludes the findings.

2 Preliminaries

This section accommodates some of the basic elliptic curve cryptography (ECC) concepts
pertinent to this paper. The ECC [7, 21, 26] security has been proved to be more efficient
cryptographic scheme as compared to earlier conventional techniques [25] like RSA, DH and
DSA. This technique provides an equivalent level of security with much less key sizes. The
mathematical operations are defined over an elliptic curve equation

E,(a,b) : y* = x* + ax + b(modp) and4a’ + 27b*#0(modp),

Where a, b € F, and ‘p’ be a large prime number. Both values a, b defines the elliptic curve,
while the points (X, y) that satisfies the former statement including a point at infinity lies on the
elliptic curve. The scalar multiplication is performed using vP= P+ P+ .....P,, given a point P
and an integer v € F,. All domain parameters like (p, a, b, G, n and /) belong to finite field, F},.
E is an abelian group and the point at infinity serves as identity element for this group. Here,
we describe some of the security terms needed required to fully grasp the paper.

Terml: A Computational Diffie—-Hellman Problem (CDHP) is stated as: Given three points
P, aP, bP where a,beF}, it is hard to compute abP.

Term2: The Elliptic Curve Discrete Logarithm Problem (ECDLP) is stated as: given a point
O=aP on Elliptic Curve, it would be hard enough to compute a< F},, given two points O and P
over E(a,b).

Term3: The Elliptic Curve Factorization Problem (ECFP) is stated as: it is hard to find either
aP or bP, given two points P and Q=aP+ bP over E(a,b), while a,beF,

Term4: A one-way hash operation as y=A(x), where it is a hard problem to compute x,
given y, in the above equation.

3 State-of-the-art review

Numerous authentication schemes have been proposed to date [2, 6, 811, 13, 14, 16, 17,22, 24,
27,30, 32-38, 40, 42] with various limitations [12]. In this regard, the first known authentication
scheme, hyper text transfer protocol (HTTP) digest authentication based on RFC2617 [11], was
unable to implement proper security mechanisms. Thereafter, a scheme [38] in 2005 proposed a
SIP authentication technique but found victim to offline password-guessing and server spoofing
attacks. This scheme utilized Diffie-Hellman key exchange algorithm based on the difficulty of
Discrete Logarithm Problem (DLP). Another SIP authentication scheme [10] based on ECC [7,
21, 25, 26] was suggested in 2005. However, the scheme [10] suffered Denning-Sacco and
stolen-verifier attacks. In 2009, the scheme [36] provides an enhanced level of security using
ECC, and used Canetti-Krawczyk (CK) security model. Another scheme [40] in 2010 identified
an offline password guessing attack in [36] scheme. The [40] scheme was presented for
converged VoIP networks. Thereafter, the scheme [27] discovered a password guessing attack
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in [40]. Then, a study [33] in 2009, presented a technique based on hash and exclusive-OR
(XOR) functions. The scheme [2] discovered a known-key secrecy, perfect forward secrecy,
stolen-verifier and password-guessing attacks in [33] and proposed an enhanced protocol to defy
the previous attacks. The scheme [8] proposed an authentication scheme that was also found
under the same limitations that previous schemes suffered. The scheme [13] determined an
offline-password guessing attack in [2] and presented an efficient protocol for SIP authentication.

Since, all of these schemes are based on storing users’ passwords at server database and
hence, are exposed to different attacks including stolen-verifier attack. Recently, a smart card
based protocol by Zhang et al. [41] has been proposed to counter the identified threats associated
with the earlier schemes. However, that scheme has the potential of further useful enhancements
that contribute towards security and useful cost optimizations. We have tried to enhance security
and optimize the cost in our proposed protocol by introducing some useful modifications.

4 Zhang et al. scheme analysis

The server secret plays a crucial role in the registration and authentication procedure, we will
see lately how Zhang et al. scheme makes the use of the single secret its protocol. The Zhang
scheme working and drawbacks have been described below.

4.1 Protocol working

1. Inthe Zhang et al. scheme, as shown in Fig. 1. the first message REQUEST (username, X, Y) is
sent towards server after computing X=bH+ h(username)F, Y= bh(h(PW)|a)||lusername)K,,.

2. After receiving the Request message, the server computes U= h(username)P and Y'=s’
(X=U), and verifies whether the equation holds Y=, Y". If so, then it selects two random
integers r €rZ,, cegrZ, and computes R=cP, K=cs(X—U), SK=h;(K]|r||username) and
Auth,=hy(K]|Y'|r||SK), and sends a CHALLENGE (realm, Auth,, R, r) message towards user.
A realm is used to indicate the other participant about authentication protocol to be used.

3. The user now computes K= bh(h(PW||a)||username)R, SK= h;(K]|r||username) and ver-
ifies whether the equation holds, i.e., Auths —» hy(K||h(h(PW]|a)||username)bK,||r||SK). If
so, then computes Auth,= h,(K||h(h(PW||a)||username)bK,||r+ 1||SK) generates
RESPONSE(vealm, Auth,) message and sends towards server.

4. The server now determines whether the equation holds Auth,, —» hx(K || Y'|| r+ I1||SK). If
true, then both entities treat SK as their mutually agreed session key and the protocol stops.

4.2 Drawbacks
The drawbacks of Zhang et al. scheme are as under:

1. Initially, when the user sends a REQUEST (username, X, Y) message towards server, an
adversary may intercept the message and replay the message to server some other time. If
s0, the server will compute U= h(username)P and Y'=s’(X—U), and verifies the equation
Y=7?Y" Since, the message does not contain any timestamp or freshness; the server will
be forced to generate the challenge message. The server will only come to know about the
validity of an adversary in the next step of response message generated by the adversary.
A DOS attack might be launched against the server by an adversary in this manner. This
attack can be thwarted if a proper timestamp or nonce message ensuring the message
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Shared Information between U and S: h( ), hy( ), ha( ), P, K,
User-held Information: b, PW, Smartcard (H, a)
Server-held Information: secret key s, ¢

| User (U) | | Server (S) |

1.b <€ Z,, X=bH+h(username)P, Y=bh(h(PWlla)llusername)K,

REQUEST( username, X, Y)
2. U=h(username)P

v

Y'=s*(X-U),Y_»Y'
If the equation holds, r € RZ*,,, c GRZ*,,
R=cP, K=cs(X-U)
SK=h;(KlIr llusername)
Auth=h,(KIIY'llFISK)
CHALLENGE( (realm, Authg, R, r)

<

3. K=bh(h(PWlla)llusername)R , SK=h;(Klirllusername)
Authg _p hy(Kllh(h(PWlla)llusername)bK,|IrlISK)

If equation holds, computes

Auth, =h,(Kllh(h(PWlla)llusername)b K, |lr+111SK)
RESPONSE(realm, Auth,,)

4. Check Auth, _» hy(K 11 Y' |l r+11ISK)

Shared key =SK= h;(KlIrllusername)

Fig.

1 Zhang et al. authentication protocol

freshness is embedded in each Request message generated by the user, so that the message
could not be replayed. Notwithstanding the fact, that the server would come to know
eventually about this attack when it receives the response from the adversary, yet the
attacker could affect the efficient working of server by launching a DOS attack that may
deplete the server useful resources.

In a smart card based system the role of a secret key has been even more important than
earlier schemes, since, in earlier schemes if secret key of server has been compromised, an
attacker would also require the password-verifier database as well to access the users’
passwords. But in Zhang scheme, the access of server secret to an adversary directly
approaches the users’ passwords. In this scenario, the use of a single secret might expose
the whole system if compromised.

The Zhang authentication protocol could be reduced to a single-round trip protocol rather
than a one and a half round-trip as used by it.
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5 Proposed scheme

The theft of a single secret could be possible accidentally that may jeopardize the whole
system; however, the system can be made more robust if two server secrets are employed to
authenticate the users with server. The proposed scheme presents an authenticated key
agreement protocol between user and server to optimize and counter the flaws in Zhang
et al. scheme. The proposed scheme focuses on the completion of authentication phase in a
single round-trip phase and to improve the efficiency of protocol. The authentication is
performed between two entities, smart card (user) and the server. The protocol consists of
different phases for key agreement: system setup phase, registration phase, authentication
phase, and password updating phase.

5.1 System setup phase

In this system setup phase, different parameters are defined that will be considered to be
available for public use or user’s interaction with the system. A few steps are described below
undertaken by the server for setting up the system.

Step 1. The server selects an elliptic curve equation Ep(a,b) with the order 7.

Step 2. A base point P of order 7 is selected by server over an elliptic curve equation Ep(a,b),
where 7 is a large number of high entropy. The server picks two secret keys s, € Z,
and s, €g Z, .

Step 3. The server chooses three one-way hash functions %(), /;() and h,(). It also selects its
public key as K,=s,P using the second secret key s, and then publishes all of the
above information.

5.2 Registration phase

In registration phase, the server verifies the user through a secure channel.

Step 1. On positive verification, the user chooses a password P and a random integer ae
rZy. Afterwards, it computes #(PW||a) and sends h(PW||a)||username and a ran-
domly generated key E to server using a secure channel.

Step2. After that, the server computes H=h(h(PW lla)llusername)s, ' P and I=(Ellusername)s.
Now, the server stores H in smart card and sends this card and I to user using a secure
channel.

Step 3. The user stores the nonce a in the smart card. The memory of smart card now
contains (H, a).

5.3 Authentication phase

Whenever the user U tries to log into the server, it uses its card through smart card reader. The
user also inputs its username and password PW. Afterwards, the user and server are authen-
ticated using the following protocol as shown in Fig. 2.

Step 1: Initially, the user chooses a random integer hezZ, and a timestamp 7. Next, it
computes X=bH, Y= bh(h(PW|a)||username)K,, and m=MACg(TI). Afterwards, it
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sends REQUEST (realm, username, X, Y, I, T;, h(m)) to server using the public
channel.

Step 2:  The server, after receiving the request, computes E'=s;I and m'= MACg (T;) and

verifies that whether 4(m) is equal to i(m'). The successful verification authenticates
the freshness of timestamp and message. Next, the server computes Y'=s,”(X). and
verifies whether Y _, Y. After successful verification, it chooses two random integers
c and r to compute R=cP, K=csX, ;=MAC p(T;+ 1), SK=h;(K||r||t,||username)
and finally Auth,=h,(K]|Y'||r||SK). The server, after doing verification, sends a
response RESPONSE (realm, Auth,, R, r) to prove its identity towards user.

Step 3: The user receives the response and computes K= bh(h(PW)|a)||username)R, m;=

MAC g(T;+ 1), and SK= h;(K]|r||m;||username). Then, it confirms that whether the
calculated parameter A (K]|h(h(PW]|a)||username)bK||r||SK) equates the received

Shared Information: k( ), h;( ), hx(), P, K,
User-held Information: b, PW, I, Smartcard (H, a)
Server-held Information: s, s,, ¢

User (U) Server (S)
I I

1.b € Z,, m=MACKT;), X=bH, Y=bh(h(PWlla)llusername)K,

REQUEST (realim, username, X, Y, I, T}, h(m))

»
L

2.E'=s, m'=MACg (T;), h(m) _p h(m')

Y'=5(X),Y_»Y'

If the equation holds, r € RZ*I,, c ERZ*I,
R=cP, K=cs,X, m;=MAC p(T;+1)
SK=h;(Kllr Il m'lllusername)

Authg= hy(KIIY'lIrlISK)

RESPONSE(realm, Authg, R, r)

3. K=bh(h(PWlla)llusername)R , m;=MAC g(T;+1), SK=h;(KlIrllm llusername)
Authg _p hy(Kllh(h(PWlla)llusername)bK,|IrlISK)

If equation holds, the user treats SK= h;(Kllrlim,llusername)as its session key

Shared key =SK= h;(KlIrllm llusername)

Fig. 2 Proposed authentication model
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Authy. If it validates the equality, then it proceeds with the shared session key SK,
otherwise, it stops the protocol and deletes the calculated parameters.

5.4 Password updating phase

A current session key SK is used to initiate the password updating procedure [41]. This
procedure has been shown in Fig. 3 and explained below.

Step 1. The user selects a new password PW* and a random integer e €5 Z,,. The session key
SK is used to encrypt the message that consists of the new password. The encrypted
message Egx (usernamel|| U||h(PW*|| e)||h(username || U||h(PW*||e))) is sent to the
server along with the timestamp U or checking the message freshness.

U—S : (Username, Esg (username||U ||h(PW « ||e)||h(username||U||h(PW*|le))), U)

Step 2. The server decrypts the message after receiving, and verifies its authenticity using
h(username || U || h(PW¥||e)). If successful, the server would calculate the new

Shared Information: SK, h(),
User-held Information: e, Smartcard (H, a)
Server-held Information: s, s,, ¢

User (U) Server (S)
I I I

1. PW*,BERZP,UERZF
Compute Esk (usernamell Ullh(PW#* e)llh(username || Ullh(PW*lle)))

(Username, Esi (usernamell Ullh(PW#|| e)llh(username || Ullh(PW¥lle))), U)

>

2. Message decrypt by server, also check whether
h(username || U || h(PW#*lle)) is valid.

If successful, then calculate
H' =h(h(PW*lle)lusername)s,”'P
and Esx(H ' |\h(usernamellU+11| H'))

Es(LIIh(usernamellU+11| H'))

3. Message decrypted by user and check
whether h(usernamellU+11| H’) is valid.

If true, store (H', e) in the smart card.

Fig. 3 Password updating phase
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parameter as H'= h(h(PW¥*||e)||username)s, ' P and sends the message after encryp-
tion Egx(H'||h(username ||U+ 1|| H’)) towards user.

S—U : Esg(H'||h(username||U + 1||H"))

Step 3. The user decrypts the received message and verifies its authenticity by checking
h(usernamel||U+ 1|| H’) and stores (H, e) in the smart card on positive verification.

6 Security analysis
The security analysis of the proposed protocol has been presented as under:
6.1 Replay attacks

The replay attacks are launched when an adversary A replays the genuine message parameters
at some other time to deceive or impersonate any legitimate participant. The proposed scheme
is resistant to such attacks, if A tries to reuse the contents of REQUEST (realm, username,
X YIT, h(m)) message, since the scheme makes a use of timestamps. The server instant
comes to know about the genuineness of timestamp after taking The adversary cannot generate
m, as the m=MACg(T;) can only be retrieved by the entity having E. The E can only be
recovered by the server using its first secret key s;. The parameter X=5bH and Y= bh(h(PW||
a)||username)K,, cannot be reconstructed since it requires knowledge of s, and will face
ECDLP to recover. The server can thwart the attack by confirming the equivalence of Y with
Y' while Y'=s,°(X).

The adversary may intercept the RESPONSE(realm, Auth,, R, r) and try to impersonate
server. The user computes /(K||h(h(PW||a)||username)bK,||r||SK) by calculating three pa-
rameters as K= bh(h(PW||a)||username)R, m;=MACE(T;+ 1), and SK=h;(K||r||m;]||
username) to compare with Auth,. The user authenticates the server on positive verification
and rejects the message otherwise. The A needs H and b values to determine »H and compute
K, which are inaccessible to it.

6.2 Man in the middle attack

This attack is launched by A to act as silent intermediary between the intended participants and
make them believe that these are talking to each other but as a matter of fact the participants
would be talking to A if the attack is successful.

For this attack to be effective, the adversary needs to generate the same session key SK as is
shared by the intended participants. However, in the proposed protocol, the A needs to access
either bH or the parameters like c or s, . However it faces ECDLP to recover ¢ from R. Hence,
we can say, the proposed protocol can rightly defend the Man in the Middle Attack launched
either on user or server.

6.3 Modification attacks

The modification attacks can be launched if an adversary A modifies and reconstruct the
message contents in an unauthorized manner to present it to any legitimate user.
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The A might generate a modified REQUEST (realm, username, X YL T (m’) )
message. To counter the threat, the server applies the multiplication operation of / with s, and
gets E"i.e., E" = slf which is further used to derive m" = MAC E(T 1) . Next it examines
that whether 4(m") matches with the received 4(m) . On successful verification it would
proceed with a confidence to escape a possible modification attack.

If A tries to generate a RESPONSE (realm, Auth;, R.¥ ) message and sends towards user with
an intent to impersonate server, the user may thwart the attack by calculating the parameters

K= bh(h(PWHa)Husername)R/ . m;=MACg(T;+1) and SK = hl(K/Hr/Hm]Husername)
and verifying Auth, with its calculated A (KHh(h(PWHa)||usemame)b1<,,||r||s K) . The

verification process would fail if an attacker A had generated the Auth, parameter either without
knowledge of the s, key or the valid PW, a and b values.

6.4 Denning-Sacco attack

The Denning-Sacco attack is activated when an attacker tries to guess either a user’s password
or server’s long term secret key or another session key, out of an old compromised session key.

In proposed model, the session key is generated by taking hash i.e., SK=h;(K]|r||m/]||
username)= h;(bh(h(PW)|a)||username)cP ||r||m,|| username). If an attacker is able to com-
promise an old session key, however, it cannot derive PW, a, b and c out of the old session key
and will have to face the ECDLP and break the hash function as well. Hence, the proposed
scheme can resist the Denning-Sacco attacks.

6.5 Stolen verifier attacks

The attacker can steal valuable information from server; if it maintains the user’s information
like passwords in its database, and use it to impersonate the legitimate users for its own cause
which is known as stolen verifier attack.

In the proposed model, there is no such user’s information maintained at server that can be
stolen to the attackers benefit. Hence, the proposed protocol can rightly defend against the
stolen verifier attack since there is no verifier stored for verification of users.

6.6 Offline dictionary threat without using smart card

In an offline dictionary threat an attacker tries to guess the secret parameters out of intercepted
messages without using the smart card. In the proposed protocol if an attacker intercepts the
contents of REQUEST (realm, username, X, Y, I, T}, h(m)) message, first in X=bH parameter, it
has to recover E for getting bH and then face ECDLP to get H. Likewise, in parameter Y=
bh(h(PW]|a)||username)K,, the attacker needs to face ECDLP for recovering either b or
h(h(PW\|a)||username) in Y. The Auth, tag in RESPONSE(realm,Authy,R,r) comprise three
parameters K, Y’ and SK which need to be guessed for the offline attack to activate. Hence, the
proposed scheme is invulnerable to offline dictionary threats without using smart cards.

6.7 Offline dictionary threat using smart card
In offline dictionary threat, an attacker steals a smart card and tries to use the derived

information with the input of all possible combinations of guessed secrets by applying brute
force attack.
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In proposed protocol, the smart card bears two parameters (H, a) where H=
h(h(PWIIr)llusername)s, 'P. An attacker needs to extract h(h(PW||r)||username) either from
H or Authy to launch an offline dictionary attack, which will have to face elliptic curve discrete
logarithm problem. Hence, the proposed scheme is immune to possible threats likely to trigger
in the wake of illegitimate smart card acquisition.

6.8 Session key security

The session key security signifies the knowledge of the established session key to only the
legitimate participants, i.e., user and server, and nobody else.

In proposed protocol, the session key SK=h,;(K]|r||m;||username)=h;(bch(h(PW)|a)||
username)P ||r|| MAC g(T;+ 1)||username) comprise the hash of combinations of a, b, c,
PWand key hashed T;+ I parameters that needs to be determined by an attacker for generating
an exact session key. The SK can only be generated by a legitimate user and a server, using the
proposed protocol.

6.9 Known-key security

The known-key security defines the concept of generation of a unique session key between the
two legal participants for each run of authentication protocol.

In proposed protocol, the session key SK=h,;(K]|r||m,||username)=h;(bch(h(PW)|a)||
username)P ||r|| MAC g(T;+ 1)||username) is generated out of @, b, ¢ parameters. The first
two are used by the user while the last one by server for a unique session key generation. These
parameters are used by the participants independently in the exchanged messages using hash
digest, which helps hiding it of anyone even from the other participant. Each run of the
authentication protocol generates a unique session key, since, the session parameters like » and
¢ are randomly selected and different each time. If an attacker comes to know about the SK, b
and ¢ for any session, it cannot guess either SK or b or ¢ for another session. Hence, the
proposed scheme provides the known-key security to the communicating participants.

6.10 Perfect forward secrecy

The perfect forward secrecy suggests maintaining the secrecy of previous session keys, if the
long-term private keys of an entity i.e., either a user or server are compromised.

In the proposed protocol, if the user’s password PW or server’s secret keys i.e., either s; or
s or both server keys are compromised then an attacker cannot recover the previous session
keys by using the intercepted messages as it will have to face ECDLP to recover ¢ from R=cP,
a and b from X= bH and Y= bh(h(PW]|a)||username)K,,. Hence, the proposed scheme provides
the perfect forward secrecy.

6.11 Mutual authentication

The mutual authentication defines that both entities authenticate each other in the same
authentication protocol.

In the proposed protocol the server authenticates the user first by dual authentication i.e.,
initially by verifying timestamp h(m)=» h(m') after evaluating the parameters E'=s;I, m'=
MACy (T)). Later, the server evaluates the parameters and again verifies Y=, Y’, that ensures
the user’s authentication. Secondly, the user authenticates the server by verifying the received
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parameter Auths with a computed value h,(K||h(h(PW]|a)||username)bK,,||r||SK), respectively.
Hence, the proposed protocol provides mutual authentication.

6.12 Secure password update

The proposed scheme binds the user to use smart card if it wants to update its password. A user
may update its password without any restraint in the registration phase using the current
session key SK if it possess the legal smart card. The smart card obviates the need for
remembering password before use. However, if a user forgets its password, it might update
its password using the smart card and the current session key.

7 Comparison and cost analysis

In this section the security and efficiency analysis has been presented that compares proposed
authentication model with the Zhang et al. protocol. Here are a few notations used in this
section, each representing the computation cost of a single operation in terms of time.

Tesyy  being the time for performing elliptic curve scalar multiplication

Trpy  being the time for performing elliptic curve point addition operation.

Ty being the time for executing a one-way hash operation.

Ty being the time for performing a modular inversion operation.

Txr  being the time for performing keyed hash operation, also known as MAC.
Tgs  being the time for executing symmetric key encryption operation.

Tps  being the time for taking symmetric key decryption operation.

The security has been directly related to cost optimization, since the increase in security
boost up the cost and vice-versa. However, in the proposed scheme, the security has been
enhanced with a reduced cost. Whenever comparing different security protocols, we put more
focus on few operations for comparison since these operations are more costly than others. For
example, Tggy,, being the scalar multiplication operation, takes more computation cycles than
other ones; therefore, the tendency must be to reduce the number of Tgg, operations in the
construction of protocol to a level such that the security is not compromised. Hence, Txg, is
now considered as more significant for comparing the overhead cost of different authentication
protocols. At the same time, the time for hash (7y) keyed hash (Tk) and point addition
operations (Tgp4) also matter in comparison, but as a secondary status, since the later
operations taking fewer computation cycles.

Table 1 Comparison between Zhang et al., and proposed protocol

Schemes Zhang et. al. protocol Proposed protocol
Types of messages

Registration messages 1 Tesy +1 Tyt 1 Tiny 1 Tespr +1 Tyt2 Tovy
Authentication 9 Tespr 12 Tepy +10 Ty 7 Tesps H8Ty+4 Tiy
messages
Password update 2 TES +2 TDS+1 TESM+6 TH+1 T]NV 2 TES +2 TD5+1 TESM+6 TH+1 TINV
messages
Total messages 1 Tespg F17 Tyt2 Tonp+2 Tepg 12 Tes 9 Tyt 19 Tywut3 Tinvgt2 Tepy 12 Trs
+2 Tps +2 Tps
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Table 2 Attacks on protocols under different conditions

Schemes Zhang et al. scheme Proposed scheme
Threats/Roundtrips

1. Modification attack

2. Man in the middle attack
3. Replay attack

4 Mutual Authentication

5. Denial of Service attacks

»n nn nn v

—
w2

6. Known key security
7. Perfect forward security
8. Session key secrecy
9. Stolen verifier attack

»n nn vnn nn

10. Denning sacco attack

a =B o TR Vo B Vs B Vs R 7 s BNV S B O B Vs B VS R O o}

11. Single round trip of protocol NP

S secure, IS insecure, NP not provided, P provided

The Zhang et al., scheme comprises 9 Trsy,+2 Tgpy +10 Ty authentication messages, while
the proposed scheme 77z, +8T+4 Tk messages. The Zhang et al., scheme incurs 9 scalar
multiplication computations (7gs), 2 elliptic curve point additions (7zp4) and 10 hash
operations (7};) in a single run of protocol. On the other hand, the proposed protocol incurs
7 Tesm, 8 Ty and 4 keyed hash (Tky) operations. Here we can see that the proposed protocol
incurs two less Tgzg, operations in comparison with Zhang scheme. The registration messages
are almost the same except one additional modular inversion operation in proposed scheme as
compared to Zhang scheme, which is negligible. The password changing procedure has been
same for both of the schemes (Table 1).

Hence, in the light of above performance analysis, we can say that the proposed scheme is
more efficient than Zhang scheme. The Table 2 summarizes the attacks on the Zhang and
proposed protocol, which shows the Zhang scheme might suffer denial of service attack on
both ends, because end parties need to maintain the variables during the session that could be
exploited by an adversary. The proposed scheme defends the denial of service threat, provides
enhanced security, cost effective and maintains reliability.

We have used Automated Validation of Internet Security Protocols and Applications
(AVISPA) to study the effects of reduced computation cost and call delay in the related
protocols. The proposed protocol leads to 40 % saving in average computation cost on end
points and 33 % call delay reduction due to smarter round-trip time than before. The two less
elliptic curve scalar multiplications in proposed protocol as compared with Zhang protocol,
contribute to these computational savings. In the future work the performance will be formally
evaluated and presented. Further, efficient ways to authenticate the relevant entities will be
presented and analyzed.

8 Conclusion
In this paper, we have determined several weaknesses in Zhang et al. scheme that includes

particularly, a possible denial of service attack, which is addressed in our proposed model.
Firstly, our proposed protocol authenticates the entities in a single round-trip. Secondly, it
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improves the security by the implementation of two server secrets used simultaneously for user
registration and authentication purposes, and escaping the possible denial of service attack.
Hence, it makes an efficient use of server resources by not engaging itself in the establishment
of partial sessions without authenticity, so that it needs not reserving resources for variables of
partially established sessions. In Zhang scheme, an accidental leakage of secret would render
the system in a fiasco. The use of two secrets in proposed scheme ensures the robustness in a
way that an accidental leakage of either of the two secrets would not expose the whole system.
Thirdly, our scheme employs fewer scalar multiplications than Zhang scheme which is the real
indicator for cost comparison.
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