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Abstract A novel removable visible watermarking (RVW) algorithm by combining Block
Truncation Coding (BTC) and chaotic map (RVWBCM) is presented in this paper. It embeds a
visible watermark in the BTC codes of images, namely both the host image and the
watermarked image are BTC compressed images. First, the original image is divided into
watermarked region and non-watermarked region, and a predicted version of original image can
be obtained by predicting pixel values in watermarked region. Second, adaptive embedding
factors are computed according to the image features. Third, the watermark is adaptively
embedded into two quantization levels of the BTC compressed image in visible manner.
Meanwhile, to further prevent illegal watermark removal, original bi-level watermark is
encrypted and then losslessly embedded in invisible manner by adjusting the relationship of
two quantization levels. At the receiver’s end, only authorized users can exactly extract original
bi-level watermark according the relationship of two quantization levels of BTC codes and
succeed in remove the embedded visible watermark to reconstruct the original image. The
experimental results show that this scheme can achieve a good balance between perceptual
transparence and the watermark strength (watermark visibility) and can resist common image
processing attacks. The proposed algorithm has low complexity and simplicity of implemen-
tation due to the use of BTC. It can be applicable to copyright notification and secure access
control in mobile communication.

Keywords Removable visible watermark - Block truncation coding - Chaotic maps - Image
smoothness
1 Introduction

Visible watermarking techniques are particular embodiments of digital watermarking [8, 10],
which overlay perceptual copyright information on the media in such a way that the watermark
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is intentionally perceptible to human observers but must not significantly obscure the image
details beneath it. In addition, the watermark must be hard to remove [13, 15]. A visible
watermark can deter attempts of copyright violations, but generally it is designed to be
irreversible so as to resist unintentional modifications or malicious attacks [7, 16]. Distortion
is unavoidably introduced into the host content during the visible watermark embedding and
causes degradation of media. Although the distortion is normally small, there are some
applications such as medical imagery, remote sensing, military and law enforcement, where
any permanent distortion introduced by watermarking is not allowable. This calls for new
visible watermarking techniques called removable [1] or reversible watermarking [11, 17],
which can revert to the high quality or exact copy of the original media by removing distortion
caused by the watermark embedding.

Hu et al. [6] proposed a user-key-controlled RVW scheme in discrete wavelet transform
domain by embedding a visually same but numerical different watermarked versions for
different users. Yang et al. [19] proposed a RVW algorithm in discrete cosine transform
(DCT) domain where the key dependent preprocessed watermark is adaptively superposed on
host image by considering human visual system characteristic of DCT coefficients. Both the two
visible watermarking schemes [6, 19] need original watermark during original image recovery.
However, the original watermark is not available in some real-time or low-bandwidth environ-
ments. Moreover, unauthorized users can obtain an acceptable original image by watermark
removal with a tiny different secret key.

Yip et al. [22] presented two lossless visible watermarking algorithms, Pixel Value
Matching Algorithm (PVMA) and Pixel Position Shift Algorithm (PPSA). They use the
bijective intensity mapping function and circular pixel shift to insert visible watermarks,
respectively. Liu and Tsai [9] exploit one-to-one compound mappings for overlaying visible
watermarks by mapping image pixel values to those of the desired visible watermarks.
Lossless though they are, these algorithms [9, 22] resort to the visible watermark for original
image recovery, and have low watermark visibility.

Some lossless visible watermark schemes [5, 18, 20, 23] remove visible watermark overlay-
ing on the cover image and recover original image by embedding some additional information
about the watermark and host image with reversible data hiding techniques. But due to the
embedded additional information, the visible watermark on the watermarked image produced by
these approaches is inevitably blurred in certain and is low visible especially in texture region.

The above-mentioned visible watermarking algorithms do not work in compressed domain
and are not suitable for real-life applications via internet. Yeh et al. [21] claimed that a reversible
visible watermarking method in JPEG compression domain was proposed, though it inserts the
visible watermark in DCT domain rather than compressed domain in fact. Farrugia [2] tries to
extend Yang et al.’s scheme [19] to compressed domain. His scheme completely uses the same
embedding strategy as Yang et al.’s and inserts the visible watermark in spatial domain,
although it adds JPEG compression after watermark embedding and decompression process
before watermark removal. Generally, mobile terminals have only limited batteries life, limited
memory, and limited computational power. Some complex computation is hard to implement
on these portable devices. BTC is a simple and fast compression method with relatively good
compression ratio [3]. In order to provide secure and real-time copyright protection for digital
media via internet or mobile terminals, a novel RVW algorithm applicable for BTC compressed
images is proposed in this paper. The visible watermark image is adaptively added to the BTC
compressed image by exploiting the image smoothness and luminance features so that the
watermark visibility is good. To prevent unauthorized users from recovering the original BTC
compressed image, the watermark is encrypted and then losslessly hidden by modifying the
relationship of two quantization levels of BTC codes.
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The rest of this paper is organized as follows. The principle of BTC is introduced in
Section 2. In Section 3, the proposed RVW scheme is presented. Experimental results are
given in Section 4, and finally the conclusion is made in Section 5.

2 Block truncation coding

BTC is a simple compression method based on moment preserving quantization [12]. There
are many different variants of BTC in the literature. We embed the visible watermark into
absolute moment block truncation coding (AMBTC) compressed images. There are
encoding phase and decoding phase in the AMBTC. During the encoding phase, the original
image is first divided into non-overlapping blocks of s x s pixels. The pixels in each block
are then classified into two groups according to the relationship between their values and the
certain threshold, such as the mean value of each block. The pixel values greater than or
equal to the threshold are marked as 1’s, otherwise denoted as 0’s. Meanwhile, a bitmap B is
used to record whether a pixel value is less than a certain threshold or not. So the pixel
values marked as 1’s are grouped into group 1, and others into group 2. The two quantization
levels a and b for each block can be computed using means of the corresponding group, and
higher mean a and lower mean b are computed as follow.

Zxk
xk>l
S (1)

*
ST qu<l
k=1,2,...,s Xs

Where s x s is the total number of pixels in the block and ¢ is the number of pixels greater than
the mean 1. x; is the intensity values of the pixels in the block of original image. Finally, each
image block is compressed by using two quantization levels a and b, and one binary bitmap B.

In the decoding processing, one can reconstruct image blocks from the compressed code
(a, b, B). The corresponding pixels marked as 1’s in the bitmap B are reconstructed by the higher
mean a, Otherwise, reconstructed by the lower mean b. Figure 1 shows an example of AMBTC
coding and decoding procedures. One can notice that the reconstructed AMBTC image blocks
will remain the same when interchange two quantization levels a and b, and perform Logical
NOT operation on the bitmap B. That is to say, the following equation always holds [4].

OP(a,b,B) = 0P<b, a,E). 2)

where B is the result of the logical NOT operation on the bitmap B, and the operator OP()
denotes the reconstruction function for AMBTC compressed image blocks.

Fig. 1 An example of AMBTC  fo0T0l126[143] [0 [ 1] 1] 1 90 [124[124]124
98 [131/92 (68| [0 1[0 [0 | [90][124[90[90
104/79]80]99| [0 [0 0] 0| [90]90]90]90
1to[t12[120(130] [ 1 [ 1| 1| 1| [124{124[124]124

@original image D bitmap (¢=8.  C reconstructed
block (I=107) a=124, b=90) image block
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3 Removable visible watermarking scheme for BTC compressed images

In order to achieve fast and secure visible watermarking schemes, this paper presented a new
RVW algorithm based on AMBTC. It prevents illegal watermark removal by embedding the
encrypted watermark signal into AMBTC codes according to the relationship between two
quantization levels in invisible manner, and produces the watermarked image with visible
watermark by superposing the visible watermark on two quantization levels. The details of
watermark embedding and removing processes are described in the following subsections.

3.1 Visible watermark embedding

During watermark embedding, pixels in compressed image / are overlapped with the corre-
sponding black logo pixels in the watermark W. The overlapped region in image / is the
watermarked region called /. and the other is the non-watermarked region called 7,,. Given an
AMBTC code C of host image / of m x n and a binary visible watermark W of m/s x n/s. The
flowchart of the visible watermark embedding is illustrated in Fig. 2 and details of the
watermark embedding procedure are described as follows.

Step 1: For the sake of simplicity, the visible watermark can be viewed as p-dimensional
vectors, where p=m/s x n/s is also the total number of blocks to be encoded. Read the
AMBTC code C of host image / and obtain a sequence of AMBTC code (a;, b;, B;),

=1, 2, ..., p.
Step 2:  Generate a mean array L from AMBTC codes, which have values /; = [W} in

non-watermarked region 7,,, otherwise ;=—1, and then an estimated mean image L
is produced from the mean array L by approximating the corresponding pixel values in
1. with the estimated pixel values and the non-watermarked pixel values in their

neighborhood. The intensity values /; of the estimated mean image L can be calculated

as follows.
a; + (s X s—q,;)b;
4ic + (s X s7q.)bi ] block; €I,
_ sXs
I = | N . (3)
m l/ + E lj s blOCk,‘ EIC
block ; €0, block ; €O,
iginal i Obtain BTC
Mb Zl)nde —»  Divide into the non- Generate estimated Compute visual
watermarked region and mean image based on factor according to
watermarked region non-watermarked region estimated image
Watermark image
Embed watermark into two
Encrypt watermark quantization levels of AMBTC «
Secret key . L
image codes in visible manner

Lossless embedding of
encrypted watermark in
invisible manner

Watermarkedl image

Fig. 2 Fowchart of visible watermark embedding
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Step 3

Step 4:

Fig. 3 An R x R neighborhood .
centered as block i, where R=3 Y

Where O;={non-watermarked blocks in the neighborhood of block i},
O,={watermarked blocks with estimated means in the neighborhood of block i}. The
block j belongs to the neighborhood of block i. An R x R neighborhood centered as
block i is illustrated in Fig. 3. [+] denotes the round function, |*| operator returns the
cardinality of this set, and ¢; is the number of 1’s in the bitmap of block i. Note that we
do not use the information of pixels in the watermarked regions for generating the

estimated mean image L . So the identical mean image L can be obtained from a
watermarked image by the receiver for the purpose of watermark removal.
Considering the nature of human vision that human eyes are more sensitive to
changes in smooth areas of an image than in textured areas, we can compute the
block smoothness according to the bitmaps of AMBTC codes as follows.

—2q.
ai:|s><s q,|—|—T. ()

SXS§S+T

Where 7 is a user-defined parameter for avoid zero smoothness factor and
division by zero in Eq. (6). The block smoothness a; will be unchangeable before
and after watermark embedding because that watermark insertion does not change
the absolute difference of the number of pixels in group 1 and group 2.

The eye is most sensitive to distortion in middle intensity regions and less
sensitive to distortion for brighter or darker background. So the luminance factor
can be roughly measured by the following equation based on the estimated mean

image L .

1255 /2‘
=1 1 5
b="3573 (5)
Based on the above consideration of human visual perception, the visual factor for
watermark embedding strength can be written as
Bi
Vi = E- (6)

To avoid obtrusive embedding, the visual factor y is normalized to a narrow

range [r;, r>] by using Eq. (7).

~ ) —r;

Vi :mx (v;—min(y)) + 1. (7)

SN ) block i
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N
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™ Rx*R neighborhood

O Qi

J |
- ! . watermarked block
~
Y O Q estimated watermarked block €0,
‘ . \l:‘ non-watermarked block €0,
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Where max() and min() are maximum and minimum functions respectively, and
r1, ¥2 (0<r;, r»<1) are predetermined parameters. It can be seen that the greater the
value of the visual factor 7 , the higher the watermark strength.

Step 5: For each triple (a;, b;, B;), Embed adaptively the visible watermark signal to
produce the triple (a/,b/,B;) by modifying the two quantization levels of
AMBTC codes according to Eq. (8) as below.

t, Wi =1
£ = (1=3) pt +73.Wa4, wi=0,1;>=G (8)
(1=7,) pat + 7,255 W), wi= 0.1 < Gy

Where ¢ € {a,, b;}, t' €{a;,b;}, p; and p, are user-defined constants, and p, €
[0.5, 1], po € [1, 5.1]. To achieve good balance between visual quality of stego
image and watermark visibility, generally the watermark component W, € [15, 40]
and gray threshold G; is the mean of minimum grayscale and maximum grayscale
value. Especially W,=20 and G; is set to 128 in the experiments. This embedding
strategy makes the intensity of the visible watermark high and low for dark and
light gray background respectively, and ensures good watermark visibility.

Step 6: Use a chaotic logistic map [14]

Va1 = 1, (17,)- 9)

with the secret key key; in the open interval (0, 1) as the initial value y, to generate
a pseudo-random binary sequence D;={D;(i)| D;(i)=0, 1, i=1, 2, ..., p}. And then
apply the chaotic map with another secret key key, to produce a pseudo-random
integer sequence D, whose elements have different integer value in the closed
interval [1, p]. The bifurcation parameter p should be chosen from the half-
open interval (3.599456, 4) so as to ensure that the logistic map falls in a chaotic
state.

Step 7: Perform element-wise XOR operation on two sequences D; and W to produce
modulated watermark signal ', and then the encrypted watermark #" can be
obtained by scrambling the modulated signal /7’ using the pseudo-random integer
sequence D,.

Step 8: To prevent illegal watermark removal, the encrypted watermark " is losslessly
embedded in BTC codes in invisible manner. For each block i with triple (a;,b;, B;),
we change the triple (a/,b/,B;) to (b/,a/,?l-) if the corresponding encrypted
watermark bit w; =0. Otherwise, the triple (a},b;,B;) remains unchanged. So, the
lossless embedding strategy can be written as

(ai',bi,B;) = (bi’ai’Bi> fwi =0 (10)
(a/',b{,B;) else

The entire watermarked AMBTC code stream C’ will be obtained when all the
encrypted watermark bits are embedded, and finally the watermarked BTC com-
pressed image /,, is generated.
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3.2 Visible watermark removal and image recovery

The procedure of removing the visible watermark is roughly the inverse operation of the
embedding procedure. Given private keys key; and key,, and the watermarked image 7, the
steps for watermark removal are as follows:

Step 1: Read AMBTC code stream C' from he watermarked image /,, and get the triple
(a;, bj, B;) for each block i.
Step 2:  For each triple (a/, b;, B;), extract the encrypted watermark bits according to the
relationship of two quantization levels by
W = { 1, a,-: > bi', or (a,»: = b,»: and q; > 0). (11)
0, a/ <b/ or (a/ =b/andq;,=0)

Step 3:  Use Eq. (9) with the same secret key key; and key, to generate a pseudo-random
binary sequence D; and a pseudo-random binary sequence D,, and then the
modulated watermark signal " can be got by descrambling the encrypted water-
mark W with D,. Furthermore, apply an element-wise XOR operation between
the watermark signal W and the sequence D, to generate the original watermark 7.
Note that unauthorized users without correct secret keys can not extract the exact
watermark signal, so illegal users can not remove the visible watermark from the
watermarked image.

Step 4:  Produce the estimated mean image L based on the BTC codes of non-watermarked
regions in the watermarked image using Eq. (3), and go further to deduce the visual
factor 4 using the same methods as step 3 and step 4 in watermark embedding
process.

Step 5: Remove the visible watermark component for each image block with the triple
(a;, bj, B;) using

l‘,7 w; = 1
t'—~.W ~
LT w=0,0;>= G
t = Pl(l_'Yi) . (12)
t'—~.(255-W ~
%(—~A)7 w;=0,1;,< G
Pz(l_%’)

Where t € {a;, b;}, t' €{a;, b;}.
Finally, the unmarked image can be reconstructed according to the BTC codes
(a,, b;, B;) for each block when the visible watermark is removed.

4 Experimental results and analysis
The proposed removable visible watermarking algorithm (RVWBCM) has been implemented

and intensively tested on many different types of grayscale images of 512x512 from the USC-
SIPI image database and some binary watermark patterns of 128x128 for evaluating its
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performance. Figure 4 shows some AMBTC compressed image and two visible binary water-
mark images for evaluation. The block size for AMBTC compression is 4x4 (i.e. s = 4). In the
experiments, we set parameter 7=0.01 to avoid division by zero in Eq. (6), and »;=0.1, 7,=0.3,
W,=20, G;=128, p;=0.9, p,=1.3 are empirical values determined by statistical experiments
(see Eq. (7) and Eq. (8)). The bifurcation parameter p=3.618742 in Eq. (9) is arbitrarily chosen
from the range (3.599456, 4).

4.1 Watermarked image quality

Figure 5 shows the visible watermarked images generated by the proposed RVWBCM scheme
using AMBTC compressed images with different texture characteristics and various watermark
logos from Fig. 4. From these resultant images, we find that visibly embedded watermark logos
do not obscure obviously the image details, and that the watermarked images have good visual
quality for different types of images although the overlaid visible watermark patterns are visible
enough. The corresponding PSNR values of these watermarked images are list in Table 1. From
the data in the Table, we can see that the RVWBCM scheme obtains about 24.50 dB PSNR for
different host images and watermark patterns on average, and that it can achieve pleasant visual
quality of watermarked images under various types of images range from highly textured
images to smooth images.

Fig. 4 Some test images. a—d are

512x512 AMBTC compressed ’
images, and e—f are binary water-
mark images

F
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Fig. 5 Watermarked images gen-
erated by embedding various wa-
termark patterns into different
BTC compressed images

d Barbara

4.2 Watermark visibility
Visibility is a term associated with the human visual perception, and means that the embedded

watermarks should have high intensity contrast under satisfactory visual quality of water-
mark images. At first, we can evaluate subjectively the visibility by carefully observing the
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Table 1 PSNR value of

watermarked images (Unit: dB) Watermark pattern ~ Lena Baboon  F-16 Barbara
logo 1 255945 256151  24.8103  24.8246
logo 2 24.0509  24.1264  23.5584  23.6865

watermarked image as shown in Fig. 5. Figure 5 demonstrates that the watermarked images
produced by the RVWBCM scheme have satisfactory watermark translucence for various types
of test images range from fairly smooth images like Lena to highly textured images like
Baboon. Furthermore, the watermark visibility can be measured by the visible watermark
content in the difference image between host image and watermarked image as shown in
Fig. 6. From Fig. 6, it can be seen that the watermark strength is adaptive to host images and the
watermarks are apparently recognizable in different types of watermarked images.

Finally, an objective measurement called normalized energy (NE) is designed to evaluate
the watermark visibility and it can be computed based on the difference image E as follows.

3 ey

I<x<m1<y<n

Z Z 255% x (1-w(x,y)) (13)

1<x<m 1<y<n

NE =

Where e (x, y) denotes the pixel value of difference image E.
We test the normalized energy of difference image of different methods when the PSNR
values of watermarked images generated by different methods are roughly the same.

Fig. 6 Difference images be-
tween host image and
watermarked image by embed-
ding logo of Fig. 4e

a Lena b Baboon

C F-16 d Barbara
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Table 2 Comparison of water-
mark visibility using different Lena Baboon  F-16 Barbara  Average

methods
PVMA[22] 0.0148 0.0138 0.0141 0.0187 0.0154

RVWBCM  0.0217  0.0213  0.0243  0.0236 0.0227

Comparisons of watermark visibility are provided in Table 2. The proposed RVWBCM
scheme can achieve 47 % higher normalized energy than Yip et al.’s PVMA method [22].
From the table we can observe that the RVWBCM method has better watermark visibility
than PVMA scheme [22] for different types of images.

4.3 Comparison of unmarked image quality

In this RVWBCM scheme, given the watermarked image and secret keys, one can remove
successfully the visibly embedded watermark pattern from the watermarked image. The
visible watermark removal and high-quality restoration of the host image are only dependent
on the secret key, and visible watermark removal do not resort to original watermark. This is
because that authorized users can extract the binary watermark from the watermarked image
before visible watermark removal. In order to evaluate effectively the removability of this
proposed visible watermarking scheme, we compare the performance of the proposed
algorithm with that of Yang et al. algorithm [19] in terms of PSNR values of unmarked
images and the comparison results are listed in Table 3. Note that the RVWBCM scheme
uses logo 1 as the watermark pattern and Yang et al. scheme embedded the gray-level
version of logo 1 into host images in comparison experiments. From Table 3, we find that the
unmarked images legally recovered by the proposed algorithm with the correct secret keys,
have 8.20 dB higher PSNR values than those of Yang et al. algorithm on average. This
shows that the proposed RVWBCM algorithm is superior to Yang et al. method in terms of
the unmarked image quality.

4.4 Robustness

An excellent visible watermarking scheme demands that the visible watermarks overlaid on
host images be hard to remove illegally. Figure 7 gives some robustness experimental results by
visibly embedding logo1 of Fig. 4¢ into Lena BTC compressed image. The visible watermark
on the attacked images is clearly recognizable. This implies that the watermark component is
still in these images. So from Fig. 7 we can see that the proposed algorithm is robust against
common image processing attacks such as image enhancement, image filtering, collusion
attack, and image compression.

4.5 Security analysis

The proposed RVW algorithm has two different combinations of secret key. If each key is a
floating-point number of 15 digits, then there are 15+15=30 uncertain digits. So the possible

Table 3 Comparison of visual
quality of unmarked images by le- Methods Lena Baboon F-16 Barbara  Average

gal removal (Unit: dB)
Yang et al. [19] 54.8047 49.5999 50.7429 47.4573 50.6512

RVWBCM 58.9229 589100 58.7905 58.8642 58.8719
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Fig. 7 Robustness against image
processing attacks. The
watermarked images (a), (b), (c),
(d), (e) and (f) are generated by
histogram equalization, 5x5 mean
filtering, Laplacian sharpening,
averaging 20 different
watermarked image versions,
JPEG compression with quality
factor 10 and JPEG2000 com-
pression with compression ratio
60:1, respectively

@ JPEG compression

fJPEG 2000 compression

key space is 10°°. The RVW algorithm with such a large key space is sufficient for reliable
practical use and has the ability to resist brute-force attack. Figure 8 demonstrates that

Fig. 8 Legal and illegal water-
mark removal. Correct keys for
legal removal and incorrect keys
for illegal removal are different by
only the last single digit

@ Springer
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Table 4 Comparison of visual
quality of recovered images by il- Method Lena Baboon F-16 Barbara  Average

legal removal (Unit: Db)

Yang et al. [19] 33.2247 32.9391 32.9437 32.8409 32.9871
Hu et al. [6] 38.3400 37.9600 37.8900 38.1500 38.0850
RVWBCM 18.8457 18.4270 17.3493 18.5821 18.3010

authorized users with correct keys can remove effectively the embedded visible watermark
on the watermarked image. However, illegally recovered image with incorrect user keys
contains much too energy residue of the visible watermark, and has low PSNR value of
18.8457 dB. In addition, we compare the proposed algorithm with existing reversible visible
watermarking schemes such as Yang et al.’s scheme and Hu et al.’s scheme [6] in order to
verify the security against illegal removal, and the comparison experimental results are also
listed in Table 4. From Table 4, the average PSNR value of the recovered images by illegal
visible watermark removal with the proposed RVWBCM algorithm are about 18.30 dB, and
is much lower than that of Yang et al.’s method (about 32.98 dB) and Hu et al.’s approach
(about 38.08). This indicates that the proposed RVWBCM algorithm is superior to previous
RVW schemes in terms of illegal watermark removal.

Moreover, as we all know, computational complexity of BTC coding is much less than
DCT, DWT and VQ. Generally, BTC-based visible watermarking schemes can achieve less
time cost than existing schemes based on common image coding standards. Perhaps visible
watermarking schemes based on BTC are expected to provide real-time copyright protection
via internet.

5 Conclusion

This paper presented a removable visible watermarking scheme applicable for BTC com-
pressed images. The visible watermark strength is adaptive to host image content by
exploiting image features in BTC compressed domain. To prevent unauthorized users from
recovering the original pixels in the watermarked region, this method invisibly embeds the
binary watermark sequence in the visibly watermarked image. This ensures that only
authorized user can succeed in remove the visible watermark and obtain high quality
unmarked image. The key space is large enough to be able to resist brute-force attack.
Moreover, the visible watermark removal doesn’t need the information of original binary
watermark, and watermark embedding and watermark removal operate in BTC compressed
domain. In a word, the proposed RVWBCM scheme is secure and has low computational
cost, and it can provide real-time copyright protection and secure access control of digital
media via internet or mobile terminals. In the future, to achieve broader applicability of
RVW schemes, we will develop RVW scheme applicable for common compression standard
such as JPEG.
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