
High capacity reversible hiding scheme based
on interpolation, difference expansion,
and histogram shifting

Tzu-Chuen Lu & Chin-Chen Chang & Ying-Hsuan Huang

Published online: 7 February 2013
# Springer Science+Business Media New York 2013

Abstract Difference expansion and histogram shifting methods are two popular hiding
strategies that have been widely used in many researches. For example, Hong and Chen
developed a reversible hiding method based on interpolation and histogram shifting. The
image quality of their scheme is exceptional; however, their scheme needs to keep and
transmit two peak points for secret data extraction and pixel recovering. Moreover, the
reference pixels in their scheme cannot be used to embed secret data that will decrease the
hiding capacity. Therefore, this paper shall propose a reversible hiding method to enhance
their scheme. The proposed method applies the difference expansion, histogram shifting and
interpolation strategies to conceal secret data in the reference pixels for increasing the hiding
payload. Experimental results indicate that the proposed method performs better in terms of
hiding capacity than recently developed methods.
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1 Introduction

Internet is a convenient and speedy way to share and transmit digital data. In order to ensure the
confidentiality of the transmitted data, many people use cryptographic techniques to encrypt the
data to generate the meaningless ciphertext [3, 8, 9]. However, the ciphertext might be attacked
by illegal hackers. To overcome this problem, many information hiding methods have been
developed [1, 4–7, 10–18, 20–26, 28–31]. A hiding method embeds secret data into a cover
image to generate a stego image. Because the cover image and stego image are similar, hackers
cannot detect that the secret information is concealed in the stego image.

Information hiding schemes can be further divided into two categories, reversible [1, 4, 5,
7, 10, 11, 13, 14, 16, 17, 20–25, 28, 31] and irreversible [6, 12, 15, 18, 29, 30]. An
irreversible hiding scheme can extract the secret information but can not recover the original
image from the stego image. On the contrary, a reversible hiding scheme not only can extract
the secret information but also recover the original image from the stego image.

In the past decade, many reversible hiding methods have been developed. Most of them are
based on compression [4, 5], difference expansion [1, 16, 21, 23] and histogram shifting
techniques [10, 11, 14, 17, 22, 24, 28, 31]. For example, Celik et al. developed a
compression-based reversible hiding method in 2005 [4]. In the scheme, a cover image is
quantified to produce an image. Next, the differences between the cover pixels and quantifica-
tion pixels are calculated and compressed by a lossless compression method. The compressed
results, along with the secret data, were embedded into the cover image to generate the stego
image. The scheme is simple. However, the amount of the compression results is massive,
thereby seriously influencing the image quality and reducing the hiding capacity.

Hence, Chan et al. applied Haar digital wavelet transform (HDWT) and Huffman coding
to improve Celik et al.’s scheme [5]. In their scheme, a spatial-domain cover image is
transformed into the frequency-domain image, which consists of four sub-bands: low-low
(LL), high-low (HL), low-high (LH) and high-high (HH). The coefficients in the HH sub-
band are compressed by Huffman coding. The compression results and secret data are
embedded into HH sub-bands.

Chan et al.’s scheme is great for smooth images but not good for complex images.
Because the size of the compressed codes for a complex image is huge, the scheme cannot
spare more space for hiding secret data.

Tian developed a difference expansion (DE) method for embedding secret data in 2003
[23]. In Tian’s scheme, the average value and the difference between two adjacent pixels are
calculated. The difference is then doubled to generate an even value. Then, the secret bit is
added into the even value to produce an expansion difference. The expansion difference is
then equally shared with the adjacent pixels. The hiding capacity of Tian’s scheme is lower
than 0.5 bpp.

To increase the hiding capacity of Tian’s scheme, Alattar developed an integer transform
method in 2004 [1]. In the scheme, four cover pixels can be used to embed three secret bits.
Therefore, the ideal hiding capacity of this method is 0.75 bpp. In the same year, Thodi and
Rodriguez designed a reversible hiding method based on the inherent primitive edge detector
[21]. The edge detector is used to generate a prediction value. The difference between the
current embedding pixel and the prediction value is calculated. The scheme doubles the
difference and embeds the secret bit in the expansion difference. The image quality of this
method is satisfactory and its hiding capacity is close to 1 bpp.

In 2009, Tseng and Hsieh developed a prediction-based reversible hiding method [25], in
which the scheme first computes a prediction value for the current embedding pixel. The
prediction value is the average value of the upper pixel and the left pixel. Then, the scheme
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calculates the difference between the current pixel and the average value. If the difference is
smaller than a predefined threshold, the difference can be used to embed secret data.
Although image quality with this method is high, its hiding capacity can be enhanced
further. Furthermore, the hiding capacity of this method is related to a pre-determined
threshold. However, setting an appropriate threshold is difficult for users.

Liu et al., in 2011, proposed a reversible data hiding method based on DE and bilinear
interpolation. In their scheme, two secret bits can be embedded into one cover pixel [16].
This approach divides the cover image into several blocks, sized 2×2. Next, the prediction
value is produced by the bilinear interpolation method, and the difference between the
current embedding pixel and the prediction value is calculated for each block. The maximum
absolute difference for each block is extracted to determine whether the pixel in a block can
embed two secret bits or not. If the maximum absolute difference is smaller than the pre-
determined threshold, then the pixel can embed two secret bits. Therefore, the ideal hiding
capacity of this method is better than that of the other four methods [1, 21, 23, 25].

The hiding methods based on DE [1, 21, 23] have excellent hiding capacity. However, this
kind of method may have overflow and underflow problems. To overcome such problems, DE-
based methods [1, 21, 23] usually use a location map to record the pixel having an overflow or
underflow problem. In addition, a locationmap is concealed into the cover image alongwith the
secret message for the receiver to restore the original image. The location map and extra
restoration information may seriously distort the image and reduce the hiding capacity.

Histogram is another popular technique used in information hiding [10, 11, 14, 17, 22, 24,
28, 31]. In 2006, Ni et al. developed a histogram-based hiding method [17]. In this scheme, the
pixel in the cover image is compiled to generate a histogram. The most frequently occurring
cover pixel in the histogram is called the peak point and the least frequently occurring cover
pixel is called the zero point. The pixels ranging from the right one of the peak point to the zero
point are increased by 1 to create a concealing space, while the pixels of the peak point are used
to embed secret data. Therefore, the maximum modification of a pixel with this method is 1.
Although the stego image quality produced by this method is great, the hiding capacity is poor.

In 2007, Thodi and Rodriguez combined the inherent primitive edge detector and
histogram techniques to improve the image quality and hiding capacity of Tian’s method
and Thodi and Rodriguez’s method [22]. Although the hiding capacity and image quality of
this method are satisfactory, the approach requires an overflow location map to record
whether a pixel can embed a secret message or not. To reduce the size of the overflow
location map, Hu et al. designed a payload-dependent overflow location map [11]. Their
scheme divides the histogram into two regions; one is an embeddable region and the other is
a shifting region. The pixels having the overflow problem of the shifting region is fewer than
those of the embeddable region. Therefore, the size of the overflow location map of Hu’s
scheme is smaller than that of Thodi and Rodriguez’s scheme.

Besides, Tsai et al. proposed a linear prediction reversible data hiding method [24]. In
their scheme, the cover image is divided into several non-overlapping blocks, sized 3×3.
Differences between the center pixel and its eight adjacent pixels are calculated for each
block. Tsai et al. generated a difference histogram for hiding secret message. Because the
center pixel is similar to its adjacent pixel, most of differences are close to 0. They concealed
the secret message in the adjacent pixels, whose difference is equal to 0. In their scheme, the
center pixel is a prediction value that cannot be used to embed secret data.

In 2009, Yang et al. proposed a reversible data hiding method based on interleaving a
max-min difference histogram [28]. Different from Tsai et al.’s method [24], Yang et al.’s
scheme uses the maximum or minimum pixel to generate the prediction value for each block.
Consequently, the prediction result and hiding capacity of Yang et al.’s scheme are good.
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Li et al. also proposed a histogram-based reversible hiding method in 2009 [14]. Two
neighboring pixels are subtracted to compute the difference. The differences are then
compiled to generate a histogram. They then choose one peak point to embed secret data.
The image quality and hiding capacity of their method are good; however, the scheme needs
to keep one peak point to extract secret data and recover the original image. In order to
remove the extra information, Zhao et al. proposed the multilevel histogram modification
method based on Li et al.’s scheme [31]. They used an integer pointer to determine whether
the difference in the histogram is embeddable or not. The method does not maintain the extra
information such as peak point or zero point.

Hong and Chen utilized the interpolation method, histogram method and detection
technique of smooth and complex blocks to embed secret data [10]. In their scheme, the
cover image is divided into several blocks, and these blocks are classified into smooth block
or complex block. If the block is complex, the pixel remains unchanged. Otherwise, the
interpolation method and pre-determined reference pixel are used to produce the interpola-
tion pixel. The difference between the interpolation pixel and embeddable pixel is calculated
to compile a histogram. They also use two peak points to embed secret data. Similar with Li
et al.’s scheme, Hong and Chen’s scheme also needs to maintain the extra information.
Moreover, in their scheme, the reference pixel cannot be used to conceal secret data. In Hong
and Chen’s method, if the number of secret data is higher than the frequency of peak point,
then the algorithm is reapplied to embed the remaining secret data that will increase
computational burden and time cost.

Therefore, this paper shall propose an enhanced hiding scheme to improve Hong and
Chen’s scheme. The proposed scheme applies DE, histogram and bilinear interpolation
strategies to embed a secret message. In the proposed scheme, the reference pixel also can
be used to embed the message. Hence, the hiding capacity of the proposed scheme is high
and its stego image quality is satisfactory.

2 Related work

Hong and Chen’s algorithm is expressed as follows [10].

Step 1: Classify cover pixel Pi,j as the reference pixel and the embeddable pixel by using
the equation:

Ii;j ¼ 0; if mod ði; ΔÞ ¼ 0 and mod ðj; ΔÞ ¼ 0;
1; otherwise;

�
where Ii,j represents the pixel and is the reference pixel or the embeddable pixel. i
and j represent the position of the pixel in the cover image and Δ refers to a
threshold used to control the number of reference pixels.

Step 2: If Ii;j ¼ 0; mod i
Δ þ j

Δ

� � ¼ 0; and Range Pi�Δ;j; Pi;j�Δ; PiþΔ;j; Pi;jþΔ

� �
< T1 , then

modify Ii,j as 1. In other words, the reference pixel is changed as the embeddable
pixel. Notably, T1 is the second threshold used to reduce the number of reference
pixels.

Step 3: If the four indices Ii;j; IiþΔ;j; Ii;jþΔ; IiþΔ;jþΔ

� �
are equal to 0 and Range Ii ;j ; IiþΔ;j ;

�
Ii;jþΔ; IiþΔ;jþΔÞ > T2 , modify Ii',j' as 0, where i � i

0 � iþΔ; j � j
0 � iþΔ, and T2

refers to the third threshold, which increases the number of reference pixels to reduce
image distortion.
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Step 4: To avoid underflow/overflow problems, if the cover pixel Pi,j is equal to 0, then
change the cover pixel Pi,j to be 1 and record its position information (i.e., i and j).
If the cover pixel Pi,j equals 255, then change the cover pixel Pi,j to be 254 and
record its position information.

Step 5: Compress the position information in Step 4 by using the run-length compression
method.

Step 6: Obtain interpolation pixel bPi;j by using all reference pixels (i.e., Ii,j=0) and the
interpolation method.

Step 7: Calculate the prediction error ei,j between the embeddable pixel (i.e., Ii,j=1) and

interpolation pixel bPi;j .
Step 8: Compile the occurrence number of prediction error ei,j to produce a prediction error

histogram. In the histogram, M1 denotes the prediction error with most occurrence
frequency. M2 refers to the prediction error with the second largest occurrence
frequency.

Step 9: Embed secret data and the compressed results into prediction error ei,j by using the
following equation:

e
0
i;j ¼

ei;j þ w; if e i ;j ¼ M1;
ei;j � w; if e i ;j ¼ M2;
ei;j þ 1; if e i ;j > M1;
ei;j � 1; if e i ;j < M2;

8>><>>:
where w represents secret data and compressed results.

Step 10: The modified prediction error e
0
i;j is increased by interpolation pixel bPi;j , i.e.,

P
0
i;j ¼ e

0
i;j þ bPi;j , where P

0
i;j denotes the stego pixel.

3 Proposed scheme

The proposed method has two phases—the data embedding phase and the extraction and
recovering phase. Both of them are introduced in Subsection 3.1 and Subsection 3.2,
respectively. Subsection 3.3 examines the overflow and underflow problems and applies a
mechanism to resolve them.

3.1 Data embedding phase

Figure 1 shows our flowchart of the embedding phase, with its details described as follows. The
pixels in a cover image sized W×H are classified into two types: the reference pixels, Rkðk ¼
1; 2; . . . ; W

2

� �� H
2

� �Þ; and the embeddable pixels, Elðl ¼ 1; 2; . . . ; W � H � W
2

� �� H
2

� �Þ;
where k and l represent the location of the reference pixel and that of the embeddable pixel. The
diagram is shown in Fig. 2. After reference pixel Rk and embeddable pixel El are determined, the
interpolation pixels Ilðl ¼ 1; 2; . . . ; W � H � W

2

� �� H
2

� �Þ are obtained by using the equation

Il ¼ avg
Xn
z¼1

neglz

 !
; n 2 2; 4f g: ð1Þ

Equation (1) is equivalent to the traditional bi-linear interpolation method. The equation
is used to compute the average value of the reference pixels which around the embeddable
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pixel El. In this equation, n denotes the number of neighboring reference pixels of pixel El, and
neglz represents the zth neighboring reference pixel of the pixel El; for example, the reference
pixels of E4 are R1, R2, R3 and R4. Hence, I4 is the average value of these four pixels.

Next, the scheme computes the difference dl between the embeddable pixel El and
interpolation pixel Il, i.e., dl=El−Il. If the absolute difference |dl| is larger than the pre-
determined threshold T, then the pixel is non-embeddable. The scheme applies the histogram
shifting equation to shift the pixel. The shifting equation is

E
0
l ¼

El þ T þ 1ð Þ; if d lj j > T and d l � 0;
El � T þ 1ð Þ; if d lj j > T and d l < 0:

�
ð2Þ

Otherwise, if the absolute difference |dl| is smaller than the pre-determined threshold T,
then the scheme embed a secret message s by using the equation

E
0
l ¼ Il þ 2� dl þ s; ð3Þ

where s∊{0,1} and E
0
l is the stego pixel.

In order to increase the hiding capacity, the scheme also embeds a secret message into the
reference pixels Rk. The embedding process of Rk is similar to that of El, and it is listed below:

& Compute the difference dk between the reference pixel Rk and its right pixel E
0
k , i.e.,

dk ¼ Rk � E
0
k .

Cover Image
Select

Reference Pixel

Calculate the Difference 

between Embeddable Pixel 

and Interpolation Pixel

Embed Secret Data 

into Difference
Stego Image

Predict Pixel by Using

Interpolation

Calculate the Difference 

between Reference Pixel 

and Stego Pixel

Embed Secret Data 

into Difference
Stego Image

Fig. 1 Flowchart of our embedding phase

R1 E1 R2 E2

E3 E4 E5 E6

R3 E7 R4 E8

E9 E10 E11 E12

Fig. 2 Cover image
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& Determine if the reference pixel is embeddable or not. If the absolute difference |dk| is
larger than the pre-determined threshold T, the reference pixel Rk is shifted by using the
shifting equation

R
0
k ¼

Rk þ T þ 1ð Þ; if d kj j > T and d k � 0;
Rk � T þ 1ð Þ; if d kj j > T and d k < 0:

�
ð4Þ

Otherwise, if the absolute difference |dk| is smaller than the pre-determined threshold T,
the scheme embeds the secret message by using the equation

R
0
k ¼ E

0
k þ 2� dk þ s: ð5Þ

The proposed setting threshold method is the same as that of Chang et al.’s method [7].
The number of the difference d ranged in [–T, T] is counted. If the hiding capacity is smaller
than the number of secret messages, threshold T is then increased by one. Otherwise, the
current threshold T is an appropriate threshold, capable of improving stego image quality
more than other thresholds.

An example is presented to illustrate the embedding procedure. Figure 3(a) shows an
example cover image, sized 4×4. Suppose that the secret bits are {0, 1, 1, 0, 0, 0, 0, 0, 0, 0,
0, 0, 0, 1} and the threshold T is four. First, the four reference pixels are {160, 160, 150, 150}.
Then, the interpolation pixels Il= {160, 160, 155, 155, 155, 155, 150, 150, 150, 150, 150, 150}
are obtained by using Eq. (1). The differences dl between the embeddable pixels El and the
interpolation pixels Il are calculated: d1=E1−I1=160−160=0, d2=E2−I2=160−160=0, and so
on. The first and second differences (d1=0 and d2=0) are less than the threshold, hence Eq. (3)
is used to embed the secret data {0, 1}. The results of embedding are E

0
1 ¼ I1 þ 2� d1 þ s ¼

160þ 2� 0þ 0 ¼ 160 and E
0
2 ¼ I2 þ 2� d2 þ s=160+2×0+1=161.

Next, the third and fourth differences (d3=−5 and d4=−5) are larger than the threshold T,
hence they are shifted using Eq. (2): E

0
3 ¼ E3 � T þ 1ð Þ ¼ 150� 4þ 1ð Þ ¼ 145 and E

0
4 ¼

E4 � T þ 1ð Þ ¼ 150� 4þ 1ð Þ ¼ 145 . The differences (d5=0, d6=0, d7=0, d8=0, d9=0,
d10=0, d11=0, and d12=0) are smaller than the threshold T, so the secret data {1, 0, 0, 0, 0, 0,
0, 0} are embedded into the embeddable pixels. Figure 3(b) presents the stego image.

To increase the hiding capacity, the reference pixels are used to embed secret data. First,
the differences dk between the reference pixels Rk and the pixels Ek

′ on the right hand side of
Rk are calculated: d1 ¼ R1 � E

0
1 ¼ 160� 160 ¼ 0; d2 ¼ R2 � E

0
2 ¼ 160� 161 ¼ �1 , and

so on. These four differences are less than the threshold T, so Eq. (5) is utilized to embed
secret bits {0, 0, 0, 1}. The results are R

0
1 ¼ E

0
1 þ 2� d1 þ s ¼ 160þ 2� 0þ 0 ¼

160; R
0
2 ¼ E

0
2 þ 2� d2 þ s ¼ 161þ 2� �1ð Þ þ 0 ¼ 159 , and so on. Figure 3(c) displays

the stego image with high hiding capacity.

160 160 160 160

150 150 155 155

150 150 150 150

150 150 150 150

(a) Cover image

160 160 160 161

145 145 156 155

150 150 150 150

150 150 150 150

(b) Stego image

160 160 159 161

145 145 156 155

150 150 151 150

150 150 150 150

(c) Stego image with
high hiding capacity

Fig. 3 Example of embedding data procedure
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3.2 Extraction and recovery phase

Figure 4 shows our flowchart of the extraction and recovery phase, with its details described
as follows. When a receiver obtains the stego image and the threshold T, the stego pixel will
be classified as the reference pixel, R

0
k k ¼ 1; 2; . . . ; W

2

� �� H
2

� �� �
; and embedded pixel,

E
0
l l ¼ 1; 2; . . . ; W � H � W

2

� �� H
2

� �� �
; in the same way as in data embedding phase. The

scheme first extracts the concealed message from the reference pixels. The difference d
0
k

between the stego reference pixel R
0
k and its right pixel E

0
k is derived by d

0
k ¼ R

0
k � E

0
k . If

d
0
k

		 		 � 2� T þ 1 , the reference pixel R
0
k has a secret message in it. The scheme extracts the

secret bit s by using the equation

s ¼ mod d
0
k ; 2


 �
ð6Þ

and recovers the original reference pixel Rk by using the equation

Rk ¼
E

0
k þ

d
0
kj j
2

� 
; if R

0
k � E

0
k;

E
0
k �

d
0
kj j
2

� 
; otherwise:

8>><>>: ð7Þ

Otherwise, if d
0
k

		 		 > 2� T þ 1 , the reference pixel does not have a secret message in it.
The original reference pixel Rk can be recovered by using the equation

Rk ¼ R
0
k � T þ 1ð Þ; if R

0
k � E

0
k;

R
0
k þ T þ 1ð Þ; otherwise:

�
ð8Þ

Next, the scheme extracts the message from E
0
l . First, the interpolation pixel, I

0
l �

l ¼ 1; 2; . . . ; W � H � W
2

� �� H
2

� �� �
; is generated by Eq. (1). Then, the scheme calculates

Stego Image
Select

Reference Pixel

Calculate the Difference 

between Embeddable Pixel 

and Interpolation Pixel

Extract Secret Bit

and Recover Pixel
Stego Image

Predict Pixel by 

Using Interpolation

Extract Secret Bit

and Recover Pixel
Cover Image

Calculate the Difference 

between Reference Pixel 

and Stego Pixel

Fig. 4 Flowchart of our extraction and recovery phase
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the difference d
0
l between the embedded pixel E

0
l and interpolation pixel I

0
l by dl ¼ E

0
l � I

0
l .

If d
0
l

		 		 � 2� T þ 1 , then the secret message is embedded in E
0
l and can be extracted by

using the equation

s ¼ mod d
0
l ; 2


 �
: ð9Þ

The original pixel is recovered by using the equation

El ¼
I
0
l þ

d
0
lj j
2

� 
; if E

0
l � I

0
l;

I
0
l �

d
0
lj j
2

� 
; otherwise:

8>><>>: ð10Þ

Otherwise, if d
0
l

		 		 > 2� T þ 1; E
0
l does not have a secret message in it. The original

pixel is recovered by using the equation

El ¼ E
0
l � T þ 1ð Þ; if E

0
l � I

0
l;

E
0
l þ T þ 1ð Þ; otherwise:

�
ð11Þ

An extraction and recovery example is introduced as follows. Figure 3(c) shows a stego image
and the threshold T is four. After reference pixels ( R

0
1 ¼ 160; R

0
2 ¼ 159; R

0
3 ¼ 150; and

�
R

0
4 ¼

151Þ are determined, the differences d
0
k between the reference pixelsR

0
k and its right pixelE

0
k are

calculated by d
0
1 ¼ R

0
1 � E

0
1 ¼ 160� 160 ¼ 0; d

0
2 ¼ R

0
2 � E

0
2 ¼ 159� 161 ¼ �2; and so

on. Since these four differences d
0
1 ¼ 0; d

0
2 ¼ �2; d

0
3 ¼ 0; and d

0
4 ¼ 0

� �
are less than 2�

T þ 1 , four embedded bits {0, 0, 0, 1} can be extracted using Eq. (6). Meanwhile, the original

reference pixels can be recovered using Eq. (7). The recovered pixels are R1 ¼ E
0
1 þ

d
0
1j j
2

� 
¼

160þ 0
2

� � ¼ 160; R2 ¼ E
0
2 �

d
0
2j j
2

� 
¼ 161� �2j j

2

j k
¼ 160 , and so on.

After the reference pixels have been recovered, Eq. (1) is adopted to generate interpolation
pixels I

0
l ¼ 160; 160; 155; 155; 155; 155; 150; 150; 150; 150; 150; 150f g: Then, the

differences d
0
l between the embedded pixels E

0
l and interpolation pixels I

0
l are calculated by

d
0
1 ¼ E

0
1 � I

0
1 ¼ 160� 160 ¼ 0; d

0
2 ¼ E

0
2 � I

0
2 ¼ 161� 160 ¼ 1; and so forth. Since d

0
1

		 		 ¼
0 and d

0
2

		 		 ¼ 1 two secret bits {0, 1} are extracted using Eq. (9). Additionally, the original pixel

can be restored using Eq. (10). The restored pixels are E1 ¼ I
0
1 þ

d
0
1j j
2

� 
¼ 160þ 0

2

� � ¼ 160

and E2 ¼ I
0
2 þ

d
0
2j j
2

� 
¼ 160þ 1

2

� � ¼ 160: Since d
0
3

		 		 ¼ 10 > 2� T þ 1 and d
0
4

		 		 ¼ 10 >

2� T þ 1; no secret message is embedded. These two pixels can be recovered using Eq. (11),
i . e . , E3 ¼ E

0
3 þ T þ 1ð Þ ¼ 145þ T þ 1ð Þ ¼ 150 a n d E4 ¼ E

0
4 þ T þ 1ð Þ ¼ 145þ

T þ 1ð Þ ¼ 150 . Since d
0
5

		 		 ¼ 1 < 2� T þ 1 , the secret message can be extracted by applying

Eq. (9). Further, the original pixel can be recovered using Eq. (10), i.e., E5 ¼ I
0
5 þ

d
0
5j j
2

� 
¼

155þ 1
2

� � ¼ 155: The extraction and recovery process of the embedded pixels

E
0
6 E

0
7 E

0
8 E

0
9 E

0
10 E

0
11 and E

0
12

� �
is similar to that of E

0
5 . Figure 5 shows the recovered

image.
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3.3 Overflow and underflow problems

The extreme pixel may generate an overflow or underflow problem when secret messages
are embedded. The maximum modification of pixels is T+1 according to Eqs. (2)–(5).
Therefore, the original pixel, ranged in [0, T] and [255−T, 255], may have an overflow or
underflow problem. Inspired by the method [25], our scheme modifies the pixels as T+1,
when the original pixel is smaller than T+1, to avoid an underflow problem. Moreover, if the
original pixel is larger than 255−(T+1), then the pixel will be modified as 255−(T+1).
Additionally, these modified pixels must be identified and recovered by recording their
location information and the last log2 T þ 1þ 1d e bits of the original pixel.

Suppose that the cover pixels are {1, 2, 0, 1, 2}, and threshold T is 0. Therefore,
maximum modification of the pixel is 1, and the third pixel “0” may incur an underflow
problem. To avoid this problem, the third pixel “0” is modified as “1”. Moreover, its location
information “3” and its last bit “0” are recorded and embedded into the cover image. When
users extract the location information “3” and the last bit “0” by using the extraction and
recovery algorithm, the third pixel “1” is modified as “0”.

4 Experimental results

To compare the performance of the proposed method and that of recently developed
methods, ten test images, sized 512×512, are used, as shown in Fig. 6. The peak signal-
to-noise ratio (PSNR) is applied to determine the similarity between the original image and
the stego image. The equation of PSNR is

PSNR ¼ 10� log10
2552

MSE
; ð12Þ

where MSE is obtained by using the equation

MSE ¼ 1

H�W

XH
i¼1

XW
j¼1

P i ; jð Þ � P
0
i ; jð Þ

h i2
: ð13Þ

MSE is mean square error between the cover image and the stego image; H andW are the
height and width of the test image, respectively; and P(i, j) and P

0
i; jð Þ represent the (i, j)th

pixel of the cover image and that of the stego image, respectively.
Figure 7(a) and (b) show the hiding capacity and image quality obtained by the proposed

method with different thresholds. We can see that the hiding capacities of all stego images
except Baboon are more than 185,940 bits. There are too many edges in Baboon, such that
the differences between the reference pixel and the embeddable pixel are too large to be

160 160 160 160

150 150 155 155

150 150 150 150

150 150 150 150

Fig. 5 Recovered image
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(a) Lena (b) Baboon

(c) F-16 (d) Boats

(e) Tiffany (f) Elaine

(g) Girl (h) Goldhill

(i) Sailboat (j) Zelda 

Fig. 6 Test images
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(a) Capacity results 

(b) Image quality

(c) Extra data for the underflow/overflow problem 

Fig. 7 Ten test images with different thresholds
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(a) 249,763 bits, 33.923 dB, and T = 14  (b) 185,940 bits, 28.392 dB, and T = 14  

(c) 246,811 bits, 33.614 dB, and T = 14 (d) 233,479 bits, 31.534 dB, and T = 14  

(e) 246,459 bits, 33.194 dB, and T = 14  (f) 228,528 bits, 30.106 dB, and T = 14  

(g) 231,382 bits, 33.893 dB, and T = 14  (h) 243,259 bits, 32.132 dB, and T = 14  

(i) 227,687 bits, 30.373 dB, and T = 14  (j) 253,662 bits, 35.089 dB, and T = 14  

Fig. 8 stego images
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embedded. Figure 7(c) shows the size of our extra data. When threshold T is equal to 14, the
extra data is significantly increased. Therefore, the range of our threshold T is [0, 14].

The proposed method still has high image quality and hiding capacity in other images,
especially for a smooth image. Figure 8 shows the stego images produced by the proposed
method; the stego image qualities of all images are higher than 28 dB.

Figure 9(a)–(b) show the comparison results among the proposed method with some
recently developed methods by Ni et al. [17], Hong and Chen [10], Tseng and Hsieh [25],
Lee and Chen [13] and Tai et al. [20]. Experimental results indicate that the stego image
quality and embedding rate of the proposed method are higher than that of Tseng and Hsieh,
Lee and Chen, and Tai et al.’s proposed methods. This advantage is due to the number of
reference pixels in the proposed method being more than that of the other methods. In

Fig. 9 Comparison results among the proposed method and recently developed methods [10, 13, 17, 20, 25]
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addition, the large reference pixels can help to raise the accuracy of prediction. With high
prediction accuracy, the number of embeddable pixels is high and the number of shifting
pixels is low; that is why the proposed method can embed a large amount of secret data and
produce an excellent stego image.

Table 1 The lowest requirements of our method and that of the other methods

Requirements Our method [25] [10] [17]

Threshold One threshold One threshold Two thresholds No

Peak point No No Two peak points One peak point

Zero point No No No One zero point

Compression technique No No Yes No

(a) Cover image

(b) Stego image and T = 14 

Fig. 10 Pixel histogram of Lena
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Although the stego image quality of the proposed method is lower than that of Hong and
Chen’s method, maximum hiding capacity of the proposed method is higher than that of
Hong and Chen’s method [10]. In Hong and Chen’s method, the pixel in a complex block
remains constant. However, these pixels cannot embed secret data, thus limiting the max-
imum hiding capacity. The proposed method can thus embed more secret data than Hong
and Chen’s method. The hiding capacity of the proposed scheme is superior to that of Ni et
al.’s method [17], with the same stego image quality.

Figure 10 indicates that the pixel histogram of the stego image closely resembles
that of the cover image. Additionally, before embedding, the secret data can be
encrypted by a reliable cryptographic algorithm (i.e., RSA or Elgamal). Only persons
granted legal access with the correct key can extract and decode the secret informa-
tion. Therefore, the proposed scheme is secure.

Table 1 compares the lowest requirements of the proposed method with other
methods. The threshold and peak point are extra information that must be transmitted
over a secure channel. According to the comparison results, the amount of extra
information of the proposed method is less than that of the methods developed by
Hong and Chen [10] and Ni et al. [17]. Further, Hong and Chen’s scheme requires a
compression technique to compress side messages. The proposed method does not
require a compression technique.

5 Conclusions

This paper proposes a reversible hiding method based on the DE, histogram and bilinear
interpolation. The proposed method does not need to search for the peak points, nor does extra
data need to be compressed. Therefore, our implementation costs are lower than Hong and
Chen’s method. In the proposedmethod, the pixel (except for the reference pixel) in a smooth or
complex region can embed secret data. After some secret data are embedded, the remaining
secret data are embedded into the reference pixel. Consequently, the proposed method can
embed a large amount of secret data.

Since the number of our reference pixels is more than that of recently developed
methods, the prediction results are accurate and our performances (i.e., embedding rate
and image quality) are satisfactory. Experimental results demonstrate that the proposed
method performs better than recently developed methods. In the future, the authors
will attempt to adopt the recently developed interpolation methods [19, 26] to yield a
better prediction. A precise prediction can greatly improve the hiding capacity and
stego image quality. Additionally, the human visual system (HVS) model in [2] will
be added into the proposed scheme to enhance imperceptibility for the stego image.
On the other hand, the proposed scheme will attempt to use the minimum/maximum
preserved overflow/underflow avoidance (MMPOUA) algorithm [27], which can avoid
overflow/underflow problems and enhance embedding rate and stego image quality.
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