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Abstract The Selective Encryption method encrypts the important and requisite
parts of data. Since the method does not encrypt the whole of data, the amount of
computation is small,which makes it faster and the resources can be used efficiently.
The existing selective algorithms have vulnerabilities to the plain text attack and
the image restoration attack using the motion vector. They are also vulnerable to
the attack in storing and transmitting of the random table data using in encrypt and
scramble. In this paper, we propose the selective encryption algorithm of motion
vector based on S-Box to remove the vulnerabilities of the existing selective algo-
rithms. The motion vectors generated by the end of motion estimation function of
video encoding/decoding xored with S-Box table, are replaced to certain location by
using mapping table. The S-Box and mapping table are generated by the secret key
through the Rivest Cipher 4 (RC4) encryption algorithm. The proposed algorithm
enhances the resistance against attacks through the reinforcement of video security,
and thus, reduces the vulnerabilities of the existing algorithms such as I-Frame
selective encryption and MVEA. Even though the level of security of the proposed
algorithm is higher than the bit scrambling algorithms, it has much better security
and higher processing rate than others selective algorithms.

Keywords Encryption - Videos - Information security - Multimedia security

1 Introduction

Recently, the usage of multimedia contents has been rapidly increased due to fast-
growing digital content-related service, and it increased the concern to protect such
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data. In general, encryption, scaramble and watermarking have been used to protect
data against attackers [4, 20]. S-Box is a set of results created by a certain expression
or algorithm, which substitutes and transforms data based on these results.

S-Box used to increase confidentiality in substitution stage of some encryption
algorithm. In particular, in the AES and DES, the substitution process by S-Box
plays an important role to ensure confidentiality.

The selective encryption method is an algorithm that selects only important or
required part of the data to encrypt it. The method does not encrypt all the data,
so it can use resources quickly because of the little computation. The method which
selectively encrypts images is primarily associated with a compression technology,
And that is classified into pre-compression, in-compression, and post-compression.

This paper implemented a system to selectively encrypt motion vectors of images
by using a substitution method based on S-BOX. Each element in the motion vector
table is substituted by S-BOX, which is created by carrying out the RC4 algorithm
with an entered key. Data is hidden by matching the substituted value with a unique
mapping table created by the key, and by shuffling each elements position in the
motion vector table.

This papers selective encryption method increased the security strength by com-
pensating vulnerability of the existing scrambling schemes, which store and send the
pseudo random sequence or the spatial mapping table used in scrambling and use
simple operations.

The proposed algorithm showed excellent processing speed that processing time
is improved as about 2.5 times, from 37.614 ms to 15.516 ms, compared to the existing
I-frame selective encryption algorithm, and it improved the processing speed about
1.07 % compared to 15.683 ms, which is processing time of the MVEA method. In
addition, since its bit overhead is 3.14 %, which is lower than 39.1 % of I-frame and
4.476 % of MVEA,, it could be considered that it has a high connectivity with resource
efficiency or compression technology.

This paper is organized as follows. Section 2 introduces the selective encryption
algorithm, which is background of this paper, the existing selective encryption algo-
rithms, and analyzes their problems. Section 3 describes the proposed method that
selectively encrypts motion vectors based on S-BOX. Section 4 explains experiments
and the results, and Section 5 draws a conclusion.

2 Related work
2.1 Selective encryption of video

The selective encryption has been studied for the purpose of reducing the load of
encrypting multimedia data. The selective encryption is a technique that encrypts or
transforms part of multimedia data to make the quality of multimedia data unsuitable
for being watched if played without proper decoding method [12, 21]. When images
are selectively encrypted, it is encrypted using various elements of images. It should
be considered the positional association with an image compression codec and which
part of images is extracted to encrypt. At present, the selective encryption methods
are divided into pre, in, and post compression method according to the relation
with a position that compression is carried out [14]. (Or, they are also divided into
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joint-compression and compression-independent encryption method based on the
relation with compression [10].) As show in Fig. 1, the pre-compression method
encrypts images before compression and decrypts them after restoration, which is
suitable for applying to the standard codec. However, the pre-compression selective
encryption algorithm often decreases efficiency of compression because it usually
has poor relationship with a compression codec, so it has been hardly used, and there
have not been a lot of studies.

The in-compression method carries out compression and encryption simultane-
ously, which requires understanding detailed compression technologies in Fig. 2. In
addition, it is difficult to implement because the video encoder/decoder should be
often modified. However, it has good efficiency or scalability for encryption, and has
little effect on the compression rate. The post-compression method, show is Fig. 3,
encrypts after compression and decrypts before decompression. It has the closest
relationship with a compression algorithm because there is little participation for
compression methods, and the encoder/decoder should not be modified. But, it may
be required the diversity following video formats [8].

2.2 I-frame selective encryption

Maples and Spanos [13] suggested a selective encryption method that applies DES
encryption into intra frames to decrease overall data volume to be encrypted. This
method applied a fundamental idea that P, B frames, which correspond to predicted
frames, are meaningless if intra frames are not normally restored. I. Agi and L.
Gong, however, showed that there is a problem that the encryption scheme only with
intra frames has a poor encryption effect because of intra blocks in P, B frames [2].
However, it has an advantage that it is simple to implement. As shown in Fig. 4, the
sequence of I-,P- B- Frames. I-frame plays an important role for predicting frames,
and it is an important element exploiting a starting point of resynchronization, fast
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rewind, random play, and etc. Therefore, if selecting I-frame for encryption, P- and
B-frames, which are predicted after, are significantly influenced, and images may be
distorted. Since error on the prediction is accumulated as progressed frames, images
could be protected by distorting them. In addition, I-frame occupies about 30-60 %
of video.

Weakness and issue I-frame encryption has an advantage that it is simple to
implement and not reduces efficiency for compression. However, since it uses DES
or AES etc. to encrypt entire frame, it is relatively slower than other selective en-
cryption or scrambling methods also requires much more computations. In addition,
since motion vector values are excluded while encrypting I-frames, there are parts
vulnerable to an image restoration attack with motion vectors. Some literature has
discussed the possibility of using motion vectors to restore video information. Agi
and Gong [2] have mentioned that when played with traditional MPEG player, I
frame encrypted data stream may still be apprehensible with respect to some special
video images, such as American Lady. On the other hand, some video segmentation
algorithms using motion vectors may also be considered as kind of video restoration
approaches [3]. The image restoration attack with motion vectors extracts motion
vector arrays from P, B frames to predict statistical values of motion vectors by the
data mining and clustering algorithm to reversely restore images, which 100 % of
restoration is difficult but about 80 % could be restored [11].

2.3 Motion vector encryption algorithm (MVEA)
MVEA is a method to encrypt motion vectors for preventing the image restoration
attack through motion vectors [1, 11]. The image restoration attack through motion

vectors was explained in the above section. It could be said that images are vulnerable
to the corresponding attack as the ratio of P, B frames is increased. MVEA is

L
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composed of two stages: conceal stage and spatial distancing stage. First, the conceal
stage is a process that makes prediction difficult by hiding statistical features of
motion vectors, which creates a random list table to carry out XOR operations with
the motion vector array. Since the random list table created here is compiled as the
Gaussian distribution form so that the result XOR operated with the motion vector
array is also created as the Gaussian distribution form, the statistical features of
motion vector array could be removed. Second, the spatial distancing stage shuffles
spatial association of motion vectors, which uses the regular scrambling method to
shuffle the motion vector array [15]. A random number generator creates a mapping
table, and the motion vector array is scrambled by the mapping table.

Weakness and issue 1In the conceal stage, a random number sequence which is
created by generationg random numbers as the Gaussian Distribution form of
encryption is the method to scramble motion vectors with pseudo random numbers
[11]. In the spatial distancing stage, the method uses a random number table
when shuffling positions of motion vectors, which a waste of memory and data is
additionally arisen for storing and sending the pseudo random number sequence. It
is because the method stores and sends the corresponding pseudo random number
sequence for using these random numbers when decoding. In addition, if such a
random number sequence is not protected, it can be easily exposed to attackers
and intercepted during transmission. Therefore, addtional protection is additionally
required for the random number sequence data and this can raise the undesirable
waste of resources.

2.4 Sign bit scrambling

Discrete Cosine Transform (DCT) based scrambling method, is a scrambling method
in the frequency domain, shuffles transformed coefficients to distort images like
the wavelet based scrambling method [22]. For example, DCT collects only DC
coefficients in a frame to shuffle the DC coefficients through a certain table, or
collects coefficients located at the identical frequency to shuffle the coefficients
within the identical frequency by making a frequency layer like the sub-band concept
in the wavelet transformation. Motion vectors are also divided into blocks in the sub-
band to distort images by selectively shuffles the sign-bit of motion vectors to change
the vectors direction. Such scrambling method is simple to compute so that it is fast to
process and simple to implement. This motion vector scrambling method can provide
high level of security if used together with the I-frame encryption.

Weakness and issue 'The sign-bit scrambling method has simple implementation and
algorithm so that it is suitable to use when high performance is required. Because it
does not influenced from the compression time, in terms of security, the scrambling
method that changes only the sign of motion vectors is simple to compute so that
attackers could easily predict and restore images by a brute force attack [22].

3 Proposal system

We propose to the novel selective encryption system using the motion vector (MV).
In video compression, the motion vector is the key element in the motion estimation
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process. It is used to represent a macroblock in a picture based on the position of
this macroblock (or a similar one) in another picture, called the reference picture.
Motion estimation is the process of determining motion vectors that describe the
transformation from one single 2D image to another; usually from adjacent frames
in a video sequence. It is an ill-posed problem as the motion is in three dimensions
but the images are a projection of the 3D scene onto a 2D plane. The motion
vectors may relate to the whole image (global motion estimation) or specific parts,
such as rectangular blocks, arbitrary shaped patches or even per pixel. The motion
vectors may be represented by a translational model or many other models that can
approximate the motion of a real video camera, such as rotation and translation in
all three dimensions and zoom [17]. Closely related to motion estimation is optical
flow, where the vectors correspond to the perceived movement of pixels. In motion
estimation an exact 1:1 correspondence of pixel positions is not a requirement.
Applying the motion vectors to an image to synthesize the transformation to the
next image is called motion compensation. The combination of motion estimation
and motion compensation is a key part of video compression as used by MPEG 1, 2
and 4 as well as many other video codecs.

This system is implemented by the in-compression method that is carried out
by joining the compression codec technology. The entire system structure receives
motion vectors, which created after motion estimation in the encoder, and the
key value, which is used in the encryption, to encrypt them through the proposed
encryption algorithm, and then transmits the bit stream (compressed images), which
is created after the entropy stage, to the network as shown in Fig. 5. The used
encryption key is sent to the decoder through the security protocol, the decoder
carries out the decryption algorithm with a received key to restore the original
motion vector after restoring the encrypted motion vector values from compressed
images, and then the existing image data is normally outputted. If the key used for
encoding is not identical to the key used for decoding, output-images are distorted
and original images can be protected. The key for encryption could be used up to
256 bits, and the key stream is generated by a stream cipher scheme to be used in the
selective encryption algorithm.

The following section explains the algorithm used for encryption in detail.

3.1 S-Box generated by RC4 and the mapping table

The stream cipher is widely used in wireless and streaming service due to its faster
computational speed compared to block cipher. RC4 is one of the stream encryption
methods and shares all the characteristics of stream cipher. Therefore, RC4 is
selected as most suitable method for encryption in this paper. The stream cipher
is relatively used less frequently than the block cipher. However, the former is much
used in the environment such as wireless or streaming service because it is lighter
and faster than the latter. RC4 is also one of the stream encryption methods, which
computation speed is so fast that it is suitable to apply into this system.

This system exploits the RC4 to generate the S-Box used in the first stage. The
reason using the RC4 is to create a random number table through the encryp-
tion algorithm depending on specified key values rather than a pseudo random
number table by a usual random number generation, and use the result as the
S-Box.
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Fig. 5 Proposal system architecture

The process of creating S-Box is to initially generate it as a size, which multiplies
macro block column (MBC) value by macro block row (MBR) value, and to initialize
it by inserting values sequentially in ascending order. Macroblock is an image
compression component and technique based on discrete cosine transform used on
for still images and video frames, where macroblocks is a set of two or more blocks
of pixels [18]. The MBR and MBC are values divided by the size of a macro block
of pixel values in the image. The initialized S-Box plays a role of plain text in the
RC4. The secret key used in the system is key[i], i=0,1,2 ... N, 0 < N < 256) the
S-Box and key values are delivered into the RC4 encryption module to create cipher
text by encrypting S-Box, and the values are stored in the S-Box table again. As the
length of key becomes longer, the key value is more difficult to predict so that the
strength of security becomes higher. The pseudo code to create S-Box is described
in Table 1. Since such created S-Box table is generated by a key generated randomly
or a key entered by users, it is difficult to derive S-Box values unless the key value
is known. The created S-Box table changes values of motion vectors by carrying out
XOR operations with the motion vector table.
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Table 1 Generator of S-Box Procedure sBoxGeneratorByRC4(key)

Input: The encryption key.

Output: The S-Box is generated to RC4,
Size of S-Box is size of MBR x M BC.

FORi=0to MBR x MBC

Sbox[i] =i+ 1

END FOR

Buffer = RC4(Sbox.key)

Sbox = buffer

RETURN Sbox

The second stage of encryption creates a mapping table to shuffle positions
of motion vectors depending on the position value in the mapping table. The
mapping table used in this stage is created from S-Box, and values in the mapping
table are also changed depending on the key entered because S-Box is created
by the key. If the mapping is represented as MJ[i] (i = 0, 1, 2 ... N), where
N should be within the range of 0 < N < (MBC x MBR). M is initialized by
inserting each element value of M sequentially from the first value to the Nth
value. Such entered permutation is used as position values in the mapping process.
Next, values in the initialized M are shuffled by exploiting S-Box and a sorting
algorithm.

The shuffling method delivers S-Box and M into the sorting module, and aligns
S-Box by an alignment algorithm. In the process aligning S-Box, the position of
each element is changed, if jth positions of S-Box and k th position of S-BOx are
exchanged, the corresponding M[j] and M[k] are also exchanged. For example, if
the first element value is moved to the (N-5)th position and vice versa in S-Box by
alignment, M also exchanges the first and (N-5)th elements in the same way. The
process in this example is represented in Fig. 6.

If the alignment is completed like this, values in S-Box are aligned in non-
decreasing order, and values in M are shuffled. The alignment algorithm used here
exploited the fastest quick sort algorithm for performance.

F 1tg)1 6 Shuftle the mapping —————————————N(0<N<(MBR*MBC)
table

‘15|11 |43122‘13|22|31 l 7 ‘l 2 ] 5 l 9 |76]77

Sbox[j] <«Swap the element j for k by sorting—+ Sbox[K]
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—
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(The same location at the element j and k of Sbox )
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3.2 Encryption

The encryption process receives the motion vector map table data, which is stored
in a macro block size unit after completing the motion estimation process in P-frame
(Inter-frame) generated firstly after the intra coding, to carry out the encryption.
The encryption process is composed of two stages. S-Box stage, Stage to shuffle the
position vlaues. The encryption process is described in Fig. 7.

S-Box stage This stage can be explained as follows:

1. A key value is created. The key could be entered by users, or generated as
a random number by the system. The length of key should be between 40 to
256 bytes and the strength of security becomes higher as its length is increased.

key[il, 40 <i <256 (1)

2. The S-Box table of MBR x M BC size is created through the RC4 encryption
module with the entered key. If the key value is changed, values in the S-Box
table are also changed. The size of S-Box table is the same as the size of motion
vector table.

sBox[i], 0 <i < (MBR x MBC) 2)

3. XOR operation is applied sequentially to each value in the created S-Box table
and the motion vector table, and the result is inserted into the motion vector
table again. The motion vector is Motion Vector(MV)

MV' = MV & sBox 3)

Stage to shuffle the position values The stage to shuffle the position values ex-
changes the motion vector position of each macro block with the motion vector of
macro block at other position by matching the motion vector table (MV) encrypted
after the S-Box process with the mapping table created by the mapping table-
generating algorithm. The index value of macro block is stored in each element in the
mapping table M, and the position of the corresponding macro block is exchanged

Fig. 7 Encryption process KEY([i] —
RC4
Encryption
Algorithm
Mapping
S-Box >
Table
Motion i First Encrypted Last Encrypted
Vector  — @ Motion Vector —chf‘em} Motion Vector
Table Table Table
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with the motion vector value of macro block at the position indicated by the element
value in table M. This process could be explained as follows:

1. A keyis entered to create an S-Box table through the RC4 algorithm.

2. A table M used for mapping is created depending on the S-Box table value. At
this time, the size of S-Box, M, and MV tables are identical.

3. The created M and the primary encryption motion vector table created in the
S-Box stage are sequentially searched from 0 (the position of the first macro
block) to MBR*MBC position (the position of the last macro block,) and the
element value (the index value of macro block) of the mapping table M, which
corresponds as a one to one at the position of each macro block, is received to
exchange with the motion vector value of macro block at the position indicated
by the element value (the index value of macro block) of M. The ith position of
original macro block is MV (i) = (r,c), M(i) = v The process above is represented
in Fig. 8.

3.3 Decryption

The process to decode motion vectors can be executed in reverse order of the
encryption process. The decoding module carries out decoding with the key used
for encryption after obtaining the motion vector table from the bit stream at the
decoder. If the key is different, it is not decoded normally. The decoding process is
represented in Fig. 9.

It should be noted that the inverse shuffling process of decoding does not directly
use the mapping table created from S-Box, but it is executed through the mapping

Fig. 8 Stage to shuffle [

MV[OJ[0] | MVIOJ{1] | MV[OJi2] Table M
M[O] M{1) M[2] M[3) M{4] M[S) M(6) M[7] M(8)

[6]2]4[s[9]8[3]7]1

MV[1][0] | MV[1][1] | MV[1](2]

MVI2][0] | MVI2][1] | MV[2](2]

MotionVector
Table

MV'[0][0] | MV'[O][1] | MV"[0](2]
(MVI1][2]) [ (MV[OJ[1]) | (MV[1][0])

MV'[1][0] | MV°[1][1] | MV'[1](2]
(MVITI[]) | (MVI2]2]) | (MVE2][1])

MV'[2][0] | MV'[2)[1] | MV"[2][2]
(MVI0][2]) | (MV[2][0]) | (MV[O][0])

Encrypted
MotionVector Table

@ Springer



Multimed Tools Appl (2014) 71:1577-1597 1587

Fig. 9 Decryption process KEY[i]—I
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table for decoding after creating it again from the mapping table through the
mapping table-generating algorithm.

1.

2.

w

The key used in encryption is sent to the decoder, and the decoder receives the
key.

The S-Box table of MBR x M BC size is created with the received key through
the RC4 encryption module.

The mapping table M is created from S-Box.

The mapping table M’ for decoding, which relocates elements of the motion
vector table through the shuffling algorithm, is created from M. In order to
initialize elements in M’, the numbers are sequentially inserted by ones from 1 to
N (0 < N < (MBC x MBR)). Initialized M and the M created from S-box are
applied to the shuffling algorithm to generate the mapping table M’ for decoding.

M' = shuffle(M, M',0, MBC x MBR — 1) 4)

The process written above is represented in Fig. 10.

The created M’ and the encrypted motion vector table are sequentially searched
from O (the position of the first macro block) to MBR x M BC position (the
position of the last macro block), and the element value (the index value of macro

Fig. 10 The decryption table Encryption

M’ to generate

Table M
M[0] M[1] M[2] M[3] M[4] M[5] M[6] M[7] M[8]

624598371\

| Suffle(M,M",0,MBC*"MBR-1) ]

]
M'[0] M1] M'[2] M'[3] M'[4] M[5] M'[6] M'[7] M'[8]

9N E21 |7 30 401N RSN RGBS
DecrytionTable M*
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block) of the mapping table M’, which corresponds as a one to one at the position
of each macro block, is received to exchange with the motion vector value of
macro block at the position indicated by the element value (the index value of
macro block) of M'.

6. XOR operation is sequentially applied to the primary decoding motion vector
table, which mapping is completed, and the S-Box value, which is created by
applying the identical key used in encryption, to restore the existing motion
vector value.

MYV = Firstdecrypted MV & s Box (5)

7. If the motion vector values are restored, images are normally decoded.

4 Experiment
4.1 Experimental environment and method

The environment used for experiment exploited a general PC with Intel Core2Duo
CPU 2.26 GHz, RAM 2 GB, and a video source were used for experimenting, which
the experiment was conducted with foreman (CIF, 352288, 300 frame) stefan (CIF,
352288, 90 frame), and news (CIF, 352288, 300 frame) videos in Fig. 11. The video
compression codec used in the experiment was H.263, which was executed byused the

MPEG4
WORLD

Fig. 11 The videos used for experiment : a foreman, b stefan, ¢ news
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TMN Encoder/Decoder software that is an open source [16]. The video compression
codec used in the experiment was H.263, which used the TMN Encoder/Decoder
that is an open source. The experimental method conducted the selective encryption
with I-frame, the motion vector sign bit scrambling, MVEA method of the existing
selective encryption methods, and the processing speed and overhead were measured
to compare them, and analyze for the strength of security.

4.2 Performance analysis

First, it was investigated the case of restoring the video, which was encrypted through
a certain key, without decryption when decoding. As shown in Fig. 12, each samples
show encrypted video. In case of foreman and stepan it could be found that the
images is are distorted to make difficult to identify. In particular, it they could be
found that image distortion is more severe as the area has more motion. On the
other hand, the news video with minimal motion in the video has less distortion that
also represents less protection.

MPEG4 i MPEGA4
WORLD A\ \ WORLD

(a) Original (b) Encrypted Video

Fig. 12 A result of visual quality with encryption
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Performance analysis measures the processing time required when applying
encryption during encoding for each encryption methodology, and the overhead
generating in bit streams after encoding. The encryption was performed 100 times
for each algorithm, and for the I-frame encryption, it encrypted I-frames by the AES
algorithm after a 128 bit key was entered.

We assume that we have the number of n motion vectors. The time complexity of
the sign bit scrambling algorithm is O(n) because the sign bit scrambling algorithm
change the sign of n the motion vector. In encryption process, MVEA is expected to
be O(n) in both of conceal and spatial distance phase, and to be O(n?) in generating a
Gaussian Random Table. So finally, we can conjecture the fact that MVEA is O(n?).
We expect that the proposed algorithm is O(n) in XOR and shuffle phase, and the
creating S-Box and a mapping table phase is O(nlogn) because it uses the quick-
sort algorithm(The time complexity of quick-sort is O(nlogn) when creating S-Box
and a mapping table by using RC4 encryption(The time complexity of RC is O(n)),
creating S-Box and a mapping table phase is O(nlogn + n). In conclusion, we assume
that sign bit scrambling method has the best performance and the proposed algorithm
has better performance than MVEA.

As shown in Table 2, in the result of experiment using foreman cif, it could be
found that the motion vector sign bit scrambling method is the fastest as 0.474 ms,
and I-frame encryption method is the slowest as 37.614 ms in terms of the speed. As
a result, it could be known that the sign bit scrambling is faster than other algorithms
because it relatively has less number of computations. In addition, for I-frame
encryption, its processing time required for encryption is 37.614 ms, which is slower
than 0.474 ms of the motion vector sign bit scrambling method exploiting P-frame,
4.476 ms of MVEA method, 15.516 ms of the proposed algorithm, and its bit stream
overhead is 39.1 %, which is also higher than 0.884 % of the sign bit scrambling
method, 4.476 % of MVEA method, 3.14 % of the proposed algorithm. Therefore,
it could be considered that I-frame encryption has the most significant effect on
efficiency for compression. It is considered that the selective encryption, which
exploits elements of P-frame, has better performance than the selective encryption
exploiting [-frames. The proposed algorithm had the second fastest processing speed,
15.516 ms, which showed excellent data processing ability. In the experiment, MVEA
algorithm unexpectedly showed 15.683 ms of processing time, which was slower than
the proposed algorithm. The data throughput is total amount of bytes processed per
second by encoding and encryption modules, which the sign bit scrambling algorithm
showed the highest throughput as 424,849.2 bps, the proposed algorithm showed
the second highest throughput as 407,244.2 bps, therefore, it also has a high level
in terms of throughput. In addition, as a result of measuring the bit stream overhead,
the motion vector sign bit scrambling method is 0.88 %, MVEA is 4.476 %, and the
proposed algorithm is 3.14 %. It shows that the proposed algorithm also has relatively
less effect on the compression rate. I-frame encryption has overhead of 39.1 %, which
is considerably high, so that it is shown that it has much effect on the compression
efficiency. Likewise, the experiment using Stepan and News is same the result.

As shown as Table 3, Additionally from the PSNR result, each I-Frame Encryp-
tion, sign bit scrambling, and MVEA had 20.72 dB, 20.79 dB, and 13.70 dB, where
the proposed algorithm got 13.53 dB. From this result, sign bit scrambling method has
minimum security and the proposing algorithm is the most secured method among
others.
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Table 2 The result of experiment

Encryption Bitstream Throughput(bps)
time (ms) overhead (%) (encode + encryption)
— Experiment of foreman cif
I-Frame
Encryption 37.614 39.1 383068.4
MotionVector
Sign bit scrambling 0.474 0.884 424849.2
MVEA 15.683 4.476 400756.0
Proposal
Algorithm 15.516 3.14 407244.2
— Experiment of stefan cif
I-Frame
Encryption 24.77 44.76 —
MotionVector
Sign bit scrambling 0.165 6.49 —
MVEA 3.465 9.74 -
Proposal
Algorithm 3.391 7.94 -
— Experiment of news cif
I-Frame
Encryption 39.181 49.1 —
MotionVector
Sign bit scrambling 0.552 0.0 -
MVEA 10.02 13.40 -
Proposal
Algorithm 9.92 11.71 —

Bold items highlight the proposal algorithm and distinguish between the proposed algorithm and the
other algorithms

If encrypt to all data of video, it will reduce the QoS because need to many com-
putation and many time. This approach are not appropriate for multimedia services.
Therefore, the Selective Encryption Algorithms have been studied. Although some
of the video data to be encrypted, it is difficult to recover the original video data.
Because, In Compress algorithm, One of frame predict to the other frame. If it is
difficult to recognize video, we will consider to provide security.

In the result of performance analysis, the proposed algorithm has the bit stream
overhead of 3.14 %, which does not significantly reduce performance of the com-
pression codec. The processing time and bit throughput are also 112.019 s and
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Table.3 The result of PSNR(db)
experiment - -
— Experiment of foreman cif

I-Frame

Encryption 20.72

MotionVector

Sign bit scrambling 20.79
Bold items highlight the MVEA 13.70
proposal algorithm and
distinguish between the

. Proposal

proposed algorithm and 3

Algorithm 13.53

the other algorithms

407,244.2 bps, respectively, which show higher than other algorithms. Therefore, it
could be evaluated that the proposed algorithm shows a high level of performance in
terms of processing time, data throughput, and overhead.

4.3 Security analysis

This encryption system encrypts motion vectors through two stages of process. The
first stage carries out XOR operations with S-Box generated from RC4. The RC4
algorithm is an encryption algorithm developed by RSA in 1987, which is a stream
encryption method that could use a key of various sizes by working in a byte unit.
It is evaluated that it is almost impossible to predict cipher texts unless the key is
known because it is an algorithm based on the random substitution algorithm, which
the period of cipher is larger than 10,100. In addition, there is no successful case for
attacking RC4 with a key of more than 128 bits [15].

Therefore, since values of S-Box, which are created in the proposed system, are
generated from the key through the RC4 algorithm, attackers could not predict
S-Box unless the key is known, so it is evaluated that security of the proposed
algorithm is as high as the RC4 algorithm. However, even though XOR calculation
is vulnerable to security in XOR calculation stage for S-Box and motion vectors,
it could compensate vulnerability for XOR calculation because the second stage
shuffles the values again, which XOR calculation is applied, through the table created
by the RC algorithm. An advantage of two-stage encryption is that the first XOR
stage hides statistical values of vectors created through the motion estimation stage
by XOR calculations, and the second shuffling stage hides the position values to
prevent exposing the original positions by replacing positions of motion vectors.
Confidentiality could be improved for motion vectors through repeating encryption
process twice.

If attackers, who do not know the key, try to find values of the motion vectors
or mapping table through a brute force attack, they should carry out the following
attempt [11]. m and n is the number of rows and columns in the macro block,
respectively.

P~ (m x n)! (6)

Pigig = (10 x 8)! ~ 7.1569 x 10''8 )
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If an image with 160 x 128 pixels is divided into 16 x 16 macro block unit,
calculations of (10 x 8)! should be carried out for a brute force attack on a frame.
If the number of pixels is 352 x 288, calculations of (18 x 22)! would be required. In
addition, if the number of encrypted frames is n, the number of times being calculated
would be increased by n times according to the number of frames. The chance of
a brute force attacks success is usually decided as about a half of total number of
attempts, and it is decided that a brute force attack is impossible for this algorithm.

P = n(18 x 22)! (8)

Beside, as a result of PSNR value(Table 3), it could be found that the proposal al-
gorithm is the lowest PSNR value as 15.53 db, and the motion vector sign scrambling
algorithm is the highest PSNR value as 20.79 db. Therefore, the proposal algorithm
is provided to better confidentiality than the other algorithms.

The S-Box on our proposal algorithm was generated by RC4 encryption algorithm
using the secret key(symmetric key). Even if an attacker had a ciphertext, he can’t
decrypt to a ciphertext because he don’t know the secret key. If the secret key is
changed, an chiphertext is changed also. If an attacker don‘t know the key value
even if the encryption algorithm input data is same, can‘t find the input/output from
the association. Also, an attacker can‘t analyze the S-Box original data from the
past data set because the S-Box is generated disposable by key. We don‘t consider
that the secret key is exposed, because we assumed that the secret key is protected
by safety security system(in security channel, in security storage). For this reason,
we can provide to the non-linearity of the S-Box by using RC4 algorithm and the
secret key.

For example, we assume to have 4*4 Motion Vectors Table which use an
input data in encryption alghorithm. It is the original(plaintext) Motion Vector
Table(MVT).

416734 0
69 24 78 58
6264 5 45
8127 61 91

MVT (input) =

In case 1, the S-Box is generated by RC4 algorithm using casel_key.
casel_key ={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0}

The mapping table of S-Box of case 1 is

MappingTable of sBox(casel) = ](5) 13122

Then,the MVT is encrypted by the process of two stage encrpytion. Firstly,
the MVT operates exclusive-operation with S-Box. Secondly, it is shuffled by the

@ Springer



1594 Multimed Tools Appl (2014) 71:1577-1597

mapping table of S-Box. In the result, a ciphertext motion vector table of case 1 has
been generated by proposal algorithm.

89 51 10 136
108 5 96 135
59 118 103 240
61 28 191247

cipher MVT (output of casel) =

Also, in case 2, the S-Box is generated by RC4 algorithm using case2_key.
case2_key ={1,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0}

The mapping table of S-Box of case 2 is

MappingTable of sBox(case2) =

Then, we encrypt MVT(same the process of encrpytion of case 1). In the result, a
ciphertext motion vector table of case 2 is generated by proposal algorithm.

40 52 158 167
77 40 192 225
49 73 200 224
24 188 143 247

cipher MVT (output of case2) =

We don't discover similarity or correlation between ciphertext motion vector table
of case 1 and case 2. And we discover that chipertext are changed by key value. In
other words, the ciphertext of casel and case2 are non-linearity. Also, the correlation
between input and output data is non-linearity. If key don't expose to an attacker,
he/she isn't able to get a plaintext from a ciphertext. Thus, it is noted that the proposal
algorithm can provide from the confidentiality from known-ciphertext attack.

The proposed algorithm protects images by encrypting motion vectors of images
to distort them so that makes attackers could not simply decode unless they know the
key even if they intercept images. In addition, this algorithm protects images from
the restoration attacks for images by analyzing motion vectors, which is vulnerable
in the existing I-frame encryption. The algorithm also has improved security for the
pseudo random table by compensating possibility of exposing data in storage and
transmission for the pseudo random list and mapping table, which is a vulnerability
of MVEA algorithm, to generate S-Box and a mapping table through the RC4
algorithm. Since the same values of S-Box and a mapping table are always created
if the same key is entered, there is no need to prepare additional storage space
or transmit them for S-Box or the mapping table, it is also reduced the waste of
resources such as memory.

5 Conclusion
This paper proposed a method to selectively encrypt motion vectors based on S-Box

for processing and protecting images effectively. The selective encryption is applied
because encryption of a whole image is computationally intensive and slow, and it
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makes unauthorized users, who do not know the key, could not output normal images
by encrypting motion vectors, which play an important role in image identification
and image compression processing, to distort images.

Its resistance to attacks is high because S-Box and the mapping table are created
through the RC4 encryption algorithm that reliability is already proved, and the
vulnerability for data exposure is compensated because S-Box and the mapping table
are generated by a key so that there is no need to store and transmit the tables
unnecessarily. Likewise, it increases security for images to strengthen resistance
to attacks by removing vulnerability of other selective encryption algorithms such
as I-frame selective encryption, MVEA, and etc. Even though processing speed is
slower than simple scrambling methods for the sake of improving security, it could
be evaluated that performance of this encryption algorithm is excellent because it
shows higher speed and throughput compared to other selective encryption methods,
and the overhead of bit streams is also small. However, since distortions of images is
low when using only motion vectors for images with little motion, the security should
be improved by selectively encrypting other image elements together or combining
other selective methods if the user wants high security.

For the future study, even though this papers experiment used H.263 codec, the
encryption algorithm would be applied also to the compression codec exploiting
motion estimation of MPEG or H.26x series so that performance of the algorithm
could be evaluated, and it should be reduced the unnecessary memory use and the
overhead for bit streams, and the processing speed problem should be improved
by optimizing the selective encryption and RC4 algorithm. In addition, it would be
improved the security for images by combining other image elements to selectively
encrypt them.
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