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Abstract

This paper presents a theoretical framework using multiple reconfigurable intelligent surfaces (RISs) for enhancing the
secrecy performance of wireless systems. In particular, multiple RISs are exploited to support transmitter-legitimate user
communication under the existence of an eavesdropper. Two practical scenarios are investigated, i.e., there are only transmitter-
eavesdropper links (case 1) and there are both transmitter-eavesdropper and transmitter-RIS-eavesdropper links (case 2). We
mathematically obtain the closed-form expressions of the average secrecy capacity (ASC) of the considered system in these
two investigated cases over Nakagami-m fading channels. The impacts of the system parameters, such as the locations of the
RISs, the number of REs, and the Nakagami-m channels, are deeply evaluated. Computer simulations are used to validate our
mathematical analysis. Numerical results clarify the benefits of using multiple RISs for improving the secrecy performance
of wireless systems. Specifically, the ASCs in cases 1 and 2 are significantly higher than that in the case without RISs.
Importantly, when the locations of the RISs are fixed, we can arrange the larger RSIs near either the transmitter or legitimate
user to achieve higher ASCs. In addition, when the numbers of reflecting elements (REs) in the RISs increase, the ASCs in
cases 1 and 2 are greatly enhanced.

Keywords Reconfigurable intelligent surfaces - Physical-layer security - Secrecy performance - Eavesdropper - 6G wireless

communications

1 Introduction

In the age of the Internet of Things, besides coverage and
capacity improvements, security and reliability enhance-
ments of wireless communication systems are the key
requirements, especially in the fifth and beyond generations
(5G and B5G) of wireless systems [1, 2]. For the security
requirements of the 5G and B5G wireless systems, physical
layer security (PLS) has been proposed [3]. Unlike classical
cryptographic algorithms, PLS utilizes the random nature
of wireless channels for information security. Consequently,
the PLS can provide secrecy performance without depending
on the computation resources of wireless devices [3, 4]. As
a result, the PLS is now widely considered and applied to
enhance information security in 5G and B5G wireless sys-
tems [5-7].

On the other hand, the emergence of reconfigurable intel-
ligent surfaces (RISs) used for assisting wireless systems
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has greatly attracted the attention of wireless researchers
and designers [8, 9]. In particular, the RISs are equipped
with many reflecting elements (REs) that can reflect signals
transmitted from transmitter to receiver without signal pro-
cessing [10, 11]. In addition, the RISs can work without
power supply, decoding, encoding, and amplifying signals
[12]. Consequently, the usage of RISs is much more effec-
tive than the usage of classical relays in wireless systems [13,
14]. Therefore, the RISs are promising candidates that can be
deployed in B5G wireless systems. Nowadays, the RISs are
widely used not only for improving capacity and reducing
outage probability but also enhancing information security
of the wireless systems [15, 16].

1.1 Related Works

In the literature, the secrecy performance of the RIS-assisted
wireless systems has been analyzed in different scenarios
such as in vehicular communications [5, 17], cognitive sys-
tems [ 18], and non-orthogonal multiple access networks [19].
Specifically, the key performance metrics such as secrecy
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outage probability (SOP) and secrecy ergodic capacity (SEC)
have been derived for evaluating the security performance
of the RIS-assisted wireless systems [4, 5, 16-24]. In [5, 20,
21], the authors investigated the case that the reflected signals
generated by RIS were not arrived at an eavesdropper. Conse-
quently, the eavesdropper only receives signals transmitted
from the transmitter. Their numerical results observed the
potential of the RIS for improving the secrecy performance
of wireless systems.

In practice, besides receiving signals directly from the
transmitter, the eavesdropper can receive signals reflected
by the RIS. Thus, the works in [4, 16-19, 22-24] investi-
gated the case that the reflected signals generated by RIS also
arrive at the eavesdropper. The SOP expression was derived
for the system performance analysis. It was shown that the
SOP performance of the wireless systems is greatly improved
when the number of REs increases [4, 16, 23]. In addition,
the RIS-assisted wireless systems outperform the multiple-
input multiple-output systems in terms of PLS [23]. However,
the case of utilizing multi-RIS-assisted wireless systems for
further enhancing the secrecy performance has not been ana-
lyzed yet.

1.2 Motivations and Contributions

As aforementioned, the secrecy performance of one-RIS-
assisted wireless systems has been analyzed for both with
and without reflected paths generated by RIS [4, 16, 18, 19,
21, 25-27]. Unfortunately, these works used only one RIS.
The case of multiple RISs was not considered due to the com-
putational complexity. Meanwhile, in practical scenarios,
multiple RISs are often deployed in wireless systems [28]. In
particular, multiple RISs are arranged in different areas; thus,
either all RISs or some RISs can be used to assist the wireless
systems depending on the specific goals [28, 29]. Generally,
when multiple RISs are exploited, the performance of wire-
less systems is significantly improved compared with the case
of only one RIS. However, the usage of multiple RISs to
improve the secrecy performance of wireless systems was
not studied. Furthermore, previous works only considered
either the direct link or reflected RIS links at the legitimate
users and/or eavesdroppers. The case that signals traveled
on both direct link and reflected RIS links are combined at
the legitimate users and/or eavesdropper was not considered.
These issues motivate us to consider the secrecy performance
of the wireless systems under the support of multiple RISs.
Specifically, two practical scenarios where the eavesdropper
receives signals either via only the transmitter-eavesdropper
link or via transmitter-eavesdropper and transmitter-RISs-
eavesdropper links are investigated. Also, the considered
system is evaluated over Nakagami-m fading channels where
the channel parameters are proposed for the 5G standard such

as 3rd Generation Partnership Project [28, 30]. The main con-
tributions of this paper can be summarized as follows:

e We consider a multi-RIS-assisted wireless system under
the existence of an eavesdropper. Specifically, the eaves-
dropper receives signals via either direct transmitter-
eavesdropper links (case 1) or both direct transmitter-
eavesdropper and transmitter-RIS-eavesdropper links
(case 2). Additionally, multiple RISs are arranged in dif-
ferent areas to enhance the secrecy performance of the
considered system.

e We exploit the benefits of the traditional wireless channel
and advanced RISs by combining the direct transmitter-
receiver and reflect transmitter-RISs-receiver links to
achieve higher signal-to-noise ratio (SNR) power at the
receiver. We successfully obtain the closed-form expres-
sions of the average secrecy capacity (ASC) of the
considered system in cases 1 and 2 over Nakagami-m
fading channels. We validate all derived expressions via
computer simulations.

e We evaluate the ASCs of the considered system with the
channel model proposed for the 5G standard! Numerical
results show that the ASCs of the considered system in
cases 1 and 2 are significantly higher than that in the case
without RISs (case 3). This observation confirms the ben-
efits of using RISs for improving the secrecy performance
of wireless systems. Another important observation is
that the RISs located near either transmitter or receiver
can reflect signals better than the RISs located far from
either transmitter or receiver. In addition, the impacts of
the number of REs, the total number of REs, the loca-
tions of the RISs, and other system parameters are also
studied.

The rest of this paper is organized as follows. Section 2
describes the system and signal models, where the formulas
of the received signals at the legitimate user and eavesdrop-
per in two cases are provided in detail. Section 3 analyzes the
secrecy performance of the considered system by mathemat-
ically deriving the ASC expressions in two cases. Section 4
presents the numerical results and discussions to get insights
into the system behaviors. Finally, Section 5 concludes this

paper.

Notations The cumulative distribution function (CDF) and
probability density function (PDF) are, respectively, denoted
by F(.) and f(.); the gamma, lower, upper incomplete

' We should note that previous works, such as [4, 16], often normalized
the system parameters. Thus, their results may not be suitable in 5G and
B5G networks. Meanwhile, our results fully reflect the behaviors of 5G
and B5G networks because the system and channel parameters are set
based on practical measurements.
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gamma, and Meijer functions are, respectively, denoted by
y(,.), (), T(,.), and G:::(.); the probability of an event
and the expectation operator are, respectively, denoted by
Pr{.} and E{.}; the Gaussian noise variable with zero mean
and variance of 2 is denoted by CN(0, o).

2 System Model

Figure 1 illustrates the multi-RIS-assisted wireless system
with eavesdropper links. In particular, a base station (S) trans-
mits signals to a legitimate user (D) via S-D direct link and
S-RIS-D reflected links. Meanwhile, an eavesdropper (E)
attempts to receive and decode the signals transmitted from S
via S-E direct link and S-RIS-E reflected links. In the consid-
ered system, K RISs are used to assist S-D communication,
where each RIS is equipped with L REs. In addition, all
transceivers (S, D, and E) are equipped with a single antenna
for transmitting/receiving.

Since multiple RISs are deployed to support S—D com-
munication, the channels from RISs to E may or may not be
available. As a result, we consider two scenarios: i) E only
receives signals via the S-E link. The reflected links via RISs
are not available at E due to blocking objects (similar to the
works in [5, 20, 21]); ii) E receives signals via both S-E link
and RIS reflected links.

The received signal at the legitimate user D is expressed as

K Li

Ya = (flsd +y > g?szlkzej‘p"’)xs + 24, (1

k=1 I=1

Fig.1 The system model of the
considered multi-RIS-assisted
wireless system with
eavesdropping link

where fzsd, g1 and h il are, respectively, the channels from
Sto D, from S to the /[th RE of the kth RIS, and from the /th RE
of the kth RIS to D; ¢y, is the phase shift of the /th RE of the
kth RIS; x; is the transmitted signal at S; z; ~ CAN(0, (75)
is the Gaussian noise at the D.

Using the magnitudes and phases of the complex numbers,
we can represent hyq, 81, and Ay as hyq = hyge I, g1y =
gklefje"l, and ];kl = hklefj‘bk’, where hgq, gk, and hy; are
the magnitudes and ¢s4, 6k, and Yy are the phases of ﬁsd,
8, and i, respectively.

Now, the received signal at D becomes

K L
Vd :<hsde—j¢sd + Z Z gklhklej(wkl—&l—Wkl))xs + 24
k=1 1=1
K Ly
=/ (hsd +Y > gkzhklejg"’>xs + z4. 2

k=1 I=1

where { = @1 — Ok — Vi1 + Psq 1S the phase error
induced by the /th RE of the kth RIS [28].

As demonstrated in previous works on one-RIS or multi-
RIS-assisted wireless systems, the phase of the RIS ¢y, can
be adjusted to achieve maximum received signal power [8,
13, 28, 31]. Specifically, ¢x; can be chosen from a set of
discrete phases so that ¢z; = 0 [28]. This value of ¢y is the
optimal phase of the RIS, which is computed as

0 = Ok + Vi — bsa- 3
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With ¢}, of the RISs, the received signal at D now is

K L

va = e 1% (ha + 303 guthu )+ 2a. @)
k=1 1=1

Since |e~/#sd|> = 1, the instantaneous signal-to-noise

ratio (SNR) at D is

K Ly 2
<hsd + D ket 2ty gkzhu) Py
Ba = 5

¥

K Ly

= <hsd + Z Z gklhkz)zpd, &)

k=1 I=1

where p; = P /aj is the average SNR at D.
At the eavesdropper E, the received signal is computed as

K L

Ye = <ilse +Y°) é’klszej‘”“)xs + Zes (6)

k=1 1=1

where /1 se and Fyy are, respectively, the channels from S to
E and from the /th RE of the kth RIS to E; z, ~ CAN (0, 062)
is the Gaussian noise at the E.

In the literature on RIS-assisted multi-user systems, when
RISs configure their phases to maximize the SNR at one
user, the SNRs at other users may not be maximized [32].
However, the case that maximum SNRs at all users is often
assumed [33]. This assumption has been widely used not only
for legitimate users but also for eavesdroppers [4, 16, 18, 19,
21]. Similar to these works, in this paper, we assume that
the received signal at E can be maximal. In other words, we
consider the worst case of the secrecy performance, where
maximum SNR at the E is achieved. As a result, the received
signal at E can be presented as

K L

ve = e 0% (g + 373 garn )xs + 2o, @

k=1 1=1

where hg, and ¢s. are, respectively, the amplitude and
phase of fzse; rx1 is the amplitude of 7y;.

In case 1, due to the blocking objects, the reflected paths
from the RISs are not available at E. In other words, we have
riy = 0. Thus, the instantaneous SNR at E is expressed as

2
ﬂgl — hsezPY

2
Ge = hsepe ’ (8)

where p, = P; /%2 is the average SNR at E.

In case 2, the reflected paths from the RISs are available
at E. Thus, the instantaneous SNR at E is

h K Ly 2P
o se + 2kmt 2Ly kit ) P
B = 5

0¢

K L

= (hse + Z Z gklrkl>2'0e- ©)

k=1 I=1

On the other hand, the CDF and PDF of the chan-
nel amplitudes (hgq, hse, gk, hii, and rg;) which follow the
Nakagami-m distributions are, respectively, given by

1 my 2
Fx(x) = (mx, —X )
Timx) "%y
1
—1- F(mx, "ﬂxz), x>0, (10)
'(mx) Qx
zm’;}X 2m mx
=X _ \mx—lay (——2) >0
Jx(x) F(mX)ngx Pl-gr ) =0

(1)

where X € {sd, se, gk, hi, rr}; mx and Qx are, respec-
tively, the shape and spread parameters. The spread parameter
calculated by the path loss model applied in the 5G standard
is given as [13, 28, 30]

Qx =G + Gx —22.7 —26log( f.) — 36.7log(d/dp),
12)

where G (tx € {s, ris}) and G« (rx € {ris, d, e}) are,
respectively, the antenna gains of the transmitter and receiver;
f¢ is the carrier frequency; d and dy are, respectively, the
transmitter-receiver and reference distances.

Furthermore, the variance of the Gaussian noise is given
as [28]

o2 = No + 10log(BW) + NF, (13)
where Ny, BW, and NF are, respectively, the thermal noise

power density, bandwidth, and noise figure.

3 Secrecy Performance Analysis
In this section, we will derive the average secrecy capacity

expression of the considered system over Nakagami-m fad-
ing channels. In particular, the ASC of the considered system
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is defined as the difference between the capacities of the legit-
imate channel and the wiretap channel. Mathematically, it is
computed as [21]

C = [E {logy (1 + Ba) — logy (1 + B |17, (14)

where S, is given in Eq. 5; B, is given in Eq. 8 for case 1
and Eq. 9 for case 2; [x]T = max{x, 0}.
From the properties of expectation [34], Eq. 14 can be rewrit-
ten as

C =[E {log,(1 4+ Ba)} — E {log, (1 + Bo) }1T. (15)

We should note that in case 2, 84 and B, are not indepen-
dent because of gi;; however, Eq. 15 is still correct due to the
expectation properties. As a result, Eq. 15 has been widely
utilized when calculating the ASC of RIS-assisted wireless
systems [4, 19-23].

Consequently, the ASC of the considered system in these
two cases can be, respectively, expressed as

cl=¢, -, (16)

Cc?=c,—C2, (17)

where C; = E {log,(1+ Ba)}. ¢! = E {log,(1 + BH},
and C2 = E {log, (1 + ,Bgz)}. Notice that if C; < C¢!, we
have C¢! = 0. It is similar for C.

Based on Egs. 16 and 17, we obtain the ASCs of the con-
sidered system in the following Theorem.

Theorem The ASCs of the considered system in cases 1 and
2 over Nakagami-m fading channels are, respectively, given

by
oo P G LA
ﬁF(Ed)lnz 3.5 4:0d ‘-‘d ~d+l 01%10
1 G3 Mse 0,1 (18)
F(mW)lnz 23 Qe e 10,ms,0 ’
CcZ Zad_l 53 \I—’_g 0 % 1
JAT(Eq)In2 3 \ 4pg 15,562 0,40
_ 22T s (‘I’_z 0! ) (19)
VAT (Ee)In2 23 \dp, 15 20,40

where Eg4, Vg4, B., and VY, are, respectively, given in
Egs. 61,62,63 and 64.

Proof : To derive the ASCs in Egs. 18 and 19, we must firstly
derive Cy, Cgl, and ng, then replace them into Egs. 16 and
17.

@ Springer

First, C4, le, and ng can be calculated as

Ca = E{log,(1+ Ba)} =

1 cOl F
_/Ld(x)dx’ (20)
In2

0

1= Fy
cl = E{log2(1 +ﬂgl)} = i/—ﬁelmdx, 21)
0

c2_ c2 L/o‘o ﬁcz(x)
e = {1og2(1+ﬁ ) 5 T ()
0

Next, we have to obtain the CDFs of S, ,351, and ,352 and
then replace them into Eqgs. 20,21 and 22. Mathematically,
Fg,(x), F, Bel (x),and F pe2 (x) are, respectively, computed as

Fg,(x) =Pr{Bs < x}
K L

=Pr ( sd-l-Zngzhkz) Pd <X ¢, (23)

k=1 I=1

Fyer (x) =Pr{ cl <x} =Pr{h§epe <x}, 24)

Fge(x) = Pr[ 2 - x}

e

K Ly

=Pr (hve +Zngzrk1) Pe <X (- (25)

k=1 I=1

From these above expressions, we can obtain Fg,(x),
F pel (x), and F, Be2 (x) as (the detailed calculations are pre-
sented in Appendix)

1 X
Fg,(x) =1— TF<Ed, Wy —> (26)
pi I'(Eq) V pa
Fa(x) = 1 r( MyeX ) 27)
cl(X) = - Mge, )
P I'(mge) ' Qe e
Foo(o)=1— —1 r(" v x) (28)
a(x)=1— ——T( &, = ).
& I'(Ee) o Pe
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On the other hand, using [35, Eq. (8.4.2.5)] and [35, Eq.
(8.4.16.2)], we have

1+~ = G};}(x((;), (29)

T(a,x) = Gﬁ;g(x}lo). (30)

Now, C4, CS!, and C¢? are, respectively, calculated as

o
C ! / (v, |5 )a
= Ed, — )dx
CTr@Epm2) T+x \"Y TN oy

0
1 r 0 I
X
- G“( ‘ >G2’0<\IJ = )dx.
F(Ed)lnzof Lo )PPy o ad,o) <
(3D
1 7o
el = [ (e 2 Jas
F(mse)ln20 1+x Qsepe
1 o 1
2,0( MseX )
= dx, (32
F(mse)an/I—i-x "2<Qsepe mee.0) G2
0
1 T
X
ce? = / &, Vv, /—)d
© T TEom2) T (6 e\/pe> *
1 T 0 1
1,1 2,0 X
- ezt | ML Jos
I'(E.)In2 , 0 Pe 1Ee,0
(33)

Applying [35, Eq. (2.24.1.1)], Egs. 31 and 33 respectively
become

28! 5o Yq| 03!
Ci=————Gri|—L|. 2 , 34
T AT Ep 2 35\ dpg 15 2 010 oY
23,3—1 \IJ2 0’%’1
[ — o [P ) . 35
¢ J/aT(E)In2 7 \dp, 15 255 0.4.0 )
Using [36, Eq. (7.811.5)], Eq. 32 becomes
1 .| 01
ol = Gl (e : (36)
C'(mge)In2 =7 \ Qe pe 10,m5,,0

Finally, replacing Eqgs. 34, 36 and 35 into Eqs. 16 and 17,
we obtain the ASCs of the considered system as in Eqs. 18
and 19. The proof is thus complete.

4 Numerical Results and Discussions

In this section, the secrecy performance of the considered sys-
tem is examined by using the analysis expressions. Computer
simulations are used to verify our numerical expressions.
Besides investigating the ASCs in cases 1 and 2, the ASC
in the case without RISs (denoted by “Case 3" in all below
figures) is also provided to show the benefits of using RISs.
Unless otherwise specified, in all scenarios, we set K = 5
RISs and myq = mgse = mg, = my, = m,, = m. To obtain
the spread parameter and noise power given in Egs. 12 and
13, respectively, we set Gy = G4 = Gis = 5dB, G, =0
dB, f. = 3GHz,dyp = 1 m, dgg = 100 m, ds, = 150 m,
BW = 10 MHz, Ny = —174 dBm/Hz, and NF = 10 dBm.
The number of REs in each RIS is determined via vector L,
ie, L =[Ly Ly Ly Ly Ls], where L; (k € {1,2,..,5})
denotes the number of REs in the kth RIS. Additionally, we
use the coordinate axis (xx, yx) to indicate the location of the
kth RIS, with (0, 0) is the location of S.

Figure 2 illustrates the ASCs of the considered system in
cases 1 and 2 in comparison with the ASC in the case without
RISs (case 3) form = 2, = [40 40 40 40 40],and (x, y) =
(30, 10), (40, 10), (50, 10), (60, 10), and (70, 10). We use
Egs. 18 and 19 to obtain the analysis curves in cases 1 and
2, respectively. Notice that with the investigated parameters,
the numbers of REs in all RISs are equal. However, they are
located in different locations, where the 1st RIS is located

6 : : . .
¢ Case 1 (Sim) 4

- - - -Case | (Ana) e

| o Case2(Sim) e - i

Case 2 (Ana) 07

W

w Case 3 (Sim) o

w e

0o

Average Secrecy Capacity (ASC)

Fig. 2 The ASCs of the considered system in the cases 1 and case 2
in comparison with the ASC in the case without RISs form =2, L =
[40 40 40 40 40], and (x, y) = (30, 10), (40, 10), (50, 10), (60, 10),
and (70, 10)
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nearest to the S and the 5th RIS is located furthest from the
S. It is easy to see in Fig. 2 that the ASC in case 1 is the best
while the ASC in case 3 is the worst. This result demonstrates
the benefits of using RISs for improving the ASC of wireless
systems. For example, when Py = 16 dBm, the ASCs in the
cases 1, 2, and 3 are, respectively, 4.4, 3.5, and 1.3 bit/s/Hz.
That means cases 1 and 2 can achieve 3.1 and 2.2 bit/s/Hz
higher ASC in comparison with case 3. As Py increases, the
ASCs of three cases increase. However, the increasing rates
of the ASCs in cases 2 and 3 are slow in the high transmit
power regime (P; > 25 dBm). Also, all ASCs gradually
reach the capacity ceiling when P; > 30 dBm.

Figure 3 investigates the effects of the distance between S
and E (ds.) on the ASCs of the considered system. As shown
in Fig. 3, even d;, = 100 m, the ASCs in cases 1 and 2
are still high, especially in case 1. Meanwhile, the ASC in
case 3 equals zero. In other words, even though the distances
between transmitter and legitimate user and between trans-
mitter and eavesdropper are identical (dsq = dso = 100 m),
the usage of RISs still significantly enhances the ASC of wire-
less systems. Another observation is that when dg, = 100 m,
the ASCs with Py = 15 and Py = 30 dBm are similar for
cases 2 and 3. Meanwhile, they are different for case 1. As dj,
increases, the ASCs in three cases increase for both P, = 15
and Py = 30 dBm. In particular, when d;, = 200 m, the
ASCs in cases 1 and 2 are greatly higher than that in case
3 for both P; = 15 and P; = 30 dBm. Specifically, the
ASCs in cases 1 and 2 with P; = 15 dBm are higher than
the ASC in case 3 with P; = 30 dBm. Thus, besides enhanc-
ing the secrecy performance, the RISs help to reduce the

¢ Case 1 (Sim)
- ---Case | (Ana)
O Case 2 (Sim)
Case 2 (Ana) i
B Case 3 (Sim) oo

N

W

(%] £

5]

Average Secrecy Capacity (ASC)

15,30 dBm

140 160 180 200
dgg [m]

Fig.3 The ASCs of the considered system versus the distance between
S and E for P; = 15 and 30 dBm, m = 2, L = [40 40 40 40 40], and
(x,y) = (30, 10), (40, 10), (50, 10), (60, 10), and (70, 10)
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¢ Case 1 (Sim) e__e__o--<
- = =--Case 1 (Ana) -4
6f O Case2 (Sim) v’* .-
Case 2 (Ana) s _4--9
5 B+ Case 3 (Sim) g

-~

o8]

Average Secrecy Capacity (ASC)

2nd:(30,10) A
3rd: (80,10)

0 5 10 15 20 25 30

Fig. 4 The impacts of the locations of the RISs on the ASCs of the
considered system for m = 2 and L = [40 40 40 40 40].

power consumption of the transmitter. As a result, the usage
of RISs can significantly improve the secrecy performance
and energy efficiency of wireless systems.

In Fig. 4, the impacts of the locations of the RISs on
the ASCs of the considered system are investigated. Unlike
Figs. 2 and 3, the locations of all RISs in Fig. 4 are similar for
each investigated scenario. For example, the 1st: (50, 10) in
Fig. 4 indicates that (x, y) = (50, 10), (50, 10), (50, 10), (50, 10),
and (50, 10). In other words, all RISs in the 1st scenario are

7 T T T T T
Ist: L [40 40 40 40 40] O__e__e--é-*
sl2nd: L [10 30 40 55 65] e o4
K -9
3rd: L [10 20 30 40 100. % - 0--0-% 1
il SO IAIE S S CEs S

o’,
- -
- B

¢ Case 1 (Sim)
- -~--Case 1 (Ana)
O Case 1, One-RIS (Sim)
Case 1, One-RIS (Ana)
¢ Case 2 (Sim)
- - = -Case 2 (Ana)
O Case 2, One-RIS (Sim)
Case 2, One-RIS (Ana)

Average Secrecy Capacity (ASC)

0 5 10 15 20 25 30
Py [dBm]

Fig.5 The ASCs of the considered system for different numbers of REs
ineach RIS, m = 2, (x, y) = (30, 10), (40, 10), (50, 10), (60, 10), and

(70, 10)
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located right in the middle between S and D. Meanwhile, all
RISs in the 2nd and 3rd scenarios are located near to S and
far from S, respectively. As observed in Fig. 4, the ASCs in
the 3rd scenario are the best, and the ASCs in the 1st sce-
nario are the worst among the three scenarios. On the other
hand, the ASCs of the 1st and 2nd scenarios of case 2 are
nearly similar. Meanwhile, they are significantly different in
case 1. Hence, the locations of the RISs greatly affect the
ASCs of the considered system. Additionally, we can locate
RISs near either transmitter or receiver in practice to achieve
higher ASCs.

In Fig. 5, three investigated scenarios such as L =
[40 40 40 40 40], L = [10 30 40 55 65], and L =
[10 20 30 40 100] are evaluated, where the number of REs
in each RIS is varied. We should note that the total number
of REs in all RISs is identical, i.e., equal to 200, in three
scenarios. We also provide the ASCs in cases 1 and 2 with
only one RIS (denoted by “One-RIS" in Fig. 5). Note that
the ASCs with only one RIS are obtained by setting K =1
RIS, L = 200 REs, and (x, y) = (50, 10). Figure 5 con-
firms the great benefits of the considered multi-RIS-assisted
wireless system in comparison with one-RIS-assisted wire-
less systems presented in the previous works [4, 19, 20]. It
is obvious from Fig. 5 that with these parameter settings, the
ASCs in the 3rd scenario are the best while the ASCs in the
1st scenario are the worst. As a result, when the locations of
the RISs are different, the ASCs can be higher with different
numbers of REs in the RISs. In particular, when P; = 30
dBm, the ASCs are 5.6, 6, and 6.8 in case 1 and 3.9, 4.4,
and 4.9 bit/s/Hz in case 2 corresponding to the 1st, 2nd, and

¢ Case 1 (Sim) _
- ---Case 1 (Ana) e__e——@“(* 1
6f O Case2(Sim) p o~ k
Case 2 (Ana) N L -4
: o -o-¢
s B Case 3 (Sim) . _o-

&~

%)

S8}

Average Secrecy Capacity (ASC)

0 £ i i 1 1 1 1 1
0 5 10 15 20 25 30
Py [dBm]

Fig. 6 The ASCs of the considered system when the total
number of REs in all RISs varies for m = 2, (x,y) =
(30, 10), (40, 10), (50, 10), (60, 10), and (70, 10)

3rd scenarios. Furthermore, when the numbers of REs in the
RISs vary from the 1stto the 3rd scenarios, the ASCs increase
1.2 and 1 bit/s/Hz for cases 1 and 2, respectively. Therefore,
besides locating the RISs in suitable areas, we should choose
an appropriate number of REs in each RIS to improve the
ASC of the wireless systems.

Unlike Fig. 5, where the total number of REs in all RISs is
constant, the total number of REs in all RISs in Fig. 6 is var-
ied, i.e., L = [10 10 10 10 10], L. = [20 20 20 20 20], ...,
and L. = [50 50 50 50 50]. As shown in Fig. 6, an increase
of the number of REs in the RISs significantly enhances the
ASC:s of the considered system. Specifically, even when the
number of REs in the RISs is small (i.e., L = 10), the ASCs
in cases 1 and 2 are still higher than that in case 3. When L
increases, i.e., L = 20, 30, 40, and 50, the ASCs in cases 1
and 2 greatly increase, especially in case 1. Another obser-
vation is that the ASCs in cases 1 and 2 are almost linearly
proportional to L. Thus, we can use larger L to achieve higher
ASCs of the considered system.

In Fig. 7, the severity of Nakagami-m fading is varied,
i.e.,m = 1,3, and 5. Other system parameters are similar to
those in Fig. 2. Notice that in the case m = 1, the Nakagami-
m fading channels become the Rayleigh fading channels.
Obviously, the ASCs in the three cases remarkably increase
when m increases from 1 to 3. However, when m increases
from 3 to 5, these ASCs are nearly unchanged. Specifically,
with high transmission power, i.e., P; = 30 dBm, the ASCs
are similar for different m. As a result, higher values of m
cannot improve the ASCs of the considered system in cases
1 and 2, even with high transmission power. Therefore, when
the considered system operates in environments with higher

6 T T T T
¢ Case 1 (Sim) -
- -=--Case 1 (Ana) ,-g:*"o‘-
5 © Case2(Sim) ,9—:8—' i
Case 2 (Ana) 8707
woe Case 3 (Sim) A

S

o

Average Secrecy Capacity (ASC)

Py [dBm]

Fig. 7 The ASCs of the considered system for different values of
Nakagami-m parameter

@ Springer



1214

Mobile Networks and Applications (2023) 28:1206-1219

m, we should use a suitable transmission power to exploit the
benefit of these environments and avoid the ASC ceilings.
On the other hand, since we set p; = p., the ASCs of the
considered system are saturated in the high transmit power
regime. This feature is reasonable because B; and S, are
nearly parallel when Py increases. As a result, the subtraction
of log, (1 + B4) — log,(1 4 B.) becomes a constant in the
high transmit power regime?”

5 Conclusion

This paper exploits multiple RISs to enhance the secrecy per-
formance of a wireless system with an eavesdropper. We suc-
cessfully derived the closed-form expressions of the average
secrecy capacity of the considered system over Nakagami-
m fading channels in two cases, where the eavesdrop-
per receives signals from either transmitter-eavesdropper
link or both transmitter-eavesdropper and transmitter-RIS-
eavesdropper links. Numerical results showed that using
multiple RISs significantly increases the ASCs of the consid-
ered system compared to the case without RISs. Specifically,
when the number of REs in each RIS is constant, by choos-
ing suitable locations of the RISs, the ASCs of the considered
system are significantly enhanced. When the locations of the
RISs are fixed, the locations near either the base station or
legitimate receiver should be used for RISs with a larger
number of REs to achieve higher secrecy performance. On
the other hand, using RISs with larger sizes is also a suit-
able method for improving the secrecy performance of the
considered system.

Funding The authors did not receive support from any organization for
the submitted work.

Data Availability Data will be made available on reasonable request.

Declarations

Competing Interests The authors have no competing interests to
declare that are relevant to the content of this article.

Appendix

This appendix detailedly provides the step-by-step deriva-
tions of the CDFs of 84, ¢!, and B¢2.

2 Inthe previous works, since p, is fixed while py is increased when P
increases, the ASC avoids the saturation ceilings in the high transmit
power regime [4].

@ Springer

Firstly, F, pet (x) can be derived directly by using the CDF
of the channel gain following Nakagami-m fading channels
[37],1.e.,

x
Fﬁegl(x) =Pr [hfepe < x} =Pr {h?e < E}
1 ( MgeX >
= y m m—
[(mge) * Qe e
1 .
—1— F(mse, M) (37)
[(mge) Qe e

Secondly, Fg,(x) and F B2 (x) are calculated as follows.
Let Xau = guhuts Yax = Y05 Xats Za = Y0y Varo
Ty = hsa + 24, Xewt = uiruts Vek = ZIL:"l Xekl, Ze =
Zle Vek, and 7, = hg, + Z, be new variables, Egs. 23 and
25 respectively become

Fpy ) = Pr (T304 < x ] (38)

Fyeo (x) = Pr [7;2/06 < x} . (39)

It is obvious that Fg,(x) and F, pe2 (x) have similar types.
Thus, in the following parts, we focus on deriving Fg, (x),
Fge2 (x) can be derived similarly as Fg, (x).

Since the Nakagami-m fading channels are considered,
the nth moment of A4 is given by [28]

Ithyy (n) = EfRY,) =

I'(mgg +n/2) (msd)—nﬂ. 40)

'(mgaq) Qg

From Eq. 40, we obtain the first and second moments of
hgsq as

_ ['(mgq + 1/2) Q4
W= " Ton v

1—‘(msd + I)Qsd
Mhyg(2) = ————— = Qgq. (42)
¢ L(mgq)mgq ’

Since Xyi; = grihii, the PDF of Ay is calculated as

*1
fra () = /0 —Fint(3) fau (0. 3)
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Replacing the PDF given in Eq. 11 into Eq. 43, we have

L (e
L(mg )T (mp) \S2g, Qe

00
% yzmhk_l / xzmé’k_zmhk_l
0

fXdkl (}’) =

2 2
X exp ( _ Mg X y_mhg)dx_ (44)
Qg Qpy x

Applying [36, Eq. (3.478.4)], Eq. 44 becomes

amgk +mpy,
— kL mgk+m;,k71’c’ B 2
fXdkl()’) F(mgk)r(mhk)y Mgk mhk( Olkly),
45)
N
where oy = /ng %,
Now, the nth moment of Xjz; is computed as
N o0
/'LXdk[ (l’l) = E{ankl} = /0 yn fXdk[ ()’)dy (46)
Using [36, Eq. (6.561.16)], Eq. 46 becomes
_aDmg, +n/2)T (mp, +n/2)
My, (n) = oy : 47)
dkl kl F(mgk)r(mhk)
Then, the CDF of Xy, is given by
F N 1
Xai (x) ~ F( [dekl(l)]z )
gy @)=y, (DI?
( [/'LXdk](l)]2 MXdk/(l)x )
KX (2) - [/J'Xdkl (1)]2 ' M X (2) - [/JLXdkl (1)]2
(48)

Now, we can derive the CDF of YV = Z[L:" | Xkl as

1

( Lil g (D1 )
gy @iy, (DI

Fy, (x) ~

( Lilpay, (D) Py (D )

v KX (2) - [/J'Xdkl(l)]z ' M X0 (2) - [/JLXdkl(l)]z
(49)

Based on [38], we obtain the nth moment of ), as
MYar (n) £ E{y:;k}

Sy S () ()

n1=0ny=0 nLk’l=0

X U xgey (0= M) Xy (01 = 12) -+ gy, (np—1),  (50)

where (j) = M;;Lh),, and the nth moment of Z; =

S Vax is

1z, (n) = E{Zy}

n ni ng-2
n1=0n,=0 ng—1=0 m n2 k-1

X Uy (}’l - nl)l‘l'ydz(nl - n2) MYk (nK—l)'
(51

From Egs. 47,50 and 51, we compute the first and second
moments of Z; as

K Lg
ez, (1) =Y g, (1), (52)
k=1 I1=1
K L Li Lg
1z, =3 [ @423 na O Y wa,, 0]
k=1 I=1 =1 I'=l+1
K Ly K Ly
+23 [P rra®] X [P a0 63
k=1 I=1 kK'=k+1 [=1

Then, the nth moment of 7; = hyqy + Z; is calculated as
n n\ '
wr,(n) £ B{(hsa + Za)"} = E {Z <l> édZS"}
i=0

=y (’Z) P Dz, (n = ). (54)
i=0

Consequently, the first and second moments of 7, calcu-
lated from Eq. 54 are

wry (1) = pngy (D) + ez, (1), (55)

w1y (2) = phgy (2) + 1z, (2) + 2pp, (D z, (1). (56)

Similarly, the first and second moments of 7, are expressed
as

pr, (1) = pn, (1) + pz, (1), (57)

w1, (2) = png, 2) + 2, (2) + 2pn, (D z, (1). (58)
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Therefore, the CDFs of 7; and 7, are, respectively, given
by

1

Fry () = iz, (D1
r ( nz, <2>?[qu P )
( [uz, (D ur, (Dx )
w2 — [nr, (WP pgy (2) — [z, (D12
1
=—— (g, ¥
F(Ed)y( d» Yax)
1
=1 — ——T' (g, Ugx), 59
F &) (Eg, Wax) (59)
F =1- I'E,, Vox), 60
7, (X) NER (e, Wex) (60)
where
- ZAOE
Eq = 4 7 (61)
wr;(2) — [ug, (1]
1
10— ©2)
w1, (2) — [ug, (D]
~ ZAOE
C"e == - 27 (63)
w1, (2) — [z, (1]
1
nr, (1) (64)

T w2 —pr (P

Next, we can calculate the CDFs of f; and /352 from
Eqgs. 38 and 39 as

Fgeo(x) =Pr{7;2 < i} :Pr{’]’e < /i} =rr(/>).
¢ Pe Pe Pe

Applying Egs. 59 and 60,65, and 66 become Eqs. 26 and
28, respectively. The proof is thus complete.

(66)
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