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Abstract
This paper presents a theoretical framework using multiple reconfigurable intelligent surfaces (RISs) for enhancing the
secrecy performance of wireless systems. In particular, multiple RISs are exploited to support transmitter-legitimate user
communication under the existence of an eavesdropper. Two practical scenarios are investigated, i.e., there are only transmitter-
eavesdropper links (case 1) and there are both transmitter-eavesdropper and transmitter-RIS-eavesdropper links (case 2). We
mathematically obtain the closed-form expressions of the average secrecy capacity (ASC) of the considered system in these
two investigated cases over Nakagami-m fading channels. The impacts of the system parameters, such as the locations of the
RISs, the number of REs, and the Nakagami-m channels, are deeply evaluated. Computer simulations are used to validate our
mathematical analysis. Numerical results clarify the benefits of using multiple RISs for improving the secrecy performance
of wireless systems. Specifically, the ASCs in cases 1 and 2 are significantly higher than that in the case without RISs.
Importantly, when the locations of the RISs are fixed, we can arrange the larger RSIs near either the transmitter or legitimate
user to achieve higher ASCs. In addition, when the numbers of reflecting elements (REs) in the RISs increase, the ASCs in
cases 1 and 2 are greatly enhanced.

Keywords Reconfigurable intelligent surfaces · Physical-layer security · Secrecy performance · Eavesdropper · 6G wireless
communications

1 Introduction

In the age of the Internet of Things, besides coverage and
capacity improvements, security and reliability enhance-
ments of wireless communication systems are the key
requirements, especially in the fifth and beyond generations
(5G and B5G) of wireless systems [1, 2]. For the security
requirements of the 5G and B5G wireless systems, physical
layer security (PLS) has been proposed [3]. Unlike classical
cryptographic algorithms, PLS utilizes the random nature
of wireless channels for information security. Consequently,
the PLS can provide secrecy performance without depending
on the computation resources of wireless devices [3, 4]. As
a result, the PLS is now widely considered and applied to
enhance information security in 5G and B5G wireless sys-
tems [5–7].

On the other hand, the emergence of reconfigurable intel-
ligent surfaces (RISs) used for assisting wireless systems
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has greatly attracted the attention of wireless researchers
and designers [8, 9]. In particular, the RISs are equipped
with many reflecting elements (REs) that can reflect signals
transmitted from transmitter to receiver without signal pro-
cessing [10, 11]. In addition, the RISs can work without
power supply, decoding, encoding, and amplifying signals
[12]. Consequently, the usage of RISs is much more effec-
tive than the usage of classical relays in wireless systems [13,
14]. Therefore, the RISs are promising candidates that can be
deployed in B5G wireless systems. Nowadays, the RISs are
widely used not only for improving capacity and reducing
outage probability but also enhancing information security
of the wireless systems [15, 16].

1.1 RelatedWorks

In the literature, the secrecy performance of the RIS-assisted
wireless systems has been analyzed in different scenarios
such as in vehicular communications [5, 17], cognitive sys-
tems [18], and non-orthogonalmultiple access networks [19].
Specifically, the key performance metrics such as secrecy
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outage probability (SOP) and secrecy ergodic capacity (SEC)
have been derived for evaluating the security performance
of the RIS-assisted wireless systems [4, 5, 16–24]. In [5, 20,
21], the authors investigated the case that the reflected signals
generated byRISwere not arrived at an eavesdropper. Conse-
quently, the eavesdropper only receives signals transmitted
from the transmitter. Their numerical results observed the
potential of the RIS for improving the secrecy performance
of wireless systems.

In practice, besides receiving signals directly from the
transmitter, the eavesdropper can receive signals reflected
by the RIS. Thus, the works in [4, 16–19, 22–24] investi-
gated the case that the reflected signals generated by RIS also
arrive at the eavesdropper. The SOP expression was derived
for the system performance analysis. It was shown that the
SOPperformance of thewireless systems is greatly improved
when the number of REs increases [4, 16, 23]. In addition,
the RIS-assisted wireless systems outperform the multiple-
inputmultiple-output systems in termsof PLS [23].However,
the case of utilizing multi-RIS-assisted wireless systems for
further enhancing the secrecy performance has not been ana-
lyzed yet.

1.2 Motivations and Contributions

As aforementioned, the secrecy performance of one-RIS-
assisted wireless systems has been analyzed for both with
and without reflected paths generated by RIS [4, 16, 18, 19,
21, 25–27]. Unfortunately, these works used only one RIS.
The case ofmultiple RISswas not considered due to the com-
putational complexity. Meanwhile, in practical scenarios,
multiple RISs are often deployed in wireless systems [28]. In
particular, multiple RISs are arranged in different areas; thus,
either all RISs or some RISs can be used to assist the wireless
systems depending on the specific goals [28, 29]. Generally,
when multiple RISs are exploited, the performance of wire-
less systems is significantly improved comparedwith the case
of only one RIS. However, the usage of multiple RISs to
improve the secrecy performance of wireless systems was
not studied. Furthermore, previous works only considered
either the direct link or reflected RIS links at the legitimate
users and/or eavesdroppers. The case that signals traveled
on both direct link and reflected RIS links are combined at
the legitimate users and/or eavesdropper was not considered.
These issuesmotivate us to consider the secrecy performance
of the wireless systems under the support of multiple RISs.
Specifically, two practical scenarios where the eavesdropper
receives signals either via only the transmitter-eavesdropper
link or via transmitter-eavesdropper and transmitter-RISs-
eavesdropper links are investigated. Also, the considered
system is evaluated over Nakagami-m fading channels where
the channel parameters are proposed for the 5G standard such

as 3rdGeneration Partnership Project [28, 30]. Themain con-
tributions of this paper can be summarized as follows:

• We consider a multi-RIS-assisted wireless system under
the existence of an eavesdropper. Specifically, the eaves-
dropper receives signals via either direct transmitter-
eavesdropper links (case 1) or both direct transmitter-
eavesdropper and transmitter-RIS-eavesdropper links
(case 2). Additionally, multiple RISs are arranged in dif-
ferent areas to enhance the secrecy performance of the
considered system.

• We exploit the benefits of the traditional wireless channel
and advanced RISs by combining the direct transmitter-
receiver and reflect transmitter-RISs-receiver links to
achieve higher signal-to-noise ratio (SNR) power at the
receiver. We successfully obtain the closed-form expres-
sions of the average secrecy capacity (ASC) of the
considered system in cases 1 and 2 over Nakagami-m
fading channels. We validate all derived expressions via
computer simulations.

• We evaluate the ASCs of the considered system with the
channel model proposed for the 5G standard1 Numerical
results show that the ASCs of the considered system in
cases 1 and 2 are significantly higher than that in the case
without RISs (case 3). This observation confirms the ben-
efits of usingRISs for improving the secrecy performance
of wireless systems. Another important observation is
that the RISs located near either transmitter or receiver
can reflect signals better than the RISs located far from
either transmitter or receiver. In addition, the impacts of
the number of REs, the total number of REs, the loca-
tions of the RISs, and other system parameters are also
studied.

The rest of this paper is organized as follows. Section 2
describes the system and signal models, where the formulas
of the received signals at the legitimate user and eavesdrop-
per in two cases are provided in detail. Section 3 analyzes the
secrecy performance of the considered system by mathemat-
ically deriving the ASC expressions in two cases. Section 4
presents the numerical results and discussions to get insights
into the system behaviors. Finally, Section 5 concludes this
paper.

Notations The cumulative distribution function (CDF) and
probability density function (PDF) are, respectively, denoted
by F(.) and f (.); the gamma, lower, upper incomplete

1 We should note that previous works, such as [4, 16], often normalized
the system parameters. Thus, their results may not be suitable in 5G and
B5G networks. Meanwhile, our results fully reflect the behaviors of 5G
and B5G networks because the system and channel parameters are set
based on practical measurements.

123



1208 Mobile Networks and Applications (2023) 28:1206–1219

gamma, and Meijer functions are, respectively, denoted by
γ (., .), �(.), �(., .), and G .,.

.,.(.); the probability of an event
and the expectation operator are, respectively, denoted by
Pr{.} and E{.}; the Gaussian noise variable with zero mean
and variance of σ 2 is denoted by CN (0, σ 2).

2 SystemModel

Figure 1 illustrates the multi-RIS-assisted wireless system
with eavesdropper links. In particular, a base station (S) trans-
mits signals to a legitimate user (D) via S-D direct link and
S-RIS-D reflected links. Meanwhile, an eavesdropper (E)
attempts to receive and decode the signals transmitted from S
via S-E direct link and S-RIS-E reflected links. In the consid-
ered system, K RISs are used to assist S-D communication,
where each RIS is equipped with L REs. In addition, all
transceivers (S, D, and E) are equipped with a single antenna
for transmitting/receiving.

Since multiple RISs are deployed to support S−D com-
munication, the channels from RISs to E may or may not be
available. As a result, we consider two scenarios: i) E only
receives signals via the S-E link. The reflected links via RISs
are not available at E due to blocking objects (similar to the
works in [5, 20, 21]); ii) E receives signals via both S-E link
and RIS reflected links.

The received signal at the legitimate user D is expressed as

yd =
(
ĥsd +

K∑
k=1

Lk∑
l=1

ĝkl ĥkle
jϕkl
)
xs + zd , (1)

where ĥsd , ĝkl and ĥkl are, respectively, the channels from
S toD, fromS to the lthREof the kthRIS, and from the lthRE
of the kth RIS to D; ϕkl is the phase shift of the lth RE of the
kth RIS; xs is the transmitted signal at S; zd ∼ CN (0, σ 2

d )

is the Gaussian noise at the D.
Using themagnitudes and phases of the complex numbers,

we can represent ĥsd , ĝkl , and ĥkl as ĥsd = hsde− jφsd , ĝkl =
gkle− jθkl , and ĥkl = hkle− jψkl , where hsd , gkl , and hkl are
the magnitudes and φsd , θkl , and ψkl are the phases of ĥsd ,
ĝkl , and ĥkl , respectively.

Now, the received signal at D becomes

yd =
(
hsde

− jφsd +
K∑

k=1

Lk∑
l=1

gklhkle
j(ϕkl−θkl−ψkl )

)
xs + zd

=e− jφsd
(
hsd +

K∑
k=1

Lk∑
l=1

gklhkle
jζkl
)
xs + zd . (2)

where ζkl = ϕkl − θkl − ψkl + φsd is the phase error
induced by the lth RE of the kth RIS [28].

As demonstrated in previous works on one-RIS or multi-
RIS-assisted wireless systems, the phase of the RIS ϕkl can
be adjusted to achieve maximum received signal power [8,
13, 28, 31]. Specifically, ϕkl can be chosen from a set of
discrete phases so that ζkl = 0 [28]. This value of ϕkl is the
optimal phase of the RIS, which is computed as

ϕ∗
kl = θkl + ψkl − φsd . (3)

Fig. 1 The system model of the
considered multi-RIS-assisted
wireless system with
eavesdropping link

...

S

E

D
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With ϕ∗
kl of the RISs, the received signal at D now is

yd = e− jφsd
(
hsd +

K∑
k=1

Lk∑
l=1

gklhkl
)
xs + zd . (4)

Since |e− jφsd |2 = 1, the instantaneous signal-to-noise
ratio (SNR) at D is

βd =
(
hsd +∑K

k=1
∑Lk

l=1 gklhkl
)2

Ps

σ 2
d

=
(
hsd +

K∑
k=1

Lk∑
l=1

gklhkl
)2

ρd , (5)

where ρd = Ps/σ 2
d is the average SNR at D.

At the eavesdropper E, the received signal is computed as

ye =
(
ĥse +

K∑
k=1

Lk∑
l=1

ĝkl r̂kl e
jϕkl
)
xs + ze, (6)

where ĥse and r̂kl are, respectively, the channels from S to
E and from the lth RE of the kth RIS to E; ze ∼ CN (0, σ 2

e )

is the Gaussian noise at the E.
In the literature on RIS-assisted multi-user systems, when

RISs configure their phases to maximize the SNR at one
user, the SNRs at other users may not be maximized [32].
However, the case that maximum SNRs at all users is often
assumed [33]. This assumption has beenwidely used not only
for legitimate users but also for eavesdroppers [4, 16, 18, 19,
21]. Similar to these works, in this paper, we assume that
the received signal at E can be maximal. In other words, we
consider the worst case of the secrecy performance, where
maximum SNR at the E is achieved. As a result, the received
signal at E can be presented as

ye = e− jφse
(
hse +

K∑
k=1

Lk∑
l=1

gklrkl
)
xs + ze, (7)

where hse and φse are, respectively, the amplitude and
phase of ĥse; rkl is the amplitude of r̂kl .

In case 1, due to the blocking objects, the reflected paths
from the RISs are not available at E. In other words, we have
rkl = 0. Thus, the instantaneous SNR at E is expressed as

βc1
e = h2se Ps

σ 2
e

= h2seρe, (8)

where ρe = Ps/σ 2
e is the average SNR at E.

In case 2, the reflected paths from the RISs are available
at E. Thus, the instantaneous SNR at E is

βc2
e =

(
hse +∑K

k=1
∑Lk

l=1 gklrkl
)2

Ps

σ 2
e

=
(
hse +

K∑
k=1

Lk∑
l=1

gklrkl
)2

ρe. (9)

On the other hand, the CDF and PDF of the chan-
nel amplitudes (hsd , hse, gkl , hkl , and rkl ) which follow the
Nakagami-m distributions are, respectively, given by

FX (x) = 1

�(mX )
γ
(
mX ,

mX

�X
x2
)

= 1 − 1

�(mX )
�
(
mX ,

mX

�X
x2
)
, x ≥ 0, (10)

fX (x) = 2mmX
X

�(mX )�
mX
X

x2mX−1exp
(

− mX

�X
x2
)
, x ≥ 0,

(11)

where X ∈ {sd, se, gk, hk, rk}; mX and �X are, respec-
tively, the shape and spreadparameters. The spreadparameter
calculated by the path loss model applied in the 5G standard
is given as [13, 28, 30]

�X = G tx + Grx − 22.7 − 26 log( fc) − 36.7 log(d/d0),
(12)

where G tx (tx ∈ {s, ris}) and Grx (rx ∈ {ris, d, e}) are,
respectively, the antenna gains of the transmitter and receiver;
fc is the carrier frequency; d and d0 are, respectively, the
transmitter-receiver and reference distances.

Furthermore, the variance of the Gaussian noise is given
as [28]

σ 2 = N0 + 10 log(BW) + NF, (13)

where N0, BW, and NF are, respectively, the thermal noise
power density, bandwidth, and noise figure.

3 Secrecy Performance Analysis

In this section, we will derive the average secrecy capacity
expression of the considered system over Nakagami-m fad-
ing channels. In particular, the ASC of the considered system
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is defined as the difference between the capacities of the legit-
imate channel and the wiretap channel. Mathematically, it is
computed as [21]

C = [E {log2(1 + βd) − log2(1 + βe)
}]+, (14)

where βd is given in Eq. 5; βe is given in Eq. 8 for case 1
and Eq. 9 for case 2; [x]+ = max{x, 0}.
From the properties of expectation [34], Eq. 14 can be rewrit-
ten as

C = [E {log2(1 + βd)
}− E

{
log2(1 + βe)

}]+. (15)

We should note that in case 2, βd and βe are not indepen-
dent because of gkl ; however, Eq. 15 is still correct due to the
expectation properties. As a result, Eq. 15 has been widely
utilized when calculating the ASC of RIS-assisted wireless
systems [4, 19–23].

Consequently, the ASC of the considered system in these
two cases can be, respectively, expressed as

Cc1 = Cd − Cc1e , (16)

Cc2 = Cd − Cc2e , (17)

where Cd = E
{
log2(1 + βd)

}
, Cc1e = E

{
log2(1 + βc1

e )
}
,

and Cc2e = E
{
log2(1 + βc2

e )
}
. Notice that if Cd < Cc1e , we

have Cc1 = 0. It is similar for Cc2.
Based on Eqs. 16 and 17, we obtain the ASCs of the con-

sidered system in the following Theorem.

Theorem The ASCs of the considered system in cases 1 and
2 over Nakagami-m fading channels are, respectively, given
by

Cc1 = 2
d−1

√
π�(
d) ln 2

G5,3
3,5

(
�2

d

4ρd

∣∣∣
0, 12 ,1


d
2 ,


d+1
2 ,0, 12 ,0

)

− 1

�(mse) ln 2
G3,1

2,3

(
mse

�seρe

∣∣∣
0,1

0,mse,0

)
, (18)

Cc2 = 2
d−1

√
π�

(

d
)
ln 2

G5,3
3,5

(
�2

d

4ρd

∣∣∣
0, 12 ,1


d
2 ,


d+1
2 ,0, 12 ,0

)

− 2
e−1

√
π�

(

e
)
ln 2

G5,3
3,5

(
�2

e

4ρe

∣∣∣
0, 12 ,1


e
2 ,


e+1
2 ,0, 12 ,0

)
, (19)

where 
d , �d , 
e, and �e are, respectively, given in
Eqs. 61,62,63 and 64.

Proof : To derive the ASCs in Eqs. 18 and 19, we must firstly
derive Cd , Cc1e , and Cc2e , then replace them into Eqs. 16 and
17.

First, Cd , Cc1e , and Cc2e can be calculated as

Cd = E
{
log2(1 + βd)

} = 1

ln 2

∞∫

0

1 − Fβd (x)

1 + x
dx, (20)

Cc1e = E

{
log2(1 + βc1

e )
}

= 1

ln 2

∞∫

0

1 − Fβc1
e

(x)

1 + x
dx, (21)

Cc2e = E

{
log2(1 + βc2

e )
}

= 1

ln 2

∞∫

0

1 − Fβc2
e

(x)

1 + x
dx . (22)

Next, we have to obtain the CDFs of βd , βc1
e , and βc2

e and
then replace them into Eqs. 20,21 and 22. Mathematically,
Fβd (x), Fβc1

e
(x), and Fβc2

e
(x) are, respectively, computed as

Fβd (x) = Pr {βd < x}

= Pr

⎧⎨
⎩
(
hsd +

K∑
k=1

Lk∑
l=1

gklhkl
)2

ρd < x

⎫⎬
⎭ , (23)

Fβc1
e

(x) = Pr
{
βc1
e < x

}
= Pr

{
h2seρe < x

}
, (24)

Fβc2
e

(x) = Pr
{
βc2
e < x

}

= Pr

⎧⎨
⎩
(
hse +

K∑
k=1

Lk∑
l=1

gklrkl
)2

ρe < x

⎫⎬
⎭ . (25)

From these above expressions, we can obtain Fβd (x),
Fβc1

e
(x), and Fβc2

e
(x) as (the detailed calculations are pre-

sented in Appendix)

Fβd (x) = 1 − 1

�(
d)
�

(

d , �d

√
x

ρd

)
, (26)

Fβc1
e

(x) = 1 − 1

�(mse)
�

(
mse,

msex

�seρe

)
, (27)

Fβc2
e

(x) = 1 − 1

�(
e)
�

(

e, �e

√
x

ρe

)
. (28)
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On the other hand, using [35, Eq. (8.4.2.5)] and [35, Eq.
(8.4.16.2)], we have

(1 + x)−1 = G1,1
1,1

(
x
∣∣∣
0

0

)
, (29)

�(a, x) = G2,0
1,2

(
x
∣∣∣
1

a,0

)
. (30)

Now, Cd , Cc1e , and Cc2e are, respectively, calculated as

Cd = 1

�(
d) ln 2

∞∫

0

1

1 + x
�

(

d , �d

√
x

ρd

)
dx

= 1

�(
d) ln 2

∞∫

0

G1,1
1,1

(
x
∣∣∣
0

0

)
G2,0

1,2

(
�d

√
x

ρd

∣∣∣
1


d ,0

)
dx,

(31)

Cc1e = 1

�(mse) ln 2

∞∫

0

1

1 + x
�

(
mse,

msex

�seρe

)
dx

= 1

�(mse) ln 2

∞∫

0

1

1 + x
G2,0

1,2

( msex

�seρe

∣∣∣
1

mse,0

)
dx, (32)

Cc2e = 1

�(
e) ln 2

∞∫

0

1

1 + x
�

(

e, �e

√
x

ρe

)
dx

= 1

�(
e) ln 2

∞∫

0

G1,1
1,1

(
x
∣∣∣
0

0

)
G2,0

1,2

(
�e

√
x

ρe

∣∣∣
1


e,0

)
dx .

(33)

Applying [35, Eq. (2.24.1.1)], Eqs. 31 and 33 respectively
become

Cd = 2
d−1

√
π�(
d) ln 2

G5,3
3,5

(
�2

d

4ρd

∣∣∣
0, 12 ,1


d
2 ,


d+1
2 ,0, 12 ,0

)
, (34)

Cc2e = 2
e−1

√
π�

(

e
)
ln 2

G5,3
3,5

(
�2

e

4ρe

∣∣∣
0, 12 ,1


e
2 ,


e+1
2 ,0, 12 ,0

)
. (35)

Using [36, Eq. (7.811.5)], Eq. 32 becomes

Cc1e = 1

�(mse) ln 2
G3,1

2,3

(
mse

�seρe

∣∣∣
0,1

0,mse,0

)
. (36)

Finally, replacing Eqs. 34, 36 and 35 into Eqs. 16 and 17,
we obtain the ASCs of the considered system as in Eqs. 18
and 19. The proof is thus complete.

4 Numerical Results and Discussions

In this section, the secrecyperformanceof the considered sys-
tem is examined by using the analysis expressions. Computer
simulations are used to verify our numerical expressions.
Besides investigating the ASCs in cases 1 and 2, the ASC
in the case without RISs (denoted by “Case 3" in all below
figures) is also provided to show the benefits of using RISs.
Unless otherwise specified, in all scenarios, we set K = 5
RISs and msd = mse = mgk = mhk = mrk = m. To obtain
the spread parameter and noise power given in Eqs. 12 and
13, respectively, we set Gs = Gd = Gris = 5 dB, Ge = 0
dB, fc = 3 GHz, d0 = 1 m, dsd = 100 m, dse = 150 m,
BW = 10 MHz, N0 = −174 dBm/Hz, and NF = 10 dBm.
The number of REs in each RIS is determined via vector L,
i.e., L = [L1 L2 L3 L4 L5], where Lk (k ∈ {1, 2, .., 5})
denotes the number of REs in the kth RIS. Additionally, we
use the coordinate axis (xk, yk) to indicate the location of the
kth RIS, with (0, 0) is the location of S.

Figure 2 illustrates the ASCs of the considered system in
cases 1 and 2 in comparison with the ASC in the case without
RISs (case 3) form = 2,L = [40 40 40 40 40], and (x, y) =
(30, 10), (40, 10), (50, 10), (60, 10), and (70, 10). We use
Eqs. 18 and 19 to obtain the analysis curves in cases 1 and
2, respectively. Notice that with the investigated parameters,
the numbers of REs in all RISs are equal. However, they are
located in different locations, where the 1st RIS is located

Fig. 2 The ASCs of the considered system in the cases 1 and case 2
in comparison with the ASC in the case without RISs for m = 2, L =
[40 40 40 40 40], and (x, y) = (30, 10), (40, 10), (50, 10), (60, 10),
and (70, 10)
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nearest to the S and the 5th RIS is located furthest from the
S. It is easy to see in Fig. 2 that the ASC in case 1 is the best
while theASC in case 3 is theworst. This result demonstrates
the benefits of using RISs for improving the ASC of wireless
systems. For example, when Ps = 16 dBm, the ASCs in the
cases 1, 2, and 3 are, respectively, 4.4, 3.5, and 1.3 bit/s/Hz.
That means cases 1 and 2 can achieve 3.1 and 2.2 bit/s/Hz
higher ASC in comparison with case 3. As Ps increases, the
ASCs of three cases increase. However, the increasing rates
of the ASCs in cases 2 and 3 are slow in the high transmit
power regime (Ps > 25 dBm). Also, all ASCs gradually
reach the capacity ceiling when Ps > 30 dBm.

Figure 3 investigates the effects of the distance between S
and E (dse) on the ASCs of the considered system. As shown
in Fig. 3, even dse = 100 m, the ASCs in cases 1 and 2
are still high, especially in case 1. Meanwhile, the ASC in
case 3 equals zero. In other words, even though the distances
between transmitter and legitimate user and between trans-
mitter and eavesdropper are identical (dsd = dse = 100 m),
the usageofRISs still significantly enhances theASCofwire-
less systems. Another observation is that when dse = 100 m,
the ASCs with Ps = 15 and Ps = 30 dBm are similar for
cases 2 and 3.Meanwhile, they are different for case 1. As dse
increases, the ASCs in three cases increase for both Ps = 15
and Ps = 30 dBm. In particular, when dse = 200 m, the
ASCs in cases 1 and 2 are greatly higher than that in case
3 for both Ps = 15 and Ps = 30 dBm. Specifically, the
ASCs in cases 1 and 2 with Ps = 15 dBm are higher than
the ASC in case 3 with Ps = 30 dBm. Thus, besides enhanc-
ing the secrecy performance, the RISs help to reduce the

L
L
L 15, 30 dBm

S
P

Fig. 3 The ASCs of the considered system versus the distance between
S and E for Ps = 15 and 30 dBm, m = 2, L = [40 40 40 40 40], and
(x, y) = (30, 10), (40, 10), (50, 10), (60, 10), and (70, 10)

1st, 2nd, and 3rd
1st: (50,10)

2nd:(30,10)

3rd: (80,10)

Fig. 4 The impacts of the locations of the RISs on the ASCs of the
considered system for m = 2 and L = [40 40 40 40 40].

power consumption of the transmitter. As a result, the usage
of RISs can significantly improve the secrecy performance
and energy efficiency of wireless systems.

In Fig. 4, the impacts of the locations of the RISs on
the ASCs of the considered system are investigated. Unlike
Figs. 2 and 3, the locations of all RISs in Fig. 4 are similar for
each investigated scenario. For example, the 1st: (50, 10) in
Fig. 4 indicates that (x, y) = (50, 10), (50, 10), (50, 10), (50, 10),
and (50, 10). In other words, all RISs in the 1st scenario are

1st, 2nd, and 3rd

1st: [40 40 40 40 40]

2nd: [10 30 40 55 65]

3rd: [10 20 30 40 100]

L
L
L

Fig. 5 TheASCs of the considered system for different numbers of REs
in each RIS,m = 2, (x, y) = (30, 10), (40, 10), (50, 10), (60, 10), and
(70, 10)
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located right in the middle between S and D. Meanwhile, all
RISs in the 2nd and 3rd scenarios are located near to S and
far from S, respectively. As observed in Fig. 4, the ASCs in
the 3rd scenario are the best, and the ASCs in the 1st sce-
nario are the worst among the three scenarios. On the other
hand, the ASCs of the 1st and 2nd scenarios of case 2 are
nearly similar. Meanwhile, they are significantly different in
case 1. Hence, the locations of the RISs greatly affect the
ASCs of the considered system. Additionally, we can locate
RISs near either transmitter or receiver in practice to achieve
higher ASCs.

In Fig. 5, three investigated scenarios such as L =
[40 40 40 40 40], L = [10 30 40 55 65], and L =
[10 20 30 40 100] are evaluated, where the number of REs
in each RIS is varied. We should note that the total number
of REs in all RISs is identical, i.e., equal to 200, in three
scenarios. We also provide the ASCs in cases 1 and 2 with
only one RIS (denoted by “One-RIS" in Fig. 5). Note that
the ASCs with only one RIS are obtained by setting K = 1
RIS, L = 200 REs, and (x, y) = (50, 10). Figure 5 con-
firms the great benefits of the considered multi-RIS-assisted
wireless system in comparison with one-RIS-assisted wire-
less systems presented in the previous works [4, 19, 20]. It
is obvious from Fig. 5 that with these parameter settings, the
ASCs in the 3rd scenario are the best while the ASCs in the
1st scenario are the worst. As a result, when the locations of
the RISs are different, the ASCs can be higher with different
numbers of REs in the RISs. In particular, when Ps = 30
dBm, the ASCs are 5.6, 6, and 6.8 in case 1 and 3.9, 4.4,
and 4.9 bit/s/Hz in case 2 corresponding to the 1st, 2nd, and

10,20, 30, 40,50L

Fig. 6 The ASCs of the considered system when the total
number of REs in all RISs varies for m = 2, (x, y) =
(30, 10), (40, 10), (50, 10), (60, 10), and (70, 10)

3rd scenarios. Furthermore, when the numbers of REs in the
RISs vary from the 1st to the 3rd scenarios, theASCs increase
1.2 and 1 bit/s/Hz for cases 1 and 2, respectively. Therefore,
besides locating the RISs in suitable areas, we should choose
an appropriate number of REs in each RIS to improve the
ASC of the wireless systems.

Unlike Fig. 5, where the total number of REs in all RISs is
constant, the total number of REs in all RISs in Fig. 6 is var-
ied, i.e., L = [10 10 10 10 10], L = [20 20 20 20 20], ...,
and L = [50 50 50 50 50]. As shown in Fig. 6, an increase
of the number of REs in the RISs significantly enhances the
ASCs of the considered system. Specifically, even when the
number of REs in the RISs is small (i.e., L = 10), the ASCs
in cases 1 and 2 are still higher than that in case 3. When L
increases, i.e., L = 20, 30, 40, and 50, the ASCs in cases 1
and 2 greatly increase, especially in case 1. Another obser-
vation is that the ASCs in cases 1 and 2 are almost linearly
proportional to L . Thus,we can use larger L to achieve higher
ASCs of the considered system.

In Fig. 7, the severity of Nakagami-m fading is varied,
i.e., m = 1, 3, and 5. Other system parameters are similar to
those in Fig. 2. Notice that in the casem = 1, the Nakagami-
m fading channels become the Rayleigh fading channels.
Obviously, the ASCs in the three cases remarkably increase
when m increases from 1 to 3. However, when m increases
from 3 to 5, these ASCs are nearly unchanged. Specifically,
with high transmission power, i.e., Ps = 30 dBm, the ASCs
are similar for different m. As a result, higher values of m
cannot improve the ASCs of the considered system in cases
1 and 2, even with high transmission power. Therefore, when
the considered system operates in environments with higher

1, 3,5m

Fig. 7 The ASCs of the considered system for different values of
Nakagami-m parameter
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m, we should use a suitable transmission power to exploit the
benefit of these environments and avoid the ASC ceilings.
On the other hand, since we set ρd = ρe, the ASCs of the
considered system are saturated in the high transmit power
regime. This feature is reasonable because βd and βe are
nearly parallel when Ps increases. As a result, the subtraction
of log2(1 + βd) − log2(1 + βe) becomes a constant in the
high transmit power regime2

5 Conclusion

This paper exploits multiple RISs to enhance the secrecy per-
formance of a wireless systemwith an eavesdropper.We suc-
cessfully derived the closed-form expressions of the average
secrecy capacity of the considered system over Nakagami-
m fading channels in two cases, where the eavesdrop-
per receives signals from either transmitter-eavesdropper
link or both transmitter-eavesdropper and transmitter-RIS-
eavesdropper links. Numerical results showed that using
multiple RISs significantly increases the ASCs of the consid-
ered system compared to the case without RISs. Specifically,
when the number of REs in each RIS is constant, by choos-
ing suitable locations of the RISs, theASCs of the considered
system are significantly enhanced. When the locations of the
RISs are fixed, the locations near either the base station or
legitimate receiver should be used for RISs with a larger
number of REs to achieve higher secrecy performance. On
the other hand, using RISs with larger sizes is also a suit-
able method for improving the secrecy performance of the
considered system.
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Appendix

This appendix detailedly provides the step-by-step deriva-
tions of the CDFs of βd , βc1

e , and βc2
e .

2 In the previous works, since ρe is fixed while ρd is increased when Ps
increases, the ASC avoids the saturation ceilings in the high transmit
power regime [4].

Firstly, Fβc1
e

(x) can be derived directly by using the CDF
of the channel gain following Nakagami-m fading channels
[37], i.e.,

Fβc1
e

(x) = Pr
{
h2seρe < x

}
= Pr

{
h2se <

x

ρe

}

= 1

�(mse)
γ

(
mse,

msex

�seρe

)

= 1 − 1

�(mse)
�

(
mse,

msex

�seρe

)
. (37)

Secondly, Fβd (x) and Fβc2
e

(x) are calculated as follows.

Let Xdkl = gklhkl , Ydk = ∑Lk
l=1 Xdkl , Zd = ∑K

k=1 Ydk ,

Td = hsd + Zd , Xekl = gklrkl , Yek = ∑Lk
l=1 Xekl , Ze =∑K

k=1 Yek , and Te = hse +Ze be new variables, Eqs. 23 and
25 respectively become

Fβd (x) = Pr
{
T 2
d ρd < x

}
, (38)

Fβc2
e

(x) = Pr
{
T 2
e ρe < x

}
. (39)

It is obvious that Fβd (x) and Fβc2
e

(x) have similar types.
Thus, in the following parts, we focus on deriving Fβd (x),
Fβc2

e
(x) can be derived similarly as Fβd (x).

Since the Nakagami-m fading channels are considered,
the nth moment of hsd is given by [28]

μhsd (n) � E{hnsd} = �(msd + n/2)

�(msd)

(msd

�sd

)−n/2
. (40)

From Eq. 40, we obtain the first and second moments of
hsd as

μhsd (1) = �(msd + 1/2)

�(msd)

√
�sd

msd
, (41)

μhsd (2) = �(msd + 1)�sd

�(msd)msd
= �sd . (42)

Since Xdkl = gklhkl , the PDF of Xdkl is calculated as

fXdkl (y) =
∫ ∞

0

1

x
fhkl

( y
x

)
fgkl (x)dx . (43)
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Replacing the PDF given in Eq. 11 into Eq. 43, we have

fXdkl (y) = 4

�(mgk )�(mhk )

(mgk

�gk

)mgk
(mhk

�hk

)mhk

× y2mhk−1
∫ ∞

0
x2mgk−2mhk−1

× exp
(

− mgk x
2

�gk
− y2mhk

�hk x
2

)
dx . (44)

Applying [36, Eq. (3.478.4)], Eq. 44 becomes

fXdkl (y) = 4α
mgk+mhk
kl

�(mgk )�(mhk )
ymgk+mhk−1Kmgk−mhk

(2αkl y),

(45)

where αkl =
√

mgk mhk
�gk�hk

.

Now, the nth moment of Xdkl is computed as

μXdkl (n) � E{X n
dkl} =

∫ ∞

0
yn fXdkl (y)dy. (46)

Using [36, Eq. (6.561.16)], Eq. 46 becomes

μXdkl (n) = α−n
kl

�(mgk + n/2)�(mhk + n/2)

�(mgk )�(mhk )
. (47)

Then, the CDF of Xdkl is given by

FXdkl (x) ≈ 1

�
( [μXdkl (1)]2

μXdkl (2)−[μXdkl (1)]2
)

× γ
( [μXdkl (1)]2
μXdkl (2) − [μXdkl (1)]2

,
μXdkl (1)x

μXdkl (2) − [μXdkl (1)]2
)
·
(48)

Now, we can derive the CDF of Ydk = ∑Lk
l=1 Xdkl as

FYdk (x) ≈ 1

�
(

Lk [μXdkl (1)]2
μXdkl (2)−[μXdkl (1)]2

)

× γ
( Lk[μXdkl (1)]2
μXdkl (2) − [μXdkl (1)]2

,
μXdkl (1)x

μXdkl (2) − [μXdkl (1)]2
)
·
(49)

Based on [38], we obtain the nth moment of Ydk as

μYdk (n) � E{Yn
dk}

=
n∑

n1=0

n1∑
n2=0

· · ·
nLk−2∑

nLk−1=0

(
n

n1

)(
n1
n2

)
· · ·
(
nLk−2

nLk−1

)

× μXdk1 (n − n1)μXdk2 (n1 − n2) · · · μXdkLk
(nLk−1), (50)

where
(a
b

) = a!
b!(a−b)! , and the nth moment of Zd =∑K

k=1 Ydk is

μZd (n) � E{Zn
d }

=
n∑

n1=0

n1∑
n2=0

· · ·
nK−2∑

nK−1=0

(
n

n1

)(
n1
n2

)
· · ·
(
nK−2

nK−1

)

× μYd1(n − n1)μYd2(n1 − n2) · · · μYdK (nK−1).

(51)

From Eqs. 47,50 and 51, we compute the first and second
moments of Zd as

μZd (1) =
K∑

k=1

Lk∑
l=1

μXdkl (1), (52)

μZd (2) =
K∑

k=1

[ Lk∑
l=1

μXdkl (2) + 2
Lk∑
l=1

μXdkl (1)
Lk∑

l ′=l+1

μXdkl′ (1)
]

+ 2
K∑

k=1

[ Lk∑
l=1

μXdkl (1)
] K∑
k′=k+1

[ Lk′∑
l=1

μXdk′l (1)
]
. (53)

Then, the nth moment of Td = hsd + Zd is calculated as

μTd (n) � E{(hsd + Zd)
n} = E

{
n∑

i=0

(
n

i

)
hisdZn−i

d

}

=
n∑

i=0

(
n

i

)
μhsd (i)μZd (n − i). (54)

Consequently, the first and second moments of Td calcu-
lated from Eq. 54 are

μTd (1) = μhsd (1) + μZd (1), (55)

μTd (2) = μhsd (2) + μZd (2) + 2μhsd (1)μZd (1). (56)

Similarly, thefirst and secondmoments ofTe are expressed
as

μTe (1) = μhse (1) + μZe (1), (57)

μTe (2) = μhse (2) + μZe (2) + 2μhse (1)μZe (1). (58)
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Therefore, the CDFs of Td and Te are, respectively, given
by

FTd (x) = 1

�
( [μTd (1)]2

μTd (2)−[μTd (1)]2
)

× γ

( [μTd (1)]2
μTd (2) − [μTd (1)]2

,
μTd (1)x

μTd (2) − [μTd (1)]2
)

= 1

�(
d )
γ (
d , �d x)

=1 − 1

�(
d )
�(
d , �d x), (59)

FTe (x) = 1 − 1

�(
e)
�(
e, �ex), (60)

where


d = [μTd (1)]2
μTd (2) − [μTd (1)]2

, (61)

�d = μTd (1)
μTd (2) − [μTd (1)]2

, (62)


e = [μTe (1)]2
μTe (2) − [μTe (1)]2

, (63)

�e = μTe (1)
μTe (2) − [μTe (1)]2

. (64)

Next, we can calculate the CDFs of βd and βc2
e from

Eqs. 38 and 39 as

Fβd (x) = Pr

{
T 2
d <

x

ρd

}
= Pr

{
Td <

√
x

ρd

}
= FTd

(√ x

ρd

)
, (65)

Fβc2
e

(x) = Pr

{
T 2
e <

x

ρe

}
= Pr

{
Te <

√
x

ρe

}
= FTe

(√ x

ρe

)
. (66)

Applying Eqs. 59 and 60,65, and 66 become Eqs. 26 and
28, respectively. The proof is thus complete.
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