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Abstract
Physical layer security has gained an increasing attention due to its efficiency and simplicity as compared to other
conventional security protocols. Thus, it has been recently nominated for Internet of Things (IoT) applications. In this paper,
a novel key distribution mechanism is proposed for IoT networks. The proposed mechanism exploits the channel diversity
to distribute encryption keys among nodes within the network. A main novelty aspect of the proposed mechanism is that
it guarantees distributing different keys with different lengths to all nodes at the same time. In addition, an intelligent
eavesdropper model has been considered. Simulation results prove the high performance of the proposed scheme and its
robustness against channel estimation errors, and immunity against eavesdroppers.
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1 Introduction

Internet of Things (IoT) paradigm enables all objects around
us to interact with each other over the Internet [1]. Unlimited
number of IoT applications are being developed concerning
all the fields such as agricultural, military, health care, and
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industrial fields [2]. As such, a huge investment is being
directed towards IoT, which is expected to reach tens of
trillions by 2020 [3].

Due to the widespread nature of IoT and the differ-
ent standards and technologies included, security is a main
concern. As such, a significant amount of recent research
is paid for security in IoT [4]. Improving the confiden-
tiality, privacy and integrity by means of encryption and
authentication in the conventional security protocols usually
requires secret keys to be shared among the nodes of the
network. Employing conventional key distribution mecha-
nisms for IoT networks might be not secure enough to hide
keys from eavesdroppers. In addition, overhead and com-
plexity will consume the limited resources equipped at the
distributed nodes in IoT networks [5].

Physical layer security presents an efficient and lightweight
secure solutions for the different aspects of security [6].
In physical layer security, parameters of the physical
layer, such as channel characteristics, modulation, channel
coding, bit-to-symbol mapping, power control and others,
are exploited to attain a secure link between communicators.
For example, transmit power control is used to accomplish
confidentiality of the transmitted data in [7, 8], where it
is tuned to degrade the signal-to-noise ratio (SNR) at the
eavesdropper side. Also, hiding the modulation order and
type from eavesdroppers are also used for the same purpose
in [9, 10]. Random and unique channel characteristics are
exploited to accomplish authentication and verification in
[11–13].
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In the literature, many key distribution mechanisms have
been built based on the physical-layer security. In [14],
the phase of the channel coefficients is quantized to obtain
the key, while the differential phase of two frequency
channels is also quantized to obtain the key in [15]. In
[16], the deep feed that occurs in the channel envelope
is exploited to generate correlated bit streams at the two
communicating nodes. Specifically, both nodes estimate the
channel envelope, and once the channel envelope falls below
a threshold value a bit 1 is added to the stream. Otherwise, a
bit 0 is added. Due to the channel reciprocity, both streams
should be correlated, and thus, they can be used to agree
on a common key. In [17], the Received Signal Strength
(RSS) is sampled several times and passed to a quantizer
to extract the key. An adaptive quantizer that adapts the
quantization thresholds for each block of sampled values is
used to overcome active attackers. In [18], the impact of
the random noise on the proposal of [17] is eliminated by
considering the relative difference between RSS sampled
values. Apart from the RSS based generation, the channel
phase has been used due to its high robustness against
attackers. Channel phase is unrelated to the transmission
distance, and thus, it is hard to be predicted [19]. In [20–22],
the channel phase is estimated and quantized to generate the
key. The range of the channel phase is divided into regions,
where each region refers to a specific quantization level.
Aiming at reducing the key mismatch due to the imperfect
phase estimation especially at the region boundaries, [23]
proposes guard intervals between regions to reduce the
estimation errors. Specifically, if an estimated value lies
in a guard interval, it will be neglected. Other physical
layer security key distributions have been built on the above
discussed works can be found in [19, 24–27] and references
therein.

In this paper, a novel physical-layer key distribution
mechanism is proposed. The proposed mechanism exploits
the random, independent and unique channel characteristics
between any two communicators to deliver the key. Briefly,
the Central Entity (CE) broadcasts a number of random
signals that are demodulated and decoded at each node
based on a different modulation type. As such, each node
will obtain a different key with a different length from
its own decoded bits. The modulation order used at each
node is decided based on the magnitude of its channel
to the CE, and the corresponding constellation diagram is
rotated by an angle equals to the phase of the estimated
channel to the CE. Notice that a channel estimation process
is run before commencing the key distribution, and the
estimated channel between the CE and a node is kept secret
and is unavailable at any other parties. Simulation results
show the high performance of the proposed mechanism, the
robustness against channel estimation errors, and immunity
against eavesdroppers.

Compared to the previous works, the proposed key
distribution mechanism has the following differences:
i) It distributes the keys among all nodes within the
network (regardless of their number) at the same time,
ii) It guarantees that all keys are independent due to the
dependency to the random channel characteristics, and iii)

The distributed keys are of different lengths, which will
complicates the eavesdropper task.

The rest of the paper is organized as follows. Section 2
describes the system model. The proposed mechanism is
proposed in Section 3. The considered eavesdropper model
is presented in Section 4. Simulation results are shown
and discussed in Section 5, and conclusions are drawn in
Section 6.

2 Systemmodel

A network of N nodes and managed by a CE is considered.
Nodes are all assumed to be distributed within the
communication range of the CE. The channel distribution
between the N nodes and the CE is assumed independent
and identically distributed. For a specific time instant, the
channel vector is denoted by h = [h1, h2, · · · , hN ], where
hn represents the channel between the nth node and the
CE. Without loss of generality, Rayleigh fading model is
considered in this work.

As usual, data exchanged between the CE and the nodes
must be protected against probable nearby eavesdroppers.
As such, data before being transmitted through the channel
are encrypted, and, once detected at the receiver’s side, are
decrypted to retrieve the original data. Among the different
types of encryption methods, the symmetric encryption is
the most popular one. In symmetric encryption, an identical
encryption key is used at both sides.

A primary step in initializing communication links with
the nodes is the channel estimation process. This process
is performed successively between each node and the CE.
In detail, the CE transmits a set of channel estimation
signals towards a node. The node is aware of the transmitted
signals, and thus, it can obtain the channel values from the
received signals. In the next time slot, the node transmits the
channel estimation signals towards the CE, which also can
obtain an estimate of the channel with the corresponding
node. This process is repeated for all nodes. Such a design
keeps the channel values hidden from any other parties like
eavesdroppers.

3 Physical-layer key distributionmechanism

The proposed mechanism guarantees distributing indepen-
dent keys for all nodes within the network at the same
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time. The basic assumption of the proposed mechanism is
that the channel value is known only at the CE and the
corresponding node.

Upon estimating the channel values h’s , the CE starts
by broadcasting L random signals, denoted by s =
[s1, s2, · · · , sL], towards all the nodes. Each node will
receive a corrupted version of the L signals due to
the channel effect and the added noise. Specifically, the
received signal at the nth node during the �th transmission
can be expressed as follows

yn� = hn�s� + w� (1)

where w� is the additive white complex Gaussian noise with
zero mean and a variance of σ 2.

Once a signal is received, it is passed to a demodulator
whose properties are determined based on the channel
value of the corresponding node. Specifically, the order of
demodulator M is decided based on the channel magnitude,
and the selected signal constellation is rotated by an angle
equal to the estimated channel phase. Consequently, each
node will detect different bits from the received signals. All
the detected bits from the L signals represent the encryption
key, which might be different in length from node to another.

Aiming at selecting the modulation order, the range of
the channel magnitude is divided into K intervals I1, I2, ...
IK , where Ik denotes the kth interval. Consequently, if the
channel magnitude of a specific node lies in the Ik interval,
the demodulator order is set to 2k . Also, the constellation
diagram of the selected demodulator is rotated by an angle
that is equal to the estimated channel phase.

The detection at the nodes side can be mathematically
expressed as follows

x̃� = arg min
x∈Xn

‖yn� − x‖2, (2)

where Xn is the signal set of the adopted signal at the nth

node.

3.1 An example

Consider a network of 4 nodes and a CE. The results of the
channel estimation process between each node and the CE
are as follows h1 = 2.3∠15o, h2 = 4.1∠3o, h3 = 0.6∠75o

and h4 = 6.8∠195o, as shown in Table 1. The predefined set
of modulation orders includes BPSK, QPSK, 8PSK, 16PSK,
and 32PSK. Each modulation order refers to an interval on
the channel magnitude range as shown in Table 2. Based
on the estimated channel magnitudes, nodes will use the
following modulations 16PSK, 64PSK, BPSK and 128PSK,
respectively. Also, based on the estimated channel phases,
nodes will rotate the constellation diagrams by 15o, 3o, 75o

and 195o, respectively. Consider that the first emitted signal
from the CE is s = 0.9∠65o, and for simplicity, assume

Table 1 An example of the proposed key distribution mechanism s =
0.9∠65o

Node Channel Channel Selected Received Detected

Magnitude phase Modulation Signal bits

Node 1 2.3 15o 16PSK 2.07∠80o 0010

Node 2 4.1 3o 64PSK 3.69∠68o 001010

Node 3 0.6 75o BPSK 0.54∠140o 0

Node 4 6.8 195o 128PSK 6.12∠260o 0011100

no noise is present at the receivers’ side. Therefore, the
received signals at the nodes are as follows y1 = 2.07∠80o,
y2 = 3.69∠68o, y3 = 0.54∠140o and y4 = 6.12∠260o. As
such, based on the selected constellation diagrams, nodes
will detect the following: 0010 for node 1, 001010 for node
2, 0 for node 3, and 0011100 for node 4. Notice that each
node interprets the received signal to different bits with
different lengths. The CE will resume broadcasting the rest
of the L signals, and nodes will individually detect them
to different symbols. Upon delivering the whole L signals,
each node will detect its own key. Notice that the CE will
also obtain all the nodes’ keys as it is aware of the channel
values of each node.

It is worth highlighting that a key can be incorrectly
detected due to either the channel estimation errors or the
added white noise at the nodes’ sides. Although improving
the signal-to-noise ratio by controlling the transmitted
power can decrease the probability of erroneous keys, a
reconciliation phase is a popular technique to correct the key
for each node.

4 Eavesdropper model

Aiming to evaluate the robustness of the proposed
mechanism against eavesdroppers, we consider the presence
of an intelligent eavesdropper model. The considered
eavesdropper has the ability to estimate/ predict the channel
values between the CE and the distributed nodes with an
error margin. Mathematically, the estimated value of hn at
the eavesdropper side is denoted by h̃n and expressed as
follows

h̃n = hn + en, (3)

where en is a random variable representing the estima-
tion/prediction error at the eavesdropper. en is assumed a
complex Gaussian random variable with 0 mean and α

variance.
It is also assumed that the eavesdropper is aware of

its channel value with the CE, which is denoted by g�

where � refers to the transmission time index. Once the
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Table 2 An example for the
magnitude interval design in
the proposed mechanism

Modulation BPSK QPSK 8PSK 16PSK 32PSK 64PSK 128PSK

Magnitude Interval (0, 0.7) [0.7, 1.4) [1.4, 2.1) [2.1, 2.8) [2.8, 3.5) [3.5, 4.2) [4.2, ∞)

CE broadcasts a signal, say s�, the received signal at the
eavesdropper r� can be expressed as follows

r� = g�s� + z�, (4)

where z� is the additive white complex Gaussian noise with
zero mean and σ 2 variance.

Before decoding the signal, the eavesdropper equalizes
the impact of the channel to obtain a corrupted version of the
transmitted signal, denoted by s̃�, which is given as follows

s̃� = g∗
�

|g�|2 r� = s� + g∗
�

|g�|2 z�, (5)

where g∗
� and |g�|2 represent the complex conjugate and the

squared value of g�, respectively.
Now, to obtain the decoded key bits included in the

message at the nth node,

x̃� = arg min
x∈X̃n

‖h̃ns̃� − x‖2, (6)

where X̃n denotes the adopted constellation of the nth node,
obtained by the estimated channel at the eavesdropper side
(i.e., h̃n).

5 Performance evaluation and simulation
results

In this section, the performance of the proposed physical-
layer key distribution mechanism is evaluated through
simulations. The evaluation is in terms of the average bit
error rate in the distributed key at the nodes, and the
immunity against eavesdropper. Also, the impact of the
channel estimation errors at either the CE or the nodes is
analyzed and discussed. In the simulations, 7 modulation
orders as follows 2,4,8,16,32,64 and 128, where PSK
modulation type is adopted. The interval width for all
modulation orders is fixed and set to �. The average power
of the broad-casted signals from the CE is set to unity. As
such, the signal-to-noise ratio is defined as 1

σ 2 .
As explained earlier, the proposed schemes assigns

different keys with different lengths to the nodes at the
same time. Fig. 1 shows the key length for each node from
a random iteration. As shown, different key lengths are
obtained based on the channel characteristics for each node
with the CE. For example, node 1 obtains a key of 68 bits,
while node 4 obtains a key of length 39 bits.

The average BER of the obtained keys at the nodes is
plotted versus the average SNR in Fig. 2 at different values
of�. The number of nodes is set toN = 10, and the number

of signals is L = 20. Different values of the parameter
� = 0.25, 0.5, 0.75 and 1 are considered. Increasing
the SNR value will definitely improves the performance
of the proposed mechanism as the impact of the added
noise diminishes. The impact of the parameter � which
represents the interval width can be realized from the figure.
Specifically, as � increases the BER decreases. This is
due to the fact that narrow intervals (i.e. low values of
�) magnifies the impact of the noise, which consequently,
increases the added noise at the nodes’ sides.

Figure 3 depicts the impact of the probable errors in the
channel estimation process. It is expected that both sides
(i.e., the CE and the nodes) suffer from the added noise, and
hence, their estimated channel values will not be perfect.
It is widely accepted that the channel estimation error can
be modeled as a complex Gaussian random variable with
zero mean and a variance equal to the noise variance σ 2.
The average BER versus the average SNR in presence of
the channel estimation error is shown in Fig. 3 for N = 10,
L = 20 and � = 0.5. The curve referred to the perfect
channel estimation process is added for comparison reasons.
As shown, less than 1 dB performance loss due to the
channel estimation error, which decreases as the average
SNR increases.

The immunity of the proposed key distribution mech-
anism against the considered eavesdropper is depicted in
Fig. 4, where the average BER in the obtained keys at the
nodes and the eavesdropper versus the average SNR is plot-
ted. The variance of the estimation/prediction errors made
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Fig. 1 The key length for each node in a random iteration. (N = 10,
L = 20, and � = 0.5)
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Fig. 2 The average BER at the obtained keys versus the average SNR
at different values of �. (N = 10, L = 20, and � = 0.25, 0.5, 0.75
and 1)

by the eavesdropper is set to α = 1, and the width interval
is set to � = 0.25. It is evident that the eavesdropper has a
very low performance and will not be able to obtain the keys
of the normal nodes.

To better analyze the impact of the parameter α on the
performance of the eavesdropper, Fig. 5 plots the average
BER versus the parameter α at different values of � and
average SNR of 30 dB. Intuitively, as the variance of the
estimation/prediction error performed by the eavesdropper
increases, the BER increases as clearly shown in the figure
for all values of �. The other important observation is that,
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Fig. 3 The average BER at the obtained keys versus the average SNR
with the presence of channel estimation error. (N = 10, L = 20, and
� = 0.5)
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Fig. 4 The average BER at the obtained keys versus the average SNR
for the normal nodes and the considered eavesdropper. (N = 10,
L = 20, � = 0.25 and α = 1)

at a fixed value of α, the BER at the eavesdropper decreases
as the interval width increases. This is due to the fact that
large values of the interval width alleviate the effect of the
errors made by the eavesdropper, and hence, it can select the
correct modulation order, and decode the signals to obtain a
correct key bits.

Comparing the effect of � on the BER of the nodes
(Fig. 2) and on the BER of the eavesdropper (Fig. 5), it can
be concluded that � should be carefully adjusted in order to
degrade the BER at the eavesdropper without degrading the
BER performance at the normal nodes.
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Fig. 5 The average BER at the obtained keys versus the variance of the
estimation errors at the eavesdropper at different values of�. (N = 10,
L = 20, and SNR = 30)
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6 Conclusion

A novel physical layer key distribution mechanism for IoT
networks has been proposed in this paper. The diverse,
independent and random channel characteristics between
each node and the central entity can guarantee extracting
uncorrelated keys. The proposed mechanism implies broad-
casting random signals to the nodes from the central entity.
Each node will decode the received signal by indepen-
dent signal modulation type and order. The order of the
modulation is selected based on the channel magnitude,
and its corresponding constellation diagram is rotated by
an angle equal to the channel phase. Simulation results
demonstrate the high performance of the proposed scheme,
robustness against channel estimation error, and immunity
against intelligent eavesdroppers.

Publisher’s Note Springer Nature remains neutral with regard to
jurisdictional claims in published maps and institutional affiliations.
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