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Abstract
More than ever, the practical and accurate watermarking technologies are called for the growing amount of exchanged
digital image over the Internet. To protect the integrity and authenticity of digital image and to enhance the effect of tamper
detection and restoration, we design and implement a semi-fragile watermark based on cat transformation, mostly used
to locate tamper and recover for the transformed image and plain-image. The watermark which consists of two parts: the
authentication watermark and recovery watermark, is embedded into the 2 least significant bit (LSB) of the pixel of the
original image. The authentication watermark is calculated by the pixel value comparison and the parity check code, while
the recovery watermark contains the average pixel value of the Torus image block. In the detection side, we use the hierarchy
concept to locate the tamper in three layers and recover the attacked image in two layers. By using the hierarchy concept,
this algorithm has another superiority that tamper can be detected on confused image. The experimental results show that
our algorithm can accurately locate tamper and realize the content recovery and effectively prevent the vector quantization
attack. Compared with other algorithms, this algorithm has better effect of tamper location and recovery.

Keywords Semi-fragile Watermark · Arnold scrambling · Hierarchical tamper location · Tamper recovery

1 Introduction

Facing the ever-growing quantity of digital images as
an essential medium in the communications frequently
and widely transmitted through the Internet, it becomes
more and more critical to find the effective and practical
technique of data hiding for intellectual property rights
protections. Watermarking [1–5] is such a useful and
pragmatic technique to prevent certain illegal actions, such
as tampering, impermissible copying, or even unauthorized
data integration. Applied to images, watermarking comes
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down to embedding a hidden and invisible information
as a watermark, which can be matched and retrieved in
the process of detection even when it’s tampered and
attacked. As a scientific research for almost thirty years, it
becomes the most common technique in image protection
field. There are four principles driving the scientist in
designing and implementing the watermarking algorithms:
the invisibility, the robustness, the capacity and the security
[24]. Any effective and practical algorithm should provide
perfectly the enough balance among the four aspects. For
instance, when the invisibility of the image is increased,
the robustness of the watermarked image correspondingly
decreases.

As an efficient tool of data hiding, the digital watermark-
ing based on the above aspects relies on the fact that the
human visual system (HVS) is not so sensitive to weeny
change in the pixel values of the image [6–8]. Therefore,
some useful information can be embedded into the origi-
nal image by modifying the pixel values while humans can
barely distinguish it. Additionally, the watermark can be
applied to a lot of situation by using some specific algorithm
[9].

Since the first watermarking algorithm was reported [1],
there are numerous and different watermarking schemes
derived and created. In brief, the algorithm [23] and schemes
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depending on the domain in which the watermark is
embedded, can be classified into the spatial domain [10–
12], the transform domain [7, 8, 13–21], or a hybrid of
those two domains [3, 22]. As it shows, in the spatial
domain, the secret information of watermark is hidden in
the pixels of the original image as a carrier. While in
the transform domain, we can hide the information in the
transform coefficient, such as Discrete Cosine Transform
(DCT) or the Discrete Wavelet Transform (DWT). And
for the hybrid algorithm, the information is embedded into
the pixels or the coefficient, while there is some other
information used to enhance the extraction process. While
the image is transferred through the Internet and experience
some helpful image processing between the embedding and
extraction process, the quality of the digital image may be
distorted and attacked, and the correctness of the image will
be affected accordingly [23]. Thus, we should consider the
robustness and the security of the image in the process of
designing the watermark.

The attack in the image processing could be involved
in several attacks proposed in watermarking techniques
[25]. Sometimes, we need to authorize the image on the
Internet and keep the security and confidentiality of the
image simultaneously. Therefore, the security is focused
in some research. Majority of digital image watermarking
techniques use a secure key [26] to encrypt the order of
the original image blocks or the watermark blocks; while
valid users could use the secure key to extract the watermark
or the original image, which usually are produced in the
process of watermark embedding.

In this paper, we propose a new fragile watermarking
algorithm based on the watermarking schemes [27, 28]
by drawing on the experience of research methods [35–
37]. By using a special hierarchical structure, the proposed
method can resist the VQ codebook attack, while sustains
the superior location properties and the public key structure
of the original algorithm. In this scheme, the host image
is divided into 2 × 2 sized image blocks, which are
the basic unit of generating authentication watermark and
recovery watermark. As the above algorithm, we use a
secure key to encrypt the order of image blocks and for
an effective recovery, we modify the Torus method to map
image blocks. After the embedding process, we change the
cat transformation to suit for our algorithm and use the
secure matrix as the key to encrypt the image which is
embedded. This scheme is featured by authentication of
the transformed image, and can keep the confidentiality of
the image. The hierarchical model could be applied into
the authentication process and recovery process. Besides,
the proposed method based on [27] adds another part to
recover from tampering by using the average pixel values
of the image blocks. Through numerous experiments of
this algorithm, our model has high robustness and security

compared with other methods. Besides, this algorithm also
has the superior recovery effect, which is shown in the
section of experimental results.

2 Overview of related work

Similarly to [30] and [31], we also use the Arnold
transformation for different uses in the watermarking
generation and scrambling transformation of image. In this
chapter, we propose the related work of our method. We
shall study the related work and change some parts of them
to suit for our algorithm preferably.

2.1 Torus automorphismmapping

Torus isomorphic mapping is a typical chaotic map. In this
method, a point is mapped to another different point, and for
each point there is only one corresponding mapping point.

[
xn+1

yn+1

]
= A ×

[
xn

yn

]
(mod N) (1)

A is a matrix of 2 × 2, like

[
a b

c d

]
and detA = 1.

In this paper, we use it for the selection of watermark
embedded position.Instead of one point mapped to another
point, we ameliorate the method for one image block
mapped to another image block. Since the sequence
of image blocks is a one-dimensional sequence, the
Torus mapping is transformed into a one-dimensional
transformation formula.

X
′ = f (X) = (k × X) mod N + 1 (2)

X,X
′
(∈ [1, N ]) are respectively the current serial number

and the mapping number; k(∈ [0, N − 1]) must be a prime
number and belong to a private key; N(∈ Z − {0}) is the
total number.

2.2 Arnold image scrambling algorithm

Arnold Scrambling is proposed by Russian mathematician
Vladimir l.Arnold, also known as cat face transformation.
Arnold scrambling has a periodicity,and after multiple
transformations, the image will become very chaotic, but
after specific transformations,the confused image will be
transformed into the initial image. Such transformation can
be used as image encryption [34].

In Arnold scrambling, the image is digitized into a
matrix, and the rows and columns of its elements correspond
to the values of the arguments, and the values of the
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Fig. 1 Torus mapping diagram
(N = 16, k1 = 7, k1 = 6)

elements represent image information. The position (x′, y′)
of the matrix in one transformation is

[
x′
y′

]
=

[
1 1
1 2

]
×

[
x

y

]
(mod N) (3)

x, y ∈ {0, 1, 2, · · · , N − 1} indicates the position of the
pixel before transformation. Digital images can be seen as
a two-dimensional matrix, and after Arnold transformation,
the pixel position will be rearranged, so the image
will appear chaotic to achieve the effect of scrambling
encryption.

3 Proposedmethod

In this paper, based on the literature [32, 33], our algorithm
is proposed for hierarchical tamper location and restoration,
which can be applied to both plain-image and scrambling
images. Wherein tamper localization is based on the three-
layer detection [32], and the effective recovery depends on
the pixel information embedded in the Torus mapping block.
The three-layer localization is carried out directly on the
plain-image, and the tamper of the scrambling image can be
detected on the cloud side, and we can decrypt the result
and carry on the secondary detection for a better effect. The
following sections describe the process of the watermark
embedding, plain-image tamper detection, confused image
tamper localization and recovery.

3.1Watermark embedding based on blocks

In this section, the original image is preprocessed to
generate the watermark, and the watermark is embedded
according to the Torus automorphism mapping. The
watermark is embedded in the lowest 2 bits of each pixel.

3.1.1 Pretreatment

Assuming the original image I is 256 gray levels, its size is
M×M , whereM is a multiple of 2. The image is segmented
and the block mapping sequence A → B → C →
D → · · · → A is obtained by the Torus automorphism
transformation. Each letter in the sequence represents a
separate block. That means the pixel value of block A

is embedded in block B, the pixel value of block B is
embedded in block C, and so on.

Firstly, we divide the image I into 2 × 2 blocks
and number them. Secondly, we use the random number
functions to generate two prime key: k1(k1 ∈ [0, N ]), k2.
Thirdly, we calculate their Torus mapping blocks by using
k1 and the equation (2). In Fig. 1, if the key k1 is not a
prime number, there may be more than one blocks mapped
for one block. Besides, the second key k2 is used to be
the security key for authentication watermark. Therefore,
even though the attackers acquire the main function and
the original image, the authentication watermark and
recovery watermark are still unforgeable because of the
confidentiality of k1, k2.

Fig. 2 The 2 LSB of the pixels
is set to zero
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Fig. 3 Secondary tampering localization image block

3.1.2 Watermark generation and embedding

Assume A and B are a pair of Torus automorphism mapping
blocks in the image I . And we have calculated the two
secure keys k1, k2, where the Torus Mapping is based on the
first secure key k1.

The watermark of the image block B is represented by
an array (v, p, r), where v, p are one bit, and r is 6 bits

determined by the pixel value of A. The generation of
watermark and the embedding process are as follows:

Step 1 : The 2 LSB of the pixels of B is set to zero like
Fig. 2.

Step 2 : Generates authentication watermark v of the
block B.

v =
{

1 B14 > B23

0 B14 ≤ B23
(4)

Step 3 : Calculate the 6 bit MSB average Bavg of image
block B.

Step 4 : Calculate the add code s by using the average
Bavg and the second secure key k2.

s = Bavg ⊕ k2. (5)

Step 5 : Calculate the quantity N of 1 in s ,and
the parity watermark p.

p =
{
1 N → Even

0 N → Odd
(6)

Step 6 : The average Aavg of the 6 bit MSB of the image
block A is as the recovery watermark r .

Step 7 : The watermark (v, p, r) are composed of 8 bits,
and then embedded into the 8-bit LSB of the four
pixels of the image block B.

Repeat the above steps (1) to (7) for the other blocks. Finally
we can obtain the embedded image I ′ after watermark
embedding.

Fig. 4 The effect of the images embedded watermark
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Table 1 The PSNR and SSIM of images

Image Lena Peppers Plane Baboon

PSNR 47.16 47.10 47.29 47.53

SSIM 0.9795 0.9825 0.9777 0.9930

3.2 Arnold transformation

Firstly, we determine the transformation number of times
N and the transformation matrix generator values a, b. And
divide the embedded image I ′ into 2× 2 size image blocks.
Take the image block A for an example.

Step 1 : The coordinate of the first pixel point of the block
A are (xA, yA), and the other coordinates are
calculated as (xA, yA + 1), (xA + 1, yA), (xA +
1, yA + 1).

Step 2 : By using the private key (a, b, N) and the follow
equation, the coordinate (xA, yA) is converted to
(xA

′
, yA

′
) after Arnold transformation.

[
xA

′

yA
′

]
=

[
1 b

a ab + 1

] [
xA

yA

]
(mod M) (7)

Step 3 : The pixels (xA, yA + 1), (xA + 1, yA), (xA +
1, yA + 1) of the block A are respectively con-
verted into (xA

′
, yA

′ + 1), (xA
′ + 1, yA

′
), (xA

′ +
1, yA

′ + 1).

We repeat the above steps (1) to (3) for all image blocks for
one transformation. Then, according to the number of times
N , the Arnold scrambling image I ′

arnold can be obtained by
carrying on the operation for N times.

3.3 Tamper detection

3.3.1 Tamper detection of plain-images

The tampered image I ′
w is detected in three layers. In the

first layer, we detect the 2 × 2 image blocks. And in the
second layer, we mark the independent 4×4 blocks that has
more than one marked 2 × 2 block. In the third layer, mark
the independent blocks according to the surrounding image
blocks.

In the first detection, the image I ′
w is divided into

independent 2 × 2 image blocks. Take the block B ′ as an
example and the specific steps are as follows:

Step 1 : The watermark (v, p) in the image block B ′ is
extracted according to the embedding rules.

Step 2 : Set the 2 bit LSB of the pixels of B ′ to 0, and
calculate the average pixel value B ′

avg of B ′.

Step 3 : Calculate the code value s′ according to the
embedding progress with the secure key k2.

Step 4 : Calculate the quantity N ′ of 1 in s′ and the parity
code p′.

Step 5 : If p′ = p, the image block B ′ is authenticated,
otherwise the image block is marked.

Step 6 : When the parity code p′ is verified, the image
block B ′ is evaluated for the watermark v′.

Step 7 : If v′ = v, the image block B ′ is authenticated,
otherwise the image block B ′ is marked.

Repeat the above steps (1) to (7) for other image blocks of
I ′
w, and the detection result Ilocate is acquired.

Fig. 5 The PSNR and SSIM

of the texture images and remote
sensing images
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In the second detection, the localization image Ilocate

is divided into independent 4 × 4 image blocks and each
individual image block is divided into four 2 × 2 image
blocks. And mark each individual 4 × 4 image block that
has more than one marked 2 × 2 block, and finally obtain
the second localization image I ′

locate.
In the third detection, the second localization image

I ′
locate is divided into non-overlapping 4 × 4 image blocks,
and as shown in Fig. 3, the image block is marked where
there are more than five marked image blocks of the eight
surrounding blocks. After that, we get the final localization
image I ′′

locate.

3.3.2 Tamper detection of scrambled images

Assume the the scrambled image I ′
Arnold requires tamper

detection in an unsafe third party, the insecure cloud
detection system is Acloud , and the local security detection
system is Blocate. The confused image is detected in the first
layer in the cloud detection system. Acloud send detection
results to the local security detection system for 2,3 layer
detection.The specific steps are as follows:

Step 1 : At the cloud system, calculate the location image
I cloud
locate like section 2.3.1.

Fig. 6 The effect of location and recovery
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Table 2 The PSNR and SSIM of images

Image Lena Baboon Plane Peppers

PSNR 35.5592 39.1158 49.8609 45.7648

SSIM 0.8925 0.9563 0.9981 0.9879

Step 2 : In the local detection system, use the private
key to decrypt I cloud

locate to get the location image
I location
locate .

Step 3 : In the second detection, the location image
I location
locate is divided into independent 4 × 4 image
blocks and it is detected whether there is a
marked independent 2 × 2 image block in each

individual 4 × 4 image block.And finally get the
second location image I ′location

locate

Step 4 : In the third detection, the location image
I ′location

locate is divided into 4×4 image blocks. Mark
the image block where there are more than five
marked surrounding image blocks, and finally get
the location image I ′′location

locate .

3.4 Tamper recovery

After the above tamper detection, we need to recover the image.
Firstly, divide the image Iattack into independent 2 × 2 size
image blocks. And for every tampered image block, we

Fig. 7 The effect of location and recovery
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carry on the recovery operations. Assume the image block
B ′ has a tamper mark, and take B ′ for an example.

Step 1 : The image block C
′
is calculated according to the

key k of the Torus transformation.
Step 2 : If the image block C

′
is not marked with tamper,

extract the recovery watermark r , shift r left
twice, and get r ′ to recover the image block B ′.

Step 3 : The pixel value of the image block B
′
is replaced

with r
′
.

Step 4 : If the image block C′ has a tamper mark,the
image block B ′ is re-marked.

Repeat the steps (1) to (4) for all the image blocks, and
finally obtain the recovery image Irecover . Because there
are some image blocks that are not recovered, preform the
following operations.

Step 1 : Calculate the averageB ′
surroud of the surrounding

recovered image blocks around the image block
B ′.

Step 2 : Recover the image blockB′ according to B ′
surround .

The above steps (1) to (2) are performed for each unrecovered
image blocks to obtain the final recovery image I ′

recover .

4 Experimental results and analysis

In this paper, we use the 512 × 512 gray images for our
experiments. We use the normal images (Peppers, Lena,
Plane, Baboon), texture images (Leather, Plastic, Straw) and
remote sensing images (Downtown, Island, Shelter) as the
test images. Besides, the peak signal to noise ratio and the
structure similarity of the image are used to measure the
ability of localization and recovery of our algorithm [29].

4.1 Peak signal-to-noise ratio and image structure
similarity

4.1.1 Peak signal-to-noise ratio

Assume the images are the reference image f and the test
image g, whose size is M × N , the calculation formula
between f and g is as follows.

MSE(f, g) = 1

MN

M∑
i=1

N∑
j=1

(fij − gij )
2 (8)

PSNR(f, g) = 10log10(255
2/MSE(f, g)) (9)

When MSE approaches zero, the PSNR is near infinity,
that indicates higher PSNR provides higher image quality.
The peak signal-to-noise ratio can reflect the mean square
error between the watermark image and the original image.

Table 3 The effect of recovery on copy attack

Image Lena Peppers Plane Baboon

PSNR 58.4189 50.7545 53.2910 49.6337

SSIM 0.9996 0.9979 0.9989 0.9970

The larger value shows the smaller difference between the
embedded image and the original image.

4.1.2 Image structure similarity

Structured similarity is not designed using a traditional error
summation method, but by modeling any image distortion
as a combination of three factors, which are correlation
loss, luminance distortion, and contrast distortion. Assume
the images are the reference image f and the test image g

whose size is M × N , the formula is as follows.⎧⎪⎪⎪⎨
⎪⎪⎪⎩

l(f, g) = 2μf μg+C1

μ2
f +μ2

g+C1

c(f, g) = 2σf σg+C2

σ 2
f +σ 2

g +C2

s(f, g) = σfg+C3
σf σg+C3

(10)

SSIM(f, g) = l(f, g) × c(f, g) × s(f, g) (11)

μf , μg are the average of the reference image f and the
test image g, σf , σg stand for their standard deviation,
σ 2

f , σ 2
g are their variance, σfg is the covariance. In order

to avoid the above formula denominator to 0, C1, C2 and
C3 are constants. In general, C1 = (K1 × L)2, C2 =
(K2 × L)2, C3 = C2/2. Usually, K1 = 0.01, K2 = 0.03,
L = 255.

We use the peak signal to noise ratio and structured
similarity of the image to measure the image quality.
Figure 4 shows the original image of Lena, Peppers,
Plane and Baboon, and the image after adding watermark.
As shown in Table 1, this method increases the PSNR

Fig. 8 The effect of recovery for different attack
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Fig. 9 The effect of location and recovery

after embedding the watermark, and this paper has great
superiority in embedding the watermarking invisibility.

In order to fully validate the effectiveness of our
algorithm of our algorithm, we also test the texture images
and remote sensing images, whose superiority is shown
in Fig. 5. And as shown, the PSNR of those images are
greater than 47/dB, while the SSIM of them are greater
than 0.989, which is almost closer to 1.

As we can see, the performance of our algorithm has
the high peak signal-to-noise ratio and image structure
similarity, which reflect the mean square error between
the watermark image and the original image. The larger

value shows the smaller difference between the embedded
image and the original image. The higher PSNR and
SSIM mean the images embedded into watermark have
greater invisibility, which is one of superiorities of our
algorithm.

Table 4 The PSNR and SSIM of images

Image Lena Baboon Peppers Plane

PSNR 60.77 57.88 59.55 62.30

SSIM 0.9993 0.9994 0.9993 0.9997
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Fig. 10 Location and recovery of scrambled image
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4.2 Test and analysis

4.2.1 Cut attack

As shown in Fig. 6, the normal images are used to test
the effectiveness of our method for cut attack. While, (a1),
(b1), (c1), (d1) are the images with secure watermark,
and (a2), (b2), (c2), (d2) are the tampered image after
cut attack. The difference between the attacked images
and the normal images is close to half. However, our
algorithm can detect the tampers accurately shown in
(a3), (b3), (c3), (d3). And (a4), (b4), (c4), (d4) are the
recovery results, which shows that this method has a great
advantage in resisting attack and the recovery images have
high PSNR and SSIM .

After the shear attack, we can see that the image Lena
has the half lost and our algorithm can localize the attack
precisely and perfectly. Besides, through recovery of our
method, the image has very little difference compared with
the original image shown in Table 2, which shows that our
algorithm has unparalleled superiority.

4.2.2 Copy attack

In this paper, our algorithm propose a authentication
watermark with a secure key shown in Section 3, which
means every image will have different authentication
watermark even though the images have the same pixels. In
Fig. 7, (a2), (b2), (c2), (d2) are the copy attacked images,
while (a3), (b3), (c3), (d3) are the localization results.
Compared with the original images (a1), (b1), (c1), (d1),
the recovery images (a4), (b4), (c4), (d4) have a little
difference, which suggests our algorithm has great effect of
recovery and localization.

When the images are tampered by copy attack, the
tampered images can be barely distinguished by the human
visual system, but our algorithm can detect the tampers
accurately and superbly. Not only that, the excellent effect
of the recovery is shown in Table 3, which can be obtained
that the PSNR is almost more than 50/dB, suggesting
the recovery images extremely similar to the original
images.

For further experiments, we use the three normal images
(Lena, Peppers, Plane) to test the recovery rate of our
algorithm with PSNR. Figure 8 shows the recovery
results when the images experience different attack of
varying degrees. As we expect, when the rate of attack
increases, the quality of recovery image is becoming worse.
However, the PSNR of the recovery images is more than
32/dB, even though the image lose the half, which means
our algorithm has a large superiority in the process of
recovery.

Table 5 The effect of recovery for scrambled image

Image Lena Peppers Baboon

PSNR 46.5037 45.7986 46.4860

SSIM 0.9787 0.9900 0.9811

4.2.3 Text attack

After the experiments of cut attack and copy attack, we
test our algorithm for the detection and recovery. In Fig. 9,
(a2), (b2), (c2), (d2) are the tampered images after text
attack while (a3), (b3), (c3), (d3) and (a4), (b4), (c4),
(d4) are respectively the location results and the recovery
images. When the images are suffered the text attack, our
algorithm can precisely detect the tampers, and the quality
of the recovery images are extremely high in Table 4. The
method we propose has a great advantage in resisting attack
and recovering from the attacked images.

As the above figure and table shows, the consequences
of proposed algorithm has incomparable preponderance
in resisting the text attack and recovering from tampered
images, the PSNR of the recovery images are close to
60/dB, suggesting the recovery images and the original
images are almost exactly the same. This advantages in our
paper cannot be ignored.

4.2.4 Detection and recovery of scrambling image

The algorithm can directly locate the scrambling image, and
it has the same effect compared with the plain-image. The
experimental results are shown in Fig. 10 and Table 5. As

Fig. 11 The recovery effect of different scrambling images for various
degree attack
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we can see, tamper can be localized in the scrambling image
and the image can be recovery accurately,that is a great
innovation,and the result in the scrambling image is still as
well as the plain-image.

To test the effectiveness of our algorithm, we use the
texture images (Leather, Plastic, Straw) and remote sensing
images (Downtown, Island, Shelter) for further experiments.
Shown in Fig. 11, the results of our algorithm in scrambled
images are as good as the results in plain-images, which
means the tampers can be detected in scrambled images and
the recovery results are still good enough compared with
plain-images.

5 Conclusion

This paper proposes a semi-fragile digital image watermark-
ing algorithm for plain-image and scrambling image. The
main features and superiorities of this algorithm include the
following aspects:

(1) The hierarchical idea is used to locate tamper, and it
has better anti-shear attack ability, and adds a recovery
watermark for tamper recovery.The authentication
watermark is composed of the parity check code and
the comparison result; the recovery watermark is the
average pixel value.

(2) The secure key is used for authentication watermark,
and the attackers can’t counterfeit the authentication
watermark without the secure key, which vastly
increases the security of the watermark and the
security of the images [38–40].

(3) The embedded algorithm uses the well-known spatial
domain LSB algorithm. The aim is to improve the
tamper recovery effect. The algorithm is simple in
principle, but has higher location accuracy and better
recovery effect.

(4) This paper use three layers to detect and locate
tamper.In this algorithm, the experimental verification
can detect the location of tampering in the image, and
can effectively recover the tampering content, and can
effectively prevent the vector quantization attack.

(5) This algorithm can directly locate tamper in the
scrambling conditions, and it can detect tamper
without revealing the plain-image, greatly improve
privacy and security of the image.
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