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Abstract
Management of encryption keys is an essential task for establishing secure communication in a mobile ad hoc network
(MANET). Any key management scheme must be equipped with a mechanism to revoke disclosed keys and keys of
malicious nodes. In some key revocation schemes, including Liu et al.’s scheme (IEEE Trans Parallel Distrib Syst
24(2):239–249 2013), the key revocation procedure is applied based on the opinions of neighboring nodes. In this paper, we
propose a new method to improve the performance of Liu et al.’s scheme in detecting the honesty of accuser nodes. This
method considers the occurrence of the attacks based on a nonhomogeneous Poisson process. The accuser node is removed
from warning list if the time interval between the reception of two consecutive accusation packets is less than a certain value.
We find this threshold value by a mathematical model which is also verified by simulation results.

Keywords Ad hoc network · Key management · Poisson process · Key revocation · Accuser node

1 Introduction

Nowadays, mobile and wireless technologies play a signif-
icant role in different areas of human life. Since important
information is exchanged over the unprotected channels, the
development of security solutions in wireless and mobile
networks is necessary. Mobile ad hoc network (MANET) is
an autonomous system of mobile hosts connected by wire-
less links and has many applications in communications.
Since the MANETs lack any infrastructure, the exchange
of information on these networks needs specific security
mechanisms. Cryptography is a mechanism used for pro-
viding secure communication and data confidentiality. The
cryptography systems including symmetric and asymmetric
need to use keys.

One security aspect of MANET is the weak physical
security which provides a context for attackers to compro-
mise the network nodes and extract their keys. The key
revocation issue in MANET is very important and it should

� Hamid Mala
h.mala@eng.ui.ac.ir

Maryam Zarezadeh
m.zarezadeh@eng.ui.ac.ir

1 Department of Information Technology Engineering,
University of Isfahan, Isfahan, Iran

be possible to check the key validation. The key revocation
is a method to remove the compromised keys and the key of
misbehaving nodes. If an attacker node makes interference
in network operations, it should be removed from the net-
work. In fact, the key revocation provides a context which
prevents the misbehaving nodes continue their participation
in network and disclosing of the confidential information.

So far, different techniques have been proposed for key
revocation [1–11]. In this paper, the key revocation scheme
suggested by Liu et al. [1] is considered. They proposed a
method for quick and accurate revoking key of attacker. In
this scheme, the key of attacker node can be revoked by
only one accusation packet sent from neighboring nodes. A
trusted party is responsible for managing the key revocation
procedure and holding the accuser node and accused node
in the warning list and black list, respectively. We propose
a method to improve the performance of Liu et al.’s scheme
in detecting the honest accuser node. The remainder of
the paper is organized as follows. In Section 2, we survey
the related works on the key revocation for MANET. In
Section 3, our assumptions and the details of desired key
revocation scheme are described. Section 4 proposes a
new method to determine two proper values of accusation
packets threshold and a decision making criterion for
applying the security policy in a key revocation procedure.
In Section 5, the simulation results of key revocation with
improvements are provided. Section 6 concludes this paper.
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2 Related works

In this section, we investigate the literature on key revo-
cation schemes for MANET. Luo et al. [2] suggested the
“strong and ubiquitous access control (URSA)” method
to remove the attackers from the network. In URSA, the
neighboring nodes issue the certificate of a new node.
Any node monitors the network in a one-hop distance and
exchanges the information with other nodes. The certifica-
tion is revoked when a number of accusations reaches a
threshold value. The method entitled “distributed certifica-
tion authority with probabilistic freshness (DICTATE)” [3],
uses a number of certificate authorities (CAs) for certificate
distribution and certificate revocation. To detect attacks,
CAs monitor the behavior of nodes. If the CA detects one
node as a malicious node, it revokes the node’s certificate
and shares this information between other CAs. So, the node
is completely removed from network.

In [4], a key revocation scheme is proposed for
MANET, assuming a unique identity (ID) for each node
and bidirectional communication links between nodes. A
network node is able to monitor the network and sends the
resultant information to nodes within its m-hop distance.
The public key of the accused node is revoked when
the number of accusation packets reaches a certain value.
Clulow and Moore [5] suggested a distributed “Suicide
for the common good” method, in which the certificate
is quickly revoked and only with one accusation. In this
scheme, certificates of accuser node and the accused node
will be revoked, simultaneously. In other words, the accuser
node should suicide itself to remove the attacker node.

In the scheme proposed by Arobit et al. [6], each node
monitors the behavior of other nodes. If a node’s behavior
seems to be malicious, an accusation packet is broadcasted
in the network against that node. Each node keeps the
information about the broadcasted accusation against all
nodes. The accusation packet is weighted based on trust
of the node which publishes the accusation. The certificate
is revoked if the total weight of the accusations against
a node gets greater than a configurable threshold. In Ge
et al.’s method [7], a MANET consists of server nodes to
run the threshold cryptographic scheme. If a server node
detects a node as a malicious node based on its behavior, it
broadcasts a revocation notification. Then, the server nodes
add the revoked node to the black lists and revoked node
is deactivated. The servers also exchange their blacklists
periodically.

In the method suggested by Chauhan and Tapaswi [8],
a grouped network structure is used and the group leaders
revoke the keys of malicious nodes. In this method, first
the MANET nodes are clustered into different groups. Each
group has a group leader. The group leader distributes
the public and private key pairs by a safe method and

monitors the behavior of group members. If a node does
not forward packets, then it is considered as a node
malicious node or a compromised node. Also the group
leader revokes the key pair of malicious node and removes
it from the group. The group leader not only propagates this
information in the group but also declares it to other group
leaders.

PushpaLakshmi et al. [9] presented a key revocation
scheme by scoring the nodes based on their behavior. In
this method, a mobile agent is used to control the key
revocation process and it collects the information about
the susceptible nodes. For cluster members, the mobile
agent maintains revocation point which is a value used
for key revocation procedure. The cluster head periodically
initializes the mobile agent. Initially, a revocation point is
set to zero for all cluster heads. Starting from the cluster
head, the mobile agent migrates through all the cluster
members. When a node is suspicious of a particular node,
it increases the related point value. Then, the cluster head
revokes the certificate of node which its revocation point
value exceeds the threshold. Liu et al. [1] suggested a
revocation scheme for MANET. In this scheme, the attacker
key is revoked upon receiving the first accusation packet.
The scheme maintains two lists, bad list (BL) and warning
list (WL). The CA removes the accuser node fromWLwhen
it receives a threshold number of accusation packets against
the same accused node.

In the aforementioned research works, two classes of
approaches are considered for key revocation. In the first
class, the key of malicious node is revoked based on the
opinions of neighboring nodes (see, for example, [2, 4]
and [6]). In these approaches, since the gathering of nodes
opinions is time-consuming, the time of key revocation
is long. In the second class, the malicious node’s key is
revoked by judgment of only one node, see [5, 8, 10] and
[11]. Therefore in these approaches, the occurrence of false
accusation is probable.

Liu et al.’s scheme [1] combines these two class of
approaches. In their scheme, the key is revoked by receiving
the first accusation from other nodes. Therefore, in contrast
to the first class, the key revocation time is reduced. In
addition, they adopt the node clustering to decrease the
false accusation in comparison to the second class. Hence,
Liu et al. [1] have improved the reliability and accuracy of
the key revocation for MANETs. On the other hand, this
scheme is based on opinions collected from the neighboring
nodes and hence it is vulnerable to false accusations about
attack detection from neighbors.

In this paper, we consider the Liu et al.’s scheme [1] and
suggest a new method to improve determining the honest
accuser node in key revocation procedure. The proper value
of threshold number of accusation packets is calculated
based on a mathematical model. We also propose a decision
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making criterion to apply the security policy in a key
revocation procedure.

3 Assumptions and details of the scheme

The main aim of this paper is improvement of Liu et al.’s
scheme [1] in determining the honesty of accuser node
in key revocation procedure. Therefore, a new metric for
determining the honesty of accuser nodes is proposed, and
based on this metric a proper value for the threshold number
of accusation packets that must be received to release the
accuser node from the WL is suggested.

MANET may operate as a stand-alone network or
may have gateways to fixed network that is called
“hybrid”. Hybrid MANET is developed as an extension
to the traditional infrastructure-based network. The hybrid
behavior can be temporary because of the state in which
the ad hoc network may be sometimes stand-alone and
sometimes connected to the Internet or other conventional
network such as a subway network in which a user of
MANET is connected to the Internet while he is in the
station and disconnected while traveling [12]. We consider
the hybrid MANET in which the nodes can communicate
and exchange information with deployed centralized key
generation center (KGC).

We supposed that the number of malicious nodes is
less than the number of well-behavior nodes; otherwise
it is trivial to see that the majority of malicious nodes
can collude against every well-behavior node. It is also
supposed that the nodes are uniformly distributed in the
network. We define the attacker node as any node which
launches attack on neighboring nodes and disrupts the
security of network communication. Before describing the
details of the scheme, it should be mentioned that the
network nodes are able to detect the attacks within their
communication range. We consider the attacks such as
black hole attack [13], SYN flooding attack [14], and
wormhole attack [15]. Researches showed that these attacks
can be detected by neighboring nodes. Sun et al. [13]
suggested a neighborhood-based method to detect black
hole attack in MANET. In this type of black hole attack, the
malicious node impersonates the network node. Afterward,
the malicious node advertises itself as having the shortest
path to the node it is interested in its data. Yi et al.
[14] emphasized that the SYN flooding attack can be
detected by the method of neighbor suppression. Choi et al.
[15] presented an algorithm to detect the wormhole attack
without any particular hardware. In the proposed algorithm,
the methods of neighbor node monitoring and wormhole
route detection are used.

In the considered mechanism, the attacker key is revoked
with an accusation packet (AP). The scheme consists of

the WL and BL. The keys of nodes whose IDs are in
BL are revoked. The node in WL can participate in the
network but it cannot send any new AP for a while until
its honesty is verified. In this scheme, we use the identity
based cryptography (IBC) system and investigate only the
issue of key revocation, not key distribution. So, the scheme
supposes that any node uses unique identity as public key
and it has received the private from from the KGC before
joining the network.

3.1 Key revocation

The key revocation procedure begins upon the attack
detection by the neighboring nodes. Then, these nodes
search their local BLs. If the attacker ID is not in the BL,
each neighbor node sends an AP to the KGCwithout signing
it. The format of AP is shown in Fig. 1a. Each node can send
AP and participate in the key revocation procedure. When
KGC receives the first AP, it validates the ID of the accuser
to make sure that the accuser key has not been previously
revoked. Then, the KGC adds the ID of the accused node
to the BL and broadcasts a key revocation packet. The
KGC also adds the ID of the first accuser node to WL and
revokes the key of the node whose ID is in the AP. Then, the
KGC removes the accuser node from WL upon receiving a
threshold number of APs against the same accused node. As
shown in Fig. 1b, the revocation packet includes WL and BL.

3.2 Cluster constructionmethod

In the key revocation scheme, nodes are discriminated
according to their behavior. The nodes can be considered
in three categories including normal nodes, warned nodes
and attacker nodes. When nodes join the network and do
not launch attacks, they are assumed to be normal nodes.
The trust level of warned nodes is ambiguous and attacker
nodes cannot be trusted. Warned nodes and attacker nodes
are listed in the WL and BL, respectively. Warned nodes in
the WL cannot become cluster head (CH) and send APs to
KGC. They can join the network as cluster members (CMs)
and communicate with other nodes without restriction. Only
normal nodes can become CH and accuse attacker nodes by
sending APs.

Also, the normal nodes recover the key of accused node
by sending a packet to the KGC. This will efficiently
prevent false accusations and collusion between malicious
nodes. In more details, in the revocation procedure, ID of
legitimate node may be added to the BL by receiving a false
AP from a malicious node. To resolve this problem, CH can
send a packet to KGC for correctly updating the BL. In other
words, if ID of a CM is listed in the BL without it is detected
by its CH, it means that the CM is accused by malicious
nodes. Only CH can monitor its CMs and detect any false
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Fig. 1 The format of packets, [1]

accusation. This CH capability is based on the assumption
that network nodes are able to detect the attacks in their
communication range. The CH can then send a packet to
the KGC in order to recover the key of accused node. The
packet includes the IDs of accuser node and victim node.
Then, the KGC removes the ID of the victim node from the
BL and adds the IDs of accuser node and victim node to
WL. Also, the KGC broadcasts the updated BL in network.
Hence, as mentioned in [16], clustering can be used to
reduce the false accusations. We also cluster nodes to make
the scheme resist against the collusion among nodes in
sending false accusation and releasing the dishonest accuser
node from WL.

As seen in Fig. 2, each cluster consists of one CH and
several CMs in the CH’s transmission range. Some CMs

Fig. 2 Node clustering, [16]

may not be a member of the cluster which is in the range
of CH’s transmission. These CMs are members of other
clusters. The reliable nodes can be considered as CHs. To
maintain the clusters, the CH periodically sends a CH Hello
packet to its CMs and each CM replies with a CM Hello
packet. The algorithm used for joining the node to the
cluster is depicted in Fig. 3. A new node becomes a CH with
a fixed rate. If this node can not be a CH, then it searches
the CH nodes in its range and randomly selects two of them
to join.

The clustering method has two considerable problems.
First problem is that a misbehaving CH may send APs
by fabricating the IDs of CMs in one location (or in a
limited location range). This CH then participates in the key
revocation procedure. To solve this problem, we propose

Fig. 3 Node join algorithm, [16]
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that other trustworthy information is used. This information
can be related to the lower layers such as the location or
hardware identity of nodes. In other words, in this case the
malicious CH is detectable by examining whether APs are
received from one hardware identity or the limited location
range. Of course, we assume that the location information
or hardware identity, in media access control (MAC) layer
or physical layer is available. It should be noted that the
malicious CH may penetrate the lower layers of CMs and
convert them to the malicious nodes. Therefore, the location
or hardware identity is not useful. We recommend that each
node sends the location information of neighboring nodes
from its routing table with AP to KGC. Hence, KGC can
recognize that all received APs are sent by one node or
different nodes.

Another problem of cluster construction method is that
although it is assumed that the CH has high trust level,
it may participate in collusion attack. In other words, one
node may have honest behavior for a period of time until
it is selected as a cluster head. Then, the CH colludes
with malicious nodes and it does not send recovery packet
to KGC while detecting false accusation. We suggest
that the selection method of CHs should be based on a
more secure trust-based cluster head selection algorithm
such as [17, 18]. These methods reduce the likelihood
of malicious or compromised nodes from being selected
as CHs.

4 The proposedmethod

In this section, we present a new method to improve
Liu et al.’s scheme [1] in determining the threshold number
of the APs. Then a decision making criterion is proposed
in order to apply the security policy in the key revocation
procedure.

4.1 Motivation

As mentioned in Subsection 3.1, in the key revocation
procedure, some nodes are placed in WL. These nodes
cannot participate in the key revocation procedure and
cannot send the APs. Consequently, the number of network
nodes decreases for detecting the next attacks [1]. In Liu
et al.’s scheme, the KGC releases the accuser node fromWL
if the KGC receives a threshold number of APs, denoted
by τ , during the voting time. If τ is selected very small,
the accuser node is removed from WL by colluding the
malicious nodes. On the other hand, if τ is chosen too large,
the number of received APs may not reach to the threshold.
Then a long time must be elapsed to verify the accusation
of the first node. Therefore the threshold number is an

important parameter for detecting the honest accuser node
and hence these authors proposed a method for determining
this threshold value. For this purpose, they assumed that
the nodes are uniformly distributed in the network. Under
this assumption, Liu et al. [1] estimated the number of
neighboring nodes, N , within the voting time Tv as follows

N = (πr2 + 2πrvTv)ρ, (1)

where r is the transmission range of nodes, v denotes the
node velocity, and ρ is the nodes density in the network.
It is also assumed that each node may send false AP
with a probability p. The probability of false release of a
node from WL is minimized and the probability of correct
release of node from WL is also maximized. Based on
these assumptions, the optimal value of the threshold is
determined as τ = N/2.

In the method proposed by Liu et al. [1], the time interval
between the reception of APs has not been taken into
account. Whereas if the APs are received during short time
intervals, then it is more probable that the first accuser node
has correctly announced the attack. That is, in this case,
many nodes of the network detect the attack and send APs
to the KGC. Then KGC receives the APs during short time
intervals and the probability of false accusation decreases.
Therefore, by this assumption, we also consider the false
accusation probability p in Liu et al.’s method.

We propose that the time interval between two consec-
utive receptions of APs is compared to the parameter δ,
δ > 0. The KGC removes the accuser node from WL if
the time between two consecutive receptions is less than δ

in the voting time. We call the parameter δ as the decision
making criterion throughout the paper. In the sequel, after
determining the value of threshold τ , we estimate a value
for δ.

4.2 Determining the threshold value

Suppose KGC receives APs in random times AP1, AP2,
AP3, . . .. Then Yi = APi+1 − APi , i = 1, 2, . . . denotes
the time interval between the reception of the ith and the
(i + 1)th AP. Since the neighboring nodes independently
send APs to KGC, then it can be supposed that the random
variables Y1, Y2, . . . are independent. On the other hand,
the neighboring nodes have the same capability for attack
detection and sending APs. Hence, it can be concluded
that Y1, Y2, . . . are identically distributed with a distribution
function F .

In our method, we suggest that Yi is compared to δ and if
Yi < δ, then the KGC removes the accuser node from WL.
Hence, we can write

P(Yi ≤ δ) = F(δ), P (Yi > δ) = 1 − F(δ)
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Let the random variable M denote the number of received
APs up to the time which the node is removed from the WL.
Then the probability of reception of m APs is obtained as

P(M = m) = (1 − F(δ))m−1 (F (δ))

= qm−1(1 − q), m = 1, 2, . . . ,

where q = 1 − F(δ). The mathematical expectation E(M)

is calculated using the geometric series as follows

E(M) =
∞∑

m=1

mP (M = m)

=
∞∑

m=1

mqm−1 (1 − q) = 1

1 − q

Therefore, the KGC removes the accuser node from WL
when it receives on average 1

1−q
accusation packets. So, we

suggest the threshold value τ is considered as

τ = 1

F(δ)
. (2)

4.3 Determining the decisionmaking criterion

According to Eq. 2, for determination the threshold number,
first the decision making criterion, δ, must be specified. In
this section, we determine a proper value for the parameter
δ. Before going through the method for determining δ, it is
necessary to give the following definition.

Definition A counting process is a stochastic process
{ξ(t), t ≥ 0} with values that are non-negative, integer and
increasing. In a counting process, ξ(t) indicates the number
of events that occur in time interval (0, t]. A counting
process is a nonhomogeneous Poisson process (NHPP) if for
some small values h and all times t , the following conditions
hold:

(i) ξ(0) = 0
(ii) Non-overlapping increments are independent.
(iii) P(ξ(t + h) − ξ(t) = 1) = λ(t)h + o(h)

(iv) P(ξ(t + h) − ξ(t) > 1) = o(h)

where, in little o notation, o(h)
h

→ 0 when h → 0. The
function λ(t) is called intensity function of the NHPP. It
is notable that an NHPP with constant intensity function,
i.e. λ(t) = μ, is a Poisson process with intensity μ. The
function �(t) is defined as �(t) = E(ξ(t)) and is named
as the mean value function (m.v.f.) of the NHPP. The m.v.f.
can be rewritten as

�(t) =
∫ t

0
λ(u)du = − log(1 − G(t))

It should be mentioned that G(t) is the distribution function
of time of the first event in the process. See [19] for more
details on NHPP.

Haibing and Changlun [20] deduced that the attacks in
MANET appear based on a Poisson process with intensity
μ. Therefore, in this model, the attacks appear at random
instants of time with an average rate of μ. Approximating
the attack process using Poisson process has this restriction
that the rate is constant and does not change during the
time. In MANET, the wireless communication medium is
accessible to any entity with appropriate equipment and
adequate resources. Then, access to the communication
channel cannot be restricted and hence the attackers can
eavesdrop communications and inject bogus information,
see [21]. In other words, any node of the MANET becomes
more vulnerable to compromise and attack over time.
Hence, when the attack rate is considered as a function of
time, modeling is closer to nature of MANET. Then, in
this paper, it is assumed that attacks appear on neighboring
nodes based on a NHPP.

Let the attacks in the network take place according to a
NHPP {ξ(t); t ≥ 0} with m.v.f. �(t) = − log(1 − G(t)).
Indeed, ξ(t) denotes the number of attacks occur up to time
t andG(t) is the distribution function of the occurrence time
of the first attack. If ξ(t0, t) denotes the number of attacks
that appear over the time interval [t0, t), then

P(ξ(t0, t) = i) = [�(t − t0)]i
i! e−�(t−t0),

t > t0, i = 0, 1, 2, . . . ,

For more details refer to [19].
Due to protection of MANET, at each attack, the attacker

can be successful with probability pa , 0 < pa < 1. If ζ(t)

denotes the number of nodes that are affected by the attacker
over the time interval [0, t), then {ζ(t); t ≥ 0} is a NHPP
with m.v.f. pa�(t). Then, we have

P(ζ(t)=k)= (pa�(t))k

k! e−pa�(t), k=0, 1, 2, . . . . (3)

Suppose the number of neighboring nodes of each node,
N , is approximated by Eq. 1. Then, based on Eq. 4, the
probability of N successful attacks is

PN(t) = P(ζ(t) = N) = (pa�(t))N

N ! e−pa�(t). (4)

By differentiating from PN(t) with respect to t , we have

d

dt
PN(t) = e−pa�(t)

N ! pN
a �(t)N−1λ(t)(N − pa�(t)).

Then, by solving d
dt

PN(t) = 0, it can be easily shown that
PN(t) reaches its maximum at time tm where

tm = G−1
(
1 − e

− N
pa

)
(5)

In other words, tm is the time in which the probability of all
neighboring nodes are exposed to attack is maximized. In
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these conditions, on average, the time interval between two
consecutive successful attacks can be estimated by

t̄ = tm

N
=

G−1
(
1 − e

− N
pa

)

N
(6)

That is, in the situation that we have the least security
for neighboring nodes, the time between two consecutive
successful attacks is estimated to be t̄ on average.

Since neighboring nodes send APs to KGC upon
detection of the successful attacks, Eq. 6 can be used as
a proper base for determining the parameter δ. Then we
propose to determine the parameter δ as follows

δ =
G−1

(
1 − e

− N
pa

)

N
(7)

Therefore, if the time interval between the reception of two
consecutive APs is less than δ, then the first accuser node
must be removed from WL.

5 Simulation and performance evaluation

This section evaluates the effect of threshold value τ and
the decision making criterion δ, in key revocation scheme.
Therefore, a MANET consisting of 100 nodes is simulated
by OMNET++ 4.3 simulator [22] in a 1000 m × 1000 m

area. The nodes are randomly deployed based on a uniform
distribution with the Gauss-Markov mobility model [23].
For the Gauss-Markov mobility model, α, variance and
margin parameters are set to 0.5, 40, 30, respectively. The
routing is based on ad hoc on-demand distance vector
(AODV) protocol [24] and a node can be a CH with
probability 0.3. The CH and CMs also send Hello packets
every 20 s. Table 1 shows the simulation parameters.

The detection time is an important factor in key
revocation procedure. In simulation, we define the detection
time as the time from launching an attack of the attacker
node until its key is revoked. Figure 4 indicates the average
detection time for attacker ratios while considering 100

Table 1 Network simulation parameters

Parameter Value

Field 1000 m × 1000 m

Maximum transmission power 25 mW

Number of nodes 100

Routing protocol AODV

Node speed 1 m/s − 10 m/s

Number of neighboring nodes, N 15

The voting time, Tv 20 s

Simulation time 500 s
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Fig. 4 Average detection time based on ratio of attackers

nodes. The results show that the key revocation scheme used
in this paper quickly detects the attacker nodes. According
to the key revocation procedure, the key of the attacker is
revoked upon the first accusation. Therefore, the detection
time is short.

To evaluate the key revocation scheme, the impact of
the proposed threshold number of accusation packets, τ ,
is explored. So, according to Eq. 2, the decision making
criterion, δ, must be specified. Based on Eq. 7, to calculate
the δ we also specify the distribution function of the
occurrence time of the first attack in the network, G(t).
Suppose G(t) is considered as an exponential distribution
with an average rate of μ attacks per second. That is

G(t) = 1 − e−μt

Then, based on Eq. 7, δ is obtained as

δ = 1

μpa

We assume that pa = 0.3. Based on Kaninch et al.’s
research [25], the value of μ is also considered as
μ= 0.276/s. In their research, the attacks occurred with rate
0.276/s in a honeypot placed in Germany [25]. Therefore,
the parameter δ is obtained as 12.07729469.

We consider the distribution of the time interval between
reception of two consecutive APs as exponential with
distribution function F(t) = 1 − e−βt . In this case, the
process of reception of the APs agrees with a Poisson
process with average rate of β receptions per second. If
β = 0.2, then the threshold value is

τ = 1

1 − e−βδ
� 2.
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Fig. 5 Average warning time of the honest accuser node from WL

The KGC releases the accuser node from the WL when
it receives τ APs. To evaluate the effect of the proposed
threshold parameter τ on the key revocation, the warning
time of the accuser node from WL is investigated. The
results are shown in Fig. 5.

The time period that the honest accuser node stays at
the WL is defined as the warning time. In other words, the
warning time is equal to the difference between the time
that the KGC adds the node ID to WL and the time that
the KGC releases this node from WL. The simulation is
run with the different attacker ratios (5%-20%) with 100
MANET nodes. The node velocity is set to 1 m/s−10 m/s.
In each simulation the average warning time is considered.
Liu et al. [1] suggested the proper threshold value is N

2 = 7.
As seen in Fig. 5, the warning time of the proposed method
is shorter than the warning time of Liu et al.’s method [1].
So, based on method of Liu et al. [1], ID of the accuser node
is put for a long time in WL and the node cannot participate
in key revocation procedure.

According to Eq. 7, the decision making criterion, δ,
for removing node from WL depends on the distribution
function of the time of the first attack, G(t). We evaluate the
value of δ for Exponential, Weibull, and Gamma distributions.

Table 2 The impact of distribution function of the first attack time on
δ, and τ

Distribution G(t) δ τ

Exponential 1 − e−λt 12.077 2

Weibull 1 − e−λt2 0.897 6

Gamma 0.22
∫ t
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Fig. 6 Warning time of node for different values of τ

The results are shown in Table 2. As seen in Table 2, when
the value of δ increases, the threshold number τ decreases.
The simulation is run for the values of τ presented in
Table 2. It souled be noted that 12 attackers are considered
and the nodes velocity is set to 12 m/s. As shown in Fig. 6,
the warning time is long for the large value of τ .

In fact, a small value for δ or equivalently a large value
for τ means that the KGC removes the node ID from WL
when it receives consecutive APs in short time interval. In
other words, the KGC should receive many APs in order to
remove the accuser node. Then, the accuser nodes remain in
WL for a long time and the network has not enough nodes
for detection of other attacks.

Also, we evaluate δ and τ for different values of the
number of neighboring nodes. We consider the Weibull
distribution function G(t) = 1 − e−λt2 for calculating the
value of δ. According to results shown in Table 3, when the
number of neighboring nodes increases, more nodes should
detect the attacks. Hence the value of δ decreases and the
threshold number of τ increases.

Table 3 The impact of the number of neighboring nodes on δ, and τ

Neighboring nodes δ τ

2 2.4573 2

4 1.7376 3

8 1.2286 4

16 0.8688 6

32 0.6143 8
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6 Conclusion

This paper investigates the parameters needed for key
revocation in MANETs. For this purpose, we have used the
scheme introduced by Liu et al. [1]. The KGC removes
the accuser node from WL when it receives a threshold
number of APs. This threshold value was determined by
minimizing the false release probability and maximizing
the true release probability. In this paper, the time interval
between the reception of two consecutive APs against the
same node has been taken into account. We have been
determined the threshold number needed for removing the
accuser node fromWL upon receiving two consecutive APs
with interval less than a certain value. This certain value
has been called the decision making criterion, δ. Then, for
determining the threshold value, it is necessary to specify
the amount of δ. We have assumed that the time intervals
between the reception of consecutive APs are independent
and identically distributed. It has also been assumed that the
attacks appear based on a NHPP.

The simulation results show that the honest accuser
node remains in WL for a shorter time compared to
Liu et al.’s method. Therefore, the accuser node resumes its
constructive operations in the network after a short time.
In our analysis, the decision making criterion for removing
the node from WL depends on the distribution of the first
attack time. As the results have shown, this criterion is
different for several distribution functions. The threshold
value decreases as the value of decision making criterion
increases and hence the accuser node remains in WL for
a short time. In addition, with a small value of decision
making criterion, the KGC decides based on receiving
more APs.

Therefore, as the results show, our improvements in the
key revocation scheme of Liu et al. decrease the time period
an honest accuser node stays in the WL. However, there
exist several issues to be addressed in the future researches.
Future work will need to 1) extend the scheme for the
decentralized architecture of KGC, 2) select a more secure
cluster construction method, 3) apply the proposed method
to vehicular ad hoc network (VANET) and 4) consider
the network nodes with different capabilities for attack
detection.
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