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Abstract

The international network of submarine cables plays a crucial role in facilitating
global telecommunications connectivity, carrying over 99% of all internet traffic.
However, submarine cables challenge digital sovereignty due to their ownership
structure, cross-jurisdictional nature, and vulnerabilities to malicious actors. In this
article, we assess these challenges, current policy initiatives designed to mitigate
them, and the limitations of these initiatives. The nature of submarine cables cur-
tails a state’s ability to regulate the infrastructure on which it relies, reduces its data
security, and threatens its ability to provide telecommunication services. States cur-
rently address these challenges through regulatory controls over submarine cables
and associated companies, investing in the development of additional cable infra-
structure, and implementing physical protection measures for the cables themselves.
Despite these efforts, the effectiveness of current mechanisms is hindered by sig-
nificant obstacles arising from technical limitations and a lack of international coor-
dination on regulation. We conclude by noting how these obstacles lead to gaps in
states’ policies and point towards how they could be improved to create a proactive
approach to submarine cable governance that defends states’ digital sovereignty.
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1 Introduction

Transmitting data to communicate internationally depends on a global network of
physical cables lying under the sea, known as the submarine cables infrastructure
(SCI); see Fig. 1. With a total length of 1.4 million kilometres, over 99% of all inter-
net traffic passes through the SCI (Mauldin, 2023). If some of these cables were cut,
global communications would be severely slowed. If all of them were cut, the global
internet would cease to exist. For instance, if the 40 cables connecting the US to
the rest of the world were severed, it is estimated that only 7% of US internet traffic
could be carried by alternate satellite infrastructure (Liu et al., 2020).

Existing research on the SCI has largely focused on three specific areas of study:
(1) security and military issues, i.e. how to protect the SCI from hybrid warfare and
terrorism; (2) technical and operational issues, i.e. what are the daily risks, damages,
and the necessary maintenance for the SCI’s operation caused by accidental dam-
age and non-human hazards; and (3) international regulation issues, i.e. examining
current international regulations governing the SCI and questioning whether they
require improvement (Bueger & Liebetrau, 2021). Since the SCI plays a critical role
in determining internet access and is vital to the development and proliferation of
emerging technologies such as 6G, IoT, and cloud computing, its importance has
grown considerably in recent years, solidifying its status as a strategic asset.

However, thus far there has been no comprehensive analysis of individual coun-
tries’ approaches to SCI governance for routine application—the everyday provision
of secure telecommunications to a populace at large. Nevertheless, the significance
of submarine cables for global internet connectivity, coupled with concerns over
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Fig. 1 A map of submarine cables. Source: telegeography.com under license CC BY-SA 4.0
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cyber security and geopolitical tensions, merits an examination from the perspective
of nations seeking to assert greater control and autonomy over their digital resources
and data flows. Hence, in this article, we address this research gap by analysing the
role that the SCI plays in states’ pursuit of digital sovereignty, understood as “the
control of data, software (e.g. Al), standards and protocols (e.g. 5G, domain names),
processes (e.g. cloud computing), hardware (e.g. mobile phones), services (e.g.
social media, e-commerce), and infrastructures (e.g. cables, satellites, smart cities)”
(Floridi, 2020). In the context of submarine cables, digital sovereignty encompasses
the authority of nations to dictate the routes and locations where cables are laid
within their territories, establish standards for the cables and the data transmitted
through them, and ensure robust protection to sustain internet provision and safe-
guard the privacy of transmitted data. We believe that the SCI has been left out of
conversations on digital sovereignty thus far because of its invisible nature as subsea
infrastructure and in large part exactly due to states’ lack of control over it. While
it is a critical part of infrastructure, states have, for the most part, not engaged with
it: most have not created domestic legislation nor joined international forums for
discussion of its standards and protection. This has recently begun to change with
the EU Commission publishing recommendations and opening a public consulta-
tion in February 2024 on how to protect the SCI (European Commission, 2024).
We discuss not only how states assert their own digital sovereignty but also how
they infringe upon the sovereignty of others, extending their influence as they extend
the cable network. The infringement of digital sovereignty can be extended to other
actors, such as technology companies, who can themselves assert control over the
digital as (quasi-)sovereign actors (Tretter, 2022).

The article is structured as follows. Section 2 provides a brief background: an
overview of the current international regulation and public and private stakeholders
in the SCI. Section 3 explains the risks that submarine cables pose to countries’ dig-
ital sovereignty in terms of their data, the provision of internet-based services, and
countries’ control over their technological infrastructure. Section 4 examines states’
current strategies to increase their digital sovereignty concerning submarine cables.
Section 5 details the limitations of the existing mechanisms and points towards how
they could be improved. Section 6 concludes the article.

2 Background

The complexity of SCI governance arises from two main factors: the requirement
for international cooperation from various state actors, who may act against each
other for strategic gain, especially in potential conflict scenarios, and the significant
ownership of the SCI by private entities, whose interests may be misaligned with
states’ interests, including the governments of the territory they are domiciled in
(Bueger & Liebetrau, 2021). This makes governance of the SCI more complex than
other cross-border infrastructures which suffer from the same types of competition,
such as water or oil pipelines. Although submarine cables and pipelines have dif-
ferent polluting capabilities and routes, they are often grouped together in interna-
tional law, since they traverse all ocean categories, require similar preparation for
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installation, and suffer analogous challenges of international cooperation. In other
cases, there is usually more functional international governance and either no owner
or a singular owner of the commodity being transferred, rather than, in the case of
data, a multiplicity of owners and stakeholders. Thus, when considering a country’s
digital sovereignty over submarine cables, one must consider both international rela-
tions (country-to-country) and interactions between governments and private com-
panies (country-to-company). In this section, we briefly review the roles of public
and private stakeholders in the SCI and the relevant legislation.

2.1 Country-to-Country: Current Regulation

The United Nations Convention on the Law of the Sea (UNCLOS) is the predomi-
nant international treaty governing the rights of installation and protection of sub-
marine cables. It came into force in 1994 and, at the time of writing, has 169 parties
(168 individual states and the European Union), which does not include the United
States (‘Chronological Lists of Ratifications of Accessions and Successions to the
UNCLOS and the Related Agreements’ 2023). However, the US recognises UNC-
LOS as part of customary international maritime law (US Department of Com-
merce, 2023). UNCLOS ratifies a country’s ability to formulate its own regulation
on submarine cables near its shore and asserts the right of any country to establish
submarine cables beyond these boundaries.

UNCLOS has five main articles which govern the installation and regulation of
submarine cables in the four different UN classifications of maritime areas. Articles
21(c), 58, and 79 cover territorial seas, exclusive economic zones, and the conti-
nental shelf, respectively, and articles 87(c) and 112 cover the high seas. In the high
seas, all states, whether coastal or landlocked, are allowed to lay submarine cables
(subject to a few conditions, such as a lack of interference with pre-existing cables).
All actors are allowed to lay cables in the continental shelf, subject to agreement on
the route with the coastal country. In exclusive economic zones, which extend up
to 200 nautical miles from the coastline, actors are subject to route agreements and
local regulations. The territorial sea is the only area where each state has a right to
exercise its sovereign authority and can set its own regulatory regime for when to
allow actors to lay new submarine cables. According to UNCLOS, a country can
claim a territorial sea of up to 12 nautical miles from its coastline or until the median
point between the country and another country, whichever is lesser. The result is
that, within territorial seas and the exclusive economic zone, the territory is under
the jurisdiction of the governing state. Beyond this, only ships are under a jurisdic-
tion, namely that of their flag. UNCLOS requires that ratifying states introduce leg-
islation for their flag-bearers against intentional or negligent damage (articles 113,
114, and 115). Nevertheless, there is an ongoing debate about how to interpret these
articles in light of case law precedent. Recently, it has been argued that, in some
cases, cable damage could be attributable to countries even outside of their jurisdic-
tion, in which case they would be liable for the value of submarine cable repair and
any losses stemming from damage to a submarine cable (Guilfoyle et al., 2022).
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This situation makes it challenging for any country to ensure cable safety inde-
pendently (Frazier, 2023). Further, given the borderless nature of the internet and
the high seas, submarine cables sit between two areas of limited regulation and
ambiguous governance responsibilities. This leads to a regulation gap; states allow
private ownership of critical international infrastructure while failing to introduce
legislation to protect this infrastructure—few countries have any legislation that pro-
tects the SCI and UNCLOS offers little security (Aldrich & Karatzogianni, 2020).

Although international regulatory frameworks are insufficient to ensure cable pro-
tection, there is an international forum, the International Cable Protection Commit-
tee (ICPC), to discuss technical, legal and environmental information relevant to the
SCI. Its membership primarily consists of commercial companies that own, oper-
ate, or have an interest in submarine telecommunications or power cables, covering
most of the world’s major cable system owners and operators. The membership also
includes government organisations from ten different countries and a small number
of research institutions (‘Member List’,2023). The ICPC can, however, make only
recommendations; binding decisions are the purview of nation-states.

2.2 Country-to-Company: Public and Private Stakeholders

Governments are strategically interested in protecting and maintaining the SCI due
to its societal, economic, public health, and safety implications (Liu et al., 2020).
In particular, governments should prevent technical failures and address threats that
can jeopardise critical infrastructure. As the internet is the backbone of many eco-
nomic activities and telecommunications, monitoring foreign intrusions and various
system vulnerabilities, stemming from natural and artificial hazards, is a critical fac-
tor that guides countries in shaping their digital strategy and reducing dependence
on foreign technologies.

Although governments have a strategic interest in maintaining these cables, they
lack any legal obligation, as we saw above, and the significant role of the private
sector further complicates their ability to have any sort of sovereignty over the SCI.
In the past, submarine cables were typically owned by telecom carriers, which had
ties with governments and would form a consortium of interested parties. However,
as of December 2020, 59% of submarine cables were owned entirely by actors in
the private sector, see Fig. 2 (Sherman, 2021). This trend is expected to continue
or even rise as private investments in submarine cables from companies such as
Google, Meta, Huawei, and Amazon are increasing to meet their expanding band-
width needs (Satariano et al., 2019). Also known as hyperscalers or “over-the-top”
service providers, these companies can afford to fund submarine cables (such as
Google’s Curie and Durant cables) independently, thus gaining substantial control
over a large proportion of the international communication network.

Hyperscalers’ growing power over the telecommunications network and hence
growing influence over states and other companies can be understood through the
framework of weaponised interdependence (Gjesvik, 2023). Introduced by Farrell
and Newman in 2019, it was originally defined as occurring where “states with
political authority over the central nodes in the international networked structures
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Fig.2 The ownership of submarine cables. Source: Data from telegeography.com, visualised by author

through which money, goods, and information travel are uniquely positioned to
impose costs on others” (Farrell & Newman, 2019). It has since been extended to
cover companies as well. In the context of the SCI, the increasing ownership and
provision of encryption services have made companies necessary middlemen in the
global communications network and, consequently, arbiters of state power (Gjesvik,
2023).

Consequently, companies can influence SCI government policies. This could be
through promising future funding for infrastructure projects or through their con-
trol over existing infrastructure. Promises of substantial benefits from new infra-
structure significantly increases companies’ lobbying power. For example, in 2021,
Google promised Nigeria that its new Equiano cable would improve median down-
load speeds by up to six times, reduce retail data prices by 21%, and create eco-
nomic activity that would indirectly result in $10 billion added to Nigeria’s GDP
(O’Carroll, 2021). While it is unclear what influence this infrastructure investment
had or will have on Nigeria’s government policy, substantial economic incentives
play a pivotal role, whether in SCI policy or policy more generally. Companies can
also indirectly affect a country’s digital sovereignty by using their control of a sub-
marine cable to prioritise their choice of traffic through existing cables. For exam-
ple, where telecom companies are focused on the end customer, hyperscalers want
to prioritise keeping their services running and, as a result, give precedence to traffic
between their own data centres. This would undermine the principle of net neutral-
ity. As submarine cables typically traverse between two or more regulatory jurisdic-
tions and since there is little regulatory consensus on net neutrality, it is unclear how
countries would effectively regulate companies’ prioritisation of traffic.

Influence, however, can go both ways. Countries can influence company behav-
iour through mechanisms, such as regulation and political pressure, and use com-
panies to increase influence abroad. Although there has been a rise in the propor-
tion of submarine cables owned by private companies, many of these companies are
entirely or partially owned by a government, such as the Hengtong Group, owned by
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China (Colombo et al., 2021), or Telecom Egypt (TE), 70% owned by Egypt (Werr,
2023). Further, even when not government-owned, companies can be influenced by
a government either through direct regulation or soft power. For example, in 2020,
HMN Tech, owned by Chinese company Huawei, was selected to manufacture and
lay a new Singapore-to-France cable owned by a consortium of Chinese, American,
and French companies. However, given the US government’s apprehension regard-
ing security risks associated with sensitive communications cables, particularly fol-
lowing concerns related to Chinese involvement, efforts were made to transition the
contract to another company, SubCom. This campaign proved successful through a
combination of incentives and diplomatic pressure on consortium members (Brock,
2023), combining digital sovereignty measures with digitally expansionist behaviour
(Roberts et al., 2023).

The degree to which governments can use digital giants in the submarine cable
market as soft-power leverage is debated due to the increasing independence of
these hyperscalers. On the one hand, as countries grow dependent on these privately-
owned cables, they also become influenced by the policies and attitudes of the cable
owners’ home countries. For instance, Carr discussed in various publications how
the internet’s multi-stakeholder model, involving diverse groups in its infrastruc-
ture, amplifies US foreign influence (Carr, 2015; Suganami et al., 2017). This occurs
despite the US having a limited official role in the development of the internet’s
infrastructure. Carr’s argument is exemplified by the fact that many key internet
technologies and companies, such as Google and Amazon, give the US an indirect
influence over global digital communications. On the other hand, the increasing glo-
balisation of multinational corporations means that the countries in which they are
domiciled have diminishing influence over them as they develop increasing power
to pursue their own interests. In particular, Gjesvik notes that while the dominant
hyperscalers are US based, this apparent centralisation of power must be considered
in conjunction with the weakening authority of the US government domestically
(Gjesvik, 2023).

3 Risks to Digital Sovereignty

It may appear that the main concern regarding the SCI is breakages hindering the
provision of telecommunications. Yet it is also a serious risk to countries’ digital
sovereignty if the infrastructure that they rely on for that provision is owned and
controlled either in the most part or in whole by external countries and companies.
Further, if a country cannot protect the privacy of its own data, it can hardly be
held to have sovereignty over that data—and the low rates of data encryption give
rise to easy communication interception via wiretapping. Hence the complexities of
country-to-company and country-to-country interactions challenge countries’ digital
sovereignty in three areas: the ability of a country to control its technological infra-
structure, to control its data (data security), and to provide internet-reliant services.
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3.1 Infrastructure Regulation

The transnational and marine nature of submarine cables threatens a country’s ability
to control its telecommunications infrastructure. This control is “the ability to influ-
ence something (e.g. its occurrence, creation, or destruction) and its dynamics (e.g. its
behaviour, development, operations, interactions), including the ability to check and
correct for any deviation from such influence” (Floridi, 2020). It includes the ability to
set standards, establish regulatory frameworks, and allocate licensing agreements.

As the submarine cables on which a country relies are often owned by foreign com-
panies and countries over which the reliant country has no jurisdiction, that country
lacks formal means of control over any part of the SCI outside its territorial seas under
current regulation (Carr, 2015). In some particularly acute cases, multiple countries
claim jurisdiction over the same waters, meaning that the cables traversing them are
subject to differing interpretations of which legislation applies to them. For example,
Turkey contests the Aegean Sea (with Greece) and the Levantine Sea (with Greece
and Cyrpus) which cables such as the MedNautilus and the BlueMed traverse (Bueger
et al., 2022). Furthermore, many countries have no submarine cables travelling through
their territorial seas or have no territorial seas at all, resulting in no jurisdiction over
any part of the SCI and a reliance on contiguous coastal countries that have SCI land-
ing points, see Fig. 1.

One can use comparisons with oil and gas pipelines to bring countries’ reliance into
focus. While each country can, to some extent, produce its own energy (just as many
countries have their own data centres with cached versions of much of the internet),
if a country decides to cut off a pipeline’s supply, as was seen with Nord Stream 1
where Russia cut gas supplies to Europe by 88% and gas prices in Europe more than
doubled (BBC News, 2022), this can have devastating effects on citizens’ wellbeing
and countries’ economies. This analogy is imperfect: oil pipelines are unidirectional
while submarine cables are bidirectional. Oil is a physical commodity transferred from
one country to another while internet traffic travels both ways; if one country is discon-
nected, not only is it cut off from other countries’ digital output, but other countries are
also severed from its own. Still, it helps to illustrate the significance of the problem.

It is difficult to solve the problem of SCI control. Submarine cables have many indi-
rect stakeholder states due to the decentralised nature of the internet, with any coun-
try that communicates with services based on a different landmass utilising the SCI.
Attempting to bring every stakeholder, even only on a state level, into conversation
and agreement on SCI standards, usage, and other issues, would require high coordina-
tion effort. The ICPC might be expected to take on much of this role. However, this is
undermined by its lack of government membership and its inability to make binding
decisions.

3.2 Data Security
The ability of a country to control its data, whether military or civilian, is at

risk because of the vulnerability of submarine cables to wiretapping. Over 99%
of all international internet traffic is sent via submarine cable. The remainder is
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sent via satellite communication, which is highly vulnerable to interception as
the data is openly transmitted via the air (Tedeschi et al., 2022). However, sub-
marine cables have their own vulnerabilities. If one has access to a submarine
cable, either at its landing points or anywhere along its length, all data passing
through it can be gathered. Admittedly, much of it is encrypted; however, it is
difficult to determine what percentage of internet traffic is encrypted since much
of it is private. 80-95% of traffic through browsers such as Firefox and Google
Chrome is encrypted, up from 55% in 2017 (Google, 2023; Let’s Encrypt, 2023),
likely reflecting broader trends in encryption levels. However, despite the levels
of data encryption making upstream data collection much more appealing, there
are still worries about espionage due to two factors: the potential for reading
unencrypted data, such as metadata and most emails, and the potential for later
decryption of encrypted data that is gathered now. This may be possible within
the next two decades via new quantum computing techniques (Kramer, 2023).

The combination of the ability to access currently unencrypted data and the
potential for decrypting currently encrypted data in the future raises significant
concerns about the ease of accessing submarine cables and thereby the data they
carry. Currently, all that is required to tap a submarine cable is access to the
fibre-optic cables in its core. An early example of cable tapping occurred in 1970
when the US tapped an undersea cable between the Soviet fleet’s Pacific base
and its headquarters in Russia (Hoffman, 2010). The US continued to use this
technique as recently as 2015, ensuring they could see any data passing through
an AT&T-owned cable in the United States (Angwin et al., 2015). Some points
are particularly at risk, such as the Suez Canal, since the networks that pass
through the Suez Canal are still among the busiest in terms of telecommunica-
tions traffic, making it an attractive place for cable espionage (Aluf, 2023). The
relative ease of tapping is due to the lack of security around submarine cables;
there are 1.4 million kilometres of submarine cables, making protection methods
such as patrols or greater physical protection cost-prohibitive.

These risks are exacerbated by countries trying to influence the SCI via vari-
ous means to gain greater access to its traffic (Sherman, 2021). Countries might
attempt to shape the SCI’s topology to route more traffic through their country,
thereby granting themselves landing-point access to cables and facilitating data
gathering. For example, in the past the central locations of the UK and US in
the SCI gave them ‘unrivalled intelligence capabilities’ (Gjesvik, 2023). Coun-
tries can also create closer ties with cable owners to take advantage of their
cable access (Ghiasy, 2020) or develop closer relations with cable builders for
the same reason (Sherman, 2021). All countries rely to some extent on foreign-
owned submarine cables in foreign jurisdictions and international waters for
data transport. This risk cannot be alleviated given the global nature of the inter-
net. However, countries vary in the extent to which they allow foreign-owned
companies to operate within their borders, which impacts their control over their
own infrastructure.
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3.3 Internet-Reliant Services

The ability to provide internet-reliant services is at risk from the vulnerability of
submarine cables to physical damage. If a cable is damaged, traffic is slowed or cut
off entirely. The social and economic effects can be significant: one estimate puts
the direct value of the SCI to the US economy at $649 billion in 2019 (Goodman
& Wayland, 2022). Further, if the subsea cables connecting one country to others
are cut, it is not just the digitally isolated community that suffers; the impact also
extends to other parts of the world that rely on constant communication with that
community. Taiwan, for example, holds a leading position in the technology indus-
try, particularly in microchip manufacturing, due to the prominence of TSMC. If
the cables connecting the Taiwanese mainland to the global internet were cut and it
needed to rely solely on satellite traffic, there would be significant consequences to
the global chip supply chain. This is particularly relevant since US-China tensions
have recently increased in the domain of computer chips, with the US introducing
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Fig.3 A cross-section of a submarine cable. Source: telegeography.com under license CC BY-SA 4.0
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export controls on chips to China (Bureau of Industry & Security, 2022). Indeed,
China was suspected of intentionally cutting cables to a Taiwanese island group sit-
uated less than 20 kms off China’s coast in early 2023 (Lii, 2023), which resulted in
a 50-day internet outage (Braw, 2023).

Submarine cables can be easily cut since they generally have a minimum level of
physical protection; the 1.4 million kilometres of cable globally are left unguarded
and are typically only as thick as a garden hose, with a few centimetres of steel sur-
rounding the fibre-optic cables in the core (Fig. 3). They are liable to damage, either
by accident or intentional sabotage, so there is a continual risk to internet services.
On average, there are over a hundred submarine cable faults each year, two-thirds
due to ships’ anchors or fishing (TeleGeography, 2023). In 2008, for example, a
ship’s anchor damaged the SEA-ME-WE 4 and FLAG cables near Alexandria, tak-
ing out as much as 70% of all internet and telephone traffic between Europe, Asia,
and Africa (Johnson & Correspondent, 2008). The risk to submarine cables from
intentional sabotage is likely much higher since the locations of most cables are
public knowledge. However, it is also harder to determine due to states denying any
accusations of sabotage.

Furthermore, it is unclear whether submarine cables are legitimate military tar-
gets during wartime, as they are dual-use objects.! Hence, there is a possibility that
they would be targeted if they were seen to provide an advantage in a war. The first
known example of a state actor destroying submarine communication cables during
wartime occurred in the early hours of the 5th of August 1914, a few hours after
England had declared war on Germany, when a British naval ship cut Germany’s
telecommunication cables (Winkler, 2008). NATO expects such attacks to continue
in modern warfare, as evidenced by a 2010 document they published warning that
submarine fibre-optic cable could be the target for attacks on the alliance (Morel,
2022). Although there are calls to protect cables during conflict (Kraska, 2020), it is
unlikely that countries will agree to this, just as they have not agreed to protections
for other combined civilian- and military-use infrastructure such as rail.

! While Art. 52 of the Geneva Convention states “In so far as objects are concerned, military objectives
are limited to those objects which by their nature, location, purpose or use make an effective contribution
to military action and whose total or partial destruction, capture or neutralisation, in the circumstances
ruling at the time, offers a definite military advantage.”, Art. 52.3 of the Geneva Convention states that
"In case of doubt concerning an object that is normally used for civilian purposes—such as a house or
other dwelling, a place of worship, or a school—parties to a conflict must assume that the object in ques-
tion is not being used for military purposes". In general, several conditions must be satisfied for dual-use
objects to be considered legitimate targets: purpose, effectiveness, definite military advantage, distinc-
tion, and proportionality. Moreover, if undersea cables connect non-belligerent countries, they may be
considered immune under the Tallinn Manual (and Oslo Manual). Against this background, there is no
clear-cut answer, and the subject is open to judicial interpretation.
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4 Strategies for Digital Sovereignty Over Submarine Cables

Countries currently use three strategies to enhance their digital sovereignty over
submarine cables and mitigate the risks outlined above. These are: regulatory con-
trols, cable-building, and physical protection. Each of these three strategies protects
against several of the risks just discussed.

4.1 Regulatory Controls for New Cables

Regulatory controls are generally used to constrain the influence of foreign nation-
states on a country’s SCI. They can lessen the risks of data interception by creat-
ing more robust controls on who has access to local traffic routes and the risk of
losing control over technological infrastructure by reducing foreign actors’ place in
the infrastructure ecosystem. A variety of regulation methods for submarine cable
control have been used: a requirement for regulatory approval when cable-laying, a
requirement for regulatory approval when preparing for cable-laying, and conven-
tional legal mechanisms such as tariffs and blacklisting.

As per Article 21(c) of UNCLOS, each country can set its own regulations
regarding which actors can lay submarine cables in the territorial sea. This regu-
lation can be used to control who may build, maintain, and own parts of the local
SCI, thereby allowing a government to ensure that only companies it trusts, and/
or it has sufficient control over, can participate in the local SCI. Due to submarine
cables” multilateral and multi-stakeholder nature, this local regulation can also influ-
ence foreign countries and companies. The US and China provide clear examples
of using regulatory approval for increasing SCI control. In 2021, Washington rec-
ommended that the Federal Communications Commission (FCC) grant Google and
Meta approval to build a new submarine cable between the US, Taiwan, and the
Philippines, only on condition that they agree to stringent national security terms
about access to data and infrastructure from one of its financial backers based in
Hong Kong (Goujard, 2021). In the case of China, its bar for regulatory approval is
much higher than the US, as it prohibits any foreign telecom operations within its
borders (Goodman & Wayland, 2022). This means that Chinese telecoms facilitate
connectivity to the rest of the global internet using connection points that are physi-
cally located outside China’s geographic borders. While this increases data secu-
rity and control over technological infrastructure within China’s borders, it is a less
robust configuration for continued provision of service than the mixture of domestic
and non-domestic connections seen in most other nations (Allen, 2019).

In contrast, the EU has not used the potential to create a regulatory regime for SCI
approval. The EU provides a clear mechanism, in the form of the European Com-
mission and Parliament, to allow landlocked states, such as Austria and Czechia,
legislative power over the SCI. However, the EU currently leaves the authority to
approve the laying of cables to individual Member States (Colombo et al., 2021),
not taking advantage of its multinational nature.

A further regulatory means by which countries can govern the building of new
cables is to use a regulatory approval regime for cable-laying preparations. Although
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coastal countries that have ratified UNCLOS cannot prohibit other actors, like
States, from laying cables (e.g. Article 79, UNCLOS), they can govern this process
by regulating preparatory activities, such as prospecting and route planning. In fact,
the combined provisions of Articles 56(1)(a), 58(3), and 79(3) and (4) of UNCLOS
empower coastal States to determine the conditions under which submarine cables
may be built within their exclusive economic zone and on their continental shelf,
while also retaining jurisdiction over them even after construction. For example,
China requires permits for seabed access within its exclusive economic zone, which
allows it to supervise and exert influence over the organisations responsible for lay-
ing and managing the submarine cables. In 2023, China used this power to hold up
the prospecting required for a new cable, SJC2, owned by a consortium including
China Mobile and Meta, for several months due to espionage concerns (Gross et al.,
2023a, 2023b). The permit requirement also ensures that China has complete con-
trol over its infrastructure and protects it against the risk of foreign actors having
easy access to Chinese communications traffic. Furthermore, the approach protects
against the risk of China diluting its control of cable standards since it provides Bei-
jing with leverage to insist on its companies, vessels, or personnel being involved
and having a seat at the table for infrastructure projects. This, in turn, gives China
direct access to the international communications network.

Beyond the maritime regulatory approval regimes, countries also use conven-
tional legal mechanisms to protect digital sovereignty concerning the SCI. For
example, the EU used tariffs in 2021 as a defence mechanism against predatory pric-
ing by foreign companies when an investigation had found that several Chinese com-
panies, including Hengtong and Fiberhome Marine, were dumping fibre-optic cables
into the European market at artificially low prices (Goodman & Wayland, 2022).
Foreign-manufactured cables can be a risk to digital sovereignty since they could
include backdoors that allow a third party to spy on data or shut it down remotely.
Another conventional legal mechanism is blacklisting companies. Also in 2021, the
US, for example, added several Chinese telecom and cabling companies to its trade
blacklist, accusing them of attempting to acquire US technology, including HMN-
Tech, which is majority owned by Hengtong, China’s largest fibre-optic cable manu-
facturer (Goujard, 2021).

4.2 Cable Building

Building new cables via a government-owned company, or allying with private
companies in the cable-building industry, works to protect a country’s digital sov-
ereignty by increasing that country’s influence over the SCI. If a country builds new
cables, this mitigates the risk of other countries intercepting its data and gives its
government control (potentially via private companies) over the cable’s usage. Con-
sequently, this diminishes foreign influence and power over the country’s techno-
logical infrastructure. In a reciprocal dynamic, nations, aware of the susceptibility to
foreign influence and data espionage stemming from reliance on foreign submarine
cables, strategically construct their own cables to gain these capabilities themselves.
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Laying one’s own cable allows one to bypass potential cable-tapping in two
ways. Firstly, a new submarine cable could enable a country, whether landlocked
or coastal, to avoid routing data through an unwanted country, thereby avoiding the
possibility of them cutting off or tapping the data. The EU, for example, in light of
the war in Ukraine, is exploring the possibility of laying a new cable through the
Black Sea between Georgia and Eastern Europe, bypassing Russia. This would guar-
antee the independence of internet connections from pre-existing infrastructure on
Russian territory (Gross, Campbell, and Heal 2023a). Secondly, countries, or com-
panies under a nation’s direct or indirect control, will have exclusive control over
cable landing points within their territorial boundaries. China’s Digital Silk Road
(DSR), launched in 2015, aims to capitalise on both benefits with plans to own,
design, operate, and control digital connectivity infrastructure to achieve greater
technological independence and influence (Ghiasy, 2020).

Beyond defending against wiretapping, building submarine cables allows a
country control over data-routing. This means that the country can prioritise spe-
cific routes or destinations for data traffic, potentially giving preference to critical
national interests or security requirements. This is complicated, however, if it is not
a state or state-owned company that owns the cables, but a private company. In this
case, the relationship between the company and the state is crucial, as differing pri-
orities may undermine the country’s ability to exercise complete control over data
routing.

A final defensive advantage of building new cables is that they allow countries
to provide greater stability in their service provision. Network resilience is signif-
icantly increased if a country has multiple submarine cables connecting it to any
given destination instead of a single one, as this builds redundancy and diversity into
the network. The growth of the satellite telecommunications network in recent years
could provide an alternative telecommunication pathway. However, as noted above,
its current capacity cannot bear even a tenth of the submarine cable traffic. Egypt
is a prominent illustration in this regard: 10 of the 11 cables that pass through it
from the Mediterranean are duplicated. Both the number of different cables and the
duplication ensure diverse and redundant routes, which bolsters network resilience.
However, the large number of cables is mainly down to foreign interest in passing
through the Red Sea rather than Egypt’s own initiative.

As so much of the SCI infrastructure is private, governments can increase their
influence by allying more closely with related private companies. There are multi-
ple stages in the construction of submarine cables in which companies are involved:
the manufacturing, laying, maintenance, and ownership of the cables. By allying
more closely with companies at each stage, a government can increase its influence
over the local SCI and its digital sovereignty, as it has greater influence over land-
ing points, data routing, and technical standards. For example, closer involvement
with cable manufacturing allows a government to dictate the standards of the cable,
even outside of their legislative borders; hence China’s Made in China 2025 stra-
tegic plan, which aspires to secure Chinese control over 60 per cent of the global
fibre-optic market by 2025 (Rossiter, 2023). It is not by chance that five of the seven
major fibre-optic cable companies in the world are Chinese, including Huawei, ZTE,
and China Telecom (Bechis, 2021).
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Building submarine cables should not be seen as a wholly defensive strategy
by which countries only shore up their digital sovereignty against foreign influ-
ence. Countries are just as willing to use submarine cables to exert influence and
dependency upon foreign states. Coastal countries, for example, can not only control
landing points on their shores and legislate cables that make landfall (assuming the
cables were not built before the ratification of UNCLOS), but they can also become
a node on which other countries rely. The greater the number of cables they build to
other countries, the more such countries will depend on them.

Occupying a central position within the global submarine cable network allows
for countries to utilise weaponised interdependence (Farrell & Newman, 2019), as
discussed in reference to companies in Sect. 2.2. Some coastal countries are natu-
rally well-placed to enact this strategy, working as central nodes through which a
significant amount of telecommunications traffic travels. Ireland, for example, has
three-quarters of all cables in the northern hemisphere passing through or near its
waters (McCabe & Flynn, 2024) and the submarine cables traversing Egypt’s waters
are used by one-third of the global internet due to its position at the intersection
of Asia, Africa, and Europe, controlling the Suez Canal (Aldrich & Karatzogianni,
2020). Egypt is capitalising on its position as the shortest and most reliable path
between Europe, Asia, and Africa (Fig. 4) (Eldahshory & Khaled, 2021), ensuring it
retains influence over most of the 11 cables passing through the Suez Canal and Red
Sea corridor, with 79-84%? of the cables at least partially owned by Telecom Egypt
(TE) and 70% of TE owned by the Egyptian government. This gives the Egyptian
government substantial leverage over critical communication infrastructure. Other
countries and companies are responding to this dependence on TE and hence poten-
tially weaponised interdependence by exploring alternative routes. Google has suc-
cessfully pursued the option of its Blue-Raman cable via Israel as a means to bypass
Egypt (Burgess, 2022) and other parties are exploring terrestrial routes through Cen-
tral Asia and Russia (Qiu, 2020).

Even non-central countries can use this strategy for weaponised interdependence,
as any government can build or invest in cables that never land on their own shore.
This allows them to directly intervene in developing third-country cables, encom-
passing regulatory determinations concerning cable access and international routes
(McGeachy, 2022). China’s DSR initiative, for example, also assists in building tel-
ecommunication networks in recipient states, just as Google’s Equiano cable noted
in Sect. 2.1. In general, it can be seen from Fig. 1 that the global north has used
its power over the construction of submarine cables to create a telecommunications
infrastructure in which South America and Africa are extensions of the northern
network rather than equivalent regions (Pérez, 2023). This creates an unequal power
dynamic and information flow forcing countries in the global south to rely on the
global north for connectivity.

2 The owners of one Red Sea cable have not been made public.
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Fig.4 The 14 in-service and six planned cables that have landing points in Egypt. Source: telegeography.
com under license CC BY-SA 4.0

4.3 Protection of Pre-existing Cables

The third and final strategy that countries are currently using to mitigate the risk to
their digital sovereignty is increasing the level of protection of submarine cables.
This is intended to defend against the risk of wiretapping and the risk to a country’s
ability to provide internet-reliant services.

Unfortunately, with the longest cables running to 20,000 km (TeleGeography,
2023), increasing a cable’s physical protection can be cost-prohibitive. The cost can
be drastically reduced by focusing on the most vulnerable parts of the cable, mean-
ing those closest to the shore and, hence, within legislative boundaries. For example,
New Zealand, Australia, Uruguay, and Colombia have adopted cable protection leg-
islation. New Zealand and Australia, in 1996 and 2007, respectively, created cable
protection zones along cable routes, extending from the shore to a water depth of
2000 m (Australian Government, 2008; New Zealand Government, 1996). These
restrictions are intended to protect against accidental damage by restricting activi-
ties that could pose a risk to the cables. However, the legal basis for such protection
zones outside of territorial seas (as in the case of Australia) has been questioned
(Kaye, 2008; Liao, 2019), with the International Law Commission declaring in 1956
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that such zones “would constitute a further encroachment on the freedom of naviga-
tion and fishing” (Yearbook of the International Law Commissionl2, 1956). Nev-
ertheless, no legal challenge to the legislation has yet arisen, and states continue to
implement the legislation.

Besides legislative routes, one can also increase the direct protection around
individual cables. One proposal in this domain is to use sensors to detect subma-
rines or other potential dangers. These sensors could either be part of the cable itself
(Eleftherakis & Vicen-Bueno, 2020) or a separate network (Wong, 2016). However,
Bueger et al. suggest that by equipping submarine cables with the technology to
detect submarines, cables would undermine their dual-use nature and make them
valid military targets, putting civilian use at risk (Bueger et al., 2022). Alternatively,
the UK has invested in a surveillance ship for underwater infrastructure, particularly
submarine cables (Ministry of Defence and Wallace, 2021). It is worth noting, how-
ever, that neither of these methods is feasible for the largest-scale submarine cables
due to prohibitive costs.

5 Limitations of Current Mechanisms

Current methods for digital sovereignty over the SCI fall short. Rerouting data
around a hostile state cannot protect against information interception, only four
countries have protection zones around cables, and lack of global cooperation
between states cedes technological control to third parties.

While countries wish to maintain data privacy, protecting cables from physical
wiretapping is infeasible: the high cost of implementing comprehensive protec-
tion measures to restrict unauthorised access and the complex multi-stakeholder
nature of transnational cables make ensuring access solely to trusted entities chal-
lenging. However, preventing potential adversaries from deciphering the extracted
information is still feasible. Countries should focus on increasing the proportion
of encrypted internet traffic by promoting the adoption of secure protocols such as
HTTPS for websites and advocating for encryption services across all communica-
tion platforms, including email providers. For highly classified communications, it is
crucial to emphasise the use of quantum-safe encryption algorithms, i.e. encryption
that quantum computers cannot easily decrypt. Already existing and implemented
quantum-resistant algorithms are gradually being incorporated into current poli-
cies, with organisations like NIST planning to release a post-quantum cryptographic
standard by 2024 (‘NIST Announces First Four Quantum-Resistant Cryptographic
Algorithms’ 2022). While the current speed and computational cost of quantum-
safe encryption make it impractical for everyday usage, its adoption is imperative for
communications that would pose a risk if decrypted in the future.

To ensure the provision of internet-reliant services, two mechanisms are cur-
rently used: protecting the cable from physical damage and increasing the diversity
of cables. Both mechanisms are valuable but have yet to be widely adopted, leav-
ing room for a third approach. Current methods for protecting the cable from physi-
cal damage provide inadequate protection, as shown by the hundreds of accidental
faults occurring each year and the possibility of intentional damage being inflicted
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very easily. Given the cable length and the cost of increasing physical protection or
surveillance, a much higher degree of direct protection is infeasible.

Nevertheless, much could be done to improve protection from at least accidental
harm. 57% of cable faults are caused by anchorage and fishing, generally near the
shore. Costs can be significantly reduced by increasing protection only for this part
of the cable, which in turn would mitigate the economic impacts of internet outages.
These parts of the cable already have increased physical protection, with the diam-
eter of a cable increasing from one inch in the deep sea to four and a half inches near
the shore. An alternative to adding more padding to the cable is to extend the protec-
tion zones used by countries such as Australia (see Sect. 4). Protection zones appeal
on the basis that they do not require any additional physical material for the cable, or
modification of already laid cables. Thus far, they have been implemented only by
four countries (New Zealand, Australia, Uruguay, and Colombia). These zones can
either be discretionary (e.g. Australia) or mandatory (e.g. New Zealand) depending
on whether cable operators are allowed to lay cables outside of the protection zones.
Submarine cable operators are not in favour of protection zones when they are man-
datory. This causes grouping of cables which operators argue makes installation and
maintenance more difficult (due to the danger of damaging other cables) and makes
cables more vulnerable to attack (ICPC, 2023), as can be seen from an incident in
March 2024 where three cables running through the red sea were cut simultaneously
(Gambrell, 2024). Nevertheless, discretionary cable protection zones can be imple-
mented by further countries where possible, even taking into account the discussion
around their legality beyond territorial seas (Guilfoyle et al., 2022). If cables inter-
sect busy shipping lanes or ports adopting this policy is more difficult. For coun-
tries like Egypt, which have submarine cables passing through important shipping
lanes, alternative protection mechanisms should be found, such as the duplication
of cables. In the latter case, where the submarine cables land near ports, we strongly
advise new routes for future cables.

The alternative approach is to increase the diversity of cables, that is, increase the
number of cables and routes between two end-points or through the same stretch of
water. This augmentation increases the network’s resilience. For example, in areas
of intense maritime activity such as the Suez Canal, implementing various cables
and routes mitigates the potential loss of network capacity due to anchorage damage.
As more stand-alone submarine cables are built, the diversity of cables available
also increases. However, cables stemming from current investments are not built to
add redundancy to the network but are responding to the growing demands of inter-
net use, meaning that overall network resilience is not increased sufficiently.

One alternative to increasing the number of cables is increasing the diversity of
communication methods which also increases the capacity for data transmission in
general. Currently, the only clear alternative to submarine cables are satellites. They
have not previously attracted as much investment since, as of 2022, satellite net-
works have latency 10% higher than terrestrial transfer on average, with 3.8 times
as much variation, and transfer speeds which are slower by half (Ma et al., 2022).
Further, they result in space debris (Byers & Boley, 2023; Kessler & Cour-Palais,
1978), which is not easy to remove and poses a risk to other satellites. Nevertheless,
they are a viable alternative. Currently, the push towards and investments in satellite
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communications come primarily from private companies such as Starlink. To avoid
constant regulatory catch-up and allow countries to maintain some control over their
technological infrastructure, governments and regional organisations should them-
selves invest in satellite communications and proactively establish an international
forum for this technology that acts as a counterpart to the ICPC. This sister organi-
sation should aim to engage with all stakeholders in the satellite communications
sector, to foster the exchange of technical, legal, and environmental information.’
One of its responsibilities would be to decide which traffic would be taken up by
satellites in the case of cable failure—the priority of different traffic is a matter for
governments to decide.

Finally, countries’ current mechanisms to achieve greater control over techno-
logical infrastructure lack coordination and are non-existent for any country with no
landing points nor cable ownership. There are multiple ways in which both of these
gaps can be targeted. First, to increase coordination, previously extant international
alliances and forums should be used for submarine cable governance. The ICPC,
for example, should not remain predominantly a forum for companies with only a
few government representatives. Instead, since all governments rely on submarine
cables, they should join the ICPC regardless of cable ownership or coastal pres-
ence, and, in turn, the ICPC should give them a recognised voice at meetings. Sec-
ond, there is a clear gap for supranational bodies, including the European Union, to
develop collective-wide regulation on submarine cables. This approach would allow
individual countries to continue investing in and ensuring the development of new
cables while also providing a platform for non-owner countries to have a voice and
influence over the submarine cables on which they depend. By allowing and inviting
all countries to cooperate on technological standards and developments for subma-
rine cables, power will be moved from the hands of companies, which currently own
most cables, into the hands of governments and citizens. This will likely result in a
pushback from companies, which may have concerns about increasing government
regulation leading to increased costs and delays associated with regulatory compli-
ance. As can be seen from the discussion of mandatory protection zones above, even
regulations aimed at protecting submarine cables may cause discontent among cable
operators. While this strategy has its distinctive risks, it has the potential to rebal-
ance the distribution of power and control over SCI.

6 Conclusion

There has been a blasé attitude to the SCI and its ownership. The multinational
nature of submarine cables, combined with their joint existence in different legal
jurisdictions and the joint private—public ownership of submarine cables, makes
governance difficult. Furthermore, given the limits of current technology, some risks
are impossible to combat cost-effectively—not every metre of cable can be protected

3 Currently, there exists the International Telecommunications Satellite Organization. However, this gov-
erns only Intelsat and does not include projects such as Starlink.
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from damage or wiretapping. These challenges have resulted in countries accepting
the slide towards private ownership of the SCI, justified in that belief by the fact that
much infrastructure has private ownership. However, there are two key differences
for the SCI. First, it is a critical infrastructure, even if its absence does not imme-
diately lead to physical harm. Second, while other infrastructure is often owned
by private companies, it is not usually owned by foreign private companies, nor
by companies whose nation-states have expressed an explicit interest in extending
their foreign power via internet infrastructure. Thus, many countries are actively not
responding to intentional international infringements on their digital sovereignty.
This is not to say that all foreign-owned cables should be cut; it is inefficient for
every country to own a submarine cable for every continent, and the global internet
is necessarily multinational. Rather, governments should direct foreign investment
towards home-grown companies, ensure that submarine cables are owned by con-
sortia, which include local companies or government, and use international organi-
sations such as the EU or African Union. In conjunction with this, all data should
be encrypted post-haste and the most sensitive data with quantum-safe encryption
schemes, to defend against current and future wiretapping. In these ways, despite the
SCT’s inherent challenges to unilateral governance, countries can retain a degree of
control over their infrastructure.
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