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Abstract

Organizations such as the EU High-Level Expert Group on Al and the IEEE have
recently formulated ethical principles and (moral) values that should be adhered to
in the design and deployment of artificial intelligence (AI). These include respect for
autonomy, non-maleficence, fairness, transparency, explainability, and accountabil-
ity. But how can we ensure and verify that an Al system actually respects these val-
ues? To help answer this question, I propose an account for determining when an Al
system can be said to embody certain values. This account understands embodied
values as the result of design activities intended to embed those values in such sys-
tems. Al systems are here understood as a special kind of sociotechnical system that,
like traditional sociotechnical systems, are composed of technical artifacts, human
agents, and institutions but—in addition—contain artificial agents and certain tech-
nical norms that regulate interactions between artificial agents and other elements
of the system. The specific challenges and opportunities of embedding values in Al
systems are discussed, and some lessons for better embedding values in Al systems
are drawn.

Keywords Artificial intelligence - Values - Ethics - Sociotechnical system - Value
embedding - Institution - Artificial agent - Norms - Multi-agent system

1 Introduction

Nowadays, a lot of attention is being given to ethical issues, and more broadly to
values, in the design and deployment of artificial intelligence (AI). Recently, the EU
High-Level Expert Group on Al (2019: 12) formulated four ethical principles that Al
applications should meet: respect for human autonomy, prevention of harm, fairness
and explicability. The IEEE Global Initiative on Ethics of Autonomous and Intel-
ligent Systems (2019: 4) also recently formulated a number of high-level principles,
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including human rights, well-being, data agency, transparency, and accountability.
These values, as well as relevant others such as security and sustainability, are sup-
posed to guide the governance and design of new Al technologies. But how can we
verify or at least assess whether Al systems indeed embody these values?

The question of whether and how technologies embody values is not new. It has
been discussed in the philosophy of technology, where several accounts have been
developed (e.g., Winner 1980; Floridi and Sanders 2004; Flanagan et al. 2008;
Klenk 2020; for an overview of several accounts, see Kroes and Verbeek 2014).
Some authors deny that technologies are, or can be, value-laden (e.g., Pitt 2014; for
a criticism, see Miller 2020), while others see technologies as imbued with values
due to the way they have been designed (e.g., Winner 1980; Flanagan et al. 2008;
Van de Poel and Kroes 2014). Still others treat technologies as moral agents, some-
what similar to human agents (e.g., Floridi and Sanders 2004; Sullins 2006; Verbeek
2011), and some even argue for abandoning the distinction between (human) sub-
jects and (technological) objects altogether in understanding how technologies may
embody values (Latour 1992, 1993).

An account of value embodiment in technology can help in assessing whether
designed Al systems indeed embody a range of moral values, such as those articu-
lated by the EU High-Level Expert Group and the IEEE. For such an account, three
desiderata stand out. First, the account should be connected to the design of Al sys-
tems, as this appears to be an important target in ethical codes for Al (e.g., IEEE
Global Initiative on Ethics of Autonomous and Intelligent Systems 2019). Second,
the account should treat Al systems not just as isolated technical artifacts but as
sociotechnical systems (Borenstein et al. 2019; Coeckelbergh 2020; Boddington
2017; Behymer and Flach 2016; Jones et al. 2013). Moreover, it should fully con-
sider the fact that Al systems are in some respects different from traditional socio-
technical systems. Third, the account should be able to maintain at least some (con-
ceptual) distinctions between humans and Al and therefore not treat Al systems as
moral agents similar to human agents (cf. Johnson 2006; Johnson and Miller 2008;
Illies and Meijers 2009; Peterson and Spahn 2011). This is important not just for
philosophical conceptual reasons but also for moral reasons. If we want to do justice
to a value like “respect for human autonomy,” we need a conceptual framework that
distinguishes human (or moral) autonomy and agency from the potential autonomy
and agency of Al

To meet these desiderata, I build on the account presented in Van de Poel and
Kroes (2014). This account meets the first and third conditions. It meets the first
condition by accounting for embodied values (in a technology) as the result of cer-
tain intentional value-embedding activities by designers. In other words, it holds
that under certain conditions, designers can successfully embed values in a technol-
ogy, which may then be said to embody those values. It meets the third condition by
treating technologies as value-laden without conceiving of them as moral agents or
otherwise diluting the difference between humans and technologies.

As it stands, the account in Van de Poel and Kroes (2014) does not yet meet the
second condition, because it focuses on technical artifacts rather than on sociotech-
nical systems or Al systems. Such systems are typically hybrid in nature, that is,
they contain human as well as technological components. Traditional sociotechnical
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systems consist of three basic building blocks: technological artifacts, human agents,
and institutional rules (Kroes et al. 2006; Franssen 2015; Ottens et al. 2006). What
sets Al apart from traditional technologies is its capacity to autonomously interact
with its environment and to adapt itself on the basis of such interactions. This capac-
ity creates new opportunities for embedding values in Al systems that do not exist
in traditional sociotechnical systems (cf. Wallach and Allen 2009; Anderson and
Anderson 2011). At the same time, however, the adaptivity of Al may undermine
the embodiment of values, as it may result in the—perhaps unintended—disembod-
ying of values that were originally embedded by the system designers (cf. Cave et al.
2019; Vanderelst and Winfield 2018).

To address the specific character of Al, this article understands Al systems as
consisting of additional building blocks, beyond technological artifacts, human
agents, and institutions. The first and main additional building block is artificial
agents (AAs). Like traditional technical artifacts, AAs are designed and can embody
values, but unlike technical artifacts, they are autonomous, interactive, and adaptive
(Floridi and Sanders 2004). Due to these properties, the way they embody values is
different from how technical artifacts embody values, particularly because AAs may
also contain representations of values (Moor 2006). While AAs may play roles simi-
lar to those played by human agents in Al systems, they differ from the latter in the
sense that they do not have human intentions and moral agency. In addition to AAs,
Al systems contain a fifth building block, here called technical norms. Whereas in
traditional sociotechnical systems, institutions regulate the interactions between
human agents (and their interactions with technical artifacts), for AAs, this role is
played by so-called technical norms. While technical norms may be represented in a
syntax and semantics similar to those of institutions, their functioning does not ulti-
mately rest on human intentions, as is the case with institutions, but on the (causal)
laws of nature.

This article aims to extend Van de Poel and Kroes’s (2014) value-embedding
account to Al systems. To do so, it first offers a conceptualization of values and of
what it means to embed values in technology. Next, it provides a conceptualization
of sociotechnical systems and what distinguishes traditional sociotechnical systems
from Al systems. This results in five building blocks that are considered the main
components of Al systems: technical artifacts, institutions, human agents, artificial
agents, and technical norms. For each of these building blocks, I discuss whether
and how it can embody value. This discussion of value-embedding in the five basic
building blocks then culminates in a discussion of when an Al system as a whole
can be said to embody certain values. In conclusion, I propose a few tentative les-
sons for the better embedding of values in Al systems.

2 What are Values?

Defining “value” is notoriously difficult as the notion is used widely, not only in
daily language but also in various disciplines such as philosophy, economics,
sociology, psychology, and anthropology (e.g., Brosch et al. 2016; Hirose and
Olson 2015). Nonetheless, “value” is typically associated with what is “good” or
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“desirable.” Rather than being descriptive, values are normative and express what is
“good.” More precisely, values can be situated in the evaluative part of normativity,
which is distinguished from the deontic part of normativity. Values and other evalu-
ative notions are used to evaluate states of affairs or other entities such as techno-
logical artifacts in terms of goodness and badness. Conversely, deontic notions, such
as duties, norms, and reasons, are used to determine the rightness (or wrongness) of
actions.

Sometimes value is understood as the result of valuing (e.g., Stevenson 1944).
Consequently, values may be understood as that which people value. The problem
with such an understanding is that people might very well value things that are not
valuable; they sometimes even value things that they know they should not value.
Conversely, people might sometimes fail to value things that are valuable.

To avoid these problems, values should be understood in relation to normative
reasons (cf. Scanlon 1998; Raz 1999; Zimmerman 2015; Jacobson 2011; Anderson
1993). The idea is that there exists a certain correspondence between normative rea-
sons for valuing and for something being of value. Thus, if something is of value,
there exist normative reasons to value it, but that does not mean it is also always
actually valued, as people may fail to value on the basis of normative reasons. Con-
versely, this also does not mean that if something is valued, it is of value, as people
sometimes value on the basis of wrong reasons or no (normative) reasons at all.

This account of value is helpful in interpreting what it means to say that some
entity—in this case, a technical artifact or a sociotechnical system—embodies a
value. For an entity to embody a value, there must be reasons for a pro-attitude or
pro-behavior toward that entity. For example, if a painting is beautiful, we have rea-
son to admire it. Similarly, if a technical artifact embodies a value, we may have
reason to use it or to use it in a particular way (that respects the relevant value).

However, the mere presence of reasons for a pro-attitude or pro-behavior does not
show that an entity embodies a certain value; those reasons for a pro-attitude or pro-
behavior need to originate in the entity itself and not in something else. This prob-
lem is known as the wrong kind of reasons problem (Jacobson 2011). For example,
if I promise to give you a certain object, that promise corresponds to reasons for
a pro-behavior toward that object (e.g., to protect it against theft), but these rea-
sons originate in my promise, not in the object. Reasons that originate outside the
object itself are called the wrong kind of reasons, as they situate the value outside
the object (e.g., in the promise made or in the agent making the promise) rather than
in the object itself. To avoid the wrong kind of reasons problem, a more detailed
account is needed of when an entity, such as a technical artifact, embodies a value.

3 Embodied Values

To assess whether Al systems comply with the values that have been articulated in
various codes of ethics for Al, we need further specification of what is meant by
such compliance. One understanding of compliance states that the designers of Al
systems should be led by those values and should aim to integrate them into the
systems they design: so the explicated ethical values should align with the intended
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values of the system designers. However, intended values would seem too small a
basis to assess compliance with ethical values because an intended value can be pre-
sent even if the designed system fails to fulfill that value.

Another understanding of compliance therefore focuses on the values that are
actually realized in the operation of an Al system. A focus on such realized val-
ues, however, also has drawbacks. First, realized values can only be known once the
system is in operation; ideally, one would want to be able to assess a designed sys-
tem’s compliance with moral values before it is actually employed. Second, not all
realized values can be meaningfully attributed to the relevant Al system. For exam-
ple, suppose a self-driving car (understood here as an Al system) causes an accident
resulting in a number of fatalities. Can we conclude from this accident that the Al
system (i.e., the self-driving car) was unsafe because that value was realized in the
accident? The answer seems negative. One accident may not be enough to call a
system unsafe. Moreover, the accident may have resulted from exceptional circum-
stances or irregular use and hence may not be inherent in the system.

The underlying problem is that both intended values and realized values are vul-
nerable to the wrong kind of reasons problem. In the case of intended values, rea-
sons for a pro-attitude (or con-attitude in the case of disvalue) are grounded in the
designers’ intentions (and underlying values) rather than in the designed Al system;
in the case of realized values, the reasons may be grounded either in the (mis)use of
the system or in an unfortunate (but exceptional) outcome rather than in the system
itself. If we want reasons that are grounded in the designed Al system itself, we
should focus on embodied value rather than on intended or realized value.

But how can we understand embodied value in the case of Al systems? The
basic idea, which will be further explored and detailed below, is that embodied val-
ues should be understood as values that have been intentionally, and successfully,
embedded in an Al system by its designers. For a value to be successfully embed-
ded by a designer, two types of conditions need to apply. First, the system has to be
intentionally designed to comply with that value. Second, the system has to actually
respect or further that value when it is used properly. This idea aids understanding of
the relation between intended, embodied, and realized values (see Fig. 1).

The intended values are the values intended by the system’s designers. However,
these intended values may be different from the embodied values when an artifact
(or institution or system) has not been properly designed. The embodied value is the
value that is both intended (by the designers) and realized if the artifact or system
is properly used. The realized value, in turn, may be different from the embodied
value: for example, because a technology is used differently than intended or fore-
seen. The differences between embodied, intended, and realized values may give
raise to different kinds of feedback loops or iterations.

For example, if the realized value is different from the intended value, three types
of feedback loops may be activated. First, in situations in which the intended and
embodied values are the same, one may try to change the use of the system without
necessarily changing its design. However, if the embodied value is different from
the intended value, a change in use will not suffice; a change in the design will be
required as well. Third, there may also be a category of cases in which the real-
ized values are due to unintended (and unforeseen) consequences. In such cases,
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Fig. 1 The relation between intended, embodied, and realized values (adapted from Fig. 7.1 in Van de
Poel and Kroes 2014)

a revision of the intended values may be required to avoid the unintended conse-
quences (in the future). For example, if it unexpectedly turns out that an Al system
leads to discrimination, it may be necessary to include a new value, such as fair
treatment or freedom from bias, among the intended values that designers embed in
the system.

The feedback loops in Fig. 1 underscore that design is not a one-off activity. It is
in fact an ongoing activity after a system is operational. Such design activities that
relate to an already existing and operational system may be called redesign. They
often do not address the entire system but only parts of it. They may be undertaken
not only by professional designers and engineers but also by users and system opera-
tors. Redesign is important in any sociotechnical system in which the dynamics of
the system is beyond the control of the original system designers, but it is particu-
larly important in the case of Al systems, which due to the adaptive abilities of Al,
may acquire system properties that were never intended or foreseen by the original
designers.
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Table 1 The basic building

blocks of an Al system Intentional Physical-Causal
Artifacts Technical artifacts
Agents Human agents Artificial agents
Rules Institutions Technical norms

4 Al Systems as Sociotechnical Systems

In the literature, various definitions and characterizations of sociotechnical systems
have been proposed (e.g., Bauer and Herder 2009; Baxter and Sommerville 2011;
Geels 2004; Bruijn and Herder 2009; Pasmore and Sherwood 1978; Kroes et al.
2006; Ottens et al. 2006; Dam et al. 2013; Franssen 2014; Nickel 2013). Sociotech-
nical systems will here be understood as systems that depend on not only technical
hardware but also human behavior and social institutions for their proper function-
ing (cf. Kroes et al. 2006). According to this understanding, sociotechnical systems
consist of combinations of three basic building blocks:

1. Technical artifacts
2. Human agents
3. [Institutions (rules to be followed by the agents).

What sets Al systems apart from other sociotechnical systems is that they also
contain an artificial variety of building blocks two and three. These will be called
“artificial agents” and “technical norms,” respectively. Whereas the human/societal
variety of agents and rules is typically understood in intentional terms, artificial
agents and technical norms are ultimately understood in causal or physical terms
(see Table 1).

The first building block of sociotechnical systems is technical artifacts. Accord-
ing to the dual nature account developed in the philosophy of technology (e.g.,
Kroes 2010; Kroes and Meijers 2006), technical artifacts are physical objects that
(can) fulfill, and have been designed for, a certain technical function. To understand
this function requires not only descriptions in terms of the laws of nature but also
references to (human) intentions. Technical artifacts thus have a physical as well
as an intentional nature. Following the use plan characterization of technical arti-
facts developed by Houkes and Vermaas (Houkes et al. 2002; Houkes and Vermaas
2010; Vermaas and Houkes 2006), technical artifacts may be more precisely under-
stood as combinations of physical structures and use plans. A use plan is a plan
that describes how an artifact should be used to achieve certain goals or to fulfill its
function. In other words, a use plan describes the proper use of a technical artifact,
and that proper use will result (in the right context and with users with the right
competences) in the artifact fulfilling its proper function.

The second building block is agents, which can be either human agents or arti-
ficial agents. The presence of AAs is what sets Al systems apart from other more
traditional sociotechnical systems that consist of technical artifacts, institutions, and
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human agents, but no AAs. The underlying idea here is that AAs have properties
that distinguish them from (traditional) technical artifacts. This includes properties
such as autonomy, interactivity, and adaptivity (Floridi and Sanders 2004) that are
also possessed by human agents. Floridi and Sanders (2004) therefore suggest that
such artificial agents can also become moral agents, but that terminology is mislead-
ing (cf. Johnson and Miller 2008) because moral agency, as a philosophical notion,
is restricted to agents that possess characteristics such as intentionality, free will,
and consciousness.

Which human-like properties (and skills) may be designed into or acquired by
AAs is open to debate. Still, it seems likely that there are at least some human char-
acteristics that AAs can never acquire, or at least not in the foreseeable future. These
include characteristics such as consciousness, free will, emotions, intentionality,
moral autonomy, and moral agency. Although any specific list of what character-
istics distinguish AAs from technical artifacts, on the one hand, and from human
agents, on the other, is bound to be somewhat controversial, the basic underlying
idea that they can be distinguished from both technical artifacts and human agents
seems plausible. This would justify treating them as a separate building block in Al
systems.

The third building block of sociotechnical systems is rules. In the case of human
agents, such rules can be understood as institutions. Institutions are usually concep-
tualized as specific kinds of social norms or rules (e.g., North 1990; Calvert 1995;
Ullmann-Margalit 1977; Ostrom 2005; Bicchieri 2006). Such rules prescribe to
(human) agents how to behave in a certain (kind of) situation and are typically based
on shared expectations, which may be upheld by sanctions if the rule is not followed.
Although human agents are able to deviate from the rule, it typically comes at a cer-
tain price. Still, not all institutions come with explicit sanctions; some may simply
be based on the expectation that other agents will behave similarly.

Institutions are social constructs and hence cannot be (directly) perceived and
followed by artificial agents. Nevertheless, most artificial multi-agent systems con-
tain an equivalent to institutions, which are here described as fechnical norms (e.g.,
Mahmoud et al. 2014). The word “technical” is used here not so much because of the
content of these rules but because their functioning is ultimately to be understood in
causal-physical terms rather than in intentional terms. After all, artificial agents do
not have intentions, even if their behavior may sometimes seem intentional.!

Now that we have an overview of the main components of a sociotechnical sys-
tem, we can turn to the question of when a sociotechnical system can be said to
embody certain values. To address that question, I first discuss how each of the
individual building blocks (technical artifacts, institutions, human agents, artificial
agents, and technical norms) may embody values before discussing whether a socio-
technical system as a whole may be said to embody certain values.

! This is, of course, not uncontroversial. For a strong defense of the view that AAs, and more generally
Al, cannot have intentionality, see Searle (1984). For an opposite view, see, e.g., Dennett (1987).
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5 How Technological Artifacts Embody Values

According to Van de Poel and Kroes (2014), technical artifact x embodies value V:

If the designed properties of x have the potential to achieve or contribute to V
(under appropriate circumstances) due to the fact that x has been designed for
V.

Hence, two conditions must be met for technological artifact x to embody value V:

1. xis designed for V
2. (The use of) x is conducive to V.

Moreover, these two conditions need to be connected: (the use of) x is conducive to
V because x has been designed for V.
The following examples illustrate this account:

1. Sea dikes have been designed to protect against flooding (which may be seen as
the proper function of a sea dike). This means that they have been designed for the
value of safety (against flooding), and they are conducive for protection against
flooding (it is assumed). Given the proposed conditions, they therefore embody
the value of safety.

2. A bread knife has been designed to cut bread. It can, however, also be used for
killing, and in that sense, it may be conducive to killing. However, since it has
not been designed for killing (and killing is not part of its use plan), it does not
embody the (dis)value of killing, because it does not meet the first condition.

3. A third example is a badly designed pacemaker. Such a pacemaker presumably
meets the first condition in that it has been designed for (contributing to) human
well-being. However, it does not embody that value, because it does not meet the
second condition: due to the bad design, it fails to contribute to well-being.

These examples illustrate how, in some cases, the account concludes that a tech-
nological artifact embodies a value, while in others, it concludes that a technical
artifact does not embody a value because either that value was not intended by the
designers or the artifact is not conducive to that value.

While the account fares reasonably well in these first three types of cases, there
is a fourth type in which the account seems more questionable. These are cases in
which unintended consequences systematically occur, which would seem to suggest
that a certain value is embodied in a technical artifact, even if that result was never
intended by its designers. Consider the following case:

4. A recommender system designed to serve its customers may unintendedly (and
systematically) contribute to filter bubbles and echo chambers and thus contrib-
ute to (dis)values such as lack of respect and untruth, although that was never
intended by its designers.
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Due to the lack of design intentions, the account would say that the (dis)values
of disrespect and untruth are not embodied in the recommender system. This might
seem a mistaken conclusion. One possible solution may be to give up the reference
to intentions altogether (cf. Klenk 2020), but that would force us to say that in cases
like the bread knife example (example 2), a disvalue is embodied. This conclusion
is undesirable because there are always possibilities for misuse or alternative use,
and if each (dis)value that could be realized through such unintended use were to
be seen as embodied in a technical artifact, technical artifacts would simply embody
too many values.

Therefore, another way to address cases of unintended consequences is not to lift
the intentionality condition but to become aware that technical artifacts are typically
redesigned after their initial design and that such redesign may embed new values in
the technical artifact. According to the earlier mentioned use-plan account of techni-
cal artifacts, not only designers but also users may redesign a technical artifact, for
example by using it in another way than originally intended. Vermaas and Houkes
(2006) describe three ways in which artifacts may be used: passive using, idiosyn-
cratic using, and innovative using. Passive using is basically use according to the
(original) use plan communicated by the (original) designers. Idiosyncratic use is
use that deviates from the use plan in order to achieve certain user goals but without
any communication to other prospective users. Innovative using involves the devel-
opment of a new use plan and communication of it to other users. Innovative using
may be interpreted as a form of redesign, as it involves the (successful) design of a
new use plan, even if the physical structure of the technical artifact does not change.’
If we conceive of a technical artifact as a combination of a physical structure and a
use plan, technical artifacts with the same physical structure but different use plans
may embody different values.’

Technical artifacts may therefore begin to embody new values when they are
redesigned. Thus, values that are realized but unintended may become realized and
intended, and thus embodied. That seems particularly likely to happen in the case of
unintended but desirable consequences. But what if the unintended consequences
are undesirable, as in example four? Here, the important point is that when certain
disvalues are systematically realized, the designers (and users) eventually acquire
the obligation to redesign the artifact to avoid those disvalues.

The problem with unintended consequences is that usually they “are not not
intended” (Winner 1977: 97). But when negative consequences systematically
occur, it is at some point no longer good enough to not intend disvalue; an obligation
arises to avoid disvalue, and hence to intend, and design for, the opposite positive
value. So, in cases like example 4, one may say that the technology fails to embody
certain positive values rather than saying that it embodies disvalues.

2 Vermaas and Houkes (2006) also distinguish what they call expert redesigning in which experts rede-
sign the use plan or provide (scientific) explanations for why a newly developed use plan works. One
may assume that in many cases, innovative using and expert redesigning will, when successful, eventu-
ally also result in a new design of the physical structure, or what Vermaas and Houkes (2006) call prod-
uct designing.

3 Postphenomenologists call this “multistability” (Ihde 2012).
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6 Values Embodied in Institutions

The above account can also be applied to institutions. Institutions can be under-
stood as rules that can either be formal (like legal rules or operational instructions)
or informal (North 1990; Ostrom et al. 1994). The ADICO grammar developed by
Crawford and Ostrom (1995) provides a basis for analyzing institutional rules. This
grammar helps to distinguish between different kinds of institutions, and it also
helps to identify the basic elements necessary to speak about an institution.

The ADICO grammar analyzes institutions in terms of the following:

A: attributes—to whom a particular institution applies

D: deontic operator—permission (may), obligation (must), or prohibition (must not)

I: aim—actions or results to which the deontic operator applies

C: conditions—describe when, where, how, and to what extent the deontic operator
applies

O: or else—describes the sanctions for not observing an institution.

The ADICO grammar allows us to distinguish between shared strategies, norms,
and rules in the following way:

e Shared strategies have the grammar AIC. This means that they have no deontic
operator and no sanction. Instead, they denote a shared strategy that agents fol-
low in pursuing their goals. Agents follow such strategies for prudent reasons
pertaining to their (perceived) self-interest. An example is: Pedestrians (A) use
an umbrella to avoid getting wet (I) when it is rains (©).4

e Norms have the grammar ADIC. They thus add a deontic operator to shared
strategies, but they lack sanctions if they are not followed. They are usually
not followed for reasons of self-interest but are based on shared normative
expectation. The agents to whom a norm applies are (normatively) expected
to follow the norm, although there are no (explicit) sanctions for ignoring it.
An example is: Residents (A) must (D) greet their neighbors (I) in this neigh-
borhood (C).

e Rules have all the five elements: ADICO. In addition to having a deontic opera-
tor, they also contain a sanction if the institution is not followed. An example is:
Car drivers (A) must (D) drive on the right side of the road (I) in the Netherlands
(C), otherwise they will be fined by the police (O).

¢ In all three cases, institutions are based on shared expectations, though these are
somewhat different for each case. For rules, the shared expectation is—at least
partly—the expectation of a sanction if the aim (I) is not followed or achieved. For
norms, the (explicit) sanction is absent. There may still be an implicit sanction in
that people who do not follow the rule may be perceived as (morally) wrong or
deviant. However, the main motivation for following the norm may be that people
believe it to be (morally) right or (socially) appropriate, rather than the threat of

4 Some scholars may consider this a common strategy rather than a shared strategy (Ghorbani et al.
2013). Shared strategies require a shared descriptive expectation, while common strategies do not.
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sanction. Finally, for shared strategies, the expectation is not normative (“other
agents are supposed to behave in a certain way”’) but descriptive (“other agents
will most likely behave in a certain way”). Given this descriptive expectation, an
agent may follow the shared strategy out of (perceived) self-interest.

We may now account for the embedding of values in institutions in a similar way
to how we understood the embedding of values in technological artifacts. Substitut-
ing institution for technological artifact in the earlier account results in the following
account:

Institution R embodies value V if R is conducive to V because R has been
designed for V.

The phrase “R is conducive to V”” may be understood as follows:

Institution R is conducive to value V if V is achieved (or respected) when R is
followed by all relevant agents under the appropriate conditions.

Again, a few examples can illustrate this account:

1. The first example is the previously mentioned rule, “Car drivers (A) must (D)
drive on the right side of the road (I) in the Netherlands (C), otherwise they will
be fined by the police (O).” This institutional rule embodies the value of (traffic)
safety because if all agents follow this rule, it will (under normal circumstances)
be conducive to traffic safety. Moreover, this institutional rule has been deliber-
ately designed to achieve traffic safety.

2. The previously mentioned norm, “Residents (A) must (D) greet their neighbors (I)
in this neighborhood (C),” is another example. This norm may be said to embody
the value of politeness because it is conducive to politeness (under normal cir-
cumstances) and such norms are typically brought into being, that is, they are
“designed,” either implicitly or explicitly, to serve the value of politeness.

3. For an example of a shared strategy, consider the case of people walking on the
right side of the pavement to avoid bumping into those going in the opposite
direction. In terms of the ADICO grammar, this strategy could be formulated
as follows: “Pedestrians (A) walk on the right side of the pavement (I) in busy
city centers (C).” The embodied value may here be something like convenience.
Again, if everyone follows the shared strategy, that is conducive to the value of
convenience. And at least one of the reasons why people adapt (“design”) such
shared strategies is because it serves the value of convenience.

Similar to the case in which technical artifacts embody values, an institution
only embodies a value if both conditions (design and conduciveness) are met and
are connected. So, an institution that has been designed for a certain value V, but
which—when followed by all relevant agents—does not contribute to achieving V,
does not embody V. Similarly, an institution that somehow turns out to unexpectedly
contribute to a value that it was never deliberately designed for does not embody
that value. Still, this value may be embedded in the institution through redesign if it
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is deemed desirable, or, if a disvalue is realized, the institution may be redesigned to
embed an opposite, positive, value.

Again, as in the case of technical artifacts, values embodied in an institution are
not always realized. One reason might be that an insufficient number people actually
follow the institution in practice, so the value is not realized. This may, for example,
happen in the case of so-called empty institutions, that is, institutions that are not (or
hardly) followed in practice (Ho 2016).

7 Human Agents

In so far as human actions are required for the proper functioning of sociotechnical
systems, human agents can be seen as being a part of such systems, fulfilling various
roles such as user, operator, and designer. As users, they will often not use the entire
system but rather specific technical artifacts within the system, and in doing so, they
may follow the artifact’s use plan, if it aligns with their own goals. As operators,
they will not just use parts of the system but will also monitor the functioning of the
system, or at least relevant parts of it, and they may adjust their behavior to guaran-
tee the proper functioning of the system. Lastly, as designers, they may seem exter-
nal to the system. However, the continued existence and performance of a sociotech-
nical system may require continuous redesign; in that sense, then, designers may
also be seen as part of the sociotechnical system.

Human agents, particularly in operator roles, will typically combine an internal
perspective with an external one (Franssen 2015). So, human agents may oper-
ate from within the system, for example following existing use plans or operator
instructions (i.e., existing institutions), but at the same time, they fulfill other roles
in other systems or in society. In addition, they are individuals with moral agency
who autonomously reflect on their roles and values. This combination of perspec-
tives makes human users and operators a liability for system designers, as they may
deviate from their prescribed roles and thus endanger the functioning of the sys-
tem as well as the realization of the values the designers embedded in that system.
However, the fact that human agents can take an external perspective and can reflect
implies that they are able to improvise in unexpected situations and can therefore
contribute to the proper functioning of the system and the achievement of certain
values, which would not have been realized without their intervention.

Since sociotechnical systems contain institutions and technical artifacts that
embody certain values, the behavior of human agents in the context of such systems
will be different than in other contexts. Nevertheless, it is likely that the values of
human agents will also influence how they behave in the context of sociotechnical
systems. This is indicated schematically in Fig. 2.

A human agent acts with a certain technical artifact. This acting is based on the
relevant institutions and the values embodied in them (V;), as well as on the values
embodied in the technology (V) and the (personal) values of the agent (V,). This
action is an intentional-causal relation. It is intentional because the agent acts based
on certain intentions and values. It is causal because the agent (in most cases) does
some physical activity with the artifact, which may be understood in causal terms.
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acts with (I-C)
Human agent Technological artifact
Vr

results in (C)

Outcome

Realized
value

Fig.2 Human agents acting within a sociotechnical system. V, are the values of the agent, V; the values
embodied in the relevant institution(s), and V the values embodied in the technological artifact. I-C
stands for intentional-causal, and C for causal

This acting then results in certain consequences, which are also based on the val-
ues embodied in the technical artifact This outcome determines the realized value,
which may be different from V,, V1, or Vy.

Because human agents are reflective, they will monitor and evaluate the outcomes
of the sociotechnical system and compare them with their own values and the values
embodied in the system. As a consequence, they may try to change the system’s out-
comes, either by changing their own behavior or by modifying or redesigning other
elements of the sociotechnical system. To what extent they will do the latter will
partly depend on their specific role in the sociotechnical system. Users, for example,
are usually supposed to use the (components of the) sociotechnical system without
changing it. But other agent roles may allow for changing or redesigning parts of the
system. And even actors without such a role may (try to) break the existing institu-
tions and presume a role of “moral entrepreneur” (Becker 1963) who tries to change
the rules in the sociotechnical system based on their own (moral) values.

Adding this dimension provides a slightly more complicated picture (see Fig. 3).

8 Artificial Agents

Some (but not all) of the roles played by human agents in sociotechnical sys-
tems may be taken over by AAs. AAs are computer and robot systems that com-
bine autonomy with interactivity and adaptability (Floridi and Sanders 2004).
This combination could make it possible, at least in principle, to design AAs that
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acts with (I-C) Technological
artifact vy

results in (C)

evaluates (l)

1

Outcome

Realized
value

\Z

Fig.3 Human action and evaluation in the context of sociotechnical systems. V, are the values of the
agent, V| the values embodied in the relevant institutions, and V. the values embodied in the technologi-
cal artifact. I-C stands for intentional-causal, I for intentional, and C for causal

autonomously respect certain values in their functioning and that are able to “evalu-
ate” certain measurable outcomes of the system and make necessary adaptations to
the system: that is, the AA can adapt its own behavior or other elements of the sys-
tem. Such AAs could play various roles similar to human agents, like that of opera-
tor, in a sociotechnical system.

However, there are also distinct differences between human and artificial agents.
AAs are designed, whereas humans are not. Thus, artificial agents can embody
values, while it would be a category mistake to say that humans embody values.
(Of course, humans can have or form values, and they can instill values in other
humans.) Conversely, while humans can embed values in other entities, artificial
agents lack that ability as they have no intentionality. In these two respects, AAs
are similar to technical artifacts, but they are also dissimilar due to their autonomy,
interactivity, and adaptability. The main similarities and differences are summarized
in Table 2.

Unlike technical artifacts, AAs can adapt their behavior on the basis of external
inputs and interactions. This quality may strengthen as well as undermine the reali-
zation of the initially embodied values. It may strengthen it because, unlike techni-
cal artifacts, AAs can adapt to unexpected circumstances or new contexts in order
to help realize their embodied values. However, the same adaptive qualities might
also mean that an AA can actually “abandon” its initially embodied values and, as it
were, disembody them. We say that an AA disembodies value V if it adapts itself in
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Table 2 Differences between technical artifacts, artificial agents, and human agents

Technical Human agents Artificial agents
artifacts
Can embody values Yes No Yes
Can embed values (in other entities) No Yes No
Autonomous, adaptive and interactive No Yes Yes

such a way that it is no longer conducive to V (under normal circumstances), even if
it originally embodied V.

How an AA will use its adaptive capacities will depend in part on its specific
design and on the specific way that values have, or have not, been embodied in it.
Here, James Moor’s (2006) taxonomy for different types of ethical agents is helpful:

1. Ethical impact agents are robots and computer systems that ethically impact their
environment.

2. Implicit ethical agents are robots and programs that have been programmed (by
humans) to behave according to certain values.

3. Explicit ethical agents are machines that can represent ethical categories and that
can reason (in machine language) about them.

4. Full ethical agents also possess characteristics often considered crucial for human
or moral agency, such as consciousness, free will, and intentionality.

Whether AAs can ever be designed as full ethical agents that possess metaphysi-
cal properties such as intentionality, free will, consciousness, moral agency, feeling,
and the like, may be doubtful. Today’s artificial ethical agents, at least, still seem
very far removed from anything that would amount to being full ethical agents (Win-
field 2019; Miiller 2020). Currently, AAs may thus be designed as ethical impact
agents, implicit ethical agents, or explicit ethical agents. When they are designed as
ethical impact agents, they do not embody values, as their ethical impacts are not
due to intentional design choices, which is one of the conditions for value embod-
iment. This does not mean that they are ethically irrelevant, but their ethical and
value implications depend on use and idiosyncratic circumstances rather than on
deliberate design choices.

Moor’s implicit ethical agents embody certain values because they have been
designed (by human designers) for those values, and they will respect those value
when properly designed and used. However, in so far as these implicit ethical agents
are autonomous, interactive, and adaptive, it is conceivable that they will develop
themselves in such a way that, at some point, they are no longer conducive to the
values initially embedded in them by their designers (cf. Grodzinsky et al. 2008). If
human designers want to prevent this possibility, they should probably either build
in certain restrictions on how such artificial agents can adapt themselves or monitor
the development of such artificial agents and redesign them when necessary.

Explicit ethical agents can represent values, and other moral notions, and can
“reason” about them. However, this does not necessarily mean they have values
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embodied in them—that greatly depends on whether they are designed top-down or
bottom-up (or in a hybrid way) (cf. Cervantes et al. 2020; Allen et al. 2005). Those
designed top-down are based on a certain ethical theory or value system, and they
typically have some values embodied. However, those designed bottom-up acquire
their values from or in interaction with their environment. Consequently, they have
(initially) no values embodied in them, and they might run the risk of picking up, or
learning, not only values but also disvalues from their environment.

Explicit ethical agents seem to have two potential advantages over implicit ethi-
cal agents when it comes to embedding and realizing values in Al systems. First,
because they can explicitly represent values, it seems as if it would be more straight-
forward to design them in such a way that they are prevented from disembodying
certain values through learning and adaptation. Second, they may be better able to
figure out how a value can be upheld in unexpected circumstances or new contexts,
due to their “reasoning” capabilities. Of course, whether these potential advantages
are realized largely depends on both the quality of the value system or ethical theory
programmed into, or acquired by, the AA and the possibility of actually building
ethical and context sensitivity into such an agent. Both are still huge challenges, as
there is no agreement in philosophy about what the right ethical theory or value
system is, and it is still not possible (if it ever will be) to provide AAs with some-
thing like ethical sensitivity (cf. Wallach and Allen 2009; Cave et al. 2019). Moreo-
ver, relying too much on explicit ethical agents for embedding values in Al systems
may also have big disadvantages such as undermining human moral autonomy and
responsibility (van Wynsberghe and Robbins 2019).

9 Norms in Artificial Multi-agent Systems

Whereas the behavior of and interactions between human agents are regulated by
social institutions, the behavior of and interactions between AAs are regulated by
(computer) code. Institutions cannot directly regulate AA behavior nor can code
directly regulate human behavior. But indirect regulation is possible in both cases
(see Table 3). As Lessig (1999) pointed out, code or architecture—broadly con-
ceived—may be seen as a mode for regulating human behavior, as do social norms,
laws, and the market. Of course, this does not mean that human agents execute com-
puter code, but rather that code or architecture as it has become embodied in, for
example, technological artifacts encourages or discourages certain human behaviors

Table 3 Modes of regulation of human and artificial agents in sociotechnical systems

Institutions Code
Human agent Directly through social expectations Indirectly (technical design may encour-
age or discourage certain human
behavior)
Artificial agent Only indirectly (institutions may be Directly through technical norms

translated into technical norms)
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(see also Akrich 1992; Latour 1992; Thaler and Sunstein 2009; Fogg 2003; Norman
2000).

Conversely, social institutions may be translated into computer code that regu-
lates the behavior of and interactions between AAs (Leenes and Lucivero 2014).
This is particularly done in the (research) field of normative multi-agent systems, in
which it has become common to design artificial multi-agent systems that are com-
posed of not only AAs but also (encoded) norms (see, e.g., Hollander and Wu 2011;
Singh 2014; Dybalova et al. 2014; Boissier 2006; Mahmoud et al. 2014). To distin-
guish such norms from social norms (and institutions), I call them technical norms,
although they are often not technical at the semantic level.’

Technical norms can be created in multi-agent systems in basically two ways:
through offline design or through designing AAs to autonomously discover, invent,
or spread norms (Hollander and Wu 2011). In the first case, norms are specified and
encoded in the agents by the (human) system designers. In the second case, agents
may pick up norms from their environment in various ways, or norms may emerge
from agents’ mutual interactions or interactions with human agents.

In the area of multi-agent systems, various conceptualizations of norms can be
found, often inspired by literature in the social sciences, law, and philosophy (see,
e.g., Mahmoud et al. 2014; Aldewereld and Sichman 2013). In addition, various
architectures exist that can integrate norms in multi-agent systems (Mahmoud et al.
2014). One difference between social institutions and technical norms is that while
we can probably not design institutions that human agents follow without exception,
it is in principle possible to design norms that artificial agents always follow. System
designers may, however, prefer to design norms that allow for exceptions and that
are instead used as input for “deliberations” or for weighing the advantages and dis-
advantages of rule following (like human agents often appear to do) (cf. Panagiotidi
et al. 2013; Dybalova et al. 2014). If we want artificial agents to follow the law, we
need to leave room for interpretation and situation awareness (Leenes and Lucivero
2014).

Notwithstanding differences in how technical norms are specifically implemented
in Al systems, the value-embedding account can also be applied to a technical norm
as follows:

Technical norm N embodies value V if (1) N has been designed (by the human
system designers) for V and (2) the execution of N within the system is condu-
cive to V.

5 These are to be distinguished from technical standards such as ISO standards, which are, in the termi-
nology used here, more like institutions (but of course relevant to value embedding).
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10 Values Embodied in Al Systems

So far, value-embedding has been discussed at the component level, but how can
we understand it at the system level? We start with the (hypothetical) case that an
Al system is designed in its entirety. Applying the general account would give the
following:

Value V is embodied in sociotechnical system S if S is conducive to V because
S has been designed for V.

We may understand this as involving two conditions:

1. The system S has been designed for the value V.
If all the relevant institutions (including use plans for the relevant artifacts) and
technical norms are followed by the human and artificial agents in the system,
value V is realized.

Interestingly, this account does not require that for sociotechnical system S to
embody value V, all the designed elements of S must also embody V. In fact, the
only requirement is that following the relevant institutions (including use plans) and
technical norms is conducive to V. This requires that V is embodied in some of the
relevant building blocks, but it does not imply that it is embodied in all components
of the system. Nor does it imply that all human agents have V as an agent (personal)
value, as the values agents follow in the context of a sociotechnical system may be
different from their personal values.

For many sociotechnical systems, including Al systems, condition 1 will not
be met because such systems are often not designed in their entirety (e.g., Bowker
et al. 2010). The difference between system components (technical artifacts, institu-
tions, artificial agents, and technical norms) and entire sociotechnical systems is that
the first are entities that are often designed in their entirety, while the second are
typically not designed in their entirety but instead emerge or evolve gradually from
existing systems.

Given that Al systems are often not completely designed, one might want to look
for ways to relax the condition “The system S has been designed for the value V”
while somehow maintaining connection with the designer’s intentions. One possibil-
ity is to change this condition to “Some components of system S have been designed
for value V.” However, one would also want to require that system S is conducive
to value V because of those components that have been designed for V, rather than
because of other components or other reasons. This gives the following account:

Value V is embodied in sociotechnical system S if S is conducive to V because
of those components of S that have been designed for V.

Here, being conducive to can be understood in the same way as before, that is, V
is realized when the relevant institutions and technical norms are followed.

This account allows us to say that many sociotechnical and Al systems embody
certain values, especially if we apply a broad notion of (re)design. Another
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interesting feature of this account is that to embed a value in an existing sociotechni-
cal system, we need not completely redesign that system; instead, it may be enough
to redesign some of its components so that it starts to embody value V. Which com-
ponents would be the best candidates for such redesign would depend on the specific
case and circumstances. In many cases, however, institutions would be a plausible
candidate because they seem to play a particularly important role in keeping the
system together. Institutions regulate how human agents interact and how they act
with technical artifacts. They also play a role in how human agents evaluate system
outcomes and consequently adapt their behavior (see Figs. 2 and 3).° This role of
institutions also seems to imply an interesting lesson regarding Al systems. In Al
systems, technical norms play an important role in regulating the AAs, and it might
well be that if we want to embed certain values in an Al system, we should focus on
those technical norms rather than (only) on the AAs themselves. This would seem to
imply an important shift in focus compared to current research that often seems pri-
marily aimed at building values and ethics into AAs, while more or less neglecting
the other components of an Al system.

11 Conclusion and Lessons for Embedding Values in Al Systems

This proposed account for embedding values in Al systems may be considered a first
step toward the development of further theories, approaches, and methodologies to
verify, or at least assess, whether certain Al systems embody certain values, which
seems crucial if we are to take the calls for respecting certain values in the design
and deployment of Al and other technologies seriously. Although it is only a first
step, it may be an essential step because, before we can develop methods for assess-
ing the embodiment of values in Al systems, we must first have an account of what
it means to say that a sociotechnical system embodies a value. In ending, I want to
point out two tentative lessons that I think may be drawn for better embedding val-
ues in Al systems.

The first lesson relates to the difference between Al systems and more tradi-
tional sociotechnical systems. Al systems are autonomous, adaptive, and interactive,
which means that they acquire many of their features during operation and due to
the way they evolve rather than through their initial design. To some extent, this is
also true of traditional sociotechnical systems that usually acquire (emergent) prop-
erties during their evolution that were never intended by the initial system designers.
However, Al systems offer unique value-embedding opportunities and constraints
because they contain additional building blocks compared to traditional sociotech-
nical systems. While these allow new possibilities for value embedding, they also
impose constraints and risks, e.g., the risk that an Al system disembodies certain
values due to how it evolves. This means that for Al systems, it is crucial to moni-
tor their realized values and to undertake continuous redesign activities. Doing so is
also crucial to deal with the unintended and unforeseen consequences of Al systems.

% 1 thank one of the anonymous reviewers for this suggestion.
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While any sociotechnical system may, and will, have unintended consequences, they
are probably more endemic in Al systems due to their learning capabilities. Moni-
toring and redesign can ensure that these systems embody the values we consider
important as a society (whether those are values that were deemed important dur-
ing the initial design of the system or values that have become important over time,
e.g., due to unintended consequences). In part, this may be achieved within the Al
system. For example, AAs can be tasked with monitoring value consequences and
interfering when undesired consequences occur. However, given the current capa-
bilities of artificial moral agents, it would seem wise to also ensure a role for human
agents here. The need for human oversight may be considered somewhat of a para-
dox. On the one hand, Al systems are much more autonomous and adaptive than
traditional sociotechnical systems. They therefore may seem to require much less
human intervention. Nevertheless, ensuring that the right values remain embodied
in them would, at least currently and in the foreseeable future, require continuous
human oversight and redesign. It consequently also requires that Al systems are
designed so that they can remain under meaningful human control (Santoni de Sio
and van den Hoven 2018).

The second lesson relates to zow we can embed values in Al systems. Here, atten-
tion needs to be given to both the system and the component levels. Much attention
is currently being given to machine ethics and the possibility of designing artifi-
cial moral agents (e.g., Wallach and Allen 2009; Anderson and Anderson 2011).
However, focusing solely on the possibility of embedding values in AAs without
looking at the other Al system components and the effects at the system level is too
limited and might even be misleading. For example, designing explicit ethical AAs
may offer new possibilities for embedding values in Al systems, but it would also
introduce new risks. Therefore, as I suggested in this paper, sometimes technical
norms may be a better target than AAs for embedding values in Al systems because
those norms regulate the behavior of the AAs in the system. One might even think
of making some of the technical norms in an Al system unmalleable to decrease the
risk of values getting disembodied as the system evolves.
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