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Abstract

As cybersecurity is a critical risk issue for organizations, cybersecurity disclosure is
important for financial regulators, financial analysts, shareholders, and other stake-
holders. Organizations face challenges when deciding whether, what, and when
cybersecurity-related information should be disclosed. Prior studies have contributed
few insights regarding the potential determinants of cybersecurity disclosure. Fur-
thermore, their findings are based on a general or narrow measurement of this dis-
closure. This study draws on upper echelons and signaling theories to examine the
association between various board of directors’ characteristics and extent of overall
cybersecurity disclosure and its individual aspects. Extent of cybersecurity disclo-
sure is measured based on a content analysis of annual financial regulatory filings
of the 250 companies listed on the S&P/TSX Composite Index, using a scoring grid
of 40 items grouped into seven categories representing different aspects of cyberse-
curity disclosure. This expanded disclosure measurement provides original insights
for firms and their stakeholders. The main findings indicate that the presence of a
committee responsible for cybersecurity on the board of directors is key to increas-
ing cybersecurity disclosure. With or without such a committee, board IT expertise,
board tenure, board independence, women directors, and board age are associated
with the extent of total cybersecurity disclosure or some of its specific aspects, par-
ticularly cybersecurity risk mitigation. These findings contribute to the cybersecurity
literature by examining which board of directors’ characteristics influence the extent
of specific aspects of cybersecurity disclosure. They also complement results from
upper echelons-based studies on corporate reporting determinants and prior IT gov-
ernance studies.
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1 Introduction

Cybersecurity has become a crucial issue for organizations around the world. In
the United States, for example, “cyberattacks rank as the fastest growing crime
... causing catastrophic business disruption.... Cybersecurity is high stakes from
Wall Street to the C-Suite, with the threat to enterprises expected to increase in
frequency and force” (ISACA/Downs, 2020). Facebook (CSIS, 2021), Twitter,
and Zoom (ISACA/Downs, 2020), among others, grappled with the negative
consequences of significant cyber incidents/attacks in 2020 and were prompted to
disclose information on these incidents to reassure their stakeholders.

Cybersecurity disclosure is important to the process of informing investors and
other stakeholders about cyber risks and cyber incidents/attacks (Bakker & Streff,
2016). This practice combines strategic motives with adherence to financial regu-
lators’ cybersecurity disclosure guidelines (e.g., CSA, 2016, 2017a, 2017b; SEC,
2011, 2018). Some motives include providing additional disclosure to explain the
company’s actions after a cyberattack. This disclosure aims to reassure sharehold-
ers about the impact on company operations, and other stakeholders, such as cli-
ents and suppliers, about the protection of sensitive/personal data. Organizations
may send a positive signal to financial markets by describing the mechanisms that
were put in place to mitigate cybersecurity risks. However, “cybersecurity risk
disclosure is a double-edged sword since it could reduce information asymmetry
but also increase the probability of future cybersecurity incidents” (Walton et al.,
2021, p. 162). As a result, organizations face many challenges in making cyberse-
curity disclosure decisions (e.g., finding a balance between over- and under-report-
ing, as in Ferraro, 2014, or choosing when to disclose cybersecurity-related infor-
mation, as in Newman, 2018).

Prior studies have described the significant positive and negative conse-
quences of disclosing cybersecurity-related information. For instance, disclos-
ing any information security-related items in SEC annual filings is positively
associated with firms’ market value (Gordon et al., 2010). However, the nature
of information security risk factors (e.g., risk management activities or external
threats disclosed in firms’ public annual report) is associated with future breaches
announced in the media (Wang et al., 2013), while cybersecurity risk disclosure
(in terms of presence and length/number of words) is positively associated with
subsequent cybersecurity incidents (Li et al., 2018). Further, disclosing the exist-
ence of trade secrets is associated with a greater probability of facing subsequent
cybersecurity breaches than not making such disclosures (Ettredge et al., 2018).
In addition to these results, it should be noted that the market has a small nega-
tive reaction to disclosed cyberattacks but a much stronger adverse reaction when
information withheld in that matter is discovered later (Amir et al., 2018).

Cybersecurity research can help enhance the communication of cybersecurity-
related information to stakeholders (Walton et al., 2021). Results from the
literature on the determinants of cybersecurity disclosure suggest that financial
regulators influence disclosure practices. Indeed, information security disclosure
has gained momentum following the Sarbanes—Oxley Act (SOX) (Gordon et al.,
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2006). Further, firms disclose more cybersecurity-related information if an
industry leader, close rival, or numerous industry peers have received a letter
from the SEC commenting on their cybersecurity risk disclosure (Brown et al.,
2018). Prior literature also suggests that some board of directors’ attributes can
impact cybersecurity disclosure. In this regard, based on stakeholder and resource
dependence theories, Radu and Smaili (2021) examined the impact of board
diversity on cybersecurity disclosure and found that the percentage of women
on boards is positively associated with the presence and number of paragraphs/
words in the annual report related to cybersecurity disclosure. In addition, based
on stakeholder theory, Smaili et al. (2022) noted that board independence and
financial expertise are positively associated with the amount of cybersecurity
disclosure. Drawing on signaling theory, Higgs et al. (2016) found that firms
with a technology committee on their board of directors are more likely to report
breaches than firms without such a committee. However, there is still a dearth
of research on the determinants of cybersecurity disclosure (Haapamiki &
Sihvonen, 2019; Walton et al., 2021).! More studies are needed to identify the
potential factors that would facilitate the disclosure of cybersecurity risk, improve
disclosure practices, and generalize conclusions (Walton et al., 2021).

With this literature gap in mind, our first motivation was to examine if, in addition
to factors such as board member gender, board independence, board financial
expertise, and a board IT committee, other board of directors’ characteristics
could be instrumental in cybersecurity disclosure. The upper echelons framework
(Hambrick & Mason, 1984) provides a relevant theoretical background for
answering this research question since, through their educational background and
career paths, the members of the board of directors may have developed knowledge
and experience that could be useful to the board when it monitors compliance with
financial regulators’ cybersecurity disclosure guidelines or advises management
in that matter. In that spirit, we drew on demographic characteristics identified in
upper echelons literature (education and work experience, tenure, gender, and age,
in Liu & Ji, 2022; Plockinger et al., 2016) to select five variables. More specifically,
consistent with upper echelons theory, we argue that board /7 knowledge and
experience (board IT expertise), firm-specific knowledge and experience (board
tenure), variety of knowledge and experience (board independence), gender
(women directors on the board), and directors’ age (board age) could be potential
determinants of cybersecurity disclosure. Further, if the board has a committee
responsible for cybersecurity, this could signal that the board is prepared to be
involved in cybersecurity matters, including disclosure. Thus, drawing upon
signaling theory, we added a sixth variable and hypothesize that having a committee
responsible for cybersecurity on the board of directors is another board-level
characteristic that could be associated with cybersecurity disclosure.

! Haapamiki and Sihvonen (2019) identified only a small number of studies on disclosure of cyberse-
curity activities in their review of 39 cybersecurity-related accounting and auditing studies published
between 2000 and 2018. Walton et al. (2021) found only two studies on the determinants of cyberse-
curity disclosure in their extensive analysis of 68 cybersecurity papers published from 2001 to 2019 in
accounting, information systems, and computer science research.
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Another aspect to consider is that, to our knowledge, studies on the determinants
of cybersecurity disclosure limit their measurement of disclosure to one specific
aspect (e.g., risk factor disclosure, as in Brown et al., 2018, or reported breaches,
as in Higgs et al., 2016), or they use a general measurement (e.g., presence and
number of paragraphs/words related to cybersecurity disclosure in the annual report,
as in Radu & Smaili, 2021; Smaili et al., 2022). As suggested by Brown et al.
(2018, p. 651) in regard to the disclosure of risk factors, “better ways of quantifying
qualitative disclosure and [capturing] different aspects of qualitative disclosure”
would improve the measurement of this content. Considering this methodological
limit to prior studies, our second motivation was to use a refined measurement of
cybersecurity disclosure based on its content.

In light of the gaps/limitations described above, the aim of this study is to
examine whether various board of directors’ characteristics are associated not only
with the overall extent of cybersecurity disclosure but also with the extent of the
different aspects disclosed. To test our six hypotheses, we analyzed the content of
cybersecurity disclosures in the most recent annual regulatory filings of the 250
companies listed on the S&P/TSX Composite Index that were publicly available
at the start of data collection in May 2018. We measure cybersecurity disclosure
using a scoring grid of 40 items grouped into seven categories representing different
aspects of cybersecurity disclosure. Regression analyses were performed on the total
disclosure score, as well as on scores by disclosure categories.

The main findings suggest that board IT expertise, board tenure, board
independence, and women on the board are associated with the extent of specific
aspects of cybersecurity disclosure. Further, the presence of a committee responsible
for cybersecurity on the board of directors is key to increasing cybersecurity
disclosure. Additional analyses of firms with and without such a committee show
that different board attributes stand out in each situation and significantly affect total
cybersecurity disclosure and most of its aspects.

These findings contribute to the cybersecurity literature by identifying various
board of directors’ characteristics that could be associated with the different aspects
disclosed. They also add to the results of upper echelons theory-based studies on the
determinants of corporate reporting because cybersecurity disclosure is one form of
this reporting. Finally, the findings complement results from prior IT governance/
cybersecurity-related studies on the impact of board of directors’ committees, board
IT expertise, and gender diversity on boards.

Results from this study have practical implications. Management, financial
analysts, and financial regulators can use the descriptive data to obtain an overview
of the cybersecurity-related information that companies do or do not disclose.
Managers could also use these data as a relevant benchmark tool to identify areas
of improvement in their companies’ cybersecurity disclosure. The findings provide
financial investors with further motivation to incorporate data such as information on
risk mitigation measures into their investment analysis process. Financial regulators
could use the descriptive data to guide them as they monitor cybersecurity disclosure
practices and update guidelines in that matter. In addition, the regression results may
provide managers with a basis for adjusting their companies’ board composition,
since some board of directors’ attributes are associated with greater transparency
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regarding some aspects of cybersecurity disclosure. Results also show that having
a committee responsible for cybersecurity on the board of directors can help
management increase cybersecurity disclosure. Financial regulators could make this
committee a requirement of listed companies, or ask them to have at least one board
member with IT expertise so they can increase their cybersecurity disclosure. Lastly,
the findings also provide information about the board of directors’ involvement in
cybersecurity disclosure issues, a consideration that financial analysts could add to
their investment analysis.

The remainder of this paper is organized as follows. In Sect. 2, as background
to the study, we present directors’ legal duties vs. their expected role respecting
cybersecurity, which we follow with the theoretical framework and the development
of our hypotheses. The research method is detailed in Sect. 3. Results are presented
in Sect. 4 and discussed in Sect. 5. In Sect. 6, the conclusion outlines the paper’s
theoretical contributions, practical implications, limitations, and research avenues.

2 Background, theoretical framework, and hypotheses development
2.1 Directors’legal duties vs. expected role respecting cybersecurity

The duties of directors are prescribed by legislation governing corporations. For
example, the Canada Business Corporation Act (1985) and the U.S. Model Business
Corporation Act (2017)? stipulate that all directors should act in the best interests of
the corporation in discharging their decision-making and oversight duties, with the
care that a prudent person would consider appropriate in similar circumstances. In
light of corporate laws, directors serve primarily the corporation and its shareholders
(shareholders’ primacy) in performing these duties, but could nonetheless consider
the interests of other stakeholders while still acting within the corporation’s best
interests.

In IT/cybersecurity-related contexts, researchers have pointed out that a gap
exists between the board of directors’ duties under the law and expectations regard-
ing their cybersecurity duties (which may exceed the capacity of the board’s
IT governance structure or IT abilities). A case study by Georg (2017) presents

2 This is illustrated by the following excerpts: “When acting with a view of the best interests of the
corporation ... the directors and officers of the corporation may consider, but are not limited to, the fol-
lowing factors: the interests of shareholders, employees, retirees and pensioners, creditors, consumers,
and governments; the environment; and the long-term interest of the corporation” (Canada Business Cor-
poration Act, 1985, p. 122(1.1)). Further, “In determining what the director reasonably believes to be in
the best interests of the corporation, [a director may consider] (1) the long-term as well as the short-term
interests of the corporation, (2) the interests of the shareholders, long-term as well as short-term, includ-
ing the possibility that those interests may be best served by the continued independence of the corpora-
tion, (3) the interests of the corporation’s employees, customers, creditors and suppliers, and (4) commu-
nity and societal considerations, including those of any community in which any office or other facility
of the corporation is located. A director may also consider, in the discretion of such director, any other
factors the director reasonably considers appropriate in determining what the director reasonably believes
to be in the best interests of the corporation” (Connecticut Business Corporation Act, 1997, 45 CS 101,
Sect. 33-756, g). In the United States, business corporation laws are a state matter.
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non-executive boards “as representatives of company stakeholders” (p. 793) but
finds a gap between their information security governance and the legal require-
ments they must comply with in relation to this issue. Some boards of directors
are not informed about the risks and potential damage to the company that may be
caused by leaks of confidential data or the need for activities to mitigate this risk
(part of their oversight function). Other IT/cybersecurity governance studies reveal
an insufficient number of technology committees on boards (Price & Lankton,
2018), lack of board IT expertise (Ashraf et al., 2020; Valentine & Stewart, 2013),
difficulty recruiting board members with both risk management and IT competence
(Czarnecki, 2015), and low board involvement in IT (Price & Lankton, 2018). How-
ever, considering the importance of cybersecurity-related decisions in organizations’
and boards of directors’ cybersecurity oversight responsibilities (Bonime-Blanc,
2017), some governance experts continue to argue that assessment of cybersecurity
risk requires a bump in board IT expertise (Czarnecki, 2015). In other words, IT
expertise on the board of directors would enhance the effectiveness of organizations’
cybersecurity governance (Bonime-Blanc, 2017). This would mean changes in the
audit committee’s role (Deloitte, 2015) or establishing a technology committee on
boards of directors as a further IT governance structure (Turel et al., 2019). Hence,
to discharge their oversight duties with respect to cybersecurity decisions, the board
of directors (as a group) can benefit from having a technology committee (Higgs
et al., 2016) and IT expertise on the board itself (Vincent et al., 2019) or on its audit
committee (Ashraf et al., 2020).

Indeed, considering the magnitude of the potential consequences identified
in prior studies, organizations face many challenges in making cybersecurity
disclosure decisions. They must find a balance between over- and under-reporting
(Ferraro, 2014), especially in the case of severe cyberattacks (Amir et al., 2018;
Mitra & Ransbotham, 2015) or security breaches (Higgs et al., 2016). They must
choose when to disclose cybersecurity-related information (e.g., Newman, 2018).
They may assess the benefits of an independent examination of the disclosures
(assurance services) (Frank et al., 2019) and, if they opt for these services, they
must select an assurance service provider. To meet stakeholders’ information
needs in terms of different aspects of cybersecurity disclosure, organizations must
anticipate stakeholders’ perceptions of the quality of the cybersecurity disclosure
in terms of materiality (Ferraro, 2014; Young, 2013), timeliness and reliability
(Ashraf et al., 2020), or measurability, completeness, relevance, and objectivity
(AICPA, 2017). Boards of directors can advise or guide management facing these
challenges. Results from a NYSE survey of 200 directors from public companies
indicate that cybersecurity is a board-level concern and that directors perceive
cybersecurity from a financial point of view (Rashid, 2015). According to the
2018 SEC guidance,® “companies should disclose how the board is involved with
cybersecurity” (Lankton et al., 2020, p. 2). For instance, the board of directors can
be involved in management’s decisions about disclosing data breaches (Higgs et al.,
2016). The board can ask questions about IT risk management and discuss IT risk

3 Since the SEC’s (2011) disclosure guidelines needed to be enhanced (Ferraro, 2014; Young, 2013), the
SEC issued interpretive guidance on public company cybersecurity disclosures (SEC, 2018).
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issues (Vincent et al., 2019). “IT risks are the risks information technology poses to
financial reporting when IT results in poor internal controls, accounting information,
or cybersecurity” (Ashraf et al., 2020, p. 24). Cyberattacks and unauthorized data
disclosure are examples of IT risk issues (Turel et al., 2019). Cybersecurity “exceeds
the boundaries of IT and cyber risk needs to be managed with as much discipline as
financial risk” (Deloitte, 2015, p. 6).

2.2 Theoretical framework

Governance researchers present board governance as both a fiduciary and an
advisory body, respectively in its work of monitoring management’s compliance
with regulation and advising management on strategic decision making (Ben-Amar
et al., 2013; Labelle et al., 2010).

Upper echelons theory (Hambrick & Mason, 1984) models the impact of top man-
agement characteristics on organizational strategic choices.* For instance, it has been
used to examine executives’ influence on corporate financial reporting (Patelli &
Pedrini, 2015; Plockinger et al., 2016). Researchers have brought the board of direc-
tors into the upper echelon model since it is an important governing and decision-
making body (Hafsi & Turgut, 2013) and it sits on the highest level of the organi-
zation (Vairavan & Zhang, 2020) alongside the top management team. Under upper
echelons theory, knowledge and experience gained through education, function, and
other types of career backgrounds as well as “more straightforward/obvious/surface-
level” personal characteristics such as gender and age, influence upper echelons’
decisions because these traits are considered “valid proxies of their cognitive frames”
(Vairavan & Zhang, 2020, p. 1226). Board diversity in terms of education, tenure,
gender and age (Kagzi & Guha, 2018), or independence (Hafsi & Turgut, 2013) can
influence organizational outcomes by bringing various perspectives and types of
knowledge and experience to interactions with management.

Drawing on the underlying assumptions of upper echelons theory, we devel-
oped six hypotheses under the expectation that board education/career-related
characteristics and other personal traits could be associated with reporting deci-
sions such as cybersecurity disclosure. The associations under study take into
consideration the influence of the following items on this type of disclosure: IT
knowledge and experience (board IT expertise), firm-specific knowledge and
experience (board tenure), variety of knowledge and experience (board independ-
ence), gender (women directors on the board), and directors’ age (board age).

In addition, under the signaling theory lens, having a “strong board” (i.e., a
board perceived as a quality resource) positively signals to stakeholders that the
board can effectively monitor and advise management and protect stakeholders’

4 Strategic choices are “complex and of major significance to the organization.... The term “strategic
choice” ... is intended to be a fairly comprehensive term to include choices made formally and infor-
mally, indecision as well as decision” (Hambrick & Mason, 1984, pp. 194-195). With this in mind, con-
sidering the importance of the potential consequences related to cybersecurity and the many challenges
organizations face in making cybersecurity disclosure decisions, cybersecurity disclosure qualifies as a
strategic decision.

@ Springer



366 S. Héroux, A. Fortin
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Fig.1 The theoretical model

interests (Bear et al., 2010). Further, IT expertise on the board could itself signal
that the board has the capability to exercise IT risk oversight (Higgs et al., 2016).
If the board has an IT committee, it “should include at least one IT expert with
profound knowledge of the business needs” (Caluwe & De Haes, 2019, p. 6191).
It follows that a committee responsible for cybersecurity on the board of directors
would also send stakeholders a positive signal that the board is prepared to address
cybersecurity issues, including disclosure. Board members on this committee
would be considered valuable resources who can advise management with respect
to the extent of the firm’s cybersecurity disclosure, including information such
as actual cybersecurity incidents and their impacts, cybersecurity risk mitigation,
and responsibility for cybersecurity strategy.

The six hypotheses under study are illustrated in Fig. 1 and are developed in the
next paragraphs.
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2.3 Board IT expertise

Board IT expertise in terms of education, experience, and training enables the
board to better advise and oversee management in terms of IT risk management
(Vincent et al., 2019). Board members with IT knowledge or experience are more
aware of IT’s role and more involved in IT-related oversight and strategic decision
making (Jewer & McKay, 2012; Yayla & Hu, 2014). In that spirit, firms that have
experienced data breaches and other IT-related operational failures have increased
their board’s IT expertise/competency (Benaroch & Chernobai, 2017).

In discussions about cybersecurity, audit committee members with IT expertise
carry more weight than other members (Ashraf et al., 2020). Their cybersecurity
knowledge and experience enable them to ask management pointed questions with
respect to actual or potential cybersecurity concerns and better understand the
scope and importance of data breaches (Ashraf et al., 2020). As a result, the audit
committee can “better oversee management and ... advise on cybersecurity risks
related to financial reporting” (Ashraf et al., 2020, p. 27).

Overall, members’ IT expertise helps boards be more effective in IT-related finan-
cial reporting decisions by enhancing their understanding of the impact of IT risks
on financial reporting, the scope and importance of data breaches, and stakeholders’
cybersecurity information needs. This “specialized” IT-related knowledge and expe-
rience is an asset when it comes to deciding what information to disclose and using
the proper terms when doing so. We therefore expect that greater IT expertise on
boards will lead management to disclose more cybersecurity-related information.

H1 Board IT expertise is positively associated with extent of cybersecurity
disclosure.

2.4 Board tenure

Board tenure refers to directors’ firm-specific knowledge and experience (Hafsi
& Turgut, 2013). As board members’ tenure increases over time, board members
become more familiar with the firm (Barroso et al., 2011) and its strategic issues
(Kesner, 1988). However, longer board tenure can have negative impacts (Baran
& Forst, 2015). Longer-tenured board members are more likely to become friends
with management, at the expense of shareholder interests (Vafeas, 2003). They are
less effective in monitoring (Baran & Forst, 2015) and supervising management
(Barroso et al., 2011). They “may be shy to introduce controversy in the decision-
making process” (Hafsi & Turgut, 2013, p. 474) and may resist strategic change
(Golden & Zajac, 2001). Prior studies suggest that “extended tenure of board
members ... can result in trenching behind existing practices and procedures, with
directors distancing themselves from new ideas” (Barroso et al., 2011, p. 356).

In the context of our study, it is reasonable to characterize cybersecurity issues
such as disclosure as a new challenge for boards of directors and management.
Regulators have only recently provided cybersecurity disclosure guidelines (e.g.,
CSA, 2016, 2017a, 2017b; SEC, 2018), and practices in that matter are still evolving.

@ Springer



368 S. Héroux, A. Fortin

The cybersecurity oversight function would benefit from boards of directors being
in a position to deal with turbulent situations such as data breaches. In light of the
assumptions of upper echelons theory, some people may assume that longer-tenured
boards would be reluctant to increase the extent of the organization’s disclosure of
cybersecurity matters and their members might not be willing to bring new ideas
to management with respect to this disclosure due to a desire to hold onto existing
financial reporting practices. However, others can argue that longer-tenured board
members have greater knowledge and experience regarding the firm’s specific cyber
risks. This can incline them to encourage the disclosure of additional cybersecurity-
related information such as the organization’s actions to face the new challenges.
The above discussion leads to the following hypothesis:

H2 Board tenure is associated with extent of cybersecurity disclosure.

2.5 Board independence

According to Westpal and Fredrickson (2001), “board members tend to use their
personal experience as a reference point or a benchmark when monitoring decisions
and behaviors of top management” (Yoo & Kim, 2012, p. 147). Organizations
with independent boards can benefit from a variety of learning experiences and
knowledge gained by board members in other industries or businesses, as they have
a large proportion of external members or non-executive directors (Yoo & Kim,
2012). In terms of IT governance activities, Jewer and McKay (2012) found that
having more insiders on the board of directors was associated with less board-level
IT governance, regardless of the defensive or offensive role of IT in the organization
(Nolan & McFarlan, 2005). If an organization implements an IT oversight or
similar committee at the board level, “independent directors are considered to be
appropriate members” for increasing board engagement in IT governance (Caluwe
& De Haes, 2019, p. 6191). Further, more independent boards are associated with
disclosure of material information on sustainability activities (Bing & Amran, 2017)
and level of corporate social reporting (Barako & Brown, 2008).

In light of the above and in the context of our study, more independent boards
may bring different perspectives that allow them to consider the information needs
of multiple stakeholders and be more active in monitoring and advising manage-
ment with respect to cybersecurity disclosures. Boards with more outsiders (hence,
fewer insiders) could be more involved in IT governance, including cybersecurity
governance. Just as in the field of sustainability reporting, the materiality concept is
relevant in determining the extent of cybersecurity-related information to disclose
(Ferraro, 2014; Young, 2013). Thus, similar to Bing and Amran’s (2017) proposi-
tion, more independent boards may influence cybersecurity disclosure by helping
management define what different stakeholders consider to be material information,
such as in the case of cyberattacks.
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Overall, more independent boards could lead organizations to disclose more
cybersecurity-related information to take into consideration all stakeholder infor-
mation needs. This leads to H3:

H3 Board independence is positively associated with extent of cybersecurity
disclosure.

2.6 Women directors on the board

Women are more risk and inequality averse and more sensitive to the context than
their men counterparts are (Croson & Gneezy, 2009). These risk and social pref-
erences have implications for women’s behavior and decision-making process.
For instance, women directors raise a wider variety of issues and assess a broader
range of outcomes (Bear et al., 2010; Nielsen & Huse, 2010). Given their deeper
involvement in corporate social responsibility activities (Williams, 2003), women
directors tend to have a greater sense of responsibility toward stakeholders (Baal-
ouch et al., 2019). Their higher sensitivity can affect a corporation’s transparency
(Larkin et al., 2013). For instance, women directors could bring about “better dis-
closure of material information in sustainability reporting” (Bing & Amran, 2017,
p. 104). They could lead to a higher level of corporate social responsibility infor-
mation (Barako & Brown, 2008). Nursimloo et al. (2020) mention a number of
prior studies showing that board gender diversity is associated with increased dis-
closure on that topic. Further, Bravo (2018) showed that board gender diversity is
positively associated with voluntary risk disclosure in annual reports, suggesting
that the presence of women is significant for this disclosure.

In the same spirit, we argue that cybersecurity disclosure has a corporate social
responsibility dimension, since cyberattacks or cyber incidents can affect a vari-
ety of stakeholder interests. For instance, sensitive personal information pertain-
ing to clients or employees can be used for fraudulent purposes when an organi-
zation suffers a data breach. Payments to suppliers and lenders can be delayed,
interrupted, or even cancelled when funds are misappropriated by hackers. With
their heightened awareness of stakeholders’ interests, women directors could
expose the board and managers to other perspectives when the time comes to
decide the extent of cybersecurity-related disclosure. The perspective of women
is also expected to help with oversight of managerial decisions regarding cyber-
security matters. For instance, women directors’ greater aversion to risk could
lead to more discussions with the board and management about cybersecurity risk
factors, cybersecurity risk mitigation tools, and increased disclosure of this infor-
mation. In that spirit, Radu and Smaili (2021) found that gender diversity is posi-
tively associated with the presence and number of paragraphs/words in the annual
report related to cybersecurity disclosure.

Overall, having women directors on their board could lead organizations to
disclose more cybersecurity-related information. With this in mind, we expect
the following:
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H4 Having women directors on the board is positively associated with extent of
cybersecurity disclosure.

2.7 Board age

Under upper echelons theory, tenure, gender, and age are different constructs.
Younger executives are expected to be more open to new ideas, less risk
averse, and less inclined to keep the status quo (Hambrick & Mason, 1984).
“In summary, empirical studies on the effects of managerial age are generally
consistent in that they find that younger [executives] are more likely to undertake
risky activities” (Liu & Ji, 2022, p. 5). For instance, the age of executives has
been found to be negatively associated with voluntary corporate financial
disclosure (Bamber et al., 2010) and the extent of information technology
adoption (Chuang et al., 2009).

One the one hand, “studies on gender are similar to studies on age in that they
focus on the differences in risk attitudes” (Liu & Ji, 2022, pp. 6-7). In that spirit,
Bravo (2018, p. 110) suggests that “[t]he demand for information on risks has
become especially significant for stakeholders in recent years, and precisely, it is
younger directors who are expected to be more sensitive to stakeholders”. With
this in mind, similar to women who are sensitive to stakeholders’ information
needs, younger directors could be more inclined than older ones to argue for
more cybersecurity disclosure. On the other hand, board age could also be a
proxy for experience (Kagzi & Guha, 2018), as suggested by Johnson et al.
(2013). As a result, “[t]here are conflicting arguments regarding the behavior of
executives at different ages” (Liu & Ji, 2022, p. 5). In short, younger executives
might be willing to take risks but might also be concerned about doing so, which
may lead them to follow older executives’ behavior given the latter’s more
extensive experience.

In the context of this study, since cybersecurity is a critical risk issue for
organizations, disclosing more cybersecurity-related information is important
for financial regulators, financial analysts, shareholders, and other stakeholders.
In light of the above, to better inform stakeholders, younger directors may
be willing and prepared to disclose more cybersecurity-related information
as they may be quite attuned to the cyber world and its challenges. However,
some could argue that younger directors could prefer to rely on longer-tenured
board members’ firm-specific experience. As presented in the development of
H2, arguments can be made with respect to these board members favoring either
more or less cybersecurity disclosure. This is reflected in HS:

H5 Director age is associated with extent of cybersecurity disclosure.
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2.8 Committee responsible for cybersecurity on the board of directors

Cyber-risk oversight has traditionally been assigned to the audit committee (NACD,
2017). A review of the 2016 proxies of S&P 100 companies revealed that 27%
of these companies disclosed the audit committee’s responsibilities regarding
cybersecurity risk oversight (Hitchcock et al., 2017). As this responsibility is in
addition to responsibilities related to financial reporting and disclosure in a broad
sense, members of the audit committee could ask management questions about
how cybersecurity risks are disclosed (Deloitte, 2015). However, the committee’s
involvement with respect to cybersecurity differs significantly by industry and
business (Deloitte, 2015). Further, this oversight role “is not widespread, even
among the largest firms” as only 104 out of a sample of 189 companies (55%)
from among the 300 firms on the 2018 Fortune 500 “include ITG roles in the audit
committee charter” (Lankton et al., 2020, p. 22).

Some firms have a risk committee separate from the audit committee. Specifically,
firms “for which technology forms the backbone of their business often have a
dedicated cyber risk committee that focuses exclusively on cybersecurity” (Deloitte,
2015, p. 6). Companies may also form a board-level technology committee to signal
to stakeholders that the upper echelon considers IT to be a strategic tool (Turel
et al., 2019) or that oversight of breach risks is a board priority (Higgs et al., 2016).
These firms are more committed to cybersecurity and more inclined to react after a
cybersecurity breach (Lankton et al., 2020). Indeed, “firms’ responses to the SEC’s
act of ‘encouraging’ disclosure [about cybersecurity risks and cyber incidents] can
be considered a form of regulatory compliance. Therefore, establishing a separate
technology committee could improve governance by increasing the likelihood of
disclosure (i.e., reporting breaches), and helping to signal credibility in other ways
such as preventing and identifying breaches” (Higgs et al., 2016, p. 80).

Overall, prior studies show that boards of directors are involved in cybersecurity
oversight to various degrees. The board as a whole or a specific board-level
committee (e.g., the audit committee, or a specific risk or technology committee)
may advise managers and monitor their cybersecurity decisions, including
cybersecurity disclosures. It is reasonable to assume that having a board of directors
committee specifically responsible for cybersecurity matters will lead a firm to
disclose more cybersecurity-related information to keep stakeholders well-informed.
This discussion leads to H6:

H6 The presence of a committee responsible for cybersecurity on the board of direc-
tors is positively associated with extent of cybersecurity disclosure.

3 Methods
3.1 Research design

In prior research, cybersecurity disclosure has been measured by either its presence
(binary variable) or the number of paragraphs or words related to cybersecurity
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disclosure (e.g., Li et al.,, 2018; Radu & Smaili, 2021). This means that the
actual content of the disclosures has received little attention and the construct
“cybersecurity disclosure” has yet to be refined. We thus propose testing the
associations between the extent of cybersecurity disclosure measured on the basis
of its content and the independent variables of our six hypotheses, which we
developed using a multi-theoretical lens. In terms of Edmondson and McManus’
(2007, p. 1158) archetypes of methodological fit in field research, this study is at
the intermediate theory stage as it “presents provisional explanations of phenomena

. introducing a new construct [or measure, p. 1160] and proposing relationships
between it and established constructs”. Such studies can include “initial tests of
hypotheses enabled by prior theory” (Edmondson & McManus, 2007, p. 1165),
which the current research also does. Both qualitative and quantitative data can be
collected to answer the research question, and standard statistical analyses can be
used to analyze the quantitative data. In this study, a qualitative analysis of financial
regulators’ guidelines was conducted to obtain cybersecurity disclosure items and
categories and was followed by a content analysis of companies’ financial regulatory
filings to generate quantitative data for hypothesis testing. To test the association
between the extent of cybersecurity disclosure and the various board of directors’
characteristics presented in the six hypotheses, we use multiple regressions
examining “the relationship between a single dependent variable and a set of
independent variables” (Hair et al., 1998, p. 159).

The multiple regressions used are Tobit regressions. These regressions are
appropriate when the range of the dependent variable is constrained, such as when
several observations are at zero (Amemiya, 1984). This feature destroys the linearity
assumption and makes use of the least squares method inappropriate (Amemiya,
1984). As each dependent variable in this study takes the value of O in a number of
instances (18 for total disclosure score up to 199 for actual cybersecurity incidents,
not tabulated), we use Tobit regressions left-censored at 0. To control for the
presence of any heteroscedasticity, we use heteroscedasticity-robust standard errors.

The determination of whether hypotheses are supported is based on the
significance of the regression coefficients on the independent variables. Regressions
are performed for each dependent variable expressing the extent of cybersecurity
disclosure (see Sect. 3.4).

3.2 Context and sample data

The study uses Canada as its context and examines the association between various
board of directors’ characteristics and extent of cybersecurity disclosure. The
sample consists of the 250 largest companies that were operating on the Canadian
financial market on May 3, 2018, retrieved from the S&P/TSX Composite Index of
the Toronto Stock Exchange (TSX). This index covers approximately 95% of the
Canadian equities market.’

5 https://money.tmx.com/en/quote/"TSX.
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Table 1 Sample companies’

industrial sector membership Industrial sector Frequency Percentage

Financial services 26 10.4

Energy 48 19.2

Industrials 22 8.8

Basic materials 55 22.0

Communication services and 19 7.6
technology

Consumer cyclical and 41 16.4
defensive and health care

Utilities 13 52

Real estate 26 10.4

Total 250 100.0

Toward the end of 2016, the Canadian Security Administrators (CSA) issued a
staff notice on cybersecurity indicating that “many issuers either did not have any
disclosure or only had non-entity specific, boilerplate disclosure” (CSA, 2016, p. 3).
In early 2017, it thus issued CSA Multilateral Staff Notice 51-347 (2017b) to provide
guidance on cybersecurity disclosure. Based on the CSA’s review of the cybersecu-
rity disclosure of its registrants on the S&P/TSX Composite Index in 2016, the staff
notice indicated that disclosure was low for some categories of information (e.g.,
responsibility for cybersecurity strategy and actual cybersecurity incidents). Cyber-
security disclosure was therefore still a fledgling practice in Canada at the start of
this study, which covers the financial regulatory filings for financial periods mainly
ending in 2017 or early 2018.

The large number of companies in the S&P/TSX Composite Index enables the
use of statistical analyses. In addition, by considering the entire index, we avoided
selection bias. Data on the firms’ industrial sector membership were collected from
the company description presented on the TSX Website (see Table 1).

3.3 Variables and their measurement

Table 2 presents the regression variables, the abbreviations used in the models, and
measurements. Measurement of the dependent variable is further explained in the
following sub-section. Figure 2 presents the steps from data collection to analysis
that are further detailed in Sects. 3.3 and 3.4.

3.3.1 Dependent variable—cybersecurity disclosure

We developed an initial scoring grid comprised of 38 items, or codes. We selected
the items of interest from two financial regulators’ guidelines, CSA Multilateral
Staff Notice 51-347 (2017b) and the SEC’s Commission Statement and Guidance
on Public Company Cybersecurity Disclosures (2018). Both documents contain the
same requirements and constituted up-to-date guidance on the topic at the start of
coding in May 2018. Hence, sample firms were expected to follow these guidelines,
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Identify items (codes) for content analysis

l

Obtain the most recent financial regulatory filings for
companies in the S&P/TSX Composite Index at the start
of data collection in May 2018

Analyze the content of the documents (AIF, annual
MD&A, and proxy circular) to obtain the dependent
variables

Measure independent and control variables as per Table
2
Compile descriptive statistics for all variables and
prepare Tables 1 and 3 to 6

Identify appropriate multiple regression type and
perform regressions presented in Table 7

Fig.2 Steps from data collection to analysis

as they represented best disclosure practices at the time. We thus compare actual
practice to these best disclosure practices.

The two documents mentioned above indicate various items or types of items that
companies are encouraged to disclose. In addition, CSA Multilateral Staff Notice
51-347 (2017b) groups the various items mentioned into categories: disclosure
of cybersecurity risk, potential impacts of a cybersecurity incident, governance
(i.e., responsibility for cybersecurity strategy), cybersecurity risk mitigation,
and cybersecurity incident disclosure.® We used these categories but divided the
cybersecurity incident disclosure category in two, i.e., potential and actual incidents.
In three categories (cybersecurity risk, potential impacts of a cybersecurity incident,

% Ttems similar to those in CSA (2017b) are covered in SEC (2018) but are organized differently.
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and cybersecurity risk mitigation), we had an item for “other” category-related
information that companies might disclose in addition to the items identified in the
two regulatory documents. We also created a category for other cybersecurity items
disclosed that did not fit in the above six categories. The scoring grid thus has seven
categories. We analyze the extent of total cybersecurity disclosure and of each of the
categories representing different aspects of cybersecurity-related information.

To assess the extent of cybersecurity disclosure, we analyzed the content of
the firms’ most recent Annual Information Form (AIF), annual Management’s
Discussion and Analysis (MD&A), and proxy circular (i.e., management information
circular) that were publicly available at the start of data collection in May 2018.”
These documents were obtained from the Canadian repository of filings for listed
firms (www.sedar.com).

A research assistant with an undergraduate degree and a graduate diploma in
accounting performed the coding under the authors’ close supervision and guidance.
She helped develop the scoring grid and was abreast of all the types of items men-
tioned in the two regulatory documents that served as a basis for the identification
of the items. At the start of the coding, one of the authors coded some companies
and discussed the few discrepancies uncovered with the research assistant to ensure
a common understanding of the items’ content for the remainder of the content anal-
ysis. During the coding, frequent discussions between the authors and the research
assistant ensured that any uncertainties regarding the items’ interpretation in relation
to the text being coded were clarified; in addition, one author performed spot checks.
To locate the information on cybersecurity in the three documents mentioned above,
the assistant used key words such as cyber, breach, attack, threat, surveillance, theft,
hacking, electronic, technology, and network. She then read the texts to uncover any
mention of the items (or codes) listed on the grid and any new items related to cyber-
security. The authors approved the emerging items found by the research assistant
and classified them as “other” items at first. Hence, these items were counted in the
total disclosure score of each company. It subsequently seemed appropriate to present
statistics for frequently encountered “other” items. The authors found that more than
5% of the sample companies mentioned two items, financial fraud/theft of funds and
board IT expertise. The frequency of these items is presented separately in Table 3
and analyzed in the results section. Hence, the final scoring grid has 40 items, includ-
ing, in three categories, an “other” item that contains miscellaneous information
mentioned only by a small number of companies.

Using excerpts from firms’ documents, the “Appendix” provides examples of the
coding of some items in the different categories of the scoring grid. Each item was

7 “An AIF provides material information about a company ... [and] its operations, prospects, risks and
other factors that impact its business”. “Financial statements must be accompanied by the MD&A ..., a
narrative explanation, through the eyes of management, of how a company performed during the period
covered by the financial statements, and of the company’s financial condition and future prospects”. “A
proxy is a method by which a shareholder appoints a person or company to act on the shareholders’
behalf at a shareholder meeting.... When a company solicits proxies, it must also prepare an information
circular ... [which] includes information on how to exercise a proxy and provides details of the matters
to be voted on at the shareholder meeting”. https://www.osc.ca/en/industry/companies/continuous-discl
osure.
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measured as a binary variable whereby a value of 1 represents the existence of this
disclosure element. For the three “other” items, each different piece of information
pertaining to a company was coded 1. We computed total and category disclosure
scores for each company by counting each item/piece of information only once even
if it appeared in more than one document from among the AIF, annual MD&A, or
proxy circular.

3.3.2 Independent and control variables

The independent variables in the regression model are selected based on the six
hypotheses tested, namely, board IT expertise (B_ITEXP), board tenure (B_TEN),
board independence (B_INDEP), women directors on the board (B_WOM), board
members’ age (B_AGE), and a committee responsible for cybersecurity on the
board of directors (B_CYBERCOM).

Control variables include firm size (FIRMSIZE), profitability (ROA), leverage
(LEV), and market-to-book (MTB). Larger firms tend to disclose more on
information security activities than smaller firms do (Gordon et al., 2006). Amir
et al. (2018) argue, but fail to demonstrate, that profitability influences the disclosure
of negative information such as cyberattacks. In Radu and Smaili (2021), firm
size and return on assets are positively related to level of cybersecurity disclosure.
Higher-leveraged firms and firms with growth opportunities provide more disclosure
to reduce information asymmetry (Ben-Amar et al., 2017; Bravo, 2018). Industrial
sector (INDUSTRY) is also controlled for, as Gordon et al. (2006) showed that
industry membership has an impact on the extent of disclosure of information
security activities.

Measurement of the independent and control variables is presented in Table 2.

3.4 Regression models

To test the hypotheses, the following regression model is used for total disclosure
score and each of the seven category scores.

CYBERSECDISC =, + f,B_ITEXP + ,B_TEN + p;B_INDEP + f,B_WOM
+ psB_AGE + sB_CYBERCOM + B,FIRMSIZE
+ PgROA + BoLEV + B,MTB + INDUSTRY + &,

where CYBERSECDISC is the generic dependent variable name for extent of
cybersecurity disclosure. It is broken down into eight dependent variables, i.e., one
for total disclosure score (TDISC) and one for each of the seven disclosure categories
representing different aspects of cybersecurity-related information, as follows:
cybersecurity risk (CYBERRISK); potential impacts (POTIMP); responsibility
for cybersecurity strategy (RESPSTRAT); risk mitigation (RISKMIT); potential
cybersecurity incidents (POTINC); actual cybersecurity incidents (ACTINC); and
other cybersecurity items disclosed (OTHERDISC).
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4 Results
4.1 Descriptive statistics
4.1.1 Cybersecurity disclosure

Table 3 presents the number of companies that disclose the 40 scoring grid
items in one or more of the AIF, annual MD&A, and proxy circular. Each item
is counted only once per company. Within each disclosure category, the items are
presented in descending order by number of companies that disclosed the item,
except for the “other” item.

The following observations on different aspects of cybersecurity disclosure can
be inferred from Table 3. The vast majority of companies (209, 83.6%) present
only a general description of cybersecurity risk in the risk factor section of their
documents. The five potential impacts of a cybersecurity incident mentioned by
more than half of the companies are: disruption of activity/operational delays;
reputational harm; compromising of confidential data; litigation, fines, and
liability; and corruption or destruction of data. Surprisingly, less than half of
the companies (114, 45.6%) indicate the party responsible for cybersecurity
strategy. In terms of cybersecurity risk mitigation, control of unauthorized
access is the most frequently mentioned item (184, 73.6%). The majority of
companies indicate that their cybersecurity mechanisms might not be sufficient
to prevent cybersecurity incidents (145, 58%). More than half of the companies
mention potential cybersecurity incidents (136, 54.4%) but few refer to actual
cybersecurity incidents (51, 20.4%), not even to indicate that they do not
experience attacks (only six companies do so, not tabulated). In terms of other
cybersecurity items disclosed, 52 companies (20.8%) refer to legislation that they
are obligated to follow.

Table 4 presents the mean total disclosure score and cybersecurity information
category scores by industrial sector. The mean total disclosure score is rather low
(mean=11.58 vs. a possible maximum score of 40) while the maximum score is
28 (not tabulated). In terms of disclosure categories, the mean of POTINC (0.90)
represents 45% of the number of items (2) while the mean of ACTINC (0.40)
has the lowest proportion, 13.3%, of its items (3). RISKMIT’s mean (2.80) also
represents a low percentage, 21.5%, of the 13 items in the category. The extent of
cybersecurity disclosure differs by industrial sector for TDISC and varies among
all categories except for POTIMP (not tabulated).

4.1.2 Independent and control variables
Descriptive statistics for independent and control variables are presented in
Table 5, while Table 6 shows a correlation matrix. On average, 14% of board

members have IT expertise (B_ITEXP), board members have been on the board
for seven and a half years (B_TEN), 77% of board members are independent
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(B_INDEP), women directors represent 20% of board members (B_WOM), the
mean board member age is 61.88 years (B_AGE), and 36% of the companies
have a committee responsible for cybersecurity on the board of directors (B_
CYBERCOM). The average firm size as measured by the natural logarithm of
total assets is 8.63. Average return on assets, leverage, and market-to-book are
respectively 5.63%, 51.62%, and 3.26. All independent and control variables
except for B_TEN, B_AGE, ROA, and MTB are correlated with TDISC (highest
correlation=0.335 with B_CYBERCOM). B_ITEXP, B_INDEP, B_WOM,
and B_CYBERCOM are correlated among themselves, with 0.236 (between
B_ITEXP and B_WOM) being the highest such correlation. B_AGE is highly
correlated with B_TEN (0.413) and less with B_INDEP (0.140). Variables are
generally correlated with firm size and LEV, but not with ROA and MTB. The
highest correlation (0.567) is between FIRMSIZE and LEV. The modest size of
the correlations among variables suggests that multicollinearity is not a problem
in this study. In fact, the highest variance inflation factor is 2.74.

4.2 Regression results
4.2.1 Main results

Table 7 presents the results of the Tobit regressions used to test the hypotheses
regarding the association between board-level characteristics and extent of overall
and individual aspects of cybersecurity disclosure.

Results show that Board IT expertise (B_ITEXP) (H1) is positively associated
with RISKMIT and ACTINC. Contrary to expectations, it is negatively associated
with POTIMP. Hence, the hypothesis is supported for two aspects of cybersecurity
disclosure.

Board tenure (B_TEN) (H2) is negatively associated with disclosure about
cybersecurity incidents, i.e., POTINC and ACTINC. The hypothesis is supported for
two aspects of cybersecurity disclosure.

Board independence (B_INDEP) (H3) is positively associated with RESPSTRAT
and RISKMIT. The hypothesis is thus supported for two aspects of cybersecurity
disclosure.

Women directors on the board (B_WOM) (H4) is positively associated only
with RISKMIT. The hypothesis is thus supported for one aspect of cybersecurity
disclosure.

Board age (B_AGE) (HS5) is not associated with any dependent variable. The
hypothesis is thus not supported.

Total disclosure (TDISC) and almost all categories of cybersecurity disclosure
except for POTINC are associated positively with a committee responsible for cyber-
security on the board of directors (B_CYBERCOM) (H6). The hypothesis is sup-
ported for total disclosure and for all aspects of cybersecurity disclosure except one.

Overall, the predicted relationships between the independent variables and extent
of cybersecurity disclosure were all significant (p<0.10 or better) for total disclo-
sure score or the score of one or more disclosure category, except for board age. We
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can conclude that all hypotheses but one are supported depending on the specific
aspect of cybersecurity disclosure considered.

In terms of the control variables, large firms (FIRMSIZE) tend to disclose more
in some categories, i.e., RESPSTRAT and OTHERDISC. Profitability (ROA)
is associated with total disclosure (TDISC) and all disclosure categories except
RISKMIT. Leverage (LEV) and market-to-book (MTB) are positively associated
only with some of the disclosure categories, namely, LEV with TDISC and
CYBERRISK, and MTB with RISKMIT, POTINC, and OTHERDISC.

4.2.2 Additional analyses

The results from the main analyses indicate that a committee responsible for cyber-
security on the board of directors is important for total cybersecurity disclosure and
almost all of its aspects. These results lead to the investigation of whether board and
company characteristics and board attributes associated with cybersecurity disclosure
differ between companies that have such a committee and those that do not.

Table 8 shows that companies with a committee responsible for cybersecurity on
the board of directors have a greater percentage of board members with IT expertise,
independent directors, women directors, and older board members. These compa-
nies are also larger and more leveraged.

Table 9 presents board attributes significantly associated (p <0.10 or less) with the
cybersecurity disclosure of companies with a committee responsible for cybersecu-
rity on the board of directors (Panel A) and of those without this committee (Panel
B).® Results presented in Panel A show that when companies have this board com-
mittee, board IT expertise influences positively the disclosure of actual cybersecu-
rity incidents (ACTINC). Board tenure has a negative association with total disclo-
sure (TDISC) as well as some aspects of disclosure (CYBERRISK, RESPSTRAT,
RISKMIT, and POTINC). Board independence is negatively associated with total
disclosure (TDISC) and disclosure about cybersecurity incidents (POTINC and
ACTINC). Women directors seem to positively influence disclosure about cyber risks
(CYBERRISK) and other disclosures (OTHERDISC) but negatively influence dis-
closure of actual incidents (ACTINC). Board age is negatively associated with disclo-
sure of responsibility for cybersecurity strategy (RESPSTRAT) and other disclosures
(OTHERDISC). In summary, while a committee responsible for cybersecurity on
the board of directors positively affects total cybersecurity disclosure and most of its
aspects, another board attribute stands out, i.e., board tenure, which conversely shows
a negative association with total cybersecurity disclosure and some of its aspects. In
addition, board independence influences negatively three aspects.

When companies have no committee responsible for cybersecurity on the board
of directors (Table 9, Panel B), board IT expertise affects positively the disclosure
of cybersecurity risk mitigation measures (RISKMIT). Board tenure has a negative
association with disclosure about actual cyber-incidents (ACTINC). Board inde-
pendence is positively associated with total disclosure (TDISC) and five aspects
of disclosure (POTIMP, RISKMIT, POTINC, ACTINC, OTHERDISC). Women

8 For readability, Table 9 does not present the full regression results for each dependent variable.
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388 S. Héroux, A. Fortin

Table 8 Descriptive statistics for independent and control variables for companies with and without a
committee responsible for cybersecurity on the board of directors

Variables Companies with B_ Companies without B_ F p?
CYBERCOM (Std dev.) CYBERCOM (Std dev.)
N=89 N=161
B_ITEXP 17.94% (21.14%) 12.20% (18.23%) 5.049 0.026
B_TEN (years) 7.60 (3.79) 7.45 (3.44) 0.100 0.752
B_INDEP 80.15% (14.19%) 75.63% (13.94%) 5.951 0.015
B_WOM 22.47% (10.89%) 18.66% (11.83%) 6.286 0.013
B_AGE (years) 62.50 (3.12) 61.54 (3.79) 4.110 0.044
FIRMSIZE 9.27 (1.87) 8.27 (1.51) 20.733 0.000
ROA 3.42% (4.93%) 6.85% (33.59%) 0.916 0.339
LEV 57.67% (22.15%) 48.28% (22.58%) 10.039 0.002
MTB 2.17 (1.71) 3.86 (14.37) 1.219 0.271

#Significant differences are in bold (two-tailed tests)

directors foster increased disclosure about cybersecurity risk mitigation meas-
ures (RISKMIT), and board age is not associated with cybersecurity disclosure. In
summary, when there is no committee responsible for cybersecurity on the board
of directors, board independence is the characteristic that stands out since it posi-
tively affects total cybersecurity disclosure and most of its aspects. Further, disclo-
sure about risk mitigation measures is positively associated with board IT expertise,
board independence, and women directors.

It should be noted that when two groups of companies are differentiated (i.e.,
as having or not having a committee responsible for cybersecurity on the board
of directors), we obtain the same results in some instances as we did in the main
analysis, but for only one of the groups. For example, the three positive associations
with RISKMIT are significant in the main analysis and for the companies without
a committee. In such situations, the companies in the group showing significant
relationships drive the main results, although the same associations are present
in the other group without being significant. In other cases, the two groups show
associations of opposite signs, which cancel out in the main analysis, rendering
the relationship non-significant (e.g., board independence in the total disclosure
regressions). In addition, several new relationships appear when the two groups are
considered separately (e.g., board tenure in the case of companies with a committee
and board independence in the case of companies without a committee).

4.2.3 Robustness analyses
Endogeneity can occur for several reasons, including omitted variables and reverse

causation. We ran Tobit regressions with additional variables to control for a possi-
ble endogeneity problem due to omitted variables. We used “board size” (number of
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390 S. Héroux, A. Fortin

board members), as larger boards have more members who can advise management
(Songini et al., 2021), including on cybersecurity disclosure. We also used “percent-
age of executives on the board”, as management is usually responsible for preparing
cybersecurity information and thus influences its extent. According to Michelon and
Parbonetti (2012, p. 487), “CEO duality reduces overall accountability, thus making
companies less transparent”. Hence, this control variable was added to the regres-
sions. Results for our independent variables in Table 7 hold for all regressions (not
tabulated). However, in addition, B_TEN has a negative effect on RISKMIT. The
three additional control variables were not significant in any regression, except for a
marginally positive influence of “percentage of executives on the board” on RESP-
STRAT and POTINC, and CEO duality on ACTINC.

Cybersecurity disclosure has become a topic of particular interest for the Cana-
dian Securities Administrators only quite recently (CSA, 2016), and best cybersecu-
rity reporting practices were not established at the time of data collection. As shown
in this study, the level of cybersecurity disclosure is low in annual financial regula-
tory filings published in 2018 (mean=11.58 on 40 items, Table 4). Considering this
evidence and the fact that cybersecurity disclosure constitutes only a small part of
total firm disclosure, we believe that firms will not decide on their board structure
or composition based on the extent of their cybersecurity disclosure. In other words,
cybersecurity disclosure would not entail changes to board structure or composition.
Hence, endogeneity originating from reverse causation should not be an issue in this
study.

4.2.4 Sensitivity analysis

In their study on Canadian companies on the S&P/TSX60 Index, Radu and Smaili
(2021) showed that there must be three or more women directors on the board before
gender diversity can have a positive impact on cybersecurity disclosure (measured by
number of words and paragraphs). To account for the effect of this number of women
directors, we replaced B_WOM by B_WOM3+in our regression with additional
control variables. B_WOM3+equals 1 when there are three or more women on the
board (n=79), 0 otherwise (n=171). In addition to RISKMIT (=0.913, t=2.43,
p=0.008), the presence of at least three women on the board positively influences
TDISC (p=1.926, t=1.69, p=0.046), CYBERRISK ($=0.385, t=1.96, p=0.026),
and POTIMP (f=0.740, t=1.29, p=0.099) (not tabulated). Results for other inde-
pendent variables are similar to those presented in Table 7, but with the addition of a
negative effect of B_TEN on RISKMIT.

5 Discussion

The aim of this study was to examine the association between various board of direc-
tors’ characteristics and an expanded measurement of cybersecurity disclosure that
takes into account the extent of overall disclosure as well as individual disclosure
aspects. Based on upper echelons theory, we argued that board IT expertise (IT
knowledge and experience), board tenure (firm-specific knowledge and experience),
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board independence (variety of knowledge and experience), women directors on the
board (gender), and board age (age) could be potential determinants of cybersecu-
rity disclosure. Drawing upon signaling theory, we expected that having a commit-
tee responsible for cybersecurity on the board of directors could be another board-
level characteristic that could be associated with cybersecurity disclosure. The latter
was measured using a content analysis of the annual filings of S&P/TSX Composite
Index companies, using a 40-item scoring grid representing seven aspects/categories
of disclosure. The main results are discussed first. They indicate that the presence of
a committee responsible for cybersecurity on boards of directors is key to increas-
ing cybersecurity disclosure. Further, board IT expertise, board tenure, board inde-
pendence, and women directors are associated with the extent of specific aspects of
cybersecurity disclosure. Further discussion based on the results of hypothesis tests
for companies with and without such a committee provides additional interesting
insights.

Under H1, we expected that board IT expertise could positively influence the
extent of cybersecurity-related disclosure. These expectations were met by our find-
ing that boards with a greater proportion of IT experts are related to greater disclo-
sure of cybersecurity risk mitigation and actual cybersecurity incidents; however,
they are also associated with less disclosure about the potential impacts of cyber-
security incidents. Since IT expertise helps boards to oversee IT risk (Higgs et al.,
2016; Jewer & McKay, 2012; Vincent et al., 2019; Yayla & Hu, 2014), boards with
IT expertise may push management to put in place (and disclose) mechanisms to
mitigate cybersecurity risks. Further, as they can ask management relevant ques-
tions about actual incidents (Ashraf et al., 2020), they might be well-positioned to
advise management in terms of disclosing more on these incidents. As for the poten-
tial impacts of cybersecurity incidents, boards with IT expertise cognizant of the
cybersecurity risk mitigation mechanisms implemented by the organization may be
less worried about these impacts, leading them to deemphasize their disclosure. In
other words, board IT knowledge and experience are associated with providing more
information on actual cybersecurity-related events/actions (actual incidents and
risk mitigation) and less information on their anticipated consequences (potential
impacts).

Plockinger et al. (2016, p. 65) highlight that “[s]tudies of executive tenure and
financial reporting choices mostly arrive at conclusions in line with upper eche-
lons predictions”, i.e., a negative association between tenure and reporting. In the
same spirit, similar to Baran and Forst (2015), our findings related to H2 illustrate
the negative influence of longer-tenured boards, since they were found to have an
adverse effect on two specific disclosure categories, potential and actual cyber-
incidents. This may be because long-tenured board members might be resistant to
change (Golden & Zajac, 2001) and less effective in overseeing management (Bar-
roso et al., 2011). Our findings suggest that boards with greater firm-specific knowl-
edge and experience are concerned about cybersecurity incidents and may favor less
disclosure on that matter, whether the incidents have happened (actual incidents) or
could happen (potential incidents). These boards are also less eager to provide infor-
mation on cybersecurity risk mitigation, as revealed in our robustness and sensitivity
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analyses. Fear of the consequences of divulging trade secrets (Ettredge et al., 2018)
may underlie this attitude.

As we expected under H3, our findings indicate that board independence can posi-
tively affect extent of cybersecurity disclosure. As independent board members are
informed by the variety of knowledge and experience that they have gained in other
businesses or industries (Yoo & Kim, 2012), more independent boards may focus on
disclosure about cybersecurity risk mitigation and responsibility for cybersecurity strat-
egy. Similar to Bing and Amran (2017), this finding suggests that independent boards
consider this information to be material to stakeholders. Since less independent boards
are associated with lower IT governance at the board of directors’ level (Jewer &
Mckay, 2012), we find that such boards are less interested in disclosing cybersecurity
risk mitigation mechanisms and responsibility for cybersecurity strategy. This finding
complements Georg’s (2017) study examining non-executive boards’ tasks respecting
information security. Overall, results from this study suggest that boards with a vari-
ety of knowledge and experience gained in different organizations seem to focus on
the individual aspects of cybersecurity disclosure that are expected to be addressed by
every firm (responsibility for cybersecurity strategy and cybersecurity risk mitigation),
encouraging management to disclose more information on these aspects.

As discussed in the development of H4, women board members influence the
extent of cybersecurity risk mitigation disclosure. This is in line with the fact that
they are more risk averse than their men counterparts (Croson & Gneezy, 2009).
Since women board members have a greater sense of social responsibility toward
stakeholders (Williams, 2003) and a propensity to advocate for firm transparency
(Larkin et al., 2013), boards with a greater proportion of women may lead man-
agement to disclose more about the mechanisms put in place to mitigate cyberse-
curity risk. In fact, as shown by our sensitivity analysis of the presence of women
board members, having at least three women on the board (as in Radu & Smaili,
2021) also influences favorably the extent of total cybersecurity disclosure and
disclosure about cybersecurity risk and potential impacts.

Contrary to our expectation in HS5, board age is not significantly associated
with cybersecurity disclosure. This is in line with studies on corporate financial
reporting “[that] did not reveal any observable age effect” (Plockinger et al., 2016,
p. 65), e.g., Ran et al. (2015). In light of Liu and Ji (2022), this finding could also
reflect the fact that there are conflicting arguments concerning the effect of board
age, discussed previously in our theoretical framework.

As expected under H6, establishing a committee responsible for cybersecu-
rity on the board of directors appears to be an effective IT governance struc-
ture (Turel et al., 2019), as it is associated with an increase in the extent of all
but one aspects of cybersecurity disclosure. This finding is in line with Higgs
et al. (2016), who suggest a positive association between a technology commit-
tee and reported breaches. Although most of the boards of larger firms have yet
to adopt cybersecurity oversight as part of their role (Lankton et al., 2020), we
nonetheless observe that this committee is a key driver of cybersecurity disclo-
sure. Its presence signals that the board is concerned about cybersecurity issues,
as Rachid (2015) mentioned, and intends to take cybersecurity risks and dis-
closures seriously. Such a committee may help management and boards better
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understand and address stakeholders’ various information needs. The committee
might also lead the organization to expand some categories of its cybersecurity
disclosure.

To complement the initial findings, we deepened our analysis by looking at
board characteristics associated with cybersecurity disclosure by firms with or
without a board committee responsible for cybersecurity. These additional findings
suggest that firms with this committee, which positively affects total cybersecurity
disclosure and most of its aspects, display another significant board attribute, i.e.,
board tenure, which is negatively associated with total cybersecurity disclosure
and four out of seven of its aspects. This suggests that greater firm-specific knowl-
edge and experience (board tenure) seems to “slow down” this committee when
the time comes to decide to increase the extent of their cybersecurity disclosure.
This is in line with upper echelons theory’s underlying assumption that longer-
tenured individuals are more committed to the status quo. In addition, board inde-
pendence, which represents board members’ variety of knowledge and experience,
dampens the committee’s role in enhancing total cybersecurity disclosure.

At firms without a board committee responsible for cybersecurity, board inde-
pendence is the characteristic that emerges and positively affects total cybersecu-
rity disclosure and five out of seven of its aspects. This result is in line with Smaili
et al.’s (2022) positive impact of board independence on the amount of cybersecu-
rity information. This suggests that the variety of knowledge and experience of more
independent boards seems to “substitute for” a committee responsible for cybersecu-
rity with respect to the role of enhancing cybersecurity disclosure, as these attributes
seem to contribute to increasing such disclosure. Further, disclosure about risk miti-
gation measures is also positively associated not only with board independence, but
also with board IT expertise and women directors. These results for risk measures
disclosure are similar to those obtained in the main analysis.

6 Conclusion

Overall, our findings provide a fair illustration of upper echelons theory by highlight-
ing that board education/career-related characteristics and other personal traits are
associated with reporting decisions such as cybersecurity disclosure. More specifi-
cally, they suggest that the influence of /7 knowledge and experience (board IT exper-
tise), firm-specific knowledge and experience (board tenure), variety of knowledge and
experience (board independence), gender (women directors on the board), and direc-
tors’ age (board age) is apparent in different aspects of cybersecurity disclosure. In
light of signaling theory, an organization signals the quality of its board of directors
by disclosing in its annual filings that it has a committee responsible for cybersecurity
on the board. In other words, this indicates that the board is a strong and valuable
resource that can monitor and advise management on cybersecurity disclosure and
lead to greater transparency with stakeholders. This is shown by the significant and
positive associations between this key driver and almost all aspects of cybersecurity
disclosure.
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6.1 Contributions

Our first motivation was to contribute to fill the literature gap on the determinants of
cybersecurity disclosure (Haapaméki & Sihvonen, 2019; Walton et al., 2021). With
this in mind, based on upper echelons and signaling theories, this study brings many
new insights to this limited literature.

First, prior research has examined the influence of a few board of directors-related
characteristics (Higgs et al., 2016; Radu & Smaili, 2021; Smaili et al., 2022) on an
individual aspect of cybersecurity disclosure or on a general measurement of this
disclosure. In this study, we examined the potential influence of six characteristics
on the extent of total and several individual aspects of cybersecurity disclosure. Our
consideration of five characteristics selected from the literature on upper echelons
theory allowed us to identify the attributes that are associated with certain aspects of
disclosure. This approach reflects reality in practice, as board members have different
individual characteristics that can impact their ability to monitor and advise manage-
ment on strategic decision making. Our results thus provide original insights regard-
ing the specific aspects of cybersecurity disclosure that attract the board of directors’
attention and affect its willingness/preparedness to influence this content. Indeed, the
findings that some aspects of cybersecurity disclosure are related to different board
characteristics suggest that a mix of board characteristics could help the board focus
on a diversity (and a greater number) of aspects of cybersecurity disclosure.

Second, our findings add to the results of upper echelons theory-based studies on
the determinants of corporate reporting because they pertain specifically to cyberse-
curity disclosure. Findings show that board of directors’ attributes such as expertise
(educational/functional background), tenure, independence, and gender matter in
varying degrees, depending on the specific aspects of the cybersecurity disclosure.
It should be noted that prior studies that examined the influence of women directors
(Radu & Smaili, 2021) and board independence Smaili et al. (2022) on cybersecu-
rity disclosure used different theoretical frameworks, i.e., stakeholder and resource
dependence theories and stakeholder theory, respectively. Further, as pointed out by
Liu and Ji (2022, p. 7) in their review of upper echelons theory, the “effects of gen-
der on disclosure have not been fully studied”.

Third, our main findings related to a committee responsible for cybersecurity (our
sixth board attribute) complement results from prior IT governance/cybersecurity
related studies on board-level committees (Lankton et al., 2020; Turel et al., 2019),
board IT expertise (Ashraf et al., 2020; Jewer & McKay, 2012; Vincent et al., 2019),
gender diversity on boards (Radu & Smaili, 2021), and board effectiveness (Smaili
et al., 2022) by providing information on board of directors’ attributes associated
with a strategic outcome, namely cybersecurity reporting. More specifically, a com-
mittee responsible for cybersecurity on the board of directors is a key IT governance
structure for increasing cybersecurity disclosure. Additional analyses indicate that
in companies without such a governance structure, board independence is the main
determinant of cybersecurity disclosure.

Lastly, measurement of cybersecurity disclosure in prior research refers to the
presence and number of words related to this disclosure (Li et al., 2018; Radu
& Smaili, 2021; Smaili et al., 2022) or specific aspects of disclosure (such as
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information security risk factors, Wang et al., 2013, or breaches reported, Higgs
et al., 2016). In contrast, and in line with our second motivation, we measure
the content of cybersecurity disclosure and quantify more than one aspect of
disclosure with a 40-item scoring grid instead of focusing only on the presence/
absence of cybersecurity-related information or the number of paragraphs/
words. In addition, similar to Radu and Smaili (2021), Smaili et al. (2022) and
Wang et al. (2013), we analyze the annual report. However, we also collect
information from two other annual documents, the annual information form and
the proxy statement. In line with the second motivation of the study, based on
this refined measurement of cybersecurity disclosure, results from this study
contribute to the cybersecurity literature as they reveal important aspects of
cybersecurity disclosure, in addition to actual cyber incidents/breaches and
general disclosure about cyber risk, which have been the main focus in prior
cybersecurity disclosure studies. For instance, we find that information on
cybersecurity risk mitigation (e.g., controls, education, data protection, and
insurance) can be enhanced by board IT expertise, board independence, and
women directors on the board. Further, more independent boards call for more
information on responsibility for cybersecurity strategy. Findings also indicate
that having a committee responsible for cybersecurity on the board of directors
leads to more cybersecurity disclosure at large.

In summary, this study contributes to filling the literature gap on the determinants
of cybersecurity disclosure, based on a theoretical framework that differs from those
used in prior studies, and on a refined measurement of cybersecurity disclosure.
It also contributes to the IT governance literature as it highlights the impact of a
having a committee responsible for cybersecurity on the board of directors, an IT
governance structure.

6.2 Practical implications

Based on a qualitative analysis of financial regulators’ guidelines conducted to
obtain cybersecurity disclosure items and categories, followed by a content analysis
of 250 companies’ financial regulatory filings, this study generates descriptive data
and quantitative data for hypothesis testing that provide original insights for firms
and their stakeholders.

More specifically, descriptive data on the number of companies that disclosed
each item, as well as category and total disclosure mean scores, provide board of
directors and management (the highest levels of company decision makers), financial
analysts, and financial regulators an overview of which cybersecurity-related
information companies disclose or fail to disclose. These descriptive data could be
used as a relevant benchmark tool by boards of directors in their oversight function
and by managers in charge of reporting seeking to identify areas of improvement
in their company’s cybersecurity disclosure. Financial analysts could be interested
in knowing who is responsible for cybersecurity strategy in companies or which
risk mitigation measures are taken, and could integrate this information in their
investment analysis process. Financial regulators could also use these descriptive
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data as a starting point for discussions with companies as part of their efforts to
enhance cybersecurity disclosure guidelines. This process could lead regulators to
adjust the guidelines they provide to organizations in that respect.

In addition, the results pertaining to board of directors’ characteristics associated
with cybersecurity disclosure are helpful for managers who are open to collaborating
with boards to improve transparency toward stakeholders. Indeed, in the turbulent
cybersecurity world, firms could benefit from adjusting their board composition
if they aim to provide more information to their stakeholders on the cybersecurity
challenges they face. Thus, the study’s results may provide firms with a basis for
adjusting their actual board composition or developing new criteria for recruiting
board members, since some board of directors’ attributes are associated with greater
transparency regarding some aspects of cybersecurity disclosure while others are
not. For instance, having more board members with IT expertise, more independent
board members, and more women on boards helps increase disclosure on the actions
that companies take to mitigate cybersecurity risk.

Further, board of directors with a committee responsible for cybersecurity could
help managers to enhance cybersecurity disclosure by focusing on that issue, rais-
ing relevant questions, and having open discussions with management on the chal-
lenges and potential impacts surrounding different aspects of cybersecurity disclo-
sure before agreeing on disclosing more information. Findings respecting board of
directors’ characteristics associated with cybersecurity disclosure could also help
financial analysts enhance their knowledge about the board’s involvement in helping
managers address cybersecurity disclosure issues. This could signal that the upper
echelons are taking cybersecurity-related matters seriously, which could influence
the analysts’ investment analysis process. Further, these findings provide financial
market participants with interesting insights in view of their need for additional
cybersecurity-related information. In that spirit, financial regulators might explore
the relevance and feasibility of asking listed companies to have a committee respon-
sible for cybersecurity on their boards of directors or to have at least one board
member with IT expertise to increase cybersecurity disclosure. For instance, in
case of a cyberattack, increasing cybersecurity disclosure might reassure individual
shareholders about the value of their investment and clients and suppliers about the
protection of their sensitive data/personal data.

6.3 Limitations and research avenues

As with any research, there are limitations. However, they could open up some
research avenues. First, this study concentrated its investigation on board of
directors’ characteristics. Since boards of directors and management are both
important governing and decision-making bodies, it would be relevant to draw on
upper echelons theory assumptions to explain the joint effects of their characteristics
on the extent of cybersecurity disclosure.

Second, given that cybersecurity disclosure depends on companies’ actual
cybersecurity risk management activities, this study reported only what companies
choose to disclose among risks they face and the measures they take. Third, the
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measurement of some independent variables, such as boards of directors with
a committee responsible for cybersecurity and board members’ IT expertise, was
based on publicly disclosed information in the company filings or the internet. The
value for these variables may understate the actual situation. To overcome these
limits, interviews or surveys could be used to determine actual cybersecurity risk
management activities and actual board structure and IT expertise, and to investigate
practical issues in that respect.

Fourth, the current investigation looked at disclosure by companies in a single
country. The study could be expanded to other areas of the world to allow for com-
parisons between countries, taking into consideration directors’ duties under the law.

Lastly, the data cover a fiscal period for each company. A sample covering several
such time periods would make it possible to examine the evolution of cybersecurity
disclosure practices and contextualize the results.

Appendix

Examples of scoring per category

Category Selected items Excerpts from coded Reference
documents
Cybersecurity risk Description specific to  Our business often CGI, MD&A, November
the company requires that our 8,2017, p. 56

clients’ applications
and information,
which may include
their proprietary
information and
personal information
they manage, be
processed and stored
on our networks

and systems, and

in data centers that
we manage. We

also process and
store proprietary
information relating
to our business, and
personal information
relating to our
members.... The
Company faces risk
inherent in protecting
the security of such
personal data
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Category

Selected items

Excerpts from coded
documents

Reference

Potential impacts of a
cybersecurity incident

Responsibility for
cybersecurity

Reputational harm

Any system failure,
cyberattack or a
breach of systems
could resultin ...
reputational harm
affecting customer
and investor
confidence....
Furthermore, media
or other reports of
perceived security
vulnerabilities of
our systems, even
if no breach has
been attempted or
had occurred, could
adversely impact our
brand and reputation

and materially impact

our business and
financial results

Financial fraud/theft of If the Corporation

funds

Responsibilities

mentioned

becomes a victim

to a cyber phishing
attack it could result
in a loss or theft of
the Corporation’s
financial resources

Through its enterprise
and operational
risk management
frameworks, the
Company makes all

managers accountable

by asking them to

confirm their sector’s

compliance with
procedures, describe
the processes in
place for ensuring
this compliance, and
confirm that policies
and procedures are
up to date. The risks
that could arise are
also assessed and
quantified, as well as
the measures taken
to manage the most
material risks

Bombardier, MD&A,
February 15, 2018,
p. 115

Advantage Oil & Gas,
AIF, March 5, 2018,
p.- 55

Industrial Alliance,
MD&A, February 15,
2018, p. 38
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Category

Selected items

Excerpts from coded
documents

Reference

Cybersecurity risk
mitigation

Insufficient mitigation

Reliance on third-party
experts

Potential cybersecurity — Nature of the incidents

incidents

Actual cybersecurity

incidents

Details on incidents

Element Fleet cannot
ensure that its current
security measures will
effectively counter
security risks, prevent
future slowdowns or
disruptions, protect
against cyber-attacks
or address the
security and privacy
concerns of existing
and potential users

Keyera also relies on
many third party
service providers
with respect to
its information
technology security
and storage of
information and data

Damage or failure
from a number of
sources, including,
but not limited to,
hacking, computer
viruses, security
breaches, natural
disasters, power loss,
vandalism, theft and
defects in design. We
may also be targets
of cyber surveillance
or a cyber attack
from cyber criminals,
industrial competitors
or government actors

In 2017, our consumers
were targeted by
criminals through
our PC Plus loyalty
program. The
intention of the
targeted attack was to
monetize the loyalty
points the consumers
had earned in stores
and points earned
using their President’s
Choice Financial
MasterCard

Element Fleet
Management, AIF,
March 28, 2018, p. 38

Keyera, AIF, February
15,2018, p. 70

Eldorado Gold
Corporation, AIF,
March 29, 2018, pp.
128-129

Loblaws, AIF, February
22,2018, p. 12
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Category Selected items Excerpts from coded Reference
documents
Other cybersecurity Legislation Among the various Hydro One, AIF, March
items disclosed regulations, NERC 29,2018, p. 32

has established a

set of currently
enforced standards
and continues to
issue new and revised
standards to ensure
that utilities and other
users, owners and
operators of the bulk
electricity system

in North America
implement and
sustain preventive,
detective and
corrective measures
to mitigate cyber

and physical security
risks to critical
infrastructure
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