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Abstract
Among all health-related issues, the rising concerns about drug resistance led to the look for alternative pharmaceutical drugs 
that are effective against both infectious and noninfectious diseases. Antimicrobial peptides (AMPs) are small molecular 
peptides that play a crucial role in the innate immunity of various organisms. They have amphiphilic structure and net 
positive charge, allowing them to interact with membranes and hydrophobic surfaces, showing strong broad-spectrum 
activity against different microorganisms, including bacteria, fungi, and viruses. They also exhibit other host-beneficial 
activities, including immunomodulation, anti-inflammatory, tissue regeneration, etc. AMPs exhibit antimicrobial activity 
through wide mechanisms of action, particularly by focusing on intracellular targets to inhibit the synthesis of nucleic acids 
and proteins. These wide ranges of mechanisms of action of AMPs have contributed to the slow development of resistance 
against microorganisms. The increasing pathogen resistance is a major global public health threat, and AMPs are constantly 
being explored and developed as another treatment for viral diseases such as HIV infection and (COVID-19). This review 
analyzes the potential of AMPs to combat antimicrobial resistance developed by several antimicrobial-resistant (AMR) 
microorganisms against existing antibiotics. This review focuses on the highlights of the sources, synthesis, mode, and 
mechanism of action, the evaluation of several benefits, and the outline of various hurdles. The review has also included the 
possible solution to the limitations associated with the clinical applications of AMPs, along with its future perspectives and 
development needed in drug discovery against AMR pathogens.
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Introduction

Living things have faced huge health challenges from the 
early Dark Age to the recent outbreak of the coronavirus 
(COVID-19) pandemic. Modern medicine’s failure to pre-
vent, cure, and treat diseases and infections was the primary 
cause of the first Dark Ages. Antibiotics became available 
as options for treatment, and that’s when the golden age was 
declared. Unfortunately, this was unable to last for very long 
because multi-drug resistant (MDR) strains started to emerge 
(Luo et al. 2022). Multidrug-resistant (MDR) and pan-drug-
resistant (PDR) bacteria have spread widely worldwide. They 

are responsible for rising morbidity and mortality rates and 
major societal costs (Friedman 2016; Rima et al. 2021). The 
inadequate frequency of new antibiotic classes being discov-
ered and the rapid growth of resistance to novel antibiotics 
highlight the need for newer therapeutic alternatives to antibi-
otics, such as lysine-based small compounds, vaccines, anti-
virulence agents, Phage treatment and antimicrobial peptides 
(Rima et al. 2021). According to the World Health Organiza-
tion, Antimicrobial resistance (AMR) is a growing worldwide 
health issue that can make it difficult to treat bacterial infec-
tions in some situations. It is one of the top 10 worldwide pub-
lic health hazards to humanity, and it is expected to kill over 10 
million people each year by 2050 (O’Neill 2016b). Initiatives 
have been made worldwide to reduce the spread of AMR. As 
a result, in 2015, a global action plan on Antimicrobial Resist-
ance (GAP) was developed to implement it. National action 
strategies are also further being developed to reduce the spread 
of AMR. Furthermore, the WHO analysis requests immediate 
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action to avert an antimicrobial resistance disaster and empha-
sizes the significant discovery and development of novel anti-
biotics. Therefore, there is a requirement for new compounds 
that are active against pathogens, particularly those that cause 
nosocomial infections and are prone to multidrug resistance. 
Several different therapies have been offered to address this 
issue, amongst these antimicrobial peptides (AMPs) being 
one of the most promising, having lived in nature for millions 
of years, and there is little or no resistance development so 
far (Yu et al. 2018). This lack of/slow development of resist-
ance against microorganisms may be related to the presence 
of several mechanisms of action of AMPs against bacteria 
as opposed to the set targets utilized by antibiotics. It makes 
them more attractive than antibiotics, which build resistance 
quickly (Rojas-Pirela et al. 2023). Furthermore, unlike other 
treatments, AMPs are less hazardous because they are bro-
ken down into amino acids. The main aim of this review is to 
determine where these AMPs stand now in controlling MDR 
bacterial infections. This review will analyze their potential 
to combat AMR, replace existing antibiotics, evaluate their 
benefits, and outline the hurdles faced by R&D.

Antimicrobial peptides, also known as AMPs, are small 
molecular peptides (usually less than 100 amino acid residues 
in length) that widely exist in nature (Moretta et al. 2021a). 
The sources of antimicrobial peptides are bacteria, fungi, 
plants, insects, amphibians, fish, birds, mammals, and the 
human body. AMPs are essential components of essentially 
all biological innate immunity and play a crucial role in 
resistance to the invasion of foreign pathogens. AMPs 
have amphiphilic structure and net positive charge. Due 
to this, there is a strong interaction with membranes and 
hydrophobic surfaces (Moretta et al. 2021a; Van Eijk et al. 
2020) showing strong broad-spectrum activity against various 
microorganisms such as bacteria, fungi, and viruses. AMPs 
have antimicrobial activity by focusing on intracellular 
targets to inhibit the synthesis of nucleic acids and proteins 
and regulate host immune responses. A major global public 
health threat is increasing Pathogen resistance. Mechanisms 
of AMPs can be a good solution to address this problem of 
the increasing resistance of pathogenic microorganisms to 
antibiotics. AMPs are constantly being explored and developed 
as another treatment for viral diseases such as HIV infection 
and coronavirus disease 2019 (COVID-19).

Advancements in Peptide Drug 
Development

Timeline

The development of modern therapeutic medications can 
be broadly divided into four historical periods: the first dark 
age, the golden age, the second dark age, and the new era 

(Fig. 1). The period before the use of modern drugs like 
antibiotics is known as the ‘‘first dark age’’. This time is also 
known as the Pre-antibiotic era; this period had extremely 
high rates of morbidity and mortality due to common bacte-
rial infections. The death penalty was due to diseases like 
pneumonia, typhoid and tuberculosis. Therefore, finding 
treatment and cure options was necessary, which was the 
main need at that time (Lewies et al. 2019; Luo et al. 2022).

The golden era. It is also known as the modern antibiotic 
era due to the discovery of antibiotics. Indeed, antibiotics 
have played astonishing roles in treating and controlling 
bacterial infectious diseases, ranging from simple to deadly 
infections. Since the discovery of penicillin by Alexander 
Fleming in 1928, antibiotics have revolutionized medicine 
and saved countless lives. The long quest from the discovery 
of penicillin by Alexander Fleming in 1928 to its clinical 
application more than a decade later provided invaluable 
lessons that have shaped the course of drug development. 
Subsequently, several important antibiotics were discovered 
and released to the market (Luo et al. 2022).

During the second dark era, also known as the post-
antibiotic era, there was an increase in the emergence of 
microbial drug resistance. Antibiotics’ remarkable golden 
period could not last forever. 1948, the pandemic known 
as penicillin-resistant Staphylococcus aureus (PRSA) was 
first reported. Methicillin was subsequently developed 
and made available in 1959 to treat PRSA infections. 
However, methicillin-resistant S. aureus (MRSA) has 
been identified. The World Health Organisation (WHO) 
identified drug-resistant microorganisms as a worldwide 
issue in 2001. Drug resistance-related mortality might be 
responsible for up to 10 million annual deaths by 2050, 
according to a recent, concerning study (O’Neill 2016a, 
b). It has been found that one of the main issues related 
to public health is microbial drug resistance (Fjell et al. 
2012). Thus, there is an immediate need for alternative 
treatment agents that are efficient against infections and 
drug-resistant strains. Remarkable advancements in science 
and technology indeed mark a new era in therapeutics. This 
includes the development of peptide drugs, recombinant 
DNA technology, personalized medicines, Gene Therapy, 
Immunotherapy, machine learning, and artificial intelligence 
(Lewies et al. 2019).

History of Antimicrobial Peptides

In 1939, Dubos discovered antimicrobial peptides (AMPs) 
by isolating an antimicrobial agent from a soil Bacillus strain 
(Fjell et al. 2012). This extract has been demonstrated to 
protect mice against pneumococcal infections (Singh et al. 
2023). The following year, after fractionating the extract, 
Hotchkiss and Dubos identified an antimicrobial peptide 
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(AMP) and named it gramicidin. Gramicidin was shown to 
be useful for the topical treatment of wounds and ulcers, 
but it showed toxicity after intraperitoneal application. (Luo 
et al. 2023a) Tyrocidine, a further AMP, was identified in 
1941 and demonstrated efficacy against Gram-positive and 
Gram-negative bacteria. (Xuan et al. 2023) it, however, 
was harmful to human blood cells. Another AMP was also 
obtained from the plant Triticumaestivum in the same year. 
Later, purothionin name was given to that AMP, and it was 
found that it is effective against some pathogenic bacteria 
and fungi. In 1956, the first animal-derived AMP defensin 
was extracted from rabbit leukocytes. The next year, 
lactoferrin from cow milk and bombinin from epithelia were 
discovered. Simultaneously, it was demonstrated that AMPs 
are present in the lysosomes of human leukocytes.

Natural AMPs are found in both prokaryotes (such as 
bacteria) and eukaryotes (such as protozoa, fungi, plants, 
insects, and animals) (Conlon & Sonnevend 2010). The 
majority of AMPs are constantly produced by certain cells, 

whereas the formation of some AMPs can be induced. Using 
the silk moth as a model organism, Hultmark and colleagues 
have shown that vaccination with Enterobacter cloacae can 
generate P9A and P9B in hemolymph (Yi et al. 2014).

Sources of Antimicrobial Peptides

A large number of AMPs with different and specific amino 
acid sequences have been isolated from multiple diversi-
fied forms of living organisms, including various microor-
ganisms, plants, and animals (Fig. 2). All these organisms 
biosynthesize AMPs for various specified purposes, mainly 
including the completion of the life cycle in viruses, com-
peting nature in different bacteria, and the host’s defensive 
nature in higher organisms (Bin Hafeez et al. 2021; Huan 
et al. 2020). The rate of biosynthesis of these AMPs depends 
on the needs of the microorganisms. In many organisms, 
most AMPs are found to be continuously biosynthesized, 

Fig. 1   Evolution of drug devel-
opment: a historical timeline
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while some AMPs’ biosynthesis is inducible, especially dur-
ing the infection (Bahar & Ren 2013).

The microbial sources of AMPs are viruses 
(bacteriophages), bacteria (Gram-positive and Gram-
negative species), and several fungal species. Bacteriophages 
are known to complete their life cycle by infecting the 
bacteria. Bacteriophages inject their genetic material within 
the bacterial cells to produce their multiple progeny virions 
during infection. After their synthesis within the bacterial 
cell, they are released by causing cell lysis (Bin Hafeez 
et al. 2021). To accomplish this, bacteriophages are found 
to biosynthesize various bacterial membrane-lytic peptides 
such as endolysins (lysins), virion-associated peptidoglycan 
hydrolases (VAPGHs), and depolymerases, which aid in 
the successful accomplishment of the viral life cycle in 
the bacterial cell (Rahman et al. 2021). Endolysins have 
been found to act on the peptidoglycan layer of bacterial 
cell walls and aid in releasing progeny virions by bacterial 
cell lysis. VAPGHs are another form of membrane-lytic 
peptides encoded by the bacteriophage DNA that aids in 
the injection of the viral genetic material within the bacterial 
cell by hydrolyzing the peptidoglycan layer, resulting in the 
lysis and pores formation in the cell wall. The bacteriophage 
depolymerases tend to degrade the polysaccharide layer of 
the bacterial cell envelope, resulting in the lysis of biofilms. 
Many of these peptides, including endolysins like lysin Lys 
AB2, Ply V12, and PK34 (Peng et al. 2017); VAPGHs like 
several glycosidases, amidases, and endopeptidases (Latka 
et al. 2017); and depolymerases like K1, K11, K21, K25, 
K30, K35, K64, K69, KN4, and KN5 have been isolated and 
utilized as an alternative or in synergism with the traditional 
antibiotics (Bin Hafeez et al. 2021; Pan et al. 2017). Many of 
these viral peptides isolated have been shown to act against 
both Gram-positive and Gram-negative types of bacteria. 

Depolymerase peptides have also been mostly utilized due to 
their potential anti-biofilm activity (Bin Hafeez et al. 2021).

Most bacterial species compete with other bacterial 
species for their food and survivability. Some bacterial 
species compete by inhibiting the growth of different 
bacterial species in their vicinity by releasing AMPs. The 
first AMP isolated from the bacteria was Nisin, which was 
found to have potent antibacterial activity against many 
Gram-positive and Gram-negative species and has been 
currently utilized as a natural preservative in many food 
industries (Gharsallaoui et  al. 2016). Various types of 
ribosomally and non-ribosomally synthesized AMPs have 
been isolated from many Gram-positive and Gram-negative 
bacterial species (Tajbakhsh et al. 2017). Bacteriocins are the 
main class of ribosomally-synthesized AMPs found in both 
bacterial species. In Gram-positive bacteria, bacteriocins 
are classified into four subclasses based on their structures: 
lantibiotics, non-lantibiotics, large-sized bacteriocins, and 
uniquely structured bacteriocins (Choi et al. 2023; Simons 
et al. 2020). Several important bacteriocins that have been 
isolated and studied in Gram-positive bacteria are nisin, 
lacticin, cytolysin, salivaricins, leucocin, enterocin, lactocin, 
plantaricin, thermophilin, acidocin, pediocin, gassericin, 
circularin, uberolysin, zoocin, lysostaphin, and heleveticin. 
In Gram-negative bacteria, bacteriocins are classified into 
colicins, colicin-like bacteriocins, microcins, and phage 
tail-like bacteriocins (Bin Hafeez et al. 2021). Bacteriocins 
found in E. coli are called colicins, and several important 
colicins that have been studied are colicin A, B, D, E1, 
E2, E3, E4, E5, E6, E7, E8, E8, M, and U (Cameron et al. 
2019). Bacteriocins are found to have similar structures and 
functions as that of colicins but are synthesized by other 
Gram-negative species, except E. coli, especially including 
P. aeruginosa (process) and some Klebsiella species 

Fig. 2   Diverse origins of anti-
microbial peptides: highlighting 
key sources
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(plebians) are called colicin-like bacteriocins (Bin Hafeez 
et  al. 2021). Bacteriocins found in Enterobacteriaceae 
species are called microcins, structurally small peptides 
with molecular weights less than 10 kDa. Several important 
microcins that have been isolated and studied are microcins 
B17, C7, D93, E492, H47, J25, L, and V (Bin Hafeez et al. 
2021). Another type of bacteriocins found in several Gram-
negative species with high molecular weight and structural 
similarity to the phage tail are phage-like bacteriocins and 
they are classified into R-type, similar to Myoviridae phage 
tails (R-pyocins) and F-type, similar to Siphoviridae phage 
tails (F-pyocins) (Bhattacharjee et al. 2022; Scholl 2017). 
Polymyxins and tridecaptins are important classes of non-
ribosomal AMPs. Several important polymyxins that have 
been isolated and studied are polymyxins A, B, C, D, E, 
F, M, P, S, and T. Among them, polymyxins B and E have 
been commercialized and extensively utilized clinically 
against various multidrug-resistant Gram-negative species, 
including Enterobacteriaceae species, A. baumannii, P. 
aeruginosa, and S. maltophilia (Trimble et al. 2016; Velkov 
et al. 2019). Tridecaptins are another class of linear, non-
ribosomally synthesized AMPs found in Paenibacillus 
species. Several important tridecaptins subclass that have 
been studied are tridecaptins A, B, C, G, and M (Ballantine 
et  al. 2019; Bann et  al. 2021). Fungal defensins are an 
important class of AMPs found in fungal species that play 
an important role in the fungal innate immune defense 
system. Plectasin was the first fungal defensin isolated 
from Pseudoplectania nigrella that has shown a potent 
antimicrobial activity against various Gram-positive 
bacterial species (Bin Hafeez et al. 2021). Other important 
fungal defensins that have been isolated and studied for their 
antimicrobial activity include triintsin from Trichophyton 
interdigitale (Shen et al. 2018), copsin from Coprinopsis 
cinerea (Essig et al. 2014), and bldesin from Blastomyces 
dermatitidis (Luo et al. 2019). Another important class of 
AMPs is peptaibol, which is found in soil fungi Trichoderma 
species. This class includes the AMPs with short amino acid 
sequences (about 5–10 amino acids) with a higher proportion 
of non-proteogenic amino acids, which mostly include 
α-aminoisobutyric acid (Aib) and an amino alcohol group 
at the C-terminal, hence the name peptaibol (Duclohier 
2010). Some of the important peptaibol that have been 
studied extensively are alamethicin from T. viridea, trichogin 
GA IV and tricholongin B from T. longibrachiatum, and 
saturnisporin SA from T. Saturnisporum (Bin Hafeez et al. 
2021; Ramachander Turaga 2020). Some other important 
classes of fungal AMPs include amatoxins and phallotoxins 
produced by Amanita phalloides mushrooms and dikaritins 
produced by Ascomycetes (Li et al. 2022).

Many AMPs are found in plants and to date, many of 
these AMPs have been isolated from roots, seeds, flowers, 
stems, and leaves of various plant species. AMPs play an 

important role in the plant’s defence system, especially the 
cysteine-rich AMPs, containing multiple disulphide bonds 
with resultant compact structure and higher stability of these 
AMPs (Campos et al. 2018; Tam et al. 2015). Depending 
on the sequence-based structural conformations and the 
arrangement of disulfide bonds between cysteine residues, 
plant AMPs have been classified into several families, which 
include thionins (e.g.: purothionin from wheat endosperm), 
defensins (e.g.: MsDef1 from Medicago sativa), lipid 
transfer proteins (e.g., AceAMP1 LTP from onion seeds), 
puroindolines (e.g.: PINA and PINB from wheat), snakins 
(e.g.: StSN1 and StSN2 from potato), cyclotides (e.g.: 
cycloviolacin O1 and O2 from Viola odorata), hevein-
like peptides (e.g.: WjAMP1 from the leaves of Wasabia 
japonica L.), knottin-type peptides (e.g.: PAFP-S from 
Phytolacca americana), and smallest IB-AMPs from the 
seeds of Impatiens balsamina (Li et al. 2022; Nawrot et al. 
2014).

Kingdom Animalia is the largest source of AMPs, as a 
wide variety of AMPs are found in all the species of this 
kingdom, contributing to the rapid defence system that tends 
to protect them from pathogenic microorganisms. Many 
AMPs have been isolated and studied from the vast majority 
of these species, including invertebrates and vertebrates (Bin 
Hafeez et al. 2021). Invertebrate sources of AMPs include 
insects and other arthropods, mollusks, and nematodes 
(Mylonakis et al. 2016). Invertebrate defensins are the most 
predominant class of AMPs found in invertebrates and they 
are found to be homologous with the vertebrate β-defensins 
(Shafee et  al. 2017). Some other important classes of 
AMPs found in invertebrates are cecropins (first found in 
Hyalophora cecropia), crustins (first found in crustaceans), 
mellitin (first found in Apis mellifera), Acaloleptin (first 
found in Acalolepta luxuriosa), lycotoxin (first found in 
Lycosa carolinensis), Cupiennin (first found in Cupiennius 
salei), Tenicin (first found in Tenebrio molitor), Drosomycin 
and Drosocin (first found in Drosophila melanogaster), and 
sapecin (first found in Sarcophaga peregrina) (Bin Hafeez 
et al. 2021).

Vertebrate sources of AMPs include several aquatic 
organisms, amphibians, reptiles, birds, and mammals, 
including humans. Out of all marine organisms, fish is one 
of the main sources of AMPs and the important classes 
of AMPs found in fishes are cathelicidins, β-defensins, 
hepicidins, piscidins, and histone-derived peptides (Wang 
et al. 2023). Other aquatic sources of AMPs are Aspergillus 
fumigatus (BTMF9), Lumulus polyphemus/American 
horseshoe crab (Polyphemusin-1), Amphibalanus amphitrite 
(AaCrus1), and Olivacillaria hiatula (Li et al. 2022). In 
amphibians, the major sources of AMPs are frogs, which 
consist of vast varieties of AMPs. Several important genera 
of amphibians that contribute to this enormous variety of 
AMPs include Ayltes, Ascaphus, Bombina, Hoplobatrachus, 
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Kassina, Leptodactylus, Litoria, Hylarana, Pseudis, 
Hypsiboas, Agalchnis, Pachymedusa, Phyllomedusa, 
Uperoleia, Crinia, Xenopus, Silurana, Hymenochirus, 
Amelops, Pelophylax, Limnonectes, Bufo, Ceratophrys, 
Lithobates, Odorrana, and Rana. Some of the important 
families of AMPs found in these genera of amphibians 
include alyteserin, ascaphins, bombinins, tigerinins, 
kassinatuerins, aureins, caerins, citropins, dahleins, 
maculatins, fallaxins, fallaxidins, brevinins, temporins, 
esculentin, guentherin, ranacyclins, ranatuerins,palustrins, 
pseudins, dermaseptin, dermatoxin, distinctin, phylloseptin, 
phylloxin, plasticin, SPYY, PGLa, CPF, XPF, uperins, 
signiferins, hymenochirins, amolopins, hainanenins, 
palustrins, jingdongins, odorranains, buforins, and nigrocins 
(Bin Hafeez et al. 2021; Xu & Lai 2015). Higher animals, 
including reptiles, birds, and mammals are also important 
sources of AMPs and the AMPs in these animals are mostly 
synthesized by the cells of specific systems, including the 
lymphatic system, respiratory system, gastrointestinal tract, 
genitourinary tract, and several sensory organs, contributing 
to the direct and indirect innate immune responses at these 
sensitive sites. The major families of AMPs found in these 
animals are cathelicidins and defensins (Ageitos et al. 2017). 
CATH, cathelicidin BF, β-Defensin, pelovaterin, and TEWP 
(turtle egg-white protein) are some important classes of 
cathelicidin and defensins families found in reptiles (Bin 
Hafeez et al. 2021a; van Hoek 2014). Some other important 
families of AMPs found in reptiles are waprin (e.g.: 
omwaprin found in Oxyuranus microlepidotus), proline-
rich peptides (e.g.: waglerin found in Trimeresurus wagleri), 
and crotamine defensin-like toxin (e.g.: crotamine found in 
Snake Venom) (van Hoek 2014). Among avians, chickens 
are the main source of AMPs, and the chickens’ cathelicidins 
are called fowlicidins. Other cathelicidins and cathelicidins-
like peptides found in avians are Cc-CATH from Coturnix 
coturnix, Cj-CATH from Coturnix japonica, Cl-CATH 
from Columba livia, dCATH from Anas platyrhynchos, 
Pc-CATH from Phasianus colchicus, and CATH from 
Meleagris gallopavo (Bin Hafeez et al. 2021). The important 
classes of cathelicidins that have been studied extensively in 
mammals are indolicidin (cathelicidin 4), protegrins, equine 
cathelicidins (eCATHs), and Bactenecins. LL-37 is the most 
prominently studied cathelicidin in humans, which has 
shown potent antimicrobial activity, along with its efficient 
anti-biofilm nature, against various Gram-positive, Gram-
negative, and biofilm-synthesizing species (Bin Hafeez et al. 
2021). All three classes of defensins, including α-, β-, and 
θ-defensins, are found in mammals and tend to have potent 
antimicrobial efficiency against various pathogenic species. 
α-and β-defensins are the predominant class of AMPs found 
in humans, whereas, they lack the expression of θ-defensins 
(Li et al. 2022).

Design and Synthesis of Antimicrobial 
Peptides

Extraction of AMPs from the above sources is an easy 
process, but this conventional technique of extraction 
was not favorable for the scale-up production of AMPs, 
as the yield of the directly extracted AMPs from their 
respective sources is found to be very low, resulting in 
the consumption of more time and expensive production. 
So, chemical synthesis and fermentation involving 
genetic engineering were considered favorable sources for 
obtaining the AMPs on larger scales (Lima et al. 2021; 
Vanzolini et al. 2022a). The chemical methods for peptide 
synthesis include solid-phase peptide synthesis (SPPS) 
and liquid-phase peptide synthesis (LPPS), among which 
SPPS is the most widely used technique because of its 
high reliability and efficiency in producing the peptides 
(Behrendt et al. 2016; Yeo et al. 2021). Though, certain 
limitations associated with the SPPS technique like low 
diffusion of solvents, leading to incomplete couplings and 
deprotections and resulting in the utilization of excess 
solvents for the accomplishment of proper diffusion and 
reaction in SPPS, are resolved by utilizing the LPPS 
technique, that has been associated with higher crude 
purity, less solvent consumption, and greater ease of 
scaling than SPPS (Yeo et al. 2021). However, chemical 
synthesis has also been associated with certain limitations, 
including technical processes, high cost of synthesis, 
tedious and hectic downstream processing of synthesized 
peptides, and environmental issues due to the extensive 
use of solvents in chemical synthesis (Luo et al. 2023b). 
Another approach of genetic engineering and fermentation 
process was considered a very prominent technique 
to synthesize AMPs, due to its potential advantages in 
low-cost scale-up production. This technique includes 
the incorporation of the genes of AMPs in suitably 
chosen expression vectors, including plasmids, cosmids, 
bacteriophages, and some other novel expression vectors 
to express these genes in several expression systems 
like bacteria, yeast, transgenic animals, and plants for 
the synthesis of AMPs (Wang et  al. 2023). However, 
this technique has also been found inappropriate for the 
synthesis of AMPs due to the suicidal effects of AMPs on 
the source microorganisms, resulting in the inhibition of 
the biosynthesis of the AMPs. Several modern automated 
methods to synthesize and screen the AMPs and the 
utilization of heterologous expression systems, such as 
microbial cells or plant cells, have made it possible for 
the easy and cost-effective production of AMPs on a large 
scale (Hoelscher et al. 2022; Nuti et al. 2022; Tanhaieian 
et al. 2018). The latest study by Nuti et al. has shown 
the utilization of one of the novel automated techniques, 
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which includes a novel microfluidic system that tends to 
simultaneously synthesize and screen the AMPs using 
high-frequency water-in-oil-in-water double emulsion 
droplets (Nuti et al. 2022). A recent study by Khademi 
et al. has utilized the technique of genetic engineering to 
produce novel recombinant antimicrobial peptide by fusing 
a dermaseptin B1 (DrsB1) peptide with a chitin-binding 
domain (CBD) from Avr4 protein for Agrobacterium 
tumefaciens-mediated transformation of tobacco plants. 
The expression of this novel recombinant peptide 
DrsB1-CBD in the tobacco plant has shown an increased 
antifungal activity against fungal pathogens, decreasing 
the appearance of fungal disease symptoms (Khademi 
et al. 2020). Genetic engineering techniques for designing 
and synthesizing novel AMPs also have the potential for 
development in several upcoming years. Some of the 
recent advancements in artificial intelligence and machine 
learning (AI/ML) technologies have revolutionized the 
process of drug discovery and significantly contributed to 
the development of rapid and cost-effective designing of 
drugs, including AMPs (Talat & Khan 2023).

The utilization of AI/ML techniques for the design-
ing of AMPs involves several machine learning and deep 
learning-trained models for the prediction of potential AMP 
sequences mentioned in Fig. 3. Some traditional machine 
learning algorithms, including Support Vector Machines 
(SVM), random forests (RF), K-nearest neighbors (KNN), 
and logistic regression, have gained significant importance 
in the designing of various novel drugs, including AMPs 
(Ji et al. 2024). The development of Quantitative Struc-
ture–Activity Relationship (QSAR) models is a type of novel 
machine learning approach, which involves the training of 
these models by analyzing several structural characteristics 

(descriptors), including cationic nature, helical structure, 
disulfide bonds, amphiphilicity, etc., of the given train sets 
of peptides. Further, these trained models are subjected to 
the test sets of peptides to evaluate their accuracy and then 
these developed QSAR models are subjected to various 
online AMP databases, such as APD3, AVPdb, CAMPR3, 
dbAMP, DBAASP, LAMP2, etc. to predict and identify the 
potential therapeutic AMP candidates (Bin Hafeez et al. 
2021; Cardoso et al. 2020). However, the QSAR models can 
only identify and classify the available peptides in several 
databases and cannot generate novel peptides. So, several 
deep learning approaches based on receptors, ligands, sev-
eral structural aspects, and random sampling, which involve 
AI-based algorithms utilizing deep neural networks (DNNs), 
including convolutional neural networks (CNNs), recurrent 
neural networks (RNNs), graph convolutional networks 
(GCNs), and their variants and hybrid models, have been 
developed to generate novel AMP sequences and this gen-
eration of AMP sequences via deep learning is referred as 
de novo designing of AMPs (Cardoso et al. 2020; Ji et al. 
2024). The 2 types of widely utilized AI-based algorithms 
for the development of deep learning models for the design 
of AMPs are generative adversarial networks (GANs) and 
variational autoencoders (VAEs), including their conditional 
variants (Cao et al. 2023; Das et al. 2020). A recent study by 
Lin et al. included the AI-based model by training a Was-
serstein generative adversarial network with gradient pen-
alty (WGAN-GP) based on existing AMPs to generate novel 
peptide sequences with antimicrobial efficacy. In this study, 
8 GAN-designed peptides were generated by this developed 
AI-based model and 7 out of these 8 peptides showed potent 
antimicrobial activity with two of them displaying broad-
spectrum antibacterial activity (Lin et al. 2023). Another 

Fig. 3   Key algorithms in 
computer-aided design of anti-
microbial peptides
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latest study by Pandi et al. involved the utilization of deep 
generative variational autoencoders (VAEs), which was 
composed of an encoder for the peptide sequence input, 
a latent space for the sampling of the various points, and 
a decoder for the reconstruction of sequences, to generate 
novel peptide sequences with potent antimicrobial property. 
In this research study, the model generated about 500,000 
novel peptide sequences, which were then filtered to about 
50,000 sequences based on their length and viability. Fur-
ther, the 500 prior AMP sequences were selected by per-
forming molecular dynamics simulation and synthesizing 
them for their analysis through the in vitro evaluation tests 
(Pandi et al. 2023). Several limitations associated with these 
two AI algorithms are mentioned in one of the recent stud-
ies, which include the incomprehensiveness of these trained 
models, resulting in an unconstrained generation of peptides 
i.e., these models generate peptide sequences only from the 
known active AMPs and not from the non-AMP sequences. 
So, this study included the development of a new model 
‘HydrAMP’, which was trained for an analogue generation 
of peptides i.e., this model can generate peptide sequences 
from both the active and non-AMP peptide sequences 
(Szymczak et al. 2023).

In addition to de novo designing of AMPs by deep 
learning algorithms, several other algorithms, including 
evolutionary/genetic algorithms, linguistic models, and 
pattern insertion algorithms, have also significantly 
contributed to the design and generation of novel AMPs. In 
evolutionary/genetic algorithms, the models are developed 
by analyzing the processes of natural evolution and genetic 
variation of biological samples. These models are trained 
to generate novel antimicrobial peptide sequences by 
simulating the process of natural evaluation through genetic 
mutations in the template AMP sequences (Ji et al. 2024). 
The development of a linguistic model strategizes the 
utilization of a set of regular grammar rules, considering 
each amino acid a “word” and placing it at the appropriate 
location in the “phrase” (peptide sequence) to make sense. 
This model analyses the repeated sequences associated 
with the specific characteristic within the trained datasets 
of peptide sequences to design novel AMP sequences 
with improved antimicrobial efficacy. This model can be 
utilized to identify the particular patterns of sequences 
present in the AMPs from the various databases available 
and incorporate them into the template sequences to 
improve their antimicrobial efficacy. Considering the basis 
of correlation between the functions of peptides with the 
patterns of sequences and structural motifs, the pattern 
insertion algorithms build models to analyze the structural 
sequences and predict the functional patterns in the set of 
AMPs, which can be inserted into the template sequences 
to generate the novel AMP sequences (Cardoso et al. 2020).

Further, these AI/ML approaches can be combined with 
various modern bioinformatics tools and techniques, includ-
ing molecular dynamic simulation for their validation (Ji 
et al. 2024). The utilization of several gene editing tools like 
CRISPR-Cas technology would also aid in precise changes 
of the genetic sequences to yield novel AMPs with opti-
mized properties and would increase the rate of designing 
and synthesizing AMPs. (Wang et al. 2023). In addition, 
AMPs have also been synthesized by the technique involv-
ing the ring-opening polymerization of α-amino acid N-car-
boxy anhydride (NCA). This technique has been employed 
particularly, for the synthesis of AMPs incorporated in the 
star-shaped polymers (Kawano et al. 2020; Vanzolini et al. 
2022a).

Mechanisms of Action

Antibacterial Activity

The antimicrobial properties associated with AMPs 
are mainly due to their cationic and lipophilic nature 
(Bechinger 2017; Bellotti and Remelli 2022). These 
unique characteristics of AMPs render their binding to the 
negatively charged microbial surfaces, which also have 
high lipid content. The reason behind the specificity of 
AMPs against microbial surfaces lies in the differences in 
composition between the cell envelope of the prokaryotes 
and the eukaryotes (Vanzolini et  al. 2022b). The 
presence of negatively charged constituents, including 
lipopolysaccharide (LPS) and lipoteichoic acid (LTA), on 
the cell wall of prokaryotes, renders them the targets for the 
AMPs with net positive charge. Meanwhile, the eukaryotic 
cells that possess a neutral charge are spared from the 
activity of AMPs. The bonding between the AMPs and the 
microbial cell wall involves the electrostatic interactions 
between the positively and negatively charged components 
(Malanovic and Lohner 2016; Zhang and Yang 2022).

Upon attachment to the microbial cell walls, AMPs 
disrupt the biosynthesis of Peptidoglycan, which is a 
polymeric component, forming an integral layer of the 
cell wall (Li et al. 2022). The Peptidoglycan layer plays a 
vital role in maintaining the integrity of the cell wall and 
consists of long glycan chains cross-linked together by 
peptide bonds. The biosynthesis of peptidoglycan includes 
transglycosylation between the two monosaccharide units, 
N-acetylmuramic acid (NAM) and N-acetylglucosamine 
(NAG), to form disaccharide, and these disaccharide units 
constitute the repetitive units that are linked together by 
transpeptidation (peptide bond linkages) to create the 
peptidoglycan layer (Walter and Mayer 2019). Lipid II, 
found on the inner side of the cell membrane, is an important 
component in the biosynthesis of peptidoglycan, which 



International Journal of Peptide Research and Therapeutics (2024) 30:45	 Page 9 of 29  45

is responsible for the transportation of cell wall subunits 
from the inside of the cell membrane to the outside after 
the transglycosylation reaction for their polymerization by 
transpeptidation (Le et al. 2017). AMPs are responsible for 
inhibiting the action of Lipid II, which leads to the disruption 
in the biosynthesis of peptidoglycans. This disruption in the 
synthesis of peptidoglycans will disintegrate the cell wall, 
resulting in cell lysis and expelling out the intracellular 
contents. Some of the marketed AMPs that target Lipid 
II include Vancomycin, Oritavancin, Plectasin, Plusbacin-
A3(pb-A3), Plectasin, and Tridecaptin A1. Some AMPs 
like Ramoplanin are responsible for the inhibition of the 
conversion of Lipid I to Lipid II and thereby disrupt the 
biosynthesis of peptidoglycan (Li et al. 2022; Münch et al. 
2015).

Some AMPs also act by inhibiting the biosynthesis of 
teichoic acid, which is an acidic polymer present in the cell 
wall, in addition to peptidoglycan, and is responsible for 
protecting the bacteria from thermal injury and regulating 
the movement of ions across the cell wall. Teixobactin is 
responsible for the inhibition of biosynthesis of the teichoic 
acid by inhibiting its main precursor Lipid III. Some of the 
AMPs are also responsible for the destruction of the cell 
wall by stimulating the release of autolysins, which induce 
autolysis of the bacterial cell. Pep-5 and Nisin are two 
AMPs accountable for releasing autolysins by competitively 
displacing the cell wall-associated amidases (Hussein et al. 
2020; Li et al. 2022). AMPs like Thanatin, which is derived 
from an insect, act on the outer membrane of the cell wall 
of Gram-negative bacteria, thereby exerting anti-gram-
negative bacterial properties. Thanatin is responsible for 
the formation of aggregates of lipopolysaccharides micelles, 

thereby disrupting the high lipid-containing outer membrane 
of the gram-negative cell wall. Along with the aggregate 
formation in the outer membrane, Thanatin also displaces 
the Ca2+ ions that are bound to LPS molecules and further 
contributes to the destruction of the outer membrane (Dash 
and Bhattacharjya 2021).

After attaching and disrupting the cell wall, the AMPs 
get into the cell membrane of pathogenic microorganisms 
by physicochemical interactions, which depend on two main 
factors; peptide-lipid ratio and conformational changes in 
the structure of the peptides (Li et al. 2022; Zhang et al. 
2021a, b). AMPs are arranged parallelly with the surface of 
the cell membranes if the peptide-lipid ratio is low, whereas, 
in the case of a high peptide-lipid ratio, AMPs can directly 
penetrate the cell membrane. Structural conformations of the 
peptides also affect the binding affinity of the AMPs. The 
AMPs having α-helical structures, like LL-37, cecropin, and 
magainin, bind more effectively than other conformations, as 
they can bind the cell membranes even at low peptide-lipid 
ratio (Maleki Dizaj et al. 2022a).

The mechanism of the interactions and disruption of the 
cell membrane by the AMPs can be explained by the 3 main 
models; barrel-stave, carpet-like, and toroidal pore models 
as shown in the Fig. 4. (Bellotti and Remelli 2022). The bar-
rel-stave model explains the formation of aggregates due to 
the interactions between the hydrophobic regions of the pep-
tides and the lipidic domains of the cell membrane, which 
leads to the perturbation of the membrane parallelly, result-
ing in the formation of transmembrane pores, which eventu-
ally damages the membrane and leads to the leaching of the 
cellular contents and thereby causing cell lysis. The AMPs 
acting through the barrel-stave model are Alamethicin and 

Fig. 4   Mechanisms of action and immunomodulatory effects of antibacterial peptides (amps)
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Ceratotoxins (Li et al. 2022). In the carpet-like model, the 
AMPs interact electrostatically with the negatively charged 
components cell membrane and start to accumulate in the 
cell membrane. As the concentration of the AMPs in the cell 
membrane reaches the threshold value, they disrupt the cell 
membrane by rupturing it. AMPs like Magainin and Citro-
pin are responsible for the cell membrane disruption using 
a carpet-like model. The toroidal pore or wormhole model 
involves the perpendicular accumulation of the AMPs in the 
cell wall, resulting in the narrowing of the lipid portion and 
the formation of the nanometric size circular pore within 
the cell membrane, which eventually leads to the disruption 
in the cell membrane. Melittin, Actinoporins, and Lacticin 
Q are the AMPs acting via the toroidal-pore model. Some 
AMPs, like Protegrins, act via multiple models to disrupt the 
cell membrane by barrel-stave as well as the toroidal-pore 
model and Magainin disrupts by the carpet-like as well as 
the toroidal-pore model (Bellotti and Remelli 2022; Li et al. 
2022). The AMPs also interact and disrupt the cell mem-
brane by numerous mechanisms that have been proposed and 
these include receptor-mediated disruption mechanism by 
activating the stress-response pathways (Nisin) (Shin et al. 
2016), ROS (reactive oxygen species) damaging mecha-
nism that increases the oxidative stress, thereby inducing 
cell apoptosis (Psacotheasin) (Zhang and Yang 2022). etc.

Cell-penetrating AMPs can enter within the cell by 
crossing the cell envelope to exert the antimicrobial 
effect on the intracellular targets, including the nucleus, 
cell organelles, several enzymes, and other proteins 
within the cell (Mukhopadhyay et  al. 2020; Zhang and 
Yang 2022). The transportation mechanism of these 
intracellular-acting AMPs across the cell envelope has 
not been comprehensively understood. Some studies have 
stated several mechanisms through which these AMPs can 
enter the cell, and these include direct penetration by the 
formation of transient toroidal gaps within the cell envelope 
or by direct translocation through the defects within the 
cell envelope, endocytosis, or using other cellular delivery 
systems like receptor-mediated transport pathways (Li 
et al. 2022; Luo & Song 2021). Intracellularly, AMPs act 
on different sites through various mechanisms, including 
binding and modulating of nucleic acids, inhibition of 
intracellular enzymes and other vital proteins, interruption 
in the arrangement and assembly of protein structures, 
and inhibition of the activity of various cell organelles 
(Vanzolini et al. 2022b). Actions of the AMPs by binding the 
nucleic acids lead to the modulation or destruction of DNA 
and RNA conformations, which may inhibit their synthesis. 
These changes would also result in the inhibition of protein 
synthesis or may result in the synthesis of defective proteins 
by altering the transcription or the translation process 
(Li et al. 2022). Buforin-II, Indolicidin, PR-39, Human 
neutrophil peptide (HNP)-1, porcine β-defensin 2 (pBD2), 

and Rondonin are some of the AMPs acting by binding to 
nucleic acids (Li et al. 2022).

Inhibition of enzymes and other vital protein substrates 
by AMPs may lead to numerous alterations in the normal 
physiology of the cell, including inhibition in the DNA 
and protein synthesis, inhibition of several important 
metabolic pathways, interruption in the cell division process, 
destruction of nucleic acid damage repair mechanism, etc. 
(Li et al. 2022). Some of the AMPs acting via inhibiting 
the enzymes and other vital protein substrates are Microcin 
(Mcc) B17 and J25 (inhibit DNA gyrase and RNA 
polymerase, respectively) (Collin & Maxwell 2019; Galván 
et al. 2019), Indocilidin (targets DNA topoisomerase I, 
thereby inhibiting DNA relaxation) (Rokitskaya et  al. 
2011), Temporin L (inhibits FtsZ protein, resulting into the 
interruption of cell division process and thereby blocking 
cell cycle) (Di Somma et al. 2021), Histatins (histidine-
rich peptide) (Li et al. 2022), Tritrpticin (tryptophan-rich 
peptide) (Shagaghi et al. 2016), Apidaecin (inhibits the 
action of polypeptide release factors on 70S ribosomes) 
(Graf & Wilson 2019). Some AMPs are responsible for 
inhibiting the activity of various cellular organelles such 
as ribosomes, mitochondria, vacuoles, etc. Proline-rich 
AMPs (PrAMPs) like Bac7, Pyrrhocoricin, Drosocin, and 
apidaecin bind to the ribosome and interrupt the early stages 
of the translation process, thereby inhibiting the protein 
synthesis (Gagnon et al. 2016; Graf & Wilson 2019). AMPs 
altering mitochondrial activities, like depolarization of the 
mitochondrial membrane, leads to significant changes in cell 
physiology (Zhang & Yang 2022). PrAMPs have also been 
found to interrupt the arrangement (folding) and assembly 
of the protein structures by inhibiting the DnaK protein that 
is responsible for the proper arrangement of the protein 
structure (Knappe et al. 2016; Vanzolini et al. 2022b).

Antifungal Activity

AMPs showing antifungal activity, bind to the cell wall 
of fungi and inhibit the biosynthesis of fungal cell wall 
components like glucan, chitin, and mannan. Glucan 
inhibitors like Echinocandin, Caspofungin, and Micafungin 
can noncompetitively inhibit glucan synthesis (Li et al. 
2021). A nucleoside containing dipeptide, Nikkomycin 
Z, which is synthesized by Streptomyces tendae, acts by 
inhibiting the biosynthesis of the chitin in the fungal cell wall 
and thereby disrupting it (Kovács et al. 2019). Mannan and 
its conjugates are the important constituents in the synthesis 
of biofilm, which is a fungal virulence factor responsible 
for the adaptations in the fungal cells to evade the host’s 
immune system. Biofilms also render the fungal cells 
multidrug resistant by protecting against various antifungal 
drugs. So, the AMPs that act by binding to mannan, like 
Pradimicins and Benanomicins, form complexes with 
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the calcium and lead to the inhibition of the synthesis of 
biofilm, thereby disrupting the fungal structural integrity 
and killing the fungal cell. In addition to inhibiting biofilm 
synthesis, some antifungal AMPs also act by eradicating 
the mature biofilms(De Cesare et al. 2020; Vanzolini et al. 
2022b). Some AMPs like AMP-17 also disrupt the fungal 
cell wall by acting on ergosterol synthesis-related genes and 
inducing their downregulated expression, which affects the 
biosynthesis of the ergosterol and results in the disruption 
of the cell wall (Ma et al. 2020).

Due to its eukaryotic nature, fungal cell membranes 
have high similarities with the mammalian cell membrane, 
making it difficult to target the fungal cell membrane. 
Few AMPs with synthetic modifications have been found 
to improve their safety and efficacy by targeted delivery 
(Vanzolini et al. 2022b). Though the mechanism of action of 
the antifungal has not been studied comprehensively, these 
AMPs have been found to act by the same antimicrobial 
mechanism models (De Cesare et al. 2020). Some of the 
AMPs also interact with several membrane components 
like glucosylceramides and β-glucans and with some of 
the enzymes responsible for synthesizing other vital cell 
membrane components (Vanzolini et al. 2022b).

The intracellular targets of AMPs involved in fungi 
include nucleic acids and cell organelles. KW4 is a synthetic 
peptide that has been found to inhibit cellular functions by 
binding and destroying the DNA and RNA (Ramamourthy 
et al. 2020). Some AMPs acting intracellularly can also 
interact with vital proteins and cell organelles (particularly 
mitochondria and vacuole), resulting in the change of fun-
gal cell morphology. The fungal cell envelope also consists 
of several translocators like siderophore iron transporter 1 

that can transport the AMPs within the cell (Nakamura et al. 
2019; Vanzolini et al. 2022b).

Antiviral Activity

Viruses are extremely small microorganisms that cannot 
replicate on their own, but they can utilize the host cell’s 
enzymes and other proteins for their proliferation within the 
host cell, thereby resulting in infectious disease to the host. 
The viral replication cycle in the host consists of several 
steps, including attachment, penetration, uncoating, repli-
cation, assembly, maturation, and release (Ryu 2017). The 
inhibition of any step in the viral replication cycle results 
in the inhibition of the growth of the virus within the host 
(Fig. 5). Peptides acting against the virus are referred to 
as “Antiviral peptides (AVPs),” and AVPs act via different 
mechanisms to kill and inhibit the virus growth within the 
host (Vanzolini et al. 2022b; Vilas Boas et al. 2019).

Some AVPs are found to directly act on the virus particles 
by damaging and killing them before entering the host cell 
(an extracellular mechanism). The mechanism behind the 
direct action on viral particles involves the interactions of 
AVPs with the viral envelope to damage several surface 
particles, thereby resulting in its disruption and instability. 
This action also inhibits the interaction of the virus with the 
host’s cell membrane receptor and prevents the virus from 
causing the infection (Li et al. 2022; Maiti 2020). Enfuvirtide 
is an AVP that acts by inhibiting the glycoprotein 41 on the 
HIV-1 (Human Immunodeficiency Virus 1) and prevents the 
attachment of viral particles with the host cell membrane, 
thereby preventing the spread of HIV infection (Eggink 
et al. 2019). Mucroporin-M1, DN59, LL-37, and Gloverin 
are some of the other AVPs responsible for damaging the 

Fig. 5   Mechanism of action of 
antiviral peptides and lifecycle 
of a virion
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viral envelope and leading to the inhibition of various viral 
infections (Diamond et al. 2021). The extracellular action of 
AVPs also involves inhibiting the virus’s uncoating process 
upon attachment to the host cell. P9 and P9R, the derivatives 
of β-defensin 4, are found to block the process of virus 
uncoating by the inhibition of late endosomal acidification, 
which is important for the viral and the host endosomal 
membrane fusion (Li et al. 2022; Zhao et al. 2020).

Some AVPs act through intracellular mechanism (after 
entering within the host cell) by inhibiting the various stages 
of the intracellular viral life cycle, including viral gene 
expression and replication, virus assembly, virus release 
from the host cell or interference with the intracellular 
signaling pathways required for the replication of the virus 
within the host cell (Li et al. 2022). AVPs like HNP2 and 
HD5 of the α-defensins class have been found to bind with 
the DNA and block the gene expression in HSV-2 (Herpes 
simplex virus-2) (Xu & Lu 2020). LL-37 can act through 
both the mechanisms, extracellular as well as intracellular, 
in a dose-dependent manner. Intracellularly, LL-37 inhibits 
reverse transcription by inhibiting reverse transcriptase 
activity, thereby inhibiting the viral gene expression and 
replication (Li et al. 2022; Tripathi et al. 2015). Infections 
by many viruses need the activation of intracellular signaling 
pathways involving PKC (Protein kinase) for the regulation 
of processes involved in various steps of the viral replication 
cycle, including viral integration, aggregation, and release. 
Inhibition of these PKC-activating intracellular pathways 
leads to the interruption of the viral replication cycle. 
HNP1 acts by inhibiting the activation of PKC in primary 
CD4 + T cells to block the HIV-1 infection (Solanki et al. 
2021). Some AVPs also interrupt other signaling pathways 
to inhibit the viral infection. AVPs like GF-17, BMAP-18, 
and Smp-76 (Scorpion Venom Peptide) have been found to 
act on the interferon signaling pathways to inhibit various 
viral infections (He et al. 2018; Ji et al. 2018).

Immunomodulatory Actions of AMPs

In addition to antibacterial, antifungal, and antiviral 
activities, AMPs can also modulate immune responses 
within the host. Immunomodulatory AMPs, like AMPs of 
the human β-defensin (hBD) class, display chemokine-like 
activities and can chemoattract leukocytes via chemokine 
receptors to elicit the immune responses at the infected site 
(Zhang & Yang 2022). AMPs of the hBD class also act by 
modulating the pro-inflammatory reactions through the 
inhibition of LPS-induced pro-inflammatory cytokines like 
IL-6, IL-1β, and TNF-α and inhibition of Toll-like receptors 
on activated macrophages that are responsible for mediating 
the cytokine-induced pro-inflammatory responses (Zhang & 
Yang 2022). LL-37 is accountable for modulating the innate 
immune system and T-cell differentiation. It also acts by 

up-regulating the expression of interferon and cytokines 
(attracting antigen-presenting cells), thereby modulating the 
antiviral immune system to inhibit the viral activities within 
the host cell (Pahar et al. 2020).

Strengths and Limitations

AMPs have been found to have numerous advantages over 
the older antibiotics. Some advantages of using AMPs over 
older antibiotics are mentioned here (Table 1). AMPs have 
fast-killing mechanisms and higher potency in inhibiting 
pathogenic microorganisms than older antibiotics. The 
utilization of AMPs is more advantageous, as they have 
broad spectrum anti-microbial properties and can act against 
multidrug-resistant species, which have developed resistance 
against the older antibiotics, especially the ESKAPE group, 
which refers to a group of six MDR pathogens, including 
Enterococcus faecium, Staphylococcus aureus, Klebsiella 
pneumoniae, Acinetobacter baumannii, Pseudomonas 
aeruginosa, and Enterobacter species (Moretta et  al. 
2021b; Mukhopadhyay et al. 2020). AMPs are also found to 
develop slowly, or in some cases avoid, microbial resistance 
against these pathogenic microorganisms compared to older 
antibiotics due to their unique mechanisms of action to kill 
the organisms like an attack on the lipid components of the 
cell envelope, disruption, and inhibition of synthesis of 
biofilm, stimulating immunomodulatory responses against 
the microorganisms within the host, etc., which renders the 
microorganisms inefficient in building the resistance against 
the AMPs; therefore, AMPs have significant application 
prospects compared to them (Rima et al. 2021; Wang et al. 
2016). Along with the anti-microbial activities, AMPs 
have also been found to act on diverse targets within the 
host and contribute to other host-beneficial activities like 
immunomodulatory activity, wound-healing properties, 
anti-cancer activity, tissue repair, inflammation, and in 
some other disease states (Li et al. 2022). Another advantage 
associated with using AMPs as therapeutic agents is their 
safety, as their structures closely resemble the endogenous 
molecules, and their degradation into natural amino acids 
results in a very low adverse drug response and minimized 
side effects. The short half-life of AMPs, resulting from 
their rapid metabolism, rare accumulation within the body 
tissues, and achievement of equal or higher therapeutic 
effects at low doses, also contributes to low toxicity. Several 
AMPs may also contribute to replacement therapies to 
treat the deficiency or low levels of various endogenous 
peptides within the body. AMPs have also been found to 
synergistically enhance anti-microbial activity and reduce 
drug resistance of the older antibiotics when administered in 
combination with each other (Lau & Dunn 2018; Mahlapuu 
et al. 2020).
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Though AMPs display potential advantages and have 
been found to have numerous applications in the treatment 
of various infectious diseases, but still, only a handful of 
AMPs, out of several thousand isolated over a decade, have 
entered the preclinical trials and have further headed toward 
the clinical studies. The reason behind this issue is that along 
with the potential advantages of AMPs, they are also asso-
ciated with several limitations responsible for limiting the 
clinical applications of AMPs (Bellotti & Remelli 2022). 
The first limitation that restricts the clinical application of 
AMPs is their inadequate oral bioavailability. Inadequate 
oral bioavailability results from factors such as enzyme 
degradation, lower stability at gastric pH levels, hydrophi-
licity, high molecular weight, and high salt concentration. 
All proteins and peptides ingested are susceptible to diges-
tive proteases that are found in the stomach and small intes-
tine. Peptides are also found to be stable at a very limited 
pH range that is close to their isoelectric pH value. Some 
AMPs are also found to be inactivated in the gastric pH 
due to pH-induced unfolding. Moreover, the activity of pro-
teolytic digestive enzymes is also pH-dependent. Pepsin 
has the strongest potency to degrade proteins and peptides 
at a gastric pH range of 2–3 but is inactive at pH above 
5, whereas trypsin and chymotrypsin are more efficient at 
an intestinal pH range of 6.5–7.5. The absorption of some 
AMPs along the gastrointestinal tract is also restricted due to 
their high molecular weight and hydrophilic nature, result-
ing in difficulty in passing through the cell membrane of 
gastrointestinal endothelium. Higher physiological salt con-
centration may also lead to an inactivation of several AMPs, 
rendering them ineffective (Zhu et al. 2021). The systemic 
route of administration is also considered inappropriate for 
numerous AMPs because of their short half-life within the 
bloodstream. The short half-life of AMPs results from their 

inactivation due to serum binding and their susceptibility to 
proteolytic actions of different circulatory proteases, result-
ing in their degradation and rapid elimination via renal and 
hepatic clearance. Additionally, injection-based routes of 
administration have also been reported to develop allergic 
reactions and certain infections at the site of administration. 
Therefore, local administration is considered the favorable 
route of administration for numerous AMPs, but still, this 
route of administration poses the threat of degradation by 
tissue proteolytic enzymes (Greco et al. 2020; Mahlapuu 
et al. 2020). Despite the higher safety profile as compared 
to conventional antibiotics, many AMPs are found to have a 
lower specificity toward their targets and act on the eukar-
yotic cell membranes to induce cytotoxic responses by 
degrading them, particularly the hemolytic activity against 
the erythrocytes and the damaging reactions to the kidneys 
and the central nervous system (Greco et al. 2020; Yang 
et al. 2023).

Another limitation associated with AMPs is the 
development of resistance. However, in comparison to 
conventional antibiotics, the emergence of antimicrobial 
resistance to AMPs is less common. However, the slow 
growth of antimicrobial resistance against AMPs still 
contributes to a significant problem and will be in the 
future. The development of antimicrobial resistance has been 
mostly observed due to the frequent exposure to AMPs and 
the consequent evolutionary progress of microorganisms by 
developing various antimicrobial-resistant mechanisms to 
prevail over the antimicrobial mechanisms of AMPs (Joo 
et al. 2016; Vanzolini et al. 2022a). Some of the important 
resistance mechanisms developed by microorganisms to 
combat the antimicrobial activity of AMPs are alterations 
in the cell envelope, biofilm formation, the release of 
proteolytic enzymes, efflux pumps, and several membrane 

Table 1   Highlight points of strengths and limitations of AMPs

Sr no Strengths Limitations

1 Higher potency with fast-killing mechanisms against various 
pathogenic species

Low oral bioavailability due to several factors such as enzyme 
degradation, lower stability at gastric pH levels, hydrophilicity, 
high molecular weight, and high salt concentration

2 Broad-spectrum antimicrobial activity with greater potency against 
MDR pathogens, especially ESKAPE pathogens

The systemic route of administration is also considered 
inappropriate for numerous AMPs because of their short half-life 
within the bloodstream

3 Slow resistance development due to multiple action mechanisms 
inhibiting the pathogenic microorganisms

However, the emergence of antimicrobial resistance to AMPs is less 
common, and the slow development of antimicrobial resistance 
may contribute to a significant problem in the future

4 Higher safety and low toxicity due to their close resemblance with 
endogenous molecules and their short half-life

Despite higher safety profiles, some immunogenic and cytotoxic 
responses, particularly the hemolytic activity against the 
erythrocytes and the damaging reactions to the kidneys and the 
central nervous system, have been observed

5 AMPs also contribute to other host-beneficial activities like 
immunomodulatory activity, wound-healing properties, anti-
cancer activity, tissue repair, and inflammation

High production costs have also limited the applications of AMPs
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transport systems, sequestration and inactivation of AMPs, 
and expression/repression of a gene induced by AMPs (Li 
et al. 2023).

The cell envelope has been altered through various 
mechanisms to induce resistance against AMPs, including 
the cell wall, cell membrane, and lipopolysaccharide layer 
modifications in multiple microorganisms. The resistance 
due to the changes in the cell wall has resulted from various 
modifying processes such as the D-alanylation of the 
wall lipoteichoic acids in several Gram-positive species, 
including Bacilli spp., Staphylococci spp., Enterococci spp., 
and Streptococci spp.; the glycosylation (B. cereus and L. 
monocytogenes) or esterification (staphylococci spp.) of the 
cell wall teichoic acids; N-deacetylation of the peptidoglycan 
monomeric constituents like N-acetylglucosamine and 
N-acetylmuramic acid, as observed in Pneumococci spp. 
and B. subtilis; and capsule formation around the cell wall, 
observed in Pneumococci spp. and several Gram-negative 
species like Klebsiella pneumoniae, Neisseria meningitides, 
and P. aeruginosa. The modifications in the structure of the 
cell membrane are the consequences of several membrane-
altering mechanisms like the changes in the lipid composition 
of the membrane by synthesizing lysinylated (Staphylococci 
spp., Bacilli spp., and enterococci spp.) or palmitoylated 
(S. typhimurium) phosphatidylglycerols components, and 
carotenoids pigments called staphyloxanthin (Staphylococci 
spp.) within the membrane, which leads to the increase 
in the hydrophobicity and the charge group on the cell 
membrane, resulting in the repulsion of AMPs due to their 
cationic and hydrophilic nature and inhibit their binding to 
the cell membrane (Assoni et al. 2020; Band & Weiss 2014). 
The outer lipopolysaccharide (LPS) layer in several Gram-
negative species has also been found to alter its structure by 
attenuating the negative charge on the lipid A component 
through the addition of positively charged molecules, such as 
cationic sugar moieties like aminoarabinose in P. aeruginosa, 
Salmonella typhimurium, glucosamine in Bordetella 
pertussis (Shah et al. 2014); phosphoethanolamine residues 
in Neisseria gonorrhoeae, Salmonella typhimurium, and 
A. baumannii (Band & Weiss 2014). Some Gram-negative 
species like Porphyromonas gingivalis, Bacteroides fragilis, 
Helicobacter pylori, and F. tularensis have also been found 
to attenuate the negative charge by removing the negatively 
charged residues, especially the anionic phosphate group, 
from the lipid A component of the outer LPS layer. Along 
with the modification in the lipid A component, the 
O-antigen and the core sugar residues of the outer LPS layer 
have also been altered and contributed to the AMP resistance 
(Band & Weiss 2014).

Some microbes have also been found to develop resistance 
against antimicrobial compounds by synthesizing biofilms, 
which are highly organized structures responsible for 
protecting the microorganism in stressful conditions. Within 

the biofilm, the microorganisms secrete the extracellular jelly-
like substance over their surface to cover the gap between the 
inner biofilm layer and the surface of the organisms and these 
mechanisms togetherly protect the microorganisms within the 
biofilm (Jolivet-Gougeon & Bonnaure-Mallet 2014). However, 
most of the AMPs have been found to act potently against 
biofilm-synthesizing microorganisms by inhibiting biofilm 
synthesis or by directly disrupting the matured biofilm. But 
still, some of the AMPs have been found ineffective against 
biofilm-synthesizing organisms (De La Fuente-Núñez et al. 
2015). Another mechanism by which the pathogens combat 
AMPs is by releasing proteolytic enzymes to degrade the 
AMPs. Some species of Staphylococci, Enterococci and 
Streptococci genera, along with some Gram-negative species 
like P. aeruginosa, Proteus mirabilis, S. typhimurium, Shigella 
flexneri, and Yersinia pestis have found to release various 
proteolytic enzymes to combat against AMPs, while some 
microorganisms like P. aeruginosa have also been found to 
take advantage of the host proteolytic enzymes to degrade 
the AMPs that acts against them (Assoni et al. 2020; Band 
& Weiss 2014). Several trans-membrane systems and efflux 
pumps have also been found to contribute to the development 
of resistance in numerous microbial species against AMPs. 
Efflux pumps are the complexes present on the cell membrane 
that tend to remove the toxic material, along with antimicrobial 
agents, from the cell. AMPs that act intracellularly and cross 
the surface barriers can be thrown out of the cell by these 
complexes and other trans-membrane systems like ABC 
transporters (Dintner et al. 2011). Some of the species from 
Staphylococci, group B Streptococci, and Pneumococci genera, 
along with K. pneumoniae, and P. aeruginosa tend to sequester 
and inactivate the AMPs by releasing some negatively charged 
moieties that tend to interact with the cationic AMPs, thereby 
preventing their attack on the microbial cells (Assoni et al. 
2020). Similarly, Gram-negative species like E. coli and V. 
cholerae are responsible for developing resistance against 
AMPs by releasing the negatively charged outer membrane 
vesicles (OMV), which are the outer membrane carriers that 
carry the intracellular toxic material out of the cell. OMV 
release also can bind and sequester the AMPs, thereby 
significantly increasing the resistance levels of these microbes. 
AMPs acting intracellularly, especially on nuclear material, 
have also developed resistance due to the induction of gene 
expression or repression mechanism alteration within various 
microorganisms (Band & Weiss 2014).

Possible Solutions to Overcome 
the Limitations of AMPs

The antimicrobial activity of AMPs can be optimized by 
maintaining the proper levels of their certain characteris-
tics, including hydrophobicity, cationic nature, and structural 
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conformations. Optimization of these characteristics ren-
ders AMPs more efficient, stable, and specific (Haney 
et al. 2017). Apart from optimizing these characteristics of 
AMPs, the physiological conditions of the GIT tract have to 
be modulated to enhance the bioavailability of AMPs (Zhu 
et al. 2021). Various modern technological developments 
in the medical and pharmaceutical fields can significantly 
contribute to maintaining the balance between these char-
acteristics, thereby overcoming the limitations associated 
with AMPs. To date, several modern strategies as per Fig. 6, 
including modifications to the structure of AMPs, prodrug 
approach, utilization of novel delivery systems and nano-
technology, pH modulation of GIT, coadministration with 
protease inhibitors, etc., have been utilized that helped to 
maintain the proper balance of the attributes and overcome 
the limitations of AMPs (Mukhopadhyay et al. 2020; Zhu 
et al. 2021).

Structural Modifications

The modifications in the structure of AMPs have been done 
by utilizing several strategies that involve alterations in 
amino acid sequences, synthesis of peptidomimetics, end-
terminal modifications, cyclization, multimerization, and 
hybridization (Zhang et al. 2021a, b).

Sequential Modifications of Amino Acids

Modifying amino acids from the natural sequences of AMPs 
is the most frequently used technique to overcome their 
limitations. The amino acid sequences can be modified by 
either adding, deleting, or substituting the amino acids in the 
natural sequence of AMPs. These modifications can result in 
the optimization of certain attributes of natural AMPs like 
an increase of cationic character, optimizing hydrophobicity, 
and changes in the structural conformations (α-helical, β 
sheet, and cyclized), thereby reducing cytotoxicity, lowering 
proteolytic degradability, increasing the efficacy and 
selectivity against their target (Bellotti & Remelli 2022; 
Zhang & Yang 2022). KR-12, an analog of LL-37, which was 
developed by deleting the Phe residue at the 17th position in 
the LL-37 sequence, decreased cytotoxic responses against 
the host cells without lowering the antimicrobial efficacy 
(Ting et al. 2020). Eliminating more susceptible amino 
acids to protease degradation from the peptide sequences 
has also resulted in forming AMPs with high tolerability 
against proteolytic degradation (Bellotti & Remelli 2022). 
The substitution involves the residual substitution of one or 
more amino acid residues with different amino acid residues 
in the natural amino acids sequence of AMPs. A research 
study on Anal 3 has shown the formation of Pro-hinge in 
Anal 3 by substitution of Glu by Pro at 9th position in the 
natural amino acid sequence of Anal 3, which resulted in an 
increase in peptide selectivity against the microorganisms, 
thereby lowering the cytotoxic responses within the host 

Fig. 6   Strategies to Overcome the Limitations of Antimicrobial Peptides (AMPs)
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(Ting et al. 2020). The substitution with the hydrophobic 
residues has also been found to increase the hydrophobicity 
of the less hydrophobic AMPs, thereby enhancing their 
membrane penetrating power (Chegini et al. 2019). The 
isomeric modification of AMPs, obtained by adding or 
substituting the natural amino acids with their enantiomers, 
L- to D-substitution, has been shown to considerably reduce 
the degradation of AMPs by the proteolytic enzymes, as the 
tolerability of D-amino acids to these enzymes is greater as 
compared to L-isomers, thereby enhancing their activity and 
selectivity towards the targets (Zhang et al. 2021a, b). The 
isomeric modification of Daptomycin led to its approval by 
the United States Food and Drug Administration (USFDA) 
against several gram-positive microorganisms involved in 
various dermal and systemic infections (Qvit et al. 2017). 
However, this is a sequence-dependent strategy, suggesting 
that this effect makes specific conformational changes in the 
structure of the peptides, depending on their sequences, and 
does not apply to all the peptide sequences (Lu et al. 2020).

Peptidomimetics Approach

In addition to the substitution with the proteogenic amino 
acids (20 amino acids), different non-proteogenic amino 
acids like ornithine, 2,4-diamino-butyric acid (DAB), and 
2,3-diamino propionic acid (DAP), L-4,5,6,7-tetrahydro-
1H-imidazo [4,5-c] pyridine 6-carboxylic acid (Spi), 
L-1,2,3,4-tetra-hydro-isoquinoline-3-carboxylic acid 
(Tic), 4-amino butanoic acid, 2,3-diamino propionic acid 
(DAP), palmitic acid, etc. have also been utilized, resulting 
in the synthesis of peptidomimetics/pseudo peptides with 
enhanced cationic character and nonproteolytic amino 
acid residues, there by enhancing antimicrobial efficacy, 
stability, and selectivity, compared to the natural AMPs 
(Arias et al. 2018; Ting et al. 2020). The substitution with 
the rigid derivatives of proteogenic amino acids, including 
β-didehydrophenylalanine, 2-naphthyl-L-alanine (an 
aromatic residue), S-tert-butylthio-L-cysteine, etc., has also 
been employed in the substitution of natural amino acids 
in the AMPs (Oliva et al. 2018a). The modifications in the 
peptide backbone in the structure of natural AMPs have 
also resulted in the synthesis of peptidomimetics(Wątły 
et al. 2021). Several strategies that have been employed in 
the modification of the peptide backbone in the structure 
of natural AMPs include the alkylation of the nitrogen at 
the N-terminal, reduction of the carbonyl group into the 
methylene group, the substitution of the –NH– group with 
the other electronegative groups like oxygen (–CO–O–), 
sulfur (–CO–S–), or methylene group (–CO–CH2–), 
and substitution of the α-CH group with the nitrogen 
atom, thereby inducing the β-sheet in the structure of the 
peptide(Wątły et al. 2021).

End‑Terminal Modifications

End-terminal modif ications (N-and C-terminal 
modifications) are naturally observed in various eukaryotic 
and prokaryotic species to modify certain proteins and 
peptides and enhance their activity and stability (Oliva et al. 
2018b). Several host defensive peptides (HDP) have also 
been observed to undergo natural end-terminal modifications 
in various species, resulting in their enhanced activity and 
stability (Dahiya et al. 2018). Aurin, Melittin, Modelin-5, 
etc., are observed to undergo C-terminal amidation naturally, 
which leads to greater α-helical stability at the peptide-
membrane interfaces, resulting in the greater binding 
and destruction of the membrane, thereby enhancing 
the antimicrobial efficacy of these peptides (Mura et al. 
2016). In contrast to C-terminal modifications, N-terminal 
modifications like N-acetylation are also frequently observed 
in various species naturally (Ree et al. 2018). MreB, the 
HDP derived from E. coli, has effectively killed the 
microorganisms in higher salt concentrations, inferencing 
the significant reduction in the salt sensitivity of this 
peptide(Saikia et al. 2017). Along with these end-terminal 
modifications, some other end-terminal modifications like 
N-methylation (Dahiya et al. 2018), N-pyroglutamate(Nath 
et  al. 2023), N-terminal myristoylation by conjugating 
myristic acid (Liu et al. 2020), conjugation of cholesterol 
at N-terminal (Chen et  al. 2020), and conjugation of 
6-aminocaproic acid (Purwin et al. 2017) at either both 
of the terminals have been studied. Unfortunately, end-
terminal modifications have also resulted in a decrease in the 
antimicrobial efficacy in some of the AMPs because of the 
overall reduction of the positive charge in their structures, 
inferencing that this modification strategy is sequence-
selective and not all the peptides can benefit by utilizing it 
(Soleymani-Goloujeh et al. 2018).

Cyclization

Another important modification strategy to overcome the 
limitations of AMPs is cyclization, which involves the 
ligation of the amino and the carboxy terminals with each 
other, thereby concealing these ends, to produce a cyclic 
peptide with increased stability and specificity (Conibear 
et al. 2016). Cyclization is a natural phenomenon found 
in many species to enhance the strength and specificity of 
peptides, including HDPs (Zhang et al. 2018). Cyclization 
has also improved antimicrobial efficacy by forming the 
β-sheet structure of AMPs (Gunasekera et al. 2020). So 
far, cyclization has also been utilized in vitro to increase 
the stability and specificity of multiple AMPs, including 
vancomycin, daptomycin, and colistin/polymyxin (Ting 
et al. 2020). Apart from the end-to-end ligation of peptides, 
cyclization can also be achieved by the ligation of two 
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sidechains with each other or the sidechains with the end-
terminals or by intramolecular cross-linking between 
cysteine residues due to the formation of disulfide bonds 
within these residues (Scudiero et al. 2015). A recent study 
on the development of novel cyclic AMP ZY4, which was 
developed by the introduction of the disulphide bond in 
the natural HDP cathelicidin-BF, has been found to have 
higher proteolytic stability and antimicrobial efficacy against 
MDR P. aeruginosa and A. baumannii, as compared to the 
parent peptide (Mwangi et al. 2019). Sometimes, the ligation 
of sidechains may result in the formation of the α-helical 
structure of the peptides, which may also contribute to 
higher specificity and antimicrobial efficacy of the AMPs. 
This technique of forming the α-helical structure by ligating 
sidechains is known as stapling (Moiola et  al. 2019). 
The latest analytical report on designing and developing 
novel derivatives of magainin-2 by stapling between the 
sidechain and the N-terminal has been shown to enhance 
the antimicrobial efficacy against various pathogenic 
species with greatly reduced hemolytic activity compared 
to magainin-2 (Hirano et al. 2021).

Multimerization and Hybridization

Natural multimerization, i.e., the combination of two or 
more peptides, has been found to exert a synergistic effect 
against various microorganisms to protect the host. This 
strategy was then greatly utilized in vitro to combine several 
AMPs, which resulted in the synergistic effect to produce 
a stronger antimicrobial effect with broad-spectral activity 
against various microorganisms (Ting et al. 2020). Later on, 
the utilization of this strategy was gradually reduced due to 
certain disadvantages associated with this technique, like 
an increase in host cytotoxicity, high synthesis cost, and 
increased peptide length, rendering it difficult for the peptide 
to cross the cell membrane (Grassi et al. 2017). However, 
recent studies have again shown the utilization of this 
technique, involving the combination of the AMPs with other 
pharmacokinetic-and pharmacodynamic-enhancing peptides 
such as cell-penetrating peptides (CPPs) (Kim et al. 2021). 
CPPs are members of the class of membrane-active peptides 
that can translocate within the cells without significantly 
altering the cell membrane (Bahnsen et al. 2015; Zhang et al. 
2021a, b). One of the recent studies on the development 
of a novel peptide conjugate from the combination of the 
CPP named ‘R9’ with magainin and M15 has been found to 
show the increased 2–4 folds greater antimicrobial efficacy 
against Gram-positive species and 4–16 folds against Gram-
negative species, as compared to the parent peptides (Lee 
et al. 2019). Another study by Drexelius et al. hypothesized 
that CPPs should be directed towards antimicrobial activity 
based on the rationale of several similar physicochemical 
characteristics between CPPs and AMPs. This study has 

shown the optimization of the structure of CPPs C18 by 
structure-based sequence analysis to identify the active 
residues within a CPP sequence and to design and develop 
highly efficient novel AMPs with greater membrane-
penetrating properties (Drexelius et al. 2021). Later, the 
development of several modern techniques, including the 
development of peptide sequencing methods, computational 
databases, and various in silico analytical techniques that 
had contributed to a comprehensive understanding of the 
peptide sequences, led to the development of another novel 
sequence-based strategy, named hybridization, which had 
the potential to overcome the disadvantages associated 
with the multimerization technique (Almaaytah et al. 2018; 
Wade et al. 2019). In this technique, the active amino acid 
residues from multiple (2–3) AMPs with different modes 
of action are merged to produce a single sequence (Wang 
et al. 2019). After developing this technique, many novel 
hybrid peptides have been synthesized. A recent study on 
the design and development of a novel hybrid AMP named 
‘BMR-1’, which was synthesized by using the active amino 
acid residues from the Frog Esculentin-1a and Monkey 
Rhesus cathelicidin (RL-37), has shown to have optimized 
physicochemical parameters with enhanced surface charge 
and this resulted in an increased antimicrobial efficacy of 
the newly synthesized BMR-1 against various multidrug-
resistant Gram-negative species (Tall et al. 2020). Another 
research on the design and development of novel trihybrid 
AMPs named CaLL, CaMA, LLaMA, and MALL, which 
were synthesized from cecropin A, LL-37, and magainin II, 
has also shown greater antimicrobial efficacy as compared to 
their parent AMPs (Ting et al. 2020). Utilizing this rational-
based hybridization strategy in designing and developing 
novel peptide sequences has also been shown to reduce other 
limitations associated with AMPs, like cellular permeability, 
instability in higher salt concentration and serum, and 
cytotoxicity. Hence, this strategy has been proven highly 
potent for synthesizing novel hybrid AMPs with greater 
therapeutic activity and availability compared to parent 
peptides (David et al. 2018).

Prodrug Approach

The utilization of the prodrug approach has also been 
beneficial in overcoming the limitations associated with 
AMPs, which include the chemical derivatization or 
conjugation of peptides with different biodegradable 
chemical agents (Renukuntla et  al. 2013). Mainly, the 
prodrug approach involved the conjugation of AMPs with 
several formulation polymers, including polyethylene glycol 
(PEG), poly lactic-co-glycolic acid (PLGA), poly-L lysine 
(PLL), and hyperbranched polyglycerol (HPG) (Maleki 
Dizaj et  al. 2022b; Zhang et  al. 2019). The method of 
conjugation with PEG is known as PEGylation, and this 
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approach has been widely studied and extensively utilized to 
overcome the limitations of AMPs. This technique involves 
the covalent binding of a short chain of PEG polymer to the 
peptide sequence of AMPs, particularly at the C-terminal 
(Mahlapuu et  al. 2020). A study on the PEGylation of 
M33 at the C-terminal had shown to decrease proteolytic 
degradation in the presence of P. aeruginosa elastase by 
increasing resistance against it (Falciani et  al. 2014). 
Polymeric conjugations have also been utilized for sustained 
release and site-specific drug delivery of AMPs, ensuring 
their precise loading on the targeted microorganism. Some 
polymers have also been found to direct the AMPs across 
cellular membranes to act on the intracellular targets (Cui 
et al. 2021). A recent study on the conjugation of PLGA 
with esculentin-1a-derived AMP was shown to prolong 
the therapeutic efficacy of esculentin-1a-derived AMP 
against Pseudomonas aeruginosa lung infection (Casciaro 
et al. 2019). Apart from conjugating with polymers, the 
prodrug approach also includes reversible lipidization and 
conjugation with organometallic agents like ferrocene. 
Lipidization enhances the membrane permeability of 
AMPs by increasing their hydrophobicity, but it has been 
associated with the limitation of decreasing the efficacy of 
some AMPs. So, reversible lipidization has been employed 
to overcome this limitation (Zhu et al. 2021). Conjugation 
of AMPs with organometallic agents results in the formation 
of organometallic AMPs (OM-AMPs), which have shown 
significantly increased antimicrobial efficacy against various 
pathogenic species (Albada & Metzler-Nolte 2017).

Novel Drug Delivery Systems

The bioavailability of AMPs can also be improved by 
utilizing novel drug delivery systems. Various studies 
have successfully found that certain limitations associated 
with AMPs can be overcome by using novel delivery 
approaches, including nanotechnology (Carratalá et  al. 
2020). Nano-delivery systems have been found to deliver 
AMPs via two mechanisms, which include passive delivery 
(encapsulation within nanocarriers) and active delivery 
(self-assembling on the surface of nanocarriers) (Schnaider 
et al. 2020). Utilization of several nanocarriers such as 
liposomes, micelles, metallic nanoparticles, polymeric 
nanoparticles and nanofibers, mesoporous nanoparticles, 
carbon nanotubes, hydrogels, and dendrimers has been found 
beneficial in enhancing the antimicrobial efficacy, stability 
and specificity of various AMPs (Maleki Dizaj et al. 2022b; 
Nordström & Malmsten 2017).

Liposomes

Liposomes are round vesicular bodies consisting of a 
bilayer of lipid molecules, which can entrap hydrophobic 
as well as hydrophilic drugs in it, and they have been best 
suitable for the delivery of hydrophilic and amphiphilic 
AMPs. Liposomes have been found to increase the half-life 
and reduce the cytotoxicity of various AMPs by enhancing 
their proteolytic stability and targeted delivery (Allahou 
et al. 2021). However, this delivery system has also been 
associated with several disadvantages, such as some AMPs 
being found to interact with liposomal surfaces to cause their 
disruption, liposomes interacting with platelets and leading 
to thrombocytopenia, and difficulty in large-scale production 
of liposomes, which limits their clinical applications (Jash 
et al. 2021).

Micelles

Like liposomes, micelles are also round vesicular bodies 
but are small in size and are composed of surfactants or 
other amphiphilic molecules. These constituent molecules 
are arranged in a manner that their hydrophobic tails are 
inward towards the core, and the hydrophilic heads are at 
the periphery of the round vesicle to form a micelle with a 
hydrophobic core and hydrophilic shell. The hydrophobic 
core helps in the conveying of the hydrophobic drugs and 
aids in the passage of the hydrophilic drugs across the cell 
membrane, whereas the hydrophilic shell helps to convey 
the hydrophilic drugs and aids in the solubilization of 
micelle in water (Guler et al. 2023). Cationic AMPs have 
also been found to self-assemble on the hydrophilic surface 
of micelle, resulting in the reduction of minimum inhibitory 
concentration (MIC) of those AMPs, thereby enhancing 
their antimicrobial efficacy (Maleki Dizaj et al. 2022b; Zhou 
et al. 2016).

Nanoparticles

Nanoparticles (NPs) of different sizes, existing in various 
forms like metallic NPs, polymeric NPs, and mesoporous 
silica NPs, have also been utilized in the formulation of 
multiple AMPs to enhance their efficacy, stability, and 
specificity against pathogenic species (Carratalá et al. 2020).

Metallic Nanoparticles

Metallic NPs derived from silver and gold have widely 
been utilized to deliver the AMPs to their target pathogen. 
These types of NPs have also been associated with their 
antimicrobial properties (Engin & Engin 2019). For 
example, silver nanoparticles (AgNPs) have been found 
to bind and disrupt the negatively charged microbial 
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membrane and, hence, can produce a synergistic effect in 
conjugation with AMPs (Bruna et al. 2021). A study by 
Mohanty et al. on developing AMPs-AgNPs conjugates 
by green synthesis method, utilizing plant extract, had 
shown a potent bactericidal effect of this novel conjugate 
against mycobacteria with highly reduced cytotoxicity 
(Mohanty et al. 2013). Similar to AgNPs, gold nanoparticles 
(AuNPs) have also shown broad-spectrum antimicrobial 
activity against various water-borne pathogens, including 
E. coli, S. Typhimurium, and Shigella dysenteriae and 
their AMP conjugates had displayed a significant increase 
in antimicrobial activity (Hammami et  al. 2021). A 
recent study that showed the conjugation of AuNPs with 
esculentin-1a, an AMP derived from frog skin, had found an 
increase in the antimicrobial efficacy by 15 folds, compared 
to esculentin-1a, against P. aeruginosa, along with enhanced 
proteolytic stability (Casciaro et al. 2017). As most of the 
nanoparticles can concentrate within the liver, spleen, 
and lymph nodes, the use of noble metals like silver and 
gold, which are resistant to oxidation and erosion, is highly 
preferred for the synthesis of metallic NPs (Maleki Dizaj 
et al. 2022b).

Polymeric Nanoparticles

Several polymers, like chitosan and its derivatives, PLGA, 
poly lactic acid (PLA), and poly acrylic acid (PAA), have 
been utilized to synthesize NPs that have aided in the delivery 
of multiple drugs to enhance their efficacy and metabolic 
stability. Various studies have also shown the utilization 
of polymeric nanoparticles in assisting the delivery of 
AMPs to increase their bioavailability and overcome other 
limitations, as they have been found to protect AMPs from 
proteolytic degradation and enhance drug penetration within 
the targeted cell by binding to cell membranes (Maleki Dizaj 
et al. 2022b). A recent study by Almaaytah et al. showed 
the encapsulation of AMPs in chitosan nanoparticles, which 
resulted in the reduction of toxicity and enhancement of 
antimicrobial efficacy of AMP-chitosan nanoparticles, as 
compared to free AMP (Almaaytah et al. 2017). Another 
latest study showed the encapsulation of rifampicin in the 
nanoparticles of the N-acetylcysteine derivative of chitosan, 
which were further conjugated with the AMP Ctx(Ile21)-Ha, 
resulting in the synergistic effect of both the drugs with 
enhanced stability against multi-and extensively-drug 
resistant Mycobacterium tuberculosis (Primo et al. 2024). 
The novel star-shaped peptide polymers have recently gained 
significant importance in biomedical applications and have 
also been extensively used to synthesize nanoparticles for 
the encapsulation of AMPs. These star-shaped polymers 
are also found to be associated with their antimicrobial 
activity. They can act through various pathways to inhibit 
microorganisms and reduce host toxicity, thus rendering 

these nanocarriers more preferential than conventional 
nanocarriers (Wu et al. 2015).

Novel Inorganic Nanoparticles

The recent developments have also contributed to the 
synthesis of inorganic nanoparticles. The inorganic 
nanoparticles have therapeutic attention because of their 
porous nature, and the recent study by Braun et al. showed 
that the porosity of these inorganic nanoparticles can control 
the drug release and loading, thereby achieving sustained 
drug release and highly controlled drug loading. One such 
mostly used inorganic nanoparticles are mesoporous silica 
nanoparticles (MSNs) due to their multiple advantages, 
including biocompatibility, uniform pore sizes, high 
pore volume, modifiable particle sizes, and high surface 
area (Braun et al. 2016; Luo et al. 2023b). However, the 
utilization of inorganic nanoparticles has been associated 
with erythrocyte cytotoxicity. However, this can also be 
lowered using several strategies, such as bonding/capping 
the cytotoxic group on the nanoparticles (de la Torre et al. 
2014; Deslouches et al. 2020).

Nanofibers

Several polymers, like PLA and chitosan, have been 
utilized in the production of filaments by special processing 
methods like electrospinning. This results in the synthesis 
of nanofibers, which are promising nanocarriers for AMPs. 
Due to their filamentous structure, nanofibers have a high 
surface-to-volume ratio, thereby enabling them to entrap 
more AMPs within their vesicles (Hu et al. 2014; Maleki 
Dizaj et al. 2022b).

Dendrimers

Dendrimers are different nano-delivery systems that consist 
of well-defined structures with a high degree of molecular 
uniformity and low polydispersity, rendering them a more 
preferred material in the development of nanomedicines 
(Nordström et al. 2019). Dendrimers are developed from 
several polymers, including poly-amidoamine (PAMAM), 
poly-propylene imine (PPI), poly-L-lysine (PLL), 
polyglycerol (PG), poly-benzyl ether, and carbosilane 
(Kawano et  al. 2020). In a recent study by Fernandez 
et al., the development of the nanoconjugate of carbosilane 
dendrimer and AMP-containing cysteine derivatives 
could attach to a maleimide group in the focal point of the 
dendrimer. The resulting dendrimer-AMP nanoconjugate 
had been found to penetrate the cell membrane more 
effectively and had resulted in increased antimicrobial 
efficacy, as compared to the free AMP molecule (Fernandez 
et al. 2019).
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Carbon Nanotubes

Carbon nanotubes are nano-sized round and hollow 
cylindrical tubes composed of rolling graphene sheets, 
in which the bondings between the carbon atoms are 
unsymmetric. Due to their higher strength and inelastic 
behaviour, carbon nanotubes have a great application in 
nanomedicines, aiding in the delivery of drugs that are 
sensitive to degradation by digestive enzymes, including 
AMPs (Dizaj et al. 2015; Rathinavel et al. 2021). However, 
the utilization of carbon nanotubes has been associated 
with aqueous insolubility, but this was overcome by their 
functionalization, especially with AMPs (Dizaj et al. 2015).

Hydrogels

Hydrogel is another form of nanocarrier system that is water 
insoluble and consists of porous 3D matrices, which can 
absorb water, maintain oxygen penetration, and controllably 
release drugs, rendering it the preferential drug-delivery 
system in topical applications. Hydrogels have also been 
found to be very biocompatible and can carry the AMPs for 
longer durations against various dermal infections (Borro 
et al. 2020; Tang et al. 2014). Multiple methods, including 
the self-assembling octapeptide method and light-induced 
crosslinking method, have been employed to synthesize the 
AMP-loaded hydrogels (Tang et al. 2014).

Strategies Modulating Gastrointestinal Tract

GIT’s pH modulation has also enhanced the oral 
bioavailability of AMPs. As most of the peptides are stable 
and can be spared from degradation by digestive proteases at 
a pH range of 6–7, various approaches have been employed 
to regulate the pH range of the GIT within 6–7 (Koziolek 
et al. 2015; Zhu et al. 2021). Citric acid has been utilized 
in association with enteric-coated capsules to maintain 
the intestinal pH and circumvent the degradation of the 
peptides in the stomach and the intestine for their effective 
absorption (Sedyakina et al. 2020). Another strategy of 
co-administration of AMPs with protease inhibitors has 
also been employed to enhance their oral bioavailability. 
Chemical entities like Di-isopropyl fluorophosphate, 
cholic acids, and their derivatives have been found to 
inhibit the proteases. Still, they are rarely utilized in the 
treatment because of their high toxicity (Liu et al. 2018). 
So, alternative forms of protease inhibitors have been used 
that consist of modified peptides such as ovomucoids and 
aprotinin (inhibiting trypsin and chymotrypsin) and soybean 
trypsin (inhibiting pancreatic endopeptidases) (Qin et al. 
2023). Though protease inhibitors have been associated with 
toxicity, resulting in the deficiency of these enzymes due 
to their higher doses and long activity, they have still been 

utilized extensively in the clinical applications of various 
AMPs (Liu et al. 2018). Several other strategies, including 
the utilization of absorption enhancers, mucoadhesive and 
mucus-penetrating systems, enteric-coated and colon-
specific delivery, and intestinal microneedles, to enhance the 
oral bioavailability of peptide drugs have been mentioned in 
the review study by Quangang Zhu et al. (Zhu et al. 2021).

Antimicrobial Peptides in Clinical Trials

Despite their potential as therapeutic agents, only a limited 
number of AMPs have successfully advanced to clinical 
application, primarily due to challenges such as stability, 
toxicity, and the development of resistance. Recent 
advancements in biotechnology and bioinformatics have 
reignited interest in AMPs, leading to the development of 
synthetic and modified peptides with enhanced efficacy and 
reduced toxicity. Current clinical trials are exploring the 
therapeutic potential of these novel AMPs for a variety of 
indications, from combating resistant bacterial infections 
to preventing dental caries and treating fungal infections. 
Table 2 provides an overview of the most promising AMPs 
currently undergoing clinical trials, highlighting their 
mechanisms of action, clinical phases, and potential impact 
on global health.

Future Perspectives and Conclusion

AMPs are an important part of the innate immune system 
within the host that aids in preventing the colony formation 
of pathogenic microorganisms and protecting the host from 
their infections. AMPs can be considered a potent alternative 
to existing antibiotics in the treatment of infections caused 
by various MDR pathogenic species, especially ESKAPE 
pathogens, due to their ability to act through multiple modes 
of action, which renders them to escape from the develop-
ment of resistance in these species. With the sudden rise in 
the development of resistance against existing antibiotics, the 
urgency to develop an alternative treatment against the MDR 
pathogenic microorganisms has significantly increased, and 
certain considerations have been implemented by regula-
tory authorities to eliminate the regulatory obstacles in the 
development of novel antimicrobial agents, which poten-
tially contributed to an increase in clinical applications of 
AMPs. As stated above, some AMPs are also associated 
with other therapeutic properties like immunomodulatory, 
anticancer, anti-inflammatory, wound-healing and tissue 
repair properties. In addition, AMPs have also been found to 
maintain homeostasis in the intestinal tract by protecting the 
normal gut microbiota and eliminating the colony formation 
of pathogenic species within the gut. Therefore, these wide 
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ranges of therapeutic properties will contribute to the diver-
sified clinical applications of AMPs in the upcoming years.

Though AMPs may be considered to be more efficient 
therapeutically compared to existing antimicrobial agents 
against various pathogenic species, certain limitations, 
including the slow development of resistance, that limit 
the clinical applications of AMPs cannot be ignored. So, 
at present, the complete replacement of existing antibiotics 
with the AMPs may not be considerable. However, some 
of the possible solutions/strategies stated in this article will 
be helpful to overcome a few limitations associated with 
AMPs, which may help to direct the current status of AMPs 
to potential antimicrobial agents in the future. Recent stud-
ies have also shown the utilization of more than one strategy 
to develop potential antimicrobial formulations. One such 
recent study utilizing more than one strategy to develop 
potential AMP formulation was performed by Primo et al., 
which showed the utilization of nanoparticle encapsulation 
strategy and combination therapy with existing antibiotics. 
This study included the encapsulation of rifampicin in the 
nanoparticles of the N-acetylcysteine derivative of chitosan, 
which were further conjugated with the AMP Ctx(Ile21)-
Ha, resulting in the synergistic effect of both the drugs 
with enhanced stability against multi- and extensively-drug 

resistant Mycobacterium tuberculosis (Primo et al. 2024). 
Several local delivery formulations, including sprays, inhal-
ers, ointments, creams, eye drops, films, aerosols, powders, 
gels, tablets, and patches, have also been developed and uti-
lized clinically for achieving site-specific delivery of AMPs 
through nasal, topical, ocular, buccal, pulmonary, sublin-
gual, transdermal, vaginal and rectal routes of administration 
(Erak et al. 2018; Wang et al. 2022).

Regarding synthesis, recent advancements in the 
production of AMPs, involving automated chemical 
synthesis and the use of heterologous expression systems 
in fermentation, have been widely employed for the large-
scale production of AMPs industrially. Recent reviews 
on the development of peptide synthesis by Martin et 
al. and Isidro-Llobet et al. have stated some currently 
employed novel strategies for the development of chemical 
synthesis methods, along with certain modifications in their 
methodologies to optimize the synthesis of peptides(Isidro-
Llobet et al. 2019; Martin et al. 2020). The design-based 
synthesis methods, involving the study of structure–activity 
relationships of AMPs and designing the novel peptide 
sequences with optimized characteristics to synthesize 
potent, safe, specific, and efficient AMPs, have also gained 
significant importance in the design and development 

Table 2   Antimicrobial peptides in clinical trials

Name Source Mechanism Application Phase References

C16G2 Synthetic Membrane disruption Streptococcus mutans II (Baker et al. 2019)
DPK-060 Synthetic Membrane disruption/ 

immunomodulation
Anti-Gram + & 

Gram − ,AntiMRSA
II (Håkansson et al. 2019)

Dusquetide (SGX942) Synthetic Immunomodulation Anti-Gram + & Gram −  III (Zhang et al. 2022)
EA-230 Synthetic Unknown Systemic inflammatory II (Van Groenendael et al. 

2021)
LL-37 H. sapiens Membrane disruption/ 

immunomodulation
Anti-Gram + & Gram − , 

Antiviral, Antifungal
II (Brown et al. 2011)

Melamine Synthetic Membrane disruption Anti-Gram + & Gram − , 
Anti-MRSA

II (Yasir et al. 2020)

Melittin Honeybee venom Membrane disruption Anti-Gram + & Gram − , 
Antifungal, Anti- 
MRSA

I (Guha et al. 2021)

Murepavadin (POL7080) Synthetic Binding to LptD Anti-Gram −  III (Sader et al. 2018)
Novexatin (NP213) Synthetic Membrane disruption Anti-fungal II (Mercer et al. 2020)
Nisin A S. lactis Pore formation in the 

cell membrane and 
inhibition of cell wall 
synthesis

Anti-Gram +  I (Prince et al. 2016)

Omiganan (CLS001) Synthetic Membrane disruption Anti-Gram + & 
Gram − antifungal

II (Rijsbergen et al. 2020)

PLG0206 (WLBU2) Engineered cationic AMP Membrane disruption Anti-Gram + & Gram −  I (Huang et al. 2022)
Pexiganan (MSI-78) Synthetic Membrane disruption/ 

immunomodulation
Anti-Gram + & 

Gram − Antifungal
I (Gottler & Ramamoorthy 

2009)
Tilapia piscidin4 (TP4) Fish Membrane disruption/ 

immunomodulation
Anti-Gram + & 

Gram − ,Antifungal
I (Pan et al. 2017)
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of AMPs. The availability of various modern tools and 
techniques, including several bioinformatics software, 
databases, omics strategies, gene editing tools like CRISPR-
Cas9, rDNA technology, machine learning, and artificial 
intelligence will make a promising future for peptide-based 
drug developments.

Many recent studies have highlighted the current status 
of AMPs. Among these studies, one of the recent studies by 
Chen et al. has also included a summary of all therapeutic 
peptides approved by the FDA until 2019 (Chen & Lu 2020). 
This data would further help in the approval processes of 
novel AMPs for various clinical applications. However, more 
development and extensive research are needed to synthesize 
AMPs with ideal characteristics cost-effectively and to 
overcome all their limitations. Increased research studies 
for the development and optimization of AMPs, particularly 
focusing on novel strategies like various combination 
strategies, nano-formulations, hybridization, etc. and 
utilizing modern computational tools and techniques, are 
further needed that can result in the development of potential 
alternatives to the existing antibiotics and eradicate the 
deadly diseases caused by MDR pathogenic species.
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