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Abstract
Background In recent years, there has been an increasing interest in electronic health record (EHR) systems and various 
approaches of encouraging acceptance. Multiple methods of EHR acceptance have been proposed. However, a systematic 
review of patient's perspectives of their role and challenges in processing EHR remains lacking. Moreover, so far, there has 
been little discussion about barriers and facilitators of EHR system acceptance and usage from the patients' perspective.
Methods The study was reported according to the PRISMA statement. Six databases were systematically searched using 
keywords for articles from 2002–2020. We reviewed these data and used an inductive approach to analyse findings.
Results A total of 36 studies met the inclusion criteria. Our systematic literature review results reveal a wide range of bar-
riers and facilitators assigned to four distinct stages of EHR system usage: awareness, adoption, behaviour and perception, 
and consequences. Results were described in a narrative synthesis of the included empirical studies.
Discussion Results underline the necessity to put a particular emphasis – but not exclusively – on the initial stage of aware-
ness in the future. Further research in the field is therefore strongly recommended in order to develop tailored mediated 
communication to foster EHR system usage in the long run.

Keywords Electronic health record · Acceptance · Procedural view · Patient

Introduction

A considerable amount of literature has been published on 
EHR platforms [1]. One of the earliest ideas and measures in 
the realm of health care at the beginning of digitalization in 
the early 1970s was the networking of patient-related elec-
tronic health records (EHR) between the necessary health 
care providers during treatment processes [2]. Basically 
stated, EHRs collect, archive, and administrate informa-
tion on a patient's socio-demographic profile, vital signs, 
allergies, vaccinations, medical background and medica-
tion. The administration of this data relies on web-based  
applications, which can be controlled by the actors. Such 
platforms enable the continuous connection of patients, their 

health professionals, and other stakeholders (e.g., pharma-
cies, laboratories, insurance companies, care centres…) to 
present real patient data with all of the diseases, influenc-
ing factors, and distinctions that each individual patient has 
[1, 3, 4, 56]. The main objective of EHR platforms is the 
transparent exchange of information to ensure complete, 
efficient, and high-quality treatment [5, 6]. Nevertheless, so 
far patients’ acceptance of EHR is not satisfactory in most 
of the countries and regions all over the world. A large and 
growing body of literature has investigated acceptance of 
EHR from the health professionals’ perspective. To date, 
however, there has been little discussion in research with 
regard to EHR acceptance from the patients’ perspective 
[7]. Additionally, far too little attention has been paid to 
taking a procedural view on EHR acceptance and usage [8, 
9]. Only a few papers aimed at examining the steps before 
or after the actual use of EHRs, and therefore shed light on 
different stages of the process of EHR usage. [10] Addi-
tionally, several authors relate “awareness” (e.g., [11–13]) 
to self-consciousness of patients. Although awareness was 
additionally considered, at least from time to time, in studies 
dealing with EHR acceptance and usage [5], the focus of the 
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majority of EHR studies so far has been on the behaviour 
and perception stage as well as on the actual use of systems 
[3, 14–16]. Previous studies reveal that electronic health 
records have the potential to enhance patients’ commitment 
[1, 17, 18]. In practice, patients’ awareness of EHR systems 
can be increased through different marketing channels, for 
instance, public media, social media, etc. [18].

With regard to the range of theoretical foundations applied in 
EHR studies, the most widespread are ‘acceptance’ approaches 
including several factors which impede or facilitate individual 
or/and organizational decisions in adopting or accepting a tech-
nology: (1) The original Technology Acceptance Model (TAM) 
[19] developed by Davis, which conceptualizes perceived ease 
of use (PEOU) and perceived usefulness (PU) as central ante-
cedents of technology acceptance, (2) the Social Cognitive 
Theory (SCT) [20] by Compeau and Higgins, proposing that 
individuals’ beliefs in self-efficacy influence actual behaviour; 
(3) and the Unified Theory of Acceptance and Use of Technology 
(UTAUT) [21] by Venkatesh et al. and the UTAUT2 [22].

To the best of our knowledge, no study has taken a pro-
cessual view on the acceptance and usage of EHR platforms 
so far. Similar concerns with regard to data privacy and the 
exchange of sensitive data, administered through web-based 
applications, exist in the area of mobile banking (mbanking) 
[3] or in other sensitive areas of the IT (Information and 
Technology) sector [23, 24]. Therefore, it might be fruitful 
to think outside the box and look at user acceptance of tech-
nologies in neighbouring technological areas, which have 
been well investigated with regard to user acceptance.

With the present study, we aimed to take a process-related 
view on patient use of EHR platforms in order to get a closer 
look at possible hurdles or saturated research areas. In the 
mobile banking sector, Larsen has developed a process-
related view on mobile banking acceptance.

Figure 1 shows the process-related framework for our sys-
tematic literature review: From the first moment of awareness-
raising (communication policy) [25] to adoption (expected 
usefulness, usability, risks) to the actual use of the platform 
(expected usefulness, usability, effectiveness) to the conse-
quences (individual impact) that such use entails [26]. To this 
end, however, the additional prerequisite of ‘awareness’ in the 
entire influencing chain is going to be added in the current study. 
The step “awareness” is adapted at the individual level to express 
the perception of patients’ first sight of or/and actions with EHR 
[1]. In this review, we limit ourselves to a general patient view 
and not to the specific view of patients revealing specific disease 
patterns or medications. This more general view should allow us 
to generalize the results to a larger extent. Similarly, there is no 
preference for outpatient settings or inpatient settings in order to 
achieve a higher inclusion rate of studies found.

The research question for our systematic literature review 
is as follows: What are the barriers and facilitators of EHR 
acceptance and usage from a process-related view, i.e., in 

each of the steps of awareness (step 1), adoption (step 2), 
behaviour and perception (step 3) and consequences (step 
4) included in empirical studies in the field so far?

Methods

This study was reported according to the Preferred Report-
ing Items for Systematic Reviews and Meta-Analyses 
(PRISMA) statement [25]. This study aims to categorize 
different criteria along the entire influencing chain of the 
stages of 'awareness', 'adoption', 'behaviour and perception' 
and ‘consequences’ of EHR usage.

Data Sources and Searches

The main inclusion criteria for studies were (1) focussing 
on the patients’ perspective (general/mixed patients; inpa-
tients as well as outpatients) (2) when using EHRs (3) on 
web-based applications applying qualitative or quantitative 
approaches. The full literature search followed a traceable 
process in the following databases: PubMed, Science Direct, 
Cochraine Library, PsychINFO, Springer and additional arti-
cles by reference mining, as well as an additional simplified 
search in Google scholar to find public bodies and refer-
ence lists. The search strategy was applied equally in all 
databases. In order to generate search topics, the strategy 
selected search words, which were combined with 'OR' and 
the different search topics linked with 'AND'. Table 1 shows 
the applied search algorithm. All English and German arti-
cles in the period from 2001 to 2020 were eligible. There 
were no regional restrictions. An independent reviewer fol-
lowed the entire literature process to achieve a final qualita-
tive result.

Awareness

Adoption

Behaviour and 

perception

Consequences

Fig. 1  Stages of EHR Usage (Entire EHR Usage Process)
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Study Selection, Data Extraction and Quality 
Assessment

As mentioned above, the entire process closely followed 
the guidelines of the PRISMA Statement to assess study 
quality and strength of evidence [25]. Figure 2 shows the 
four-step flow chart that describes the data extraction step 
by step. In addition, the multimedia appendix contains a 

27-item checklist (Supplementary 2), which starts at the 
beginning of the review and runs through the entire study 
like a golden thread. The basic search process yielded a total 
of 961 results, of which 233 were duplicates, patents, or 
citations and these were therefore removed. The main author 
screened the remaining papers in detail by title/abstract to 
ensure their suitability for inclusion. Exclusions were made 
as follows (Table 2): Articles that focus specifically on (1) 

Table 1  Search algorithm

Search themes

(1) Patient perspective (2) EHR (3) web-based application

Keywords (Applied across all 
databases)

‘patient’ ‘inpatient’ ‘outpatient’ ‘electronic health records’ ‘EHR’ 
‘health records’

‘portal’ ‘platform’

Fig. 2  PRISMA Flow Diagram 
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Exclusion criteria
1. Health professionals’ perspec�ve
instead of the pa�ents’ perspec�ve n=35
2. Focus on special pa�ent groups n=15
3. Focus on the meso-level (e.g.,
organiza�onal aspects of EHR usage) or
the macro-level (e.g., na�onal policies for
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usage n=37
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n=10
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6. Types of literature other than peer
reviewed papers, e.g. literature
summaries, working papers, le�ers,
protocols, notes n=20
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health professionals, (2) special patient groups, or (3) organ-
izational aspects and national policies have been excluded. 
Also, (4) medical issues or clinical trials or articles solely 
discussing (5) differentiated views on EHRs or such systems 
(e.g., overall view, satisfaction issues, medication/prescrip-
tion modules etc.) were excluded. Finally, (6) different types 
of papers dealing with an overview on literature in the field 
of interest found with our search algorithm (see Table 1) 
were excluded if the papers had another format than peer 
reviewed papers like, e.g., literature summaries not follow-
ing a systematic literature review approach, working papers, 
letters, protocols, or notes. A total of 157 titles/abstracts met 
all defined inclusion criteria. The full-text articles meet-
ing eligibility criteria were independently screened by two 
reviewers: the main author and an instructed Bachelor’s 
degree student (Cohen K = 0.94). The outstanding articles 
were reviewed and had to meet all inclusion criteria (Sup-
plementary 1 – overview articles for eligibility). In cases of 
nonagreement (n = 9), studies were discussed, and consensus 
on inclusion or exclusion was reached by the team of authors 
[27]. In the end, 36 articles remained in the final corpus for 
the narrative synthesis.

Data Synthesis and Analytical Strategy

Table 3 shows the characteristics of the reviewed studies, 
disclosing authors and year, patient type (inpatient, out-
patient, general/mixed), origin, title, method, and theory. 
The studies are referred consecutively with the linked 
number of the reference list. Subsequently, the content of 
articles was coded for allocation to three main categories 
(Table 1), which were inductively formed based on well-
known frameworks [19–22]: (1) patient-related attributes, 
(2) social norm, and (3) technical/infrastructural attributes 
and assigned to the respective stage of the entire EHR 
usage process: awareness, adoption, behaviour and usage, 
consequences. Thus, all criteria were allocated within a 
3 × 4 matrix with the “kind of attributes” and the stage 
of the usage process as the two axes. Again, the same 
two reviewers worked independently from each other and 

coded the variables included in the n = 36 studies ana-
lysed. All relevant psychographic attributes of patients 
together with social influences (social norm) and techni-
cal/infrastructural attributes, i.e., attributes inherent to 
the technology and the infrastructure used with regard to 
their EHR, were coded along the stages of EHR usage. 
The heterogeneity of the individual studies made the use 
of meta-analytical methods inappropriate for this review. 
Therefore, collected data were summarized by conduct-
ing a descriptive analysis and narrative synthesis, inde-
pendently carried out by each of the two reviewers. The 
two reviewers scanned the papers independently from 
each other by applying a binary coding system (1 = vari-
able was included in the respective study, 0 = variable was 
not included in the respective study). In cases of nona-
greement, criteria/procedural steps were discussed by the 
authors, and a consensus was reached [27]. In the next step 

Table 2  Exclusion criteria

* Multiple answers per article possible

Exclusion criteria* n

1. Health professionals (doctor, nurse, other health staff) 35
2. Special patient groups (e.g. cancer, diabetes, cardiovascular, pneumo etc.) 15
3. Organizational (e.g. change process, IT-architecture etc.) or national aspects (government) 37
4. Medical issues or clinical trails 10
5. Differentiate view on electronic health records (e.g. overall view, satisfaction issues, medication/prescription modules etc.) 38
6. Literature summaries, working papers, letters, protocols, notes, i.e., papers not following a systematic literature review or a scientific 

searching approach like, e.g. the PRISMA statement
20

Table 3  Summarized characteristics

* Multiple answers per article possible

Characteristics n

Patient type
  • General/General/Mixed
  • Inpatient
  • Outpatient

22
8
6

Data collection method*
  • Survey
  • Systematic literature reviews, with a scientific searching 

approach reported by following e.g., the PRISMA statement
  • Interviews
  • Other approaches (e.g. observational studies, analytic models, 

focus groups…)

16
8
8
16

Empirical framework
  • Scientific theory
  • Self-constructed conceptual framework

6
30

Publication period
  • 2001 – 2005
  • 2006 – 2010
  • 2011 – 2015
  • 2016—2020

4
2
12
18
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of the analysis, a conceptual model was developed based 
on the evaluated criteria in the studies (Tables 4, 5 and 
Supplementary 3).

The majority of studies included general/mixed (n = 22), 
then outpatient (n = 6) and inpatient (n = 8) patients. Most 
commonly, surveys (n = 16) were used as data collection 
method, and a minority of studies applied other approaches, 
for instance, observational studies, analytic models, or focus 
groups (n = 16).

Studies were mostly based on self-constructed conceptual 
frameworks (n = 30); only six studies applied a scientifically 
accepted theory. With regard to the publication period, it can 
be seen that the topic gained interest over the years, starting 
with only n = 2 papers between 2001 and 2005. As can be 
seen in Table 3, there has been a disproportionate increase 
in the number of papers dealing with EHR usage over the 
past twenty years.

Awareness of EHR Systems (n = 10)

Patient‑related Attributes

Six studies dealt with the patient's cognitive expectations, 
i.e., involving the patient to manage his or her personal data 
should increase the understanding of the system from the 
very beginning [13, 18]. Nevertheless, patients’ empower-
ment, through (a) know-how, (b) self-efficacy or (c) commit-
ment showed low assurance in the studies, and (d) patients’ 
motivation to adopt a system was crucial. The patients' lack 
of information or confidence, or a purely negative attitude 
(e.g., lack of usefulness, complexity of the system) contrib-
uted to the failure of the system’s adoption [12, 28, 55]. 
The most important leverage points to raise awareness were 
the implementation of actions such as (individual) log-in 
training, workshops on navigation and handling in and with 
the system, etc. Patients whose providers communicated 
and encouraged them to use the portal in a first step per-
ceived this as their main stimulus, leading to an increased 
awareness [1, 18, 29, 57]. Health determinants (n = 4) such 
as chronic pre-existing conditions or acute complaints were 
decisive factors that could impede awareness of EHRs.

Technical/Infrastructural Attributes

Technical/infrastructural conditions were similarly pro-
nounced (n = 5). Results highlighted the patients’ require-
ment for appropriate technical equipment for the use of EHR 
[3, 28]. The presentation of the possible structure and navi-
gation of the EHR system, as well as features, may strongly 
limit the patients’ awareness in advance. Also, factors such 
as information security and privacy, with possible restric-
tions/regulations by the patients of their sensitive data were 
strongly addressed in the first step of awareness-raising [30]. 

The ignorance of legal rights by patients also limited the 
adoption of EHR systems [16].

Adoption of EHR Systems (n = 6)

Patient‑related Attributes

Studies show that a digital divide in our society still seems 
to exist thus adoption varies due to age, gender or cultural 
affiliation. Also, the patients’ subjective attitude could con-
trol the use of such systems, by means of someone’s expecta-
tions, individual self-perceptions, or habits (n = 6) [31, 32]. 
With regard to health-related factors in the stage of adoption, 
two studies have dealt more intensively with the effects on 
the health outcome and on the implementation or acceptance 
of medical recommendations. Such attributes represented 
obstacles on the one hand, but also encouraging factors in 
the course of EHR adoption [13].

Social Norm

Due to social influences [3, 33] such as family, friends, etc., 
patients were more or less inclined to use electronic health 
data or not. Group formations relating to similar previous 
illnesses or complaints seemed to be additionally relevant 
in this vein.

Technical/Infrastructural Attributes

Two studies [33, 34] took a closer look at the technical/
infrastructural factors, which consist of all design-related 
aspects, including surface, content, features, and functions. 
A satisfactory design seems to be an essential facilitator 
during this stage. The results show that the barriers in this 
stage were unclear information security (e.g., the internet 
as an unsafe way to communicate) and regulations regard-
ing access to personal health data (e.g., restricted access to 
EHRs for patients) [33].

Behaviour and Perception of EHR Systems (n = 29)

Patient‑related Attributes

A total of 24 studies dealt with socio-demographic attrib-
utes such as age, gender, race, income, insurance status, 
education, etc. in relation to the use of electronic health 
data. Also, patients with a certain degree of previous 
experience due to past actions have a significant facilitat-
ing influence on the use of such systems [35, 36]. Addi-
tionally, patients’ intrinsic motivation seemed to be the 
most prominent activating factor when it comes to using 
an EHR system [9, 37, 53]. In contrast, patients’ existing 
concerns or barriers range from personal attributes (i.e., a 
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lack of perceived usefulness, and familiarity with digital 
technologies, concern with regard to information security, 
too little know-how in handling digital devices, etc.), to 
technical/infrastructural (i.e., insufficient equipment, poor 
internet access, etc.) barriers. Furthermore, chronic pre-
existing conditions, with factors such as the complexity 
and duration of illness, may lead to a differentiated use of 
the system by patients, as the focus, as well as the interest 
for self-benefit, are set differently [1, 38, 39, 55].

Social Norm

One study demonstrated that social influence (e.g., family, 
friends, health staff) was essential, especially among older 
patients who often require assistance when using the plat-
form. Also, during registration, there is a steady need for 
assistance, at least in the target group of older patients [40].

Technical/Infrastructural Attributes

Technical and infrastructural factors constituted important 
facilitators or barriers at the stage of use (n = 24). A sys-
tem that is easy to understand and tailored to patient needs 
increased the chances of a high level of use of the system 
[18, 33, 38, 40]. A clear information and communication 
policy adapted to the user group was therefore essential 
to ensure transparent communication [41, 42]. Concerns 
with regard to information security and privacy were also 
important barriers. Based on legal data policies, secure data 
transfer in relation to health professionals, as well as of the 
systems, seem to be essential ingredients of a satisfactory 
usage of EHR nowadays [1, 12, 13].

Consequences of EHR System Usage (n = 8)

Patient‑related Attributes

In the step of the consequences of the EHR system usage, 
patient empowerment (i.e., checking and monitoring one’s 
health status) and activation (i.e., learning medical terms or 
use of digital technologies) revealed the highest importance 
[11, 40, 54]. Furthermore, the increased physician–patient 
contact during (i.e., messenger, notifications, etc.) and after 
treatment (i.e., requirements regarding reports, medical diag-
noses, prescription renewals, appointment reminders, etc.) 
between health professionals and patients strengthened the 
positive impact of EHR systems. Also, further patient adher-
ence and utilization (i.e., in case of uncertainties regarding 
laboratory results, discrepancies in medication, etc.) have to 
be considered [10, 32, 43, 54, 55].Ta
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Technical/Infrastructural Attributes

Little information was found on technical/infrastructural 
attributes (n = 3). In principle, however, gaps were identified 
that restrict proper use. Barriers arose due to access regula-
tions with regard to the system, log-in difficulties, less intui-
tive navigation, non-existent information or simply the lack 
of the right equipment [10, 36, 42].

Discussion

The present systematic literature review identified 36 stud-
ies that give valuable insight into the barriers and facilitators 
of EHR use. Moreover, the identified facilitators and barri-
ers were assigned to different stages by taking a procedural 
view on the acceptance and usage of EHR systems [4, 44, 45]. 
Strongly reported in the studies, over the first three procedural 
steps, were (a) socio-demographic factors (i.e., age, gender, 
ethnicity, education level, or income) such as higher health 
consciousness in women than in men or poor competencies 
in handling EHR systems in older people, or in terms of cul-
tural background such as among Latinos and Blacks [16, 46]. 
(b) Psychological-cognitive factors occur in all four steps (i.e. 
frequent internet usage or online health-related information 
searching lead to a better handling of an EHR system [34, 47, 
55], patient empowerment and activation enables patients to 
take an active part in the digital treatment process [7, 48], and 
patient education and training as the main facilitator in the 
beginning and also continuing to ensure smooth handling by 
the patients) [1, 8]; as well as (c) health-related factors (i.e. 
patient-specific systems, guidelines or treatment plans relat-
ing to their health status, e.g., in case of chronic disability) 
[6, 49]; and (d) technological/infrastructural attributes (i.e., 
good surface design, structured and safe information regard-
ing diagnosis, medication or prescription, or easy and private 
communication pathways, with specific information regarding 

the treatment process or direct digital contacts with provider) 
[47, 50], while low results occur over all procedural steps for 
(e) social influence of family and peer members (i.e. need 
for assistance during registration and also usage) [3, 33] and 
(f) psychological-activating factors (i.e. individual negative 
attitude or solely no interest toward new technologies) [51]. 
Nevertheless, it appears that patients’ EHR confidence lev-
els fluctuate along the process-related view of usage [5, 13, 
52]. Results revealed the importance of ensuring that handling 
EHRs is included in the first step of awareness raising. With 
the help of measures through various communication channels, 
EHRs can be made more appropriate for patients [5]. Improv-
ing patients’ awareness of EHRs is critical before an applied 
system is recommended [13, 34].

Limitations

Although we applied a thorough search strategy and con-
ducted a diligent reprocessing of the studies we included, 
studies for special patient groups (e.g., cancer, diabetes, 
etc.), as well as studies exploring the perspective of health 
professionals were excluded. Furthermore, this review 
focused predominantly on broad research trends and gaps 
from the procedural view of patient use. Thus, future studies 
will need to assess in greater depth any research gaps such as 
patients’ skill awareness and final performance using a more 
diverse range of survey instruments.

Conclusions

By taking a procedural view on acceptance and use of EHR 
systems, the present systematic literature review has identified 
several facilitators and barriers along the different stages of 
the process of using EHR systems. In a next step, a qualitative 
approach has to be taken to investigate the patients’ perspectives 

Table 5  Catalogue of criteria

Patient-related attributes Social norm Technical/
Infrastructural 
attributesSociodemographic 

factors
Psychological factors Health-related 

factors

Step Activating Cognitive

Awareness 22 10; 17; 18; 21; 22; 
24

12; 20; 21; 22 2; 11; 20; 21; 22

Adaption 30; 34 30 2; 3; 14; 26; 30; 34 14; 30 2; 30 14; 30
Behavior and 

perception
1; 2; 4; 5; 6; 8; 9; 

10; 11; 12;; 13; 15; 
16; 17; 18; 20; 21; 
23; 24; 26; 29; 31; 
33; 35

12; 15; 25; 31 1; 2; 4; 6; 7; 8; 9; 10; 
11; 12; 13; 16; 17; 
18; 19; 20; 21; 23; 
24; 25; 26; 27; 28; 
29; 31; 32; 33; 35

2; 3; 6; 9; 11; 12; 13; 
15; 23; 24; 25; 26; 
27; 28; 29; 31; 32; 
33; 35

12 1; 3; 6; 7; 8; 9; 10; 
11; 12; 15; 16; 17; 
18; 20; 23; 24; 25; 
27; 28; 29; 31; 32; 
33; 35

Consequences 2 1; 2; 3; 7; 12; 19; 
33; 36

3; 19; 36 19; 33; 36
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on possible barriers and facilitators in order to evaluate the 
results of the systematic literature review from a practical point 
of view. The results of the subsequent qualitative approach 
(patients’ view) can then be used to develop communication 
strategies and tools for their practical implementation in the 
form of tailored mediated health communication. In the light 
of the present pandemic, an increase in the usage of EHR sys-
tems could be essential for different stakeholders. From a macro 
perspective (i.e., the health care system), an increased usage of 
EHR systems could contribute to justify the enormous (sunk) 
costs incurred for the ambitious roll-out plans in many coun-
tries all over the world. From a meso perspective (i.e., the level 
of health providers’ organisations like hospitals), an increased 
EHR usage can boost the usefulness of information exchange on 
EHR platforms and deliver a raison d'être in the long run. From 
the micro perspective (i.e., the personal level of patients), which 
was the focus of the present study, several facilitators and barri-
ers could be identified. Being creative in developing innovative 
and useful features of EHR systems like, e.g., integrating the 
vaccination status and generating automatic reminders for hav-
ing a booster shot, could also encourage usage of EHR systems 
in the long run on the personal level. A profound knowledge 
of the levers for increasing the use of EHR could be used in a 
next step to develop mediated health communication targeted at 
raising the awareness of EHR and bringing the patients further 
along the entire usage process. Changes on the micro level, 
could then, lead to changes on the meso and the macro level as 
well, at least in the long run.
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