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Abstract

Biometric authentication is the process of recognizing a person by means of his\her psychological or behavioral traits. One of the
most important issues faced by the biometric system developer is to protect the template obtained from the biometric of a person.
Unimodal biometric system has some drawbacks such as noisy data, interclass variations and spoof attack. Multimodal biometric
system has been developed to address the boundaries of unimodal biometric system and increase the security of template. In this
paper, template security analysis of multimodal biometric system based of fingerprint and palmprint is proposed and implement-
ed. Fuzzy vault scheme is employed to protect both the fingerprint and palmprint template. At enrollment, image processing
techniques such as image enhancement, segmentation and bottom-hat filtering are applied on both the biometric to improve the
quality and subsequently the most important features are extracted. Extracted features are concatenated. Combined features along
with secret key are utilized to generate the database in the vault. During authentication, query images are sent as an input with the
stored template to recover the key. Experimental results are shown that the proposed multi biometrics system performs well than

the other methods considered for comparison.
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Introduction

In the modern era, internet has emerged as one of most im-
portant and commonly used technology for sharing or ex-
changing information. An accurate authentication plays a
main job in secure communication. Generally, knowledge-
based and token-based security methods are utilized for au-
thentication. But, these methods suffer from some limitations
such as passwords may be easily guessed by unauthorized
user and smartcards may be lost or stolen by attackers [1].
To overcome the limitations of traditional security systems,
biometric based authentication system has been developed.
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Biometric system is the branch of science that identifies the
person based on his or her psychological or behavioral char-
acteristics such as fingerprint, palmprint, palm vein, face, iris,
gait, writing style and voice. Unlike smart cards and
passwords-based security systems, biometric system cannot
be guessed, forgotten, forged and misplaced [2, 3].
Unimodal biometric system verifies the person based on
single biometric source of information. Such systems have
some troubles such as noisy information, non-universality,
spoof attack and inter class variations which reduce the per-
formance of the system and security [4]. To address these
issues and increase the security, multi modal biometric sys-
tems have been introduced. Multi biometric uses two or more
modalities of same person to increase the security and overall
efficiency of the system. Based on the performance, the multi
biometric system is categorized into many groups such as
sensor, matching score, and feature and decision level fusion
[5]. This paper focuses on feature-level fusion. The key idea
behind feature-level fusion is that combining the extracted
feature points of multi biometric algorithms into a single fea-
ture points, after preprocessing and feature extraction is done.
Protection of template is one of main problem in biometric
authentication system. Biometric protection methods can be
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typed into biometric cryptosystem and feature transformation
method. The obtained biometric feature sets are manipulated
employing transformation in the feature transformation meth-
od. In this approach, only the modified templates are stored in
the data base and matching is done in the transform domain
[6]. To ensure high security, biometric cryptosystem uses the
merits of both cryptography and biometrics. Key generation
and key release approaches are widely used methods to com-
bine biometrics with cryptography. Examples of bio
cryptosystems consist of fuzzy vault [7] and commitment
[8], source coding [9] and fuzzy extractor [10].

Fingerprint is the ridges and valley of finger and shown in
Fig. 1. Fingerprint recognition is most frequently used form of
biometrics to classify the individual due to its acceptance,
feasibility and reliability [2]. Palmprint recognition has dem-
onstrated to be one of the most stable and unique biometrics
and widely used method because of its performance, high
acceptance rate, uniqueness and low cost. Palm print consist
three major features which include three flexion creases or
principal lines, secondary creases or wrinkles and ridges.
Figure 2 illustrates the features of palm print. By fusing im-
portant features of fingerprint and palmprint such as minutiae
and principal lines, it is possible to construct a multi biometric
system with high security [2].

In this paper, presents a novel approach for protecting
multibiometric template of a person in multimodal scheme.
The proposed technique consists of three major process (i)
Preprocess and extract the feature points from palm print
and fingerprint (ii) Perform the feature-level fusion to get a
single feature set and (iii) construct the fuzzy vault to secure
multi biometric template. Further to this, the performance of
the proposed multi biometric system is examined against brute
force and correlation attack.

Contribution and outline of the paper as follows: In
Section 2 describes the related works. In Section 2 presents
the implementation work of proposed vault locking and
unlocking algorithms. The simulation results are

Fig. 1 Fingerprint image
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Fig. 2 Palmprint image

demonstrated in section 4. In section 5, give main conclusions
from the proposed scheme and followed by relevant
references.

Background

Numerous template protection methods including fuzzy vault
[7] and [11], fuzzy commitment [8], source coding [9] and
fuzzy extractor [10] introduced in biometrics. Among these
methods, fuzzy vault developed by Jules et al. [7] provides
higher security for biometric template. Fuzzy vault method is
secure in the sense it does not disclose information regarding
minutiae while it uses one-way hash function for encryption
and it has capacity to handle intra-class dissimilarities in bio-
metric data [12]. Brindha et al. [2] have presented a fuzzy
vault based multimodal template security method for finger-
print and palmprint. Enrolled fingerprint and palm print im-
ages were preprocessed using some image processing
methods such as binarization, thinning, minutiae extraction
and Region of Interest (ROI) extraction. After preprocessing,
features of both the images were extracted. Then the features
are concatenated and projected on the polynomial. Chaff
points were added with the feature vectors. Features along
with the secret key are merger and it’s utilized to generate
the vault. At the time of verification, query features are com-
paring with the database in the vault to recover the key.

In 2008, Karthick Nanda Kumar et al. explained the fusion
of multi biometrics and minentropy estimates to calculate the
protection of the fuzzy vault [13]. In 2012, Nagar et al. [6]
proposed a template protection scheme employing fuzzy vault
and fuzzy commitment. Fuse the multibiometric features
using feature level fusion method. The proposed scheme con-
sists of three stages. At stage one, features of multi biometrics
are converted into binary string. In stage two, features were



J Med Syst (2019) 43: 112

Page30f9 112

combined and in third stage securely sketching. Results are
shown that the multi biometrics scheme outperforms than sin-
gle biometric scheme. Vinothkanna et al. [14] have developed
a multi biometric system using fingerprint and ear images.
Initially, both the biometric images are filtered by adaptive
median filter to remove noise. Then minutiae points were
extracted from fingerprint image. Active Appearance Model
(AAM) is applied on the preprocessed ear image for extracting
the features. Two features are grouped and chaff points were
included. Fuzzy vault is constructed by combining secret key
with the grouped feature points. During verification, individ-
uals are identified by comparison made between the query
features with vault [7].

Fuzzy based approach is utilized for securing biometric
template by the authors Selwal et al. [15]. In this method,
features of fingerprint and hand geometry are combined to
reduce the spoof attacks on biometric systems. Simulation
results are promising since biometric templates are protected
during feature fusion process. The performance of the multi
biometric system is improved with equal error rate of 3.3%
and increased Genuine Acceptance Rate (GAR) of 97.3%.
The goal of this work is to generate the fuzzy vault employing
combined features of fingerprint and palmprint.

Proposed multimodal biometric fuzzy vault

Multimodal biometric system provides higher security and
improved performance then the unimodal biometric system.
It overcomes the limitations of single biometric system. Fuzzy
vault based multimodal biometric systems are more secure. In
this paper, fuzzy vault scheme is employed to protect both
biometric templates such as fingerprint and palmprint.

Multimodal biometric system recognizes a person
based on multiple sources of information. It utilizes a
combination of different recognition methods. Their effi-
ciency is better than the unimodal biometric systems. This
paper uses fuzzy vault scheme for securing the multi bio-
metric template. The proposed system includes the fused
feature vectors from fingerprint and palmprint. Figure 3
shows the framework of the proposed multimodal biomet-
ric fuzzy vault. It is based on two biometrics namely
palmprint and fingerprint. In this work, two different fea-
ture techniques are used to extract the feature vectors
from the biometrics. The feature vectors are combined
by using proper technique. Then, fused feature vectors
are used to generate vault and finally stored in the
database.

In the proposed system, the biometric feature vectors are
represented using Galois field GF (2'°). The series issue of the
proposed multimodal biometric fuzzy vault is the fusion of
feature vectors from different biometrics (fingerprint and
palmprint) into a single feature vector set.

Fingerprint minutiae extraction

Proposed multi biometric system follows the technique pro-
posed by Bhowmik, et al. [16] for minutiae extraction.
Initially, fingerprint images are enrolled and preprocessed by
some image pre-processing methods which include histogram
equalization; binarization and segmentation in order enhance
the image quality and guarantee the reliability [17]. Figure 4
illustrates the preprocessing of fingerprint image. Minutiae
points are extracting using crossing number (CN). The loca-
tion and orientation of the selected minutiac points are pre-
aligned and quantized using the technique proposed by Tam
et al. [18]. In this method, reference point is found among
direction. The reference point is employed as origins and di-
rection represents the axis. Only the most important feature
vectors are chosen for vault generation. It is selected based on
the quality.

During verification, the query feature vectors are employed
to remove the chaff points. A simple decision maker is applied
to determine correspondence between vault points and query
feature vectors. Query having a matching point in the vault
can unlock the vault.

Palmprint feature extraction

Palmprint based biometric identification system has been used
recently due to its uniqueness, permanence and high accep-
tance rate. The important merit of palmprint based recognition
system is the accessibility of more space and contains more
information than other traits such as fingerprint, iris etc. In
palmprint recognition, feature extraction is the crucial step.
Proposed technique uses principal line as features. Principal
lines are attained from a low resolution palm images and then
the direction and location are extracted from that line. Those
values are used to identify an individual uniquely.

Various techniques have been developed for extracting
principal line which includes prewitt, canny and sobel [19].
But, these pre-defined edge detectors produce in addition in-
significant principal lines. To solve this problem, the proposed
technique constructs the palmprint cryptosystem in three
phases. In the first phase, image processing methods such as
binarization, noise filtering and morphological operation are
applied to improve the image quality. In the second phase,
palmprint alignment and Region of Interest (ROI) extraction
are performed by detecting reference point between fingers,
reference line construction and normalization. In the third
step, bottom-hat filtering method presented in [20] is adopted
to extract the most important feature vectors and is depicted in
Fig. 5. In bottom-hat filtering method, Four Average Filter
(AVF) along four directions such as AVF,, AVF,5 AVFy,
and AVF 35 are formed. They convolved with the
preprocessed ROI to produce filtered image along 4 direc-
tions. AVF masks employed in this paper are shown in Fig. 6.
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Fig. 3 Block diagram of proposed multi biometric system a Vault encoding b Vault decoding

Filtering operation can be expressed as: Where, F is the filtered image and I denotes the
preprocessed image. Bottom-hat filtering is the method of

— *
Fo(x,y) = (Lo(x,y) *AVFo) (1) subtracting the image from the closing of it. It is performed
Fus(x,y) = (I45(x,y) *AVFy4s) (2) by dilation followed by erosion process and given below.
F90(xay) = (190()6,_}/) *AVF90) (3) ! max P
Ip(x.y) =,y (I(x*p,y*q + S(p,q)) (5)
Fi3s(x,y) = (I135(x,y) *AVF 135) (4)
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(a)Binarized image

(b)After thinning

(c)After morphological (d)Extracted features

operation

Fig. 4 Fingerprint preprocessing

Ip(x,) =y (1 (x +py+q =S, q)) (6)

The main advantage of morphological operation used in
bottom-hat filtering method is that it improves the quality of
an image and highlights the details. Filtered images are fused

Fig. 5 Palmprint preprocessing

(a)Binarized image

(c)After Bottom-hat filtering

to produce a single image by calculating mean of four filtered
image. Cleaning operation is performed to highlight principal
lines and represented in Eq. (7)

0 I(x,y)=km
I(x,y) otherwise

7o) = { )

Where, m indicates the mean and k denotes the scaling
value. Sufficient principal lines are extracted at last. The ob-
tained palmprint feature points are concatenated with finger-
print features and utilized for fuzzy vault construction.

In this paper, for each user, 4 images are used as input for all
images feature extraction process is performed. The most impor-
tant feature vectors are selected based on their quality. The com-
mon points from all the images are determined to get the feature
vectors. The features extracted from both the palmprint and fin-
gerprints are concatenated. Along with this feature vectors, some
randomly generated chaff or dummy points are added.

Encoding and decoding of fuzzy vault

The proposed multi biometric system includes the fusion of
features from palm and finger images. Initially, both images
(enrolled fingerprint and palmprint) are preprocessed using
different techniques. The steps followed during preprocessing
of fingerprint are image enhancement, binarization, segmen-
tation, prealignment, quantization and minutiac extraction.
Palmprint image is preprocesses using binarization, morpho-
logical operation, reference point detection, line extraction,

X
s
(b)Extracted ROI

(d)Extracted features
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Fig. 6 Average filters 0O 0 0 0 O 1 0 0 0 O

0O 0 0 0 O 0O 1 0 0 O

AV,=11 1 1 1 1 AVy=.=1|0 0 1 0 O
0O 0 0 0 O 0O 0 01 O
0O 0 0 0 O 0O 0 0 0 1
0O 01 0 O 0 0 0 0 1
0O 01 0 O 0O 0 01 O

AVgo=10 0 1 0 O AVizs=|0 0 1 0 O
0O 01 0 O 0O 1 0 0 O
0O 01 0 O 1 0 0 0 O

ROI extraction, bottom-hat filtering and feature extraction.  encoding and decoding is explained in Tables 1 and 2
The feature vectors are represented as an element in GF  respectively.

(2'®). The important features are extracted from both

palmprint and fingerprint are combined and projected on the

polynomial. Security of proposed multimodal biometric sys-  Experimental results and discussion

tem depends on the number of dummy points. The security of

fuzzy vault increased by using more number of dummy points  This section discusses the performance of the proposed multi
included with genuine points. Dummy points make the hacker ~ biometric system in terms of GAR and FRR. Efficiency of the
to acquire more time to concession the vault but consume  system is also analyzed under correlation and brute force attack.
extra computation time. Unlocking is reverse process of vault

locking. It is used to recover the secret key. Performance evaluation

Fuzzy vault locking and unlocking algorithm The proposed fuzzy based multi biometric template protection
technique is implemented in MATLAB. The number of gen-

This sub section describes the functioning of proposed multi-  uine vectors in the multimodal fuzzy vault is between 25 and

modal biometric system. Proposed algorithms for fuzzy vault =~ 40. The merits of including chaff points with the genuine

Table 1 Fuzzy vault locking algorithm

Stepl: Fusion

LetF={f; £.f...... f,} and P = {p;,ps,ps.....pn} represent two feature points (f e R™ and P € R") obtained from fingerprint and palmprint respectively.
Extracted feature vectors are subsequently combined to get single feature vector set.
FV=F+P

Dimension of FV is k, k= (m +n)

FV={f1./2./3 " Jons P1s P2 P35 """ P}
Where FVe R™*"

Step 2: Polynomial generation
Secret key SK = {K }7;(]) is employed to produce the polynomial P with order n.
Step 3: Genuine points generation
Project the feature vector FV using polynomial P to make genuine points G
G=[(, POD), (2, P(2), = (o P, (1 PPV, (P2, P(P2)), *+* (P P(p))]

Step 4: Chaff or dummy points generation

Generate some chaff points, C randomly

C=[Gx1,y1), (2, 2), (x3,3), "'(xp,yq)]
StepS: Vault construction

Construct the FV by integrating generated genuine points with the dummy(chaffs) points
Vault=Gu C
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Table 2 Fuzzy vault unlocking algorithm

Table 4 Performance of the proposed technique

Step 1: Extraction of feature vectors

Query feature vectors are calculated in the same way used in vault
locking.

Step 2: Comparison

Compare query feature vectors with the stored fuzzy vault
Step 3: Matching

Compute the Euclidean distance.
Step 4: Extraction of polynomial

Genuine points are filtered out based minimum distance between vault
and query feature vector set.

Step 5: Decoding

Apply Reed Solomon (RS) decoder on the polynomial to extract secret
key.

vectors are to increase the security of template. The dummy
points merged in this proposed technique is 10 times more in
number than that of genuine vector so, total number of points
used for constructing the vault is 715. Performance of the
proposed multimodal biometric fuzzy vault is evaluation by
computing some commonly used statistical measure such as
GAR and FRR. Table 3 lists the parameters employed for
implementation.

This paper has developed a framework for protecting mul-
tiple biometric template of a person using fuzzy vault. The
proposed technique can protect multiple biometric template
of a person by first fusing features of both (fingerprint and
palmprint) biometric and then applying fuzzy vault scheme.
Proposed technique provides template security at two levels
(i) Fusion of two feature vector and generates single feature
vector set and (ii) Use of fuzzy vault scheme makes it very
hard to get the original information from the stored database.
Concatenation of two biometric feature vectors not only im-
proves the performance of individua biometric system but also
to generate single vault (data base) for both the biometrics.

The performance of the proposed multimodal biometric
fuzzy vault is summarized in Table 4. The GAR of the pro-
posed technique is 95% at a FAR is 0.05 and degree of poly-
nomial is 8. Fuzzy vault based multi biometric system that
uses same technique for extracting features from both
palmprint and fingerprint is approximately 87.8% (FNMR)
at FMR of 12.2%. Thus, there is some improvement in the

Degree of Polynomial, k GAR (%) FAR (%)
95 0.05
93 0.34
10 90 0.03
11 88 0.02
12 83 0.01

GAR of the proposed technique due to the application of dif-
ferent technique for extracting features.

Table 5 evaluates the performance of the current technique
with the other methods in terms of GAR. From the Table 3, it
can be shown that the proposed technique outperforms than
other methods considered for comparison from the literature.

Brute-force attack

Nandakumar et al. [21] and [22] analyzed the security of
multibiometric vault in terms of security bits. Security analy-
sis of the proposed technique is carried out by evaluating min-
entropy of template. Table 6 gives the security of proposed
technique under brute force attack. According to Nandakumar
et al. [22] and [9], the min- entropy of proposed fuzzy vault
can be expressed as:

("i;l) (8)
(1)

Number of genuine points
Number of chaff points

Degree of polynomial

Total number of points (T=G + C)

H, = —-log,

Where,

H4=>ao0

From the Table 6, noticed that the degree of the polynomial
is considered mainly to enhance the security. Polynomial with
higher degree needs lot of computational attempt to decode
the vault and reconstruct the key and the polynomial with
minor degree can be simply decoded by the attackers.

Table 3  Simulation parameters for proposed multi biometric technique Table 5 Performance comparison

Parameter Fingerprint ~ Palmprint Multimodal Methods GAR (%)
Number of genuine vectors, G 40 25 65 Brindha et al. [2] 88
Number of chaff points, C 400 250 650 Nagar et al. [6] 87

Total points, T 440 275 712 Vinothkanna et al. [14] 85
Degtree of polynomial, k 8-12 8-12 8-12 Proposed 95
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Table 6 Security analysis of the

proposed technique Degree of Total combinations tried to Number of combinations ~ Total Security
polynomial decode the vault required evaluations bits
8 3.6921 x 10% 3.1967 x 10'° 1.1549x10°® 127
9 2.5677 % 10°° 1.7901 x 10" 1.4355x10°° 130
10 1.6236 x 10°> 8.9506 x 10" 1.8139x 10 133
11 9.3898 x 10> 4.0278 x 10" 23312x10*" 137
12 5.0054 x 10%° 1.6421 x 10" 3.0481 x10% 140

Table 7 Security comparison

Method k  Total combinations tried to decode the vault

Number of combinations required Total evaluations Correlation attack

Brindha et al. [2] 10 1.1357x10%
Meenakshi et al. [23] 10 2.3848 x 10%
Proposed 10 1.6236x 10%2

1.4307 x 10° 7.9380 x 10'° Not considered
3.4270 x 10" 6.9587 x 10" Not considered
8.9506 x 10! 1.8139 x 10* Removed

Table 7 compares the security analysis of proposed technique
with the existing other methods. From the Table 7, it is in-
ferred that the proposed technique can provide higher security
than other methods.

Correlation-attack

Correlation attack assumes that some attacker intercepts mul-
tiple enrollments which are created using the same person
biometric data [2, 24]. The fuzzy vault may be constructed
by two different ways: (i) fuzzy vault generated by same gen-
uine vectors with different key and (ii) minutiae points are
same and chaff points are different. Let the attacker interrupts
two vaults securing the set of minutiae {n} and {n’}. A hacker
can found translation and rotation values of {n’} minutiae. i.e.
{T(n’)}. If distance (n, T(n")) < = Threshold (Th),transformed
features of (n”) correlate with (n). Let V includes of vault pairs
that belong to {n} with distance (n, T(n")) < = Th. RS decoder
used by the hacker to decode the vault when the matching
pairs of (n, n’) are smalller than non-matching pairs.
Suppose {n} and {n’} are equal in size, for each genuine
and chaff points of {n} there exist a both those points of
{n’}. Minutiae points are quantized with the help of method
described in [18] to oppose the correlation attack. This quan-
tization process conforms that the current method resistance
against correlation attack.

Conclusion
This paper provides a new technique for protecting multiple
biometric sources of a person as a single entity. The goal of the

proposed technique is to enhance the security of multi biomet-
ric template employing fuzzy vault scheme. During

@ Springer

enrollment, the fingerprint and palmprint biometric images
are preprocessed using image processing methods in order to
improve the quality of an image and make it suitable for other
process that is feature extraction and fusion. Subsequently, the
most important points are extracted from fingerprint and
palmprint and concatenated to have single feature vector set.
Secret key and fused points are used to generate the vault. We
have also confirmed that the proposed technique provides
higher security compare to single bio traits. Proposed method
provides better GAR and to oppose brute force attack, corre-
lation attacks. In future, may include wavelet transform to
improve the performance and also include some other biomet-
ric traits to increase security.
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