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Abstract
The Internet of Things (IoT) has been identified in various applications across different domains, such as in the healthcare sector.
IoT has also been recognised for its revolution in reshaping modern healthcare with aspiring wide range prospects, including
economical, technological and social. This study aims to establish IoT-based smart home security solutions for real-time health
monitoring technologies in telemedicine architecture. A multilayer taxonomy is driven and conducted in this study. In the first
layer, a comprehensive analysis on telemedicine, which focuses on the client and server sides, shows that other studies associated
with IoT-based smart home applications have several limitations that remain unaddressed. Particularly, remote patient monitoring
in healthcare applications presents various facilities and benefits by adopting IoT-based smart home technologies without
compromising the security requirements and potentially large number of risks. An extensive search is conducted to identify
articles that handle these issues, related applications are comprehensively reviewed and a coherent taxonomy for these articles is
established. A total number of (n = 3064) are gathered between 2007 and 2017 for most reliable databases, such as ScienceDirect,
Web of Science and Institute of Electrical and Electronic Engineer Xplore databases. Then, the articles based on IoT studies that
are associated with telemedicine applications are filtered. Nine articles are selected and classified into two categories. The first
category, which accounts for 22.22% (n = 2/9), includes surveys on telemedicine articles and their applications. The second
category, which accounts for 77.78% (n = 7/9), includes articles on the client and server sides of telemedicine architecture. The
collected studies reveal the essential requirement in constructing another taxonomy layer and review IoT-based smart home
security studies. Therefore, IoT-based smart home security features are introduced and analysed in the second layer. The security
of smart home design based on IoTapplications is an aspect that represents a crucial matter for general occupants of smart homes,
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in which studies are required to provide a better solution with patient security, privacy protection and security of users’ entities
from being stolen or compromised. Innovative technologies have dispersed limitations related to this matter. The existing gaps
and trends in this area should be investigated to provide valuable visions for technical environments and researchers. Thus, 67
articles are obtained in the second layer of our taxonomy and are classified into six categories. In the first category, 25.37% (n =
17/67) of the articles focus on architecture design. In the second category, 17.91% (n = 12/67) includes security analysis articles
that investigate the research status in the security area of IoT-based smart home applications. In the third category, 10.44% (n = 7/
67) includes articles about security schemes. In the fourth category, 17.91% (n = 12/67) comprises security examination. In the
fifth category, 13.43% (n = 9/67) analyses security protocols. In the final category, 14.92% (n = 10/67) analyses the security
framework. Then, the identified basic characteristics of this emerging field are presented and provided in the following aspects.
Open challenges experienced on the development of IoT-based smart home security are addressed to be adopted fully in
telemedicine applications. Then, the requirements are provided to increase researcher’s interest in this study area. On this basis,
a number of recommendations for different parties are described to provide insights on the next steps that should be considered to
enhance the security of smart homes based on IoT. A map matching for both taxonomies is developed in this study to determine
the novel risks and benefits of IoT-based smart home security for real-time remote health monitoringwithin client and server sides
in telemedicine applications.

Keywords Internet of things . Telemedicine . Intelligent home . Remote monitoring . Smart home . Automated home . Security
analysis . Security scheme . Security examination

Introduction

The Internet of Things (IoT) is a network of physical devices
that are electronically embedded and are used as software
sensors with network connectivity. IoT enables these devices
to gather and exchange information [1]. IoT can consist of
different heterogeneous layers that starts from a perception
network towards the application layers [2]. Telemedicine is
medical care practices that use interactive audiovisual and data
communications [3, 109–112]. Telemedicine includes various
points, such as medical care delivery, diagnosis [197], consul-
tation and treatment [195], health education, electronic medi-
cal record (EMR) [115–119], medical data transfer [4, 194,
196] and ubiquitous utilisation of IoT in healthcare systems
[5]. The use of IoTenables multimedia to implement deep and
rich communication and interaction between patients and spe-
cialists in a remote manner and provides vast developments
for the industry. The study in [6] and [7] indicated that a
general three-tier pervasive telemedicine system based on a
wireless body area network (WBAN) allows constant
healthcare monitoring in real time. In Tier 1, vital signs are
obtained by users with the use of small intelligent wireless
sensors and are sent to Tier 2, which is used as the personal
gateway (e.g. smartphones) based on different operating sys-
tems (e.g. android) [113, 114], in small-area networks with
different protocols, such as Bluetooth, ZigBee and WBAN.
Medical information is directed to healthcare providers in
medical institutes (MIs) from Tier 2 to Tier 3 through wide-
area wireless communication protocols or Internet services.
Healthcare providers in Tier 3 apply special processes and
generate services that are sent back to users as responses.
Tiers 1 and 2 represent the client side that serves patients

through mobile health (mHealth), whereas Tier 3 represents
the server side.

Remote health monitoring system in telemedicine usually
requires multiple devices to be connected. These devices in-
clude blood pressure, blood glucose, weighting, pulse, ECG
and pulmonary peak flow meters [3]. A global trend has
attracted wide attention in terms of smart home technology
integration with the purpose of aiding health monitoring in
addition to real-time care in telemedicine [8]. Psychological
information of patients should be timely gathered and trans-
ferred automatically to remote specialists via network to sup-
port and aid patients with the use of smart home technologies
for a real-time decent home living. This information is ex-
tremely sensitive and private; thus, most government author-
ities impose strict policies, such as the HIPAA Law in the
United States, in the transmission of such medically related
information over the network. In addition to communication
security, other system security issues, such as auditing and
authentication, should be considered [3]. Authentication is a
necessary security service to prevent false data injection and is
also required to verify a patient’s identity before data access
[125–151]. It is needed to secure data transfer within different
applications [152–192]. Authentication, security, patient’s pri-
vacy protection and data confidentiality are important for pa-
tient or doctor accessing to healthcare domain [193] and EMR
[120–124]. Therefore, health data integration amongst various
telehealth and telemedicine devices remains difficult and com-
plex and hence reduces the IoT health application security.

Meanwhile, smart autonomous home is a newly emerging
technology that is developed in our modern life to provide
relaxation and comfortability for patients staying at their
homes. However, this modern comfortable life comes with a
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cost, such as patient safety and privacy. The global introduc-
tion of IoT-related applications has shown a remarkable leap
in the future and has attracted considerable attentions, espe-
cially in the industry and academic fields. Moreover, the im-
portance of privacy protection has attracted the attentions of
various researchers. Research plans with respect to IoT secu-
rity provide great values and have been initiated. In compari-
son with other security mechanisms, the key management and
authentication technologies of IoT are relatively mature. IoT
security enhancement is a critical realisation limitation of
smart visions and power-efficient homes. Thus, fundamental
investigation should be conducted to understand the related
risks to users/patients and critical data abuse of end users,
partners and homes [9].

The aforementioned issues should be identified, and nec-
essary means should be developed or provided in solving the
security problem of IoT-based smart homes to be adopted with
health monitoring technologies in telemedicine architecture.
This review designs solutions to provide valuable insights in
this research area. This paper consists of four sections, and
each section has its own description that elaborates the steps
of this systematic review. Section “Introduction” presents a
comprehensive review on IoT-based telemedicine applica-
tions. The systematic review and results introduce the IoT-
based hierarchical taxonomy of telemedicine architecture for
remote healthmonitoring studies. Section “First layer: system-
atic review for real-time monitoring of IoT-based telemedicine
applications” discusses the driven points to conduct a new
mapping of a sequential review to emphasise and address
the studies on the security of IoT-based smart homes and de-
lineate the research scene from the literature to a coherent
taxonomy. Section “Driven points” identifies the key aspects
that describe this developing research direction. Finally,
Section “Second layer: systematic review for IoT-based smart
home security” summarises the conclusions of this article.

First layer: systematic review for real-time
monitoring of IoT-based telemedicine
applications

Method

The critical keywords in telemedicine covered in our study are
‘telemedicine’, ‘sensor’, ‘triage’ and ‘priority’. All
telemedicine-related areas and studies that are related to health
domains are considered. However, our literature scope in the
English language is restricted. A general study was conducted
to identify the articles related to telemedicine by searching the
best and most reliable databases, such as (1) Science Direct
database, which provides access to journals under Elsevier
Science publisher (one of the largest electronic group of sci-
ence, medicine and technology and contains full-text

information and references) [99, 100]; (2) Institute of
Electrical and Electronic Engineers (IEEE) Xplore, which is
a database of technical articles in technology and engineering
[101, 198]; and (3)Web of Science (WoS), which is a database
that indexes cross-disciplinary research for discovering
specialised branches of fields within an academic or scientific
discipline in sciences, social sciences, arts and humanities
[102]. These selections cover medicinal and technical litera-
ture and provide an extensive perspective of the endeavours of
developers and designers in a wide but related range of stud-
ies. The strategy used in selecting pertinent articles involves
searching literature sources in two rounds. In the first round,
filtering and screening are performed to exclude studies with
duplicates and are unrelated to telemedicine in healthcare by
reading their titles and abstracts. Then, filtering by full-text
reading and screening are performed to exclude studies that
are unrelated to the inclusion criteria. In the second round,
filtering by accurate full-text reading of the examined articles
from the first round is performed based on real-time health
monitoring of IoT-based telemedicine applications. Both
rounds apply the eligibility criteria in the examination process
and are reviewed by the authors. Consequently, the final
encompassed set is correlated to the IoT of telemedicine ap-
plications based on sensors through diverse topics (Fig. 1).
Search was conducted in reliable databases, such as Science
Direct, IEEE Xplore and WoS, at the end of April 2017 by
using search engines, and different keywords are entered in
the search bar of the explorer engine. The combinations of
var ious keywords , inc lud ing ‘medica l sys tem ’ ,
‘telemonitoring’, ‘e-health’, ‘telemedicine’, ‘telehealth’,
‘healthcare services’, ‘mHealth’, ‘remote monitoring’, ‘mo-
bile doctor’, ‘triage’, ‘priority’ and ‘sensor’, in various syntax
of logical keywords were queried using ‘AND’ and ‘OR’
operators, as illustrated in Fig. 1. The search accepted book
chapters and different types of report rather than focusing on
journals and scientific conference articles because the two
directions comprise recent and suitable scientific studies relat-
ed to the development and creation of patterns for the IoT
factors of telemedicine applications. The articles that were
selected based on the criteria in Fig. 1 were included in the
review. The underlying focus of mapping the scope of re-
search on IoT factors of telemedicine applications was set to
general and coarse-grained scientific classification taxonomy
of two categories. The categories were obtained from a pre-
overview of this study without limitations. Google Scholar
engine was used to obtain a preliminary framework of the
scene and directions in this study. Duplicates were eliminated
by excluding articles in the two rounds because they did not
satisfy the inclusion criteria [103–108]. The exclusion criteria
used in the rounds are listed in Fig. 1. Each included article
with its related beginning categories was identified from dif-
ferent sources and was assembled into a single Excel file to
improve the procedures in our investigation and simplify the
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article classification for readers. Several full-text readings,
such as contributions, objectives and comments on the sur-
veyed studies, resulted in highlights. The articles were classi-
fied on the basis of a previous taxonomy. The entire comments
and highlights were included in the body of the texts (depend-
ing on our team style, such as print-out or soft-copy versions).
The main findings were described and tabulated after a sum-
mary. Word and Excel files were created to save important
information, and they consisted of a list of all articles and
related databases and tables of summary and details. The ta-
bles were classified on the basis of article specialisation in IoT
factors of telemedicine applications. Valuable information was
provided in the supplementary material as a full reference for
the findings, which will be discussed in the subsequent
section.

Results

The search resulted in 3064 articles, in which 1496 were from
IEEE Xplore, 911 were from Science Direct and 657 were
fromWoS, during the period of 2007–2017. In the first round
of filtering, 1612 out of the 3064 articles published from 2012

to 2017 were collected. Only 65 articles from all databases
were duplicated. Subsequently, the titles and abstracts were
read, which resulted in the exclusion of 1264 articles that were
unrelated to our specific research topic. Thus, the result was
283 articles. Thereafter, full-text reading was performed,
which led to the exclusion of 133 additional articles. The
remaining 150 articles represented the final result of the
first-round filtering. In the second round of filtering, the arti-
cles obtained from the previous filtering round were filtered
again on the basis of the IoT factors of remote health moni-
toring in telemedicine applications, and (n = 141/150) articles
were excluded after full-text filtering. Only nine articles relat-
ed to IoT of telemedicine applications were obtained. These
articles were thoroughly read to develop a general map of the
research. Most of the articles (22.22%; 2/9 articles) comprised
reviews and surveys that satisfy the current requirements by
telemedicine and the importance of using IoT in telemedicine
applications in future medical systems. The second group of
articles (77.77%; 7/9 articles) comprised studies that contrib-
uted to IoTwithin real-time health monitoring of the telemed-
icine architecture, which involved three tiers (Tiers 1–3). Tiers
1 and 2 represent the client side, which is composed of

Fig. 1 Explanation of the Criteria
and Search Queries Adopted in
the Selection of Articles for the
First Layer
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medical sensors (i.e. ECG, BP and SpO2) connected with
mHealth (i.e. laptop, smartphone and taps) to transfer the vital
signs of a patient to the server side (Tier 3). The articles in this
category were classified into two subsections, namely, (1) cli-
ent side (n = 1/7 article) and server side (n = 6/7 articles). The
general categories of the captured and re-classified articles in
the literature review taxonomy are presented in Fig. 2 and can
be distinguished amongst different subcategories in the gen-
eral categories through the presence of overlaps.

Review

The review of articles and surveys on telemedicine aims to
comprehend the current assumption and justify their require-
ments for future research directions on associated topics that
are either not investigated or ignored. The category contains
two articles. The first article [10] is a review that investigates
the pipeline and state-of-the-art biosensors for blood glucose
to formulate the subsequent steps. After introducing diabetes
and glucose sensing, some state-of-the-art pipeline devices are
analysed, especially the user friendliness and technological
advancement, such as IoT. Subsequently, [11] introduced the
activity recognition (AR) concept and its taxonomy and famil-
iarises the reader with sub-classes of sensor-based AR. In
addition, an overview of current health services of telecare
and telehealth solutions is presented, and a hierarchical taxon-
omy of human behaviour analysis tasks is introduced.
Fundamentally, IoT data collected in home environments are
considered in this study.

IoT-based telemedicine architecture

This category contains seven articles in two subsections,
namely, client and server sides.

Client side Patients can obtain their vital signs in Tier 1 and
have them sent to Tier 2 via small-area network protocols,
such as ZigBee, Bluetooth and WBAN [12]. The usage of
Tier 2 in the telemedicine architecture bridges sensor-based
vital signs and remote stations with the aid of interfaces, such
as 3G, 4G, LAN and u-health [13]. Only one article is includ-
ed in this subsection. The authors in [14] utilised a strategic
positioning of bridging points (i.e. gateway) at the edge of the
network to provide several high-level services, such as local
storage, real-time local data processing and embedded data
mining, and thus presented a gateway for smart e-health.
Subsequently, they applied a fog computing concept in IoT
healthcare systems and formed a geo-distributed intermediary
layer of intelligence between sensor nodes and the cloud.

Server side In general MIs, the provider of healthcare services
enables medical professionals with the capability to monitor
and analyse the vital signs in real-time and provides suitable
health care services for patients. In addition, the provider man-
ages, organises and supports medical professionals in the area
of telemedicine. In general, it comprises the MI’s server, pa-
tient history, database and service generation [15]. This sub-
section contains six articles. The authors in [16] defined sev-
eral main challenges in healthcare systems that could be ef-
fectively tackled by the recent advancements in ICT technol-
ogies. Particularly, sensing technologies, cloud computing,
IoT and big data analytics systems were considered emerging
technologies that can improve the efficiency of healthcare
services remotely from the server side. The authors in [17]
focused on the application of IoT in modern systems of health
care remote monitoring. An android application was devel-
oped to be utilised as the communication interface between
sensors and LTE femtocell networks. In the second level, a
new scheduling method based on a dynamic scheduling tech-
nique was proposed. The authors in [18] discussed the capa-
bility of IoT in the continuous integration of devices that can

Telemedicine 

Review

(2 articles)

IoT-based Telemedicine 

Architecture (7 articles)

Client side

(1 article)

Server side

(6 articles)

Fig. 2 Taxonomy of Research
Literature on the IoT of
Telemedicine Applications
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connect to the Internet; they also provided the information
related with the state of patients’ health and real-time infor-
mation of assisting doctors. Their study developed an
ontology-based architecture that could monitor health and
provide workout routine recommendations for patients with
chronic diseases. The authors in [19] utilised IoT capabilities
towards the development of a people-centric sensing frame-
work and built an intelligent system with real-time monitoring
and interaction for customised healthcare of the elderly and
disabled users in their homes. The authors in [20] extended the
Internet of Vehicles to the healthcare domain where patients
could be immediately provided with healthcare-related ser-
vices. Their study extended this novel concept and referred
to it as ‘healthcare services “on-the-fly”’. A concept of game
theory was used amongst the vehicles to acquire an access for
healthcare services while travelling. A learning automaton
was coupled with the proposed game theory. The authors in
[21] proposed a medicine reminder and monitoring system
concerned with secure health by utilising IoT with sensing
element and wireless module. Open-source IoT cloud is an
effective approach for data storage of sensors.

Driven points

As previously mentioned, the telemedicine architecture con-
tains a three-tier pervasive telemedicine system [6, 7]. Tiers 1
and 2 represent the client side, whereas Tier 3 represents the
server side [12, 13, 15, 22]. Our comprehensive analysis on
telemedicine applications for client and server sides focuses
on the studies of real-time health monitoring based on IoT. IoT
applications are vast. In healthcare, various sensors attached to
any number of patients in the client side transmit data about
the patients to a central management console and alert the
doctors and nurses when certain conditions are detected re-
motely from the server side. Currently, IoT and multimedia
used in smart home technologies have entered the healthcare
field through ambient aid living and telemedicine [3]. In
healthcare, IoT has been used to follow-up on patient recovery
and assess that versus a number of parameters unique to the
patient by using IoT-enabled devices based on client–server
architecture [11]. For most IoT-based healthcare systems, es-
pecially on smart homes, researchers have investigated the use
of smart home information-based technologies in these care
facilities to enhance the quality of life and safety of residents
[23], and few evaluations have been conducted on IoT-based
smart home security. A review of IoT-based smart home ap-
plications in our previous work was presented in [24], in
which each article related to smart homes, applications and
IoT until 2017 was searched. Subsequently, two related arti-
cles were published and driven the taxonomy presented in
[24]. The first article was conducted in [25] to evaluate the
communication components of IoT-based technologies in

smart homes. The second article was presented in [26] to
assess the innovative technology on intelligent processes for
smart home applications that utilise IoT. Thus, an additional
survey based on our previous work in [24] was constructed to
review the new security techniques used for IoT-based smart
homes. The use second layer provides considerable benefits in
real-time remote healthmonitoringwithin the client and server
sides in telemedicine applications presented in the first layer.
Furthermore, the references of the taxonomy in the previous
work [24] should be updated with published studies in the last
two years. The complete process of the second layer will be
discussed in the following section.

Second layer: systematic review for IoT-based
smart home security

This section presents the method and result of our taxonomy
design and the pattern identification of each categorised arti-
cles. This section also highlights the open concerns experi-
enced on the security development of IoT-based smart homes.
It also describes the interest of the researchers to purse the
enhancement in this research area and defines the recommen-
dations for different parties to provide a better means of de-
velopment. The discussion of findings, outcomes and obsta-
cles experienced in this study are also depicted in this section.

Method

Search was conducted on the articles collected in our previous
work in [24] in 2017. The important keyword in this work is
‘Internet of Things’ and its applications in smart homes with
direct relation to security issues. As shown in Fig. 3, 48 out of
1798 articles addressed the security aspects of smart home IoT
from our previous work in [24]. Then, 19 articles were added
to update the taxonomy with the studies published in the last
two years. Thus, a total of 67 articles were divided to different
classes based on their contents to draw a taxonomized map of
the current state-of-the-art smart home IoT. Fig. 3 shows the
collection procedure for the final set of articles.

Results

The result can be categorised to six different types on the
basis of the specified content of each article. The taxono-
my consists of 67 articles distributed amongst the follow-
ing categories: development articles include 1) architec-
ture design (17 articles, 25.37%), 2) security scheme pro-
posal (7 articles, 10.44%), 3) security protocol (9 articles,
13.43%) and 4) security framework (10 articles, 14.92%).
The remaining two categories, namely, security analysis
topics (12 articles; 17.91%) and security examination (12
articles; 17.91%), describe the effort of previous works in
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investigating this area. Figure 4 shows the taxonomy of
IoT-based smart home security.

Architecture Design for IoT-based Smart Homes

This section presents the taxonomy of the studies that pro-
posed a security design for smart home IoT. Two different
categories, namely, cloud-based and resource-constrained-
based categories, are described in the next subsections.

Cloud based This subsection presents the studies that used
cloud-based design as a resource-controlled smart device re-
placement to control and monitor smart home IoT. The topics
of these studies can be described with a brief summary as
follows. The authors in [27] used a cloud server combined
with a three-level Kerberos authentication protocol to ensure
the reliability of the security system design. The authors in
[28] proposed a smart home system using Cloud of Things
to provide additional security aspects and eliminate the re-
source constraints of a smart house network. In [29], the au-
thors proposed a generic ‘service–architecture’ with
DropLock platform, which provides a secure communication
protocol, and described the convergence between IoTand mo-
bile cloud computing. Furthermore, the authors in [30] con-
tributed to smart home research by providing solutions on
cloud service risk management and virtual machine
contextualisation. These solutions can mitigate the challenges
that might restrict any smart home device generation, espe-
cially in terms of security. A novel multilayer architecture
model based on cloud was developed in [31]; the model can

Fig. 3 Flowchart of Study
Selection, Including Search
Query and Inclusion Criteria for
the Second Layer
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effectively and seamlessly interact/interoperate on heteroge-
neous devices/services that are provided by different IoT-
based smart home vendors. A light authentication stack was
proposed in [32], which was designed for IoT applications in
smart homes. Cloud-connected devices in this authentication
stack relays the input commands to a user’s smartphone for
authentication. The architecture of this model is user–device
centric and handles security issues in the context of an
untrusted cloud platform.

Resource constrained based This subsection presents the stud-
ies on security architecture design based on different struc-
tures to provide a security solution for smart home users.
The topics of these studies can be described with a brief sum-
mary as follows.

Gateway modifications: The authors in [33] proposed an
efficient and secured architecture of authorisation and authen-
tication for IoT-based healthcare systems. The proposed sys-
tem utilised a distributed smart gateway of e-health to release
the medical sensors. This proposed system enabled the avail-
able IoT gateways to focus on simple tasks rather than on the
challenges in authorisation and authentication. In [34], the
authors designed a smart home architecture based on IoT by
providing a novel and secured mechanism called the ‘termi-
nal–gateway–group system’, which represents the mobile ter-
minal, actual gateway, and sensor nodes, respectively. The
safety of smart homes can reach its maximum with the coop-
eration amongst the sensor, network and application layers.
The authors in [35] described gateway modification in estab-
lishing secure, authenticated and seamless communication be-
tween the data collected from sensors and the Internet by using
a theory that utilises a middleware for achieving IoT system
security reinforcement based on intelligent homes.

Access management schemes for accessing appliances re-
motely without user involvement: The authors in [36] present-
ed an authentication approach for integrating identity manage-
ment (IdM) from the Internet to IoT. The gateway provides the
link between the two contexts; however, this gateway cannot
access the message contents and acts as context parsing from
the Internet to the IoT and vice versa. In [37], the authors
proposed a scheme that utilises email services to notify or
update users about any home access. Furthermore, [2] present-
ed user data protection by designing a system that provides
confidentiality [2]; this system is used as protection for priva-
cy queries and authentication based on the IoT scene that is
presented by designing a tailored algorithm for this purpose.

Mobile-based communication with IoT devices that use
mobile applications: The authors in [38] proposed the concept
of Wi-Fi-based network for smart homes. The proposed sys-
tem utilised a gateway based on AllJoyn framework, where an
enhanced authentication interface with Android devices is
provided. The authors in [39] proposed ‘hybrid applications’,
which are the concept of smartphone applications, on small

embedded systems to increase the security details of IoT smart
homes. In [40], the authors proposed a smart home with secu-
rity system. An M2M system application wireless network
based onmobile communication network, wireless sensor net-
work (WSN) and the Internet was used to introduce the func-
tionality, security mechanism, architecture, identity address-
ing and interfacing. Key future requirements for trusted smart
home systems were identified in [41]. The gateway architec-
ture is recognised as the most suitable device that is resource-
constrained and has high system availability. Two key tech-
nologies, which aim to assist the auto-management of the
system, are identified. The first technology is system auto
configuration support, which enhances the system in terms
of security. The second technology is automatic system update
for software and firmware to maintain the security of an on-
going system operation. The authors in [42] proposed an ad-
vanced security alert system based on IoT called the alert
system for smart homes. The proposed system can detect in-
truders or unusual activities inside a homewhen house owners
are not around. The system requires low cost and uses a small
pyroelectric infrared module and a Raspberry Pi for delay
reduction during email alert process. In addition, the authors
confirmed the advantages of Raspberry Pi, such as flexibility
and broad usage probability.

Security review and analysis topics

This taxonomy section handles the topics that investigate the
research status of smart home security IoT. The studies
categorised in this section analyse the literature and provide
the security issues and challenges in detail by reviewing the
current researcher’s effort on the security development of
smart home IoT. This section is divided in two subsections
as follows.

Risk and cybersecurity analysis The authors in [43] conduct-
ed an analysis and discussed the current cybersecurity im-
plications on smart devices connected in smart homes. In
[44], the authors described some security matters and cor-
responding keys about the sensor network, home gateway,
application terminal and sensor–gateway–terminal security
mechanism. The authors in [9] applied a generic risk anal-
ysis approach to evaluate threats and vulnerabilities.
Furthermore, the occurrence probability and probable in-
fluence, that is, the risk exposure of the system, were pre-
sented. The authors in [45] utilised an approach based on
the utilisation of virtual environments and agent-based
simulation to evaluate cybersecurity solutions for the next
generation of IoT applications in realistic scenarios.
Particularly, the SmallWorld platform was proposed, and
its effectiveness in the assessment of IoT cybersecurity
concerns was illustrated via smart home applications.
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Review security analysis This section addresses the studies
that inspected and summarised the academic/industrial re-
search on the security of the current state-of-the-art IoT-
based smart homes. The authors in [46] presented an overview
of some selected definitions combined with definition illustra-
tions and an approach for categorising products for subse-
quent analysis support. Then, incident and security tests were
conducted by the authors. In [47], the key techniques, security
issues and critical threats in smart home networks were
discussed. The authors in [48] conducted an analysis on the
security challenges of IoT architecture layers. Furthermore,
good suggestions were provided to improve the power of
IoT technologies. The authors in [25] presented several solu-
tions that can be utilised to overcome some IoT issues in smart
homes combined with the challenges and issues experienced
by smart homes that utilise IoT. In [49], the authors discussed
the recent achievements on privacy and security of smart
homes. Furthermore, the key observations and results were
outlined by utilising a case study that involved risk analysis
on automated smart home systems. In [50], the authors pre-
sented a classification of attacks from various networks related
to IoT. The classification distinguished common and specific
attacks from every network and used certain criteria, such as
security attributes, congestion and disturbance. In addition,
some current security solutions were presented in detail to
reveal the security requirements towards IoT protection. In
[51], the authors analysed three forms of IoT security, namely,
(i) communication, (ii) application interface and (iii) data se-
curity. They reviewed the current IoT technologies, ap-
proaches and models; found the security gap in existing com-
munication technologies, application interfaces and data secu-
rity; and provided an overview of the related works in IoT.
The authors in [52] conducted a comprehensive survey on
existing IoT technologies and their security issues. They fo-
cused on smart homes and city environments and discussed
potential IoT security solutions to improve the latter. These
security solutions not only focused on the security issues of
today’s endpoint devices but also anticipated future attacks on
data protocols and connectivity.

Security scheme proposals

This taxonomy section presents the studies that suggested a
security solution for smart home IoT. The proposed security
solution in these studies provides a promising development
that requires to be investigated to provide a complete security
solution. The topics of these studies can be described with a
brief summary as follows. In [53], the authors proposed smart
home system security requirements that reflect the IoT envi-
ronmental characteristics. The authors in [54] proposed an
IHSS using IoT devices based on agent. The proposed system
design was able to monitor the sensors and independently
control the actuators in constructing security services. They

described their IHSS design and some prototype systems. The
authors in [55] attempted to supply some secured authentica-
tion and access control solutions for ‘thing’ discovery.
Furthermore, they presented a full description of the proto-
type, early performance evaluation result and its deployment
in smart homes. The authors in [56] suggested a dynamic,
energy-efficient authentication scheme for IoT (DAoT).
DAoT utilised a feedback control scheme in dynamically
selecting an energy-efficient authentication policy. IoT de-
vices that have limited resources can be safely connected be-
cause DAoT finds the best cost-effective authentication mech-
anisms. The authors in [57] proposed an approach based on
CP-ABE called ‘fine-grained access control scheme’, which is
suitable for cloud–IoT paradigm. The scheme migrates the
decryption and CP-ABE encryption to the cloud side and re-
markably minimises the computation costs of IoT. In [58], the
authors reviewed authentication usability by utilising a one-
time password (OTP) for IoT. Furthermore, they proposed a
scalable, robust and efficient scheme of OTP. The proposed
scheme utilised ‘lightweight identity-based elliptic curve
cryptography’ scheme principles and Lamport’s OTP algo-
rithm. In [59], two novel designs of multipath Onion and
split-channel Onion IoT gateways were presented. The first
design implemented a customised multipath routing protocol
in Tor to construct a multi-circuit anonymous tunnel between
the user and the Onion gateway. The second scheme split the
command and data channels.

Security examination

In this section, we address the security of smart home IoT by
describing the studies that conduct security assessment on
smart home IoT. The section is divided in two subsections as
follows.

Security examination with analysis only This section de-
scribes the studies that conducted security examination by
analysing smart home IoT design properties, architecture
and protocols and by evaluating their practicality in terms
of security. These studies could not provide a security solu-
tion to address the weakness of possible vulnerable scenarios
that could compromise the privacy and security of smart
home users. The topics of these studies can be described with
a brief summary as follows. In [60], information leakage in-
separable to the techniques and their probable influence on
users’ privacy in the context of smart home were investigated.
The authors demonstrated the mechanism of visiting a
website through a smartphone by utilising some machine
learning and pattern checking methods to spy the encrypted
traffic. The authors in [61] evaluated the security of smart
home IoT and adopted an advanced malware method named
‘feature-distributed malware’. A review summary was pre-
sented in [62] for possible threats (e.g. vulnerability)
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combined with their critical influence and occurrence proba-
bility. The authors in [63] used industrial and commercial IoT
devices as cases where the network, software and hardware
were analysed in terms of security. In [64], the authors inves-
tigated and illustrated various protocols by emphasising their
security status. For instance, Constrained Application
Protocol (CoAP) was evaluated in terms of its implementa-
tion, architecture, security and specifications. The authors in
[65] assessed the influencing factors that affect smart home
users in China. The adoption of old technologies was extend-
ed by including variables associated with users’ utilisation of
techniques, such as secure environment realisation of smart
homes, compatibility, perceived technological security, social
influence, cost and risk. The result was uncertain because
only the probability of the selected factors was indicated. In
[66], a case study on a smart plug system of a known brand
was conducted by utilising its communication protocols and
by successfully launching four attacks, namely, device scan-
ning, brute force, spoofing and firmware attacks. The study
also presented the guideline for securing smart plugs. In [67],
traffic analysis attack on smart homes was conducted to ob-
tain a privacy-preserving traffic obfuscation framework,
where adversaries intercept the Internet traffic from/to the
smart home gateway and profile residents’ behaviours
through digital traces.

Security examination with analysis and inventionThis section
presents the studies in which their practicality was evaluated
in terms of security. Issues and challenges were identified by
the authors in their procedure. Then, solutions that aid to de-
crease the gap with these issues were provided. The topics of
these studies can be described with a brief summary as fol-
lows. The authors in [68] presented an instinctive approach of
privacy management that can detect, measure and preserve the
privacy of smart data metre before sharing it with various third
parties with full awareness of irregular human activities to
individual privacy. The authors in [69] presented a solution
in identification and blocking of threats on a network level.
They utilised a third-party architecture where specialists pro-
vide ‘security-as-a-service’, open-source SDN platform for
prototyping and protection evaluation of multiple devices in
smart homes. A case study of ‘proof-of-concept’ based on a
smart house was presented in [70]. The proposed modifica-
tions were applied to a ‘danger-based deterministic dendritic
cell algorithm’ to demonstrate the application of a responsive
artificial immune system (AIS) for system protection. The
authors in [71] proposed a secure appliance scheduling for
flexible and efficient energy consumption for smart home
IoT and developed a homomorphic encryption-based alternat-
ing direction method of multipliers approach to solve the cost-
aware appliance scheduling optimisation in a distributed man-
ner and schedule home appliances without leaking users’
privacy.

Security protocol

This section describes the studies that proposed security pro-
tocols for smart home IoT. The proposed protocols vary based
on their functionalities. The topics of these studies can be
described with a brief summary as follows. The authors in
[72] enhanced a security protocol by proposing a hash algo-
rithm of IoT devices that can securely send messages between
them to ensure confidentiality and integrity. In [73], the au-
thors proposed a new protocol by integrating various trust
establishment techniques, and physical unclonable functions
(PUFs) were recognised as the auspicious replacement that
utilise the physical properties of current devices. The authors
combined these techniques with physical key generation to
obtain encryption and authentication services with wireless
communication that influences the physical properties of com-
munication channels. The authors in [74] constructed a proto-
col where the downloaded IP is kept confidential although the
target device is infected with malware and cooperates with a
man-in-the-middle attack. The authors in [75] presented a
protocol with three bootstrap phases of unnatural devices in
a network of IPv6-based wireless sensors and CoAP. In [76],
the authors proposed a management platform distributed-
based architecture altered from the Simple Network
Management Protocol. In [77], Datagram Transport Layer
Security (DTLS) protocol associated with the frequently
utilised Transport Layer Security (TLS) protocol was
employed. The study illustrated that DTLS is an acceptable
alternative to TLS in data streaming through Internet from
connectedWSNs. The authors in [78] developed a lightweight
authentication protocol for IoT-enabled devices in a distribut-
ed cloud computing environment. Their study identified the
security vulnerabilities in multi-server cloud environment pro-
posed byXue et al. and Chuang et al. Another architecture that
is abdicable for distributed cloud environment and based on
the authentication protocol using smartcard was proposed.
The differences in security and privacy issues were analysed
by [79], and these issues were related to smart home systems,
smart grids and WSNs. Moreover, solutions that can preserve
privacy during the communication among end sensors, appli-
ances and the controller were proposed. In [80], the authors
designed an AMQP communication protocol with the exis-
tence of a data queuing scheme. All communication processes
were encrypted via RSA and AES encryption algorithms to
ensure security while storing the database in MySQL
RDBMS. Table 1 shows the security protocol evaluation illus-
trated in this section for further discussion.

The explanation of each criterion is as follows.

& Method of evaluation in security protocol: The respon-
sibility of evaluation components depends on their perfor-
mance over the evaluation of security protocol based on
simulation results. Suitable performance metrics, such as
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algorithm encryption complexity, packet loss rate, com-
munication overhead, handover delay and throughput,
should be determined in advance [81].

& Protocol complexity: Protocol complexity is identified
based on its role in measuring the required effort towards
conducting the study, and is an essential component to
guarantee its success from various perspectives, such as
scientific, execution and financial planning. Protocol com-
plexity is mainly specified by the number/frequency and/
or the complexity of individual procedures that are re-
quired in the study [82].

& Encryption algorithm: A mathematical related proce-
dure is utilised for data encryption. Information is trans-
formed into incomprehensible elements, such as cipher
texts, by using a specific algorithm, which require the
use of a key to transform them to their original state.
Different examples for such algorithms, include AES,
Blowfish, RC$, RC5 and RC6 [83].

& Performance: This criterion can be generally defined as
the working stability of the device over a period of time.

& Compatible: This criterion ensures that all devices with
IoT are well-matched with each other and can be connect-
ed to different types of device that are provided by differ-
ent vendors.

& Implementation cost: The required expenditures to in-
stall and commission a connection protocol and any other
services that should be implemented to ensure the efficien-
cy of this protocol.

& Confidentiality: In information security, confidentiality
‘is identified as the property that information is not made
available or disclosed to unauthorised individuals, entities
or processes’ [84]. Although similar to ‘privacy’, the two
words are not interchangeable. Rather, confidentiality is a
privacy component that is implemented to protect data
from unauthorised viewers. Examples of confidentiality
of electronic data that are compromised includes laptop
theft, password theft or sensitive emails sent to wrong
people [85].

& Integrity: In information security, data integrity is defined
as maintaining and ensuring the completeness and accura-
cy of data over their entire lifecycle. [86] It indicates that
data cannot be modified in an unauthorised or undetected
manner. Data integrity is different from referential integ-
rity in databases, although it can be viewed as a special
case of consistency as understood in a classic ACIDmodel
of transaction processing. Information security systems
typical ly provide message integr i ty and data
confidentiality.

& Availability: Information must be available when re-
quired for any information system to function in its
intended means and serve its purpose. This condition in-
dicates that computing systems store and process the in-
formation, security controls protect them and

communication channels used to access them must be
functioning correctly. High-availability systems remain
available at all times and prevent service disruptions due
to power outages, hardware failures and system upgrades.
Ensuring availability involves the prevention of denial-of-
service attacks, such as a flood of incoming messages to
the target system by essentially forcing it to shut down
[87].

& Discussion and conclusion for security protocol evalu-
ation in Table 1:

As shown in Table 1, several criteria are used to provide the
most suitable smart home secure communication protocol,
which attempts to be compatible with the confidentiality,
availability and integrity (CIA) triad model and guides poli-
cies for information security within IoT. The mentioned
criteria should be employed during the evaluation of the pro-
posed protocols to assess how these studies fulfil the CIA triad
model requirements. However, no study in Table 1 addressed
all these criteria to achieve high security level for IoT-based
smart homes. Only 55.55% (5/9) of the studies provided the
evaluation method of their protocol. Only one study [11.11%
(1/9)] attempted to cover protocol complexity; whereas 100%
(9/9) used an encryption algorithm, most of which used a hash
algorithm with 128-bit key length whereas others used either
RSA or AES algorithm. The complexity of encryption algo-
rithms is addressed in only one study 11.11% (1/9). The per-
formance evaluation with its first and second sub-criteria (i.e.
execution time and power consumption) is measured in
55.55% (5/9) of the studies. A total of 22.22% (2/9) of the
studies analysed the compatibility, applicability and imple-
mentation cost criteria and attempted to adapt their protocols
with these criteria.

In comparison with the previous studies that proposed
smart home protocols, IoT security is a special challenge that
is frequently unpatched and configured with default or weak
protocols. Given that many protocols with the capacity to be
networked are developed, the above criteria should be
considered in protocol development to achieve the CIA triad
model requirement. In this context, the results of the studies
that achieved the crucial components of triad elements are
weak, representing 0% availability and 66.66% (6/9)
confidentiality and integrity.

Security framework

This section describes the studies that defined the steps and
procedures for obtaining a clear security solution to improve
smart home IoT security. The topics of these studies can be
described with a brief summary as follows. In [88], the design
and implementation of a framework with an efficient secured
heterogeneous WSN data transmission of IoT was illustrated.
The authors in [89] designed a software framework called ‘
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heterogeneous network interconnection embedded gateway,’
which can interconnect various heterogeneous networks.
Firstly, the software was provided, and the structure of main
data was then introducedwith the Internet data format of client
side and tables of information record. Finally, a detailed dis-
cussion on the main modules of the software was presented.
Several characteristics of this gateway, such as instantaneity
and customisable modularisation, were illustrated. In [90], the
authors presented a BlinkToSCoAP framework by integrating
three software libraries and by implementing lightweight
CoAP, Internet Protocol version 6 (IPv6) over Low-power
Wireless Personal Area Network (6LoWPAN) and DTLS pro-
tocols over TinyOS. They proposed a toolkit based on the
securitymodel in [91]. Amanagement framework was utilised
to integrate this toolkit for IoT devices. Furthermore, an effi-
cient, supported security evaluation of security policies was
conducted to enable user data protection. The design and im-
plementation of ‘synthetic packet-injection framework’ was
presented in [92]. This framework was utilised to mitigate
the challenges by making the traffic analysis complicated to
be utilised by attackers. With the absence of a channel encryp-
tion, a security approach based on applications was developed
to prevent any sort of private data manipulation, as described
in [93]. An IoT security framework was presented by [94],
which was designed for smart infrastructures, such as smart
homes and smart buildings and features a general threat model
to be used for developing a security protection methodology
for IoT services against known or unknown cyberattacks. The
authors in [95] proposed a secure IFTTT-based smart home
framework that incorporates suitable captcha-based OTP au-
thentication scheme and PUF. In [96], the authors investigated
and outlined the different core components and functions of
the smart home tier. Every smart home was equipped with an
always online, high-resource device known as the ‘miner’.
The miner device is responsible for handling all communica-
tions within and external to the home. The miner also pre-
serves a private and secure BC and is used for controlling
and auditing communications. The authors in [97] proposed
a modelling framework that aids in IoT security; the frame-
work consists of five phases, namely, data processing, security
model generation, security visualisation, security analysis and
model updates. The framework is used to determine the pos-
sible attack scenarios in IoT and analyses its security via well-
defined security metrics. The framework assesses the effec-
tiveness of various defence strategies. Table 2 displays the
security framework evaluation illustrated in this section for
discussion.

The framework evaluation criteria are explained as follows.

& Performance: Generally, this criterion can be defined as
the working stability of the device over a period of time.

& Memory footprint: The memory footprint of different
frameworks of IoT smart home applications is provided

by using a software tool, such as the GCC MSP430
Toolchain, which displays the total ROM and RAM bytes
written during the phase of device programming [90].

& Packet overhead: Packet overheads are calculated by
using a wireless packet sniffer board interfaced to a
Linux system that runs theWireshark packet analyser soft-
ware. This device is used to capture packets, such as hand-
shake messages. A software tool, such as Wireshark, can
parse captured data to differentiate between different pro-
tocol headers, thereby providing access to all their fields,
size and effective DTLS header dimension [90].

& Latency: Time measurement for packet transmissions are
events that occur either before or after CPU-intensive time
periods. The length details of each handshake message
should be specified. The CoAP adds a total overhead of
17 bytes per frame, whereas DTLS protocol adds 29 bytes
[90].

& Energy consumption: Energy consumption of the
employed hardware platform is acquired by conducting
experimental measurements of voltage across a current
sensing resistor placed in series with the IoT smart home
board and power cable utilised as power supply. A digital
storage oscilloscope can be used to measure the power
consumed by each device in the IoT smart home network.
The performance factors should be considered during the
design of IoT system while introducing end-to-end secu-
rity [90].

& Reliability: Generally, reliability is identified as the attri-
bute for any computer-related component, such as soft-
ware, hardware or network that continuously operates
based on its specifications.

& Complexity: The complexity of a protocol is defined as
the maximum (overall inputs) of the average message
length [98].

& Network type: A guide to explain the types of network
used in the articles includes either heterogeneous or ho-
mogeneous WSNs.

& Discussion and conclusion for security framework
evaluation in Table 2:

Several IoT frameworks can be evaluated based on the
above criteria to secure smart infrastructures, such as smart
homes, and apply mitigation strategies. Table 1 shows the
architecture criteria that can be used to guide the security
development of IoT smart infrastructures. These frameworks
are supposed to secure the smart home environment against
the existing malware attacks and enhance the usage and utility
to support automation and upgrade of living in large scale.

Although these frameworks adopted different criteria, re-
markable correlations are observed between the number of
sensor nodes and security type in terms of network scalability.
Scalability approach should easily scale to any number of
agents. However, IoT frameworks have been proposed to
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experience general challenges, such as heterogeneity, and
scalability still has major challenges in each of these aspects.
Thus, 70% (7/10) of the studies mentioned the number of
sensors within the proposed frameworks and most of them
adopted various types of sensor without considering scalabil-
ity. The heterogeneity of IoT network type, the categories and
large number of nodes and the different types of protocol
provided important challenges in this context. Particularly,
scalability, interoperability, trust and privacy requirements
are difficult to address, although considerable amounts of
existing frameworks are found in the research and
standardisation community. The number of sensors has a wide
range of variation in the visualisation within the network ar-
chitecture. This condition emphasises the question about net-
work scalability. The increase in the number of different types
of sensors requires the application of many intense security
measures (e.g. encryption algorithm and reliable protocol) and
leads to the argument between network performance and se-
curity because most of the sensors are light and resource
constrained.

In addition, many different types and methods of evalua-
tion are mentioned based on the information required to be
assessed that are represented by 90% (9/10) of the studies.
Thus, complexity, reliability and cost are only mentioned in
30% (3/10) of the studies based on the diversity of these eval-
uation methods. The problems include insufficient relevance
of performance evaluation (especially memory footprint 20%
(2/10)), 40% (4/10) of the studies represent energy consump-
tion, and 30% (3/20) represents latency. The performance
shows that the lack of effective processes is a barrier to the
evolution of its original performance measurement frame-
works. A secure framework requires authentication and iden-
tity security based on the CIA triangle [93], and the weak-
nesses addressed in availability, confidentiality and integrity
represent 20% (2/10), 50% (5/10) and 40% (4/10) of the stud-
ies, respectively.

Open challenges

IoT-based smart homes are still limited in their capability to
provide full security and privacy for normal users. Many re-
searchers have elaborated their concerns about the current
security challenges faced by the automation systems of IoT-
based smart homes. This subsection elaborates the gaps and
problems that require solutions to enhance the security of
smart home IoT. The identification of these problems repre-
sents the first step of keeping users safe and ensuring their
privacy. Figures 5a and b show the summarised points of
security concerns. The problems are categorised in 16 subsec-
tions based on their nature depicted with their cited references
to enable the readers to find the detailed description of these
issues.

Concerns about device authentication

Authorisation of access and authentication are challenging in
IoT due to the difference in Internet components.
Furthermore, appliances are based on special-purpose devices
with limited resources. An IdM system grants authorisation of
access and authentication for Internet users. However, the in-
tegration of Internet IdM with IoT is challenging due to the
limitations of IoT appliances. The appliances are based on
special-purpose devices with limited resources, and a lack of
communication security exists between the Internet and IoT,
such as authentication mechanisms, difference in protocol
stack and public key infrastructures [10, 36]. The end-to-end
authentication establishment amongst the applications and de-
vices in IoT is a challenging issue. The available authentica-
tion mechanisms are currently vulnerable to security threats
due to their heterogeneity from communication, security pro-
tocols, topology and IoT devices [58].

Concerns about control and protection

The research problems addressed by authors in [91] are
expressed as follows. (1) A validation of users’ privacy and
security requirements is achieved with the IoT evolution over
the Internet. (2) The confidence level between IoT and users
can be measured. IoT increases the interaction between the
digital and real worlds compared with the Internet. The
amount of collected data from IoTsensors is remarkably larger
than that of the Internet, and the collected data are completely
detailed and correspond to daily human activities. Critical
privacy issues might emerge in this data flow, and the data
flow should be effectively monitored and controlled to protect
data privacy and overcome these issues. The authors in [41]
presented particular challenges to security and privacy. In ad-
dition, privacy query protection was reported in [2]. Privacy
query is recognised as the query and mining of critical infor-
mation. Privacy query protection is considered a privacy pro-
tection issue in data processing, and privacy protection re-
quires privacy technology assurance. Furthermore, a major
security challenge is identified with the diverse and dynamic
utilisation of resources. Traditional IT security solutions are
not suitable to IoT. Multiple access points for devices can be
utilised as means to overcome existing vulnerabilities, and
some IoT devices and services can be shared and can have
different aspects, such as ownership, policy and connectivity
domains [94].

Inadequate access control might cause a critical risk to the
consequent processed data in in-house gateways [62]. Device-
to-device communication technology is unsecured and re-
quires consecrated communicating servers between the end
devices and the client. Furthermore, the granting of access to
industries and houses remains unresolved and mainly relies on
users’ presence at home. Real-time monitoring systems do not
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Fig. 5 a Challenges of IoT-based Smart Homes. b Challenges of IoT-based Smart Homes
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allow owners to control the access to their house remotely. In
addition, some systems, such as remote surveillance systems
do not provide the essential information and filtration of crit-
ical adversary. House control access mainly depends on
middleware services to grant permissions [37].

Few devices that add security protection frequently use
software-level solutions. However, these solutions do not con-
sider the usage pattern differentiation that IoT devices have
when they are competed with traditional embedded systems or
personal computers. This condition proves the insufficiency of
these mechanisms that are bypassed and software-level pro-
tection schemes. These protection schemes unintentionally
leave the hardware vulnerable, which allow for new attack
vectors. The security features of commercial IoT devices are
usually added in an ad hoc manner where remote attacks are
addressed as main threats. Therefore, IoT devices in the com-
mercial sector are usually prone to hardware-level vulnerabil-
ities that may be remotely utilised [63].

The development of AIS fits the IoTsecurity protection and
maintenance from two perspectives. Firstly, the characteristics
of security problems are ideal for AIS due to the powerful
connection between the required properties of AIS and for
suitable security system design. These characteristics are error
tolerance, decentralisation, robustness, lightweight embedded
computation and adaption. Secondly, an interesting challenge
is provided on new AIS development with the definition of
scenario for AIS testing [70].

A typical AIS design should have secured IoT. However,
available AISs have huge limitations because immune-
inspired algorithms, which are previously utilised for secured
computers, are focused on attack detection. However, no au-
tomated detection responses are reported in threat detection.
Thus, the developed responsive AIS can automatically re-
spond during detection [70].

Concerns related to sensors

In home sensor networks, especially WSNs, the prominent
security issue is mainly the security issues of sensor nodes
because the information must be collected and transmitted
by the nodes. Sensor nodes are miniature devices that have a
simple function, which limits their computing power, storage
capacity and communication capability. Thus, a complex se-
curity agreement against DOS attacks is difficult to design.
Packet data are easily lost or confused through their transmis-
sion when a sensor node produces inaccurate or false data due
to dysfunction. An intruder may increase its own nodes, enter
false data and plug the message transmission in the sensor
network. The false node that has a strong computing power
can pretend to be a sensor node. The intruder can control the
sensor nodes and obtain the transmission message through the
nodes when a captured sensor node is compromised (e.g. com-
munication between nodes within the sensor network and the

shared key of telemetric platform) [44]. Specifically, some
rising issues and challenges, such as data storage, scalability,
energy saving and data processing capability, are observed in
environments with heterogamous resources [29].

Currently, security breaches and threats have increased
with the number of IoT devices because the generic nodes of
sensors cease from seasoned security measures and intense
resources. Sensor terminal-related security problems in IoT
comprise access and imitation of air interface information,
duplication of SIM information, unauthorised access and theft
or damage of confidential information. Furthermore, data are
collected from multiple sensor nodes, which will be transmit-
ted to the processing unit and reach the users or applications
[48, 74].

The physical layer of smart home IoT mainly experiences
different issues, including security of acquiring information
and physical hardware, such as sensor terminals, RFID nodes
and sensor devices. A single security protocol for IoT cannot
be achieved due to of the functionality of various sensor nodes
that have poor protection systems. Hence, a lack of appropri-
ate arrangements of security approaches might affect the se-
curity of routers, sensor terminals, WSNs and RFID sensor
nodes. RFID sensor nodes have high vulnerability level to
theft or damage, especially when they are utilised in severe
environments. Thus, security policies should be designed and
implemented to replace the damaged nodes in WSNs. RFID
security issues are man-in-the-middle attacks, replay attacks,
information leakage of tags and user location, cloning attacks
and tampering. The trade-off between cost and security must
be neutralised. Furthermore, appropriate security policies for
RFID applications must be developed. RFID security is pri-
marily executed via code mechanisms, physical methods or
their combination. In addition, some problems related to the
security of acquiring information, such as, cheating, tamper-
ing, replay attacks and wiretapping, must be addressed in the
perception layer [48].

Concerns about smart home IoT architecture

The IoT architecture, which is based on generic communica-
tion framework, is prone to risks, such as man-in-the-middle
attacks, unauthorised accesses, denial-of-service attacks, con-
fidentiality and integrity of data comptonization and virus at-
tacks. Furthermore, the data acquisition from multiple sensor
nodes with various formats and the collected data have het-
erogeneous characteristics. This condition causes several
problems in addition to the sophisticated network issues, such
as network congestion through data transfer of multiple sensor
nodes in this network [48]. Several technical problems are still
observed in the IoT architecture, especially in the middleware
layer, such as information processing security, privacy and
reliability. The critical security issues in the application layer
are the design flaws and malicious programs [48].
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A system information-processing platform is mainly
reflected in smart homes and can efficiently process large
amounts of data. The automatic determination of malicious
data is limited. Intelligent processing can filter and determine
malicious data on the basis of certain rules, in which the at-
tacker can easily avoid the rules and complete the attack. The
reduction of losses caused by attacks to a minimum and the
return to normal working condition are major security chal-
lenges for smart home systems when intelligent processing
makes mistakes. Smart systems should set different access
rights based on different application requirements, and differ-
ent permissions to access the same database can obtain various
results [16, 44].

IoT authentication schemes can be divided as follows: (a)
mutual authentication, (b) directed path-based authentication,
(c) two-party authentication through a trusted party with key
exchange, (d) two-way authentication, (e) session key-based
authentication, (f) OTP and SecureID authentication and (g)
group authentication. The IoT architecture defines the
schemes that can be utilised on various IoT protocol layers.
However, these schemes are still vulnerable to hackers be-
cause they require local key management and storage [58].

Currently, the available architecture has a centralised data
analysis unit. Furthermore, the available architecture requires
encryption on device identity verification in sending messages
amongst others. The incontrovertible secured authentication
of digital certificates within lightweight devices is expensive.
Furthermore, the authentication is an ideal target for attackers
with the centralised in-house data analysis unit. Hence, pro-
tection approaches, such as antivirus, firewalls and intrusion
detection methods, should be applied on the centralized data
analysis unit. However, the techniques demonstrate some
challenges, especially on experienced home users. The system
output analysis might be sophisticated with the utilisation of
classic intrusion methods, such as signature-based intrusion
detection. Hence, intensive education must be elaborated to
home users for problem solving. However, this condition
might contradict the IoT concept where minimum user inter-
actions are required [70].

Concerns about protocols

Communication protocols utilised in automated control sys-
tems of homes and buildings were proprietary and were not
integrated with other legacy systems. This issue was solved
with the increase on the power of embedded microcontrollers
to run a complete IP stack. However, predictable security pro-
tocols require large memory sizes and processing [30]. The
existing implementations of security tools are continuously
challenging; thus, a complete expertise in applied security
engineering is required to achieve high level of IoT security
[75].

TLS is the standardised protocol utilised for secured data
transmission through the Internet. However. TLS is designed
to be utilised in computing devices that consume high power
and are not executed on time-serious applications [77].
Furthermore, no HTTPS support is reported on several em-
bedded web-enabled controllers. Meanwhile, SHA-3 is not
widely available yet. HTTPS introduction increases power
consumption due to data encryption overhead and the effect
on transmission times [93].

Medical health protocols should consider two perspectives,
namely, medical constrained sensor and smart gateway e-
health. The handshake based on a symmetric key requires
undisclosed ‘pre-shared’ keys, which are eagerly valid at each
end point of communication. Furthermore, the gain of undis-
closed issues in a generic handshake key suggests the ‘elliptic
curve discrete logarithm computation’ issue, which concerns
the determination of a solution to fix the discrete logarithm
integer factorisation [33].

Various applications cause the variation in communication
protocols, which makes them vulnerable to critical security
threats. Message Queue Telemetry Transport and CoAP are
communication protocols utilised in IoT; however, they lack
built-in security mechanisms. Nevertheless, CoAP and other
IoT protocols have security solution compounds, such as TLS,
DTLS and Secure Sockets Layer, although they are still vul-
nerable to some threats [58].

DECT eavesdrops without encryption because it is a ‘radio
frequency’ protocol. DECT ‘passive eavesdropping’ commu-
nication simplicity has been illustrated. However, user infor-
mation leak is observed whether encryption is applied or not.
Voice data and their control are protected during transmission
when DECTencryption is applied. However, establishing and
receiving of calls over the phones are ‘negotiated’ and can be
reached by an eavesdropper prior to encryption. In addition,
voice transmission is exposed via the B-Field availability in
DECTwhether encryption is applied or not [60].

The Time-Synchronised Channel Hopping protocol of
IEEE 802.15.4, which handles physical and MAC layers, pro-
vides protection from replay attacks. However, the disadvan-
tage of this protocol in terms of security is the management
modelling of keys that takes confederation in sending mes-
sages where the receiver might strongly reuse the currently
used values [64]. 6LoWPAN is a crooked abbreviation of
combines IPv6 and LoWPAN. One disadvantage of
6LoWPAN is that no security methodology exists in the ad-
aptation layer. The identification of 6LoWPAN is an issue; for
example, the EUI-64 interface scenario is replicated, where
the unique interface identifier of this protocol can be compro-
mised. Furthermore, another disadvantage of this protocol is
the utilisation of compression User Datagram Protocol (UDP),
which reduces the number of its bits from 16 to 4. A possibil-
ity of risk exists when the data received by the application are
incorrect [31, 64].

42 Page 18 of 34 J Med Syst (2019) 43: 42



The market interest towards IoT technology has increased
due to the several CoAP implementations because they have
the capability to change future applications. The protocol ap-
plication layer is initially created to transfer web with limited
IoT networks and nodes. The CoAP is a remarkable version of
HTTP that matches the IoT requirements with efficient cost
and multicast support. Both protocols share a similar REST
structure and utilise similar approaches. The CoAP can be
defined as a compressed HTTP version. HTTP is an old pro-
tocol that provides stability and is widely utilised, whereas
CoAP is a new protocol and is undergoing continuous re-
search. HTTP is a huge IP because it requires considerable
code space implementation and network utilisation. However,
CoAP is particularly designed as a lightweight protocol for
network utilisation and implementation. This condition makes
CoAP efficient and preferred for small Class 1 devices. HTTP
is supported in TCP, whereas CoAP utilises UDP (asynchro-
nous request/repose), which carries messages and send lost
packets [64].

A secret key material is required by all security and
privacy-preserving protocols and is a challenge in this context.
However, many solutions presume that this type of keys is
‘magical’, and is pre-distributed on the sensor nodes by an
unspecified mechanism. In some cases, a solution for creating
a protected key depends on these pre-distributed shared keys.
However, several arguments exist on the distribution of static
keys. Sensor nodes can be tampered by attackers within the
distribution chain and can learn shared keys, including the
entire security system. Manufacturers must be trusted by cus-
tomers in appropriate key management. Liability is not as-
sumed as a key management by manufacturers [73].

Concerns about software updates of smart home devices

Various interconnected devices—from temperature sensors to
smart fridges—can be remotely accessed from the Internet in
IoT. This condition poses new security threats to business
models, especially to IP providers, who prefer their software
to be downloaded and executed in a trusted environment.
Typical IoT devices (e.g. smartphones) do not have compara-
ble hardware or computational capabilities with traditional
computers; thus, a secured software update on a lightweight
device is a challenging task in terms of security and privacy.
The design of security solutions is prone to many challenges,
especially the critical challenges in this area with respect to
smart home scenarios. The challenges with smart home sce-
narios are that multiple elements are not under user control.
Another considerable challenge is the integration of security
solutions with an existing software infrastructure and the con-
sideration of the elements of user experience [32]. The chal-
lenge associated with the secure update is twofold. Firstly, a
freshly shipped sensor node cannot be trusted. In the distribu-
tion chain, an attacker can alter the firmware and infect it with

a malicious code by installing an additional code that discloses
the inherent sensitive data from one’s smart home sensor.
Secondly, established protection mechanisms, such as TPM,
are unavailable due to the lightweight nature of sensor nodes.
Therefore, the integrity of the target device, including the ab-
sence of malware, must be guaranteed before the actual IP
update occurs [74].

Concerns about WSNs

A WSN is an internal network of a smart home system, in
which its task is fully aware in the home environment and
collects and passes information to the external network. The
packet transmission route of the sensor network is a
connectionless routing. The channel error, unsecured wireless
communication channel, collision and time delay may result
in packet transmission loss. In addition, an attacker may un-
dermine the tasks undertaken by the sensor network through
causal analysis, information communication mode or the in-
formation exposed by the sensor. Unencrypted addressing and
routing information are easy to be attacked through traffic
analysis [44]. Critical risks might arise from poor confidenti-
ality and authentication configurations. Certainly, a possibility
of emerging new issues and challenges exists in the integra-
tion of WSNs with Internet network as IoT. Furthermore,
cryptography is important to WSN security [72].

In IoT environment, the data acquisition from a multi-
sensor network is a major issue in industrial WSNs. The use
of microcontrollers for data acquisition cannot be implement-
ed in a parallel platform because they collect data from nodes
based on interrupted signals. However, microcontrollers have
low cost and power consumption [50]. Multiple nodes are
connected within the WSN to the Internet. This condition is
prone to security issues. The key issue is the establishment of
the original key session between wireless sensor nodes and
centre control [50].

Some network-related challenges are observed on multi-
media data that are streamed on WSNs; these challenges are
related to bandwidth and processing delays. Real-time stream-
ing of multimedia data requires high bandwidth, low end-to-
end delay and low losses during transmission. Several chal-
lenges in the efficient transmission of multimedia data in
WSN are expressed as follows. Firstly, multimedia encoding
at the sensor nodes is challenged by low-power nodes and
computational limitation. Subsequently, encoded data trans-
port is challenged by the real-time requirements of bursty
multimedia traffic and loss over the hops between the sensor
node and wireless station [88].

Smart home contents should be known before breaching
privacy. A remarkable advantage for any attacker is the overall
nature ofwireless ICTof smart home structure. The transmitted
information has no protection when encryption is applied be-
cause the MAC addresses of the transmitter and receiver are
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still transmitted in the air, which might be used by attackers for
active operation identification in smart homes [60]. Private
user data, such as location, behaviour and attendance, can be
breached, whether encryption is applied overWi-Fi and DECT
protocol for smart home communications or due to multiple
factors. These factors can be summarised as follows. 1) The
information sent over the air exceeds the physical limitations of
a smart home, which makes smart homes easy to be breached.
2) However, better authentication and confidentiality of private
user information can be obtained when several security ap-
proaches are applied, although attackers still have the possibil-
ity to breach the security and leak information [60].

Concerns about hardware security

Considerable challenges of constrained resources include the
device operating from battery power and the VM’s execution
must be energy efficient. Moreover, the VM complexity in-
creases with each security or interoperability. This situation
imposes the requirement for considerable MCU resources,
and these resources are complex and power-hungry [39].
Furthermore, commercial and industrial IoT devices are vul-
nerable to specific IoT attacks, such as posing, replay, data
theft, virus attack and denial-of-service attack. A security
warning must be considered on the development of IoT de-
vices with limited protection. The flooding of IoT devices in
the next decade would cause serious security and privacy con-
cerns when the existing IoT device design flow is continuous-
ly utilised [44, 63]. The compatibility of existing smart home
systems lacks cooperation in the smart home system. This
condition is due to the existing market practice fastening the
users with imperial technologies effectively, thereby forcing
customers to purchase devices confirmed by manufacturer
services to utilise full interoperability [50].

Concerns about IoT-based smart home healthcare systems

The privacy and security of healthcare IoT applications are
critical concerns due to the wireless nature of systems and
devices. Secure and strong data communication through sen-
sors, users, caregivers and actuators should be ensured be-
cause direct human involvement exists in healthcare IoT ap-
plications. IoT-based healthcare applications might be restrict-
ed by users due to privacy and misuse issues. Traditional
protection and security mechanisms that utilise existing cryp-
tography solutions might not be re-utilised due to several is-
sues, such as resource limitations, IoT architecture of
healthcare applications and security level requirements.
Traditional cryptographic approaches cannot be used on IoT-
based healthcare applications. Furthermore, IoT gateways fo-
cus on simple tasks without considering authorisation and
authentication issues. In addition, medical sensor nodes are
easily lost due to their small size. In addition, huge constraints

are required by medical application sensors, and cryptograph-
ic approaches with heavy computation requirements cannot be
utilised [33]. Another solution for medical-based devices is by
designing a system based on the cloud. In view of the require-
ments of the immediate provision of personal medical and
flexible data, the data stored in the cloud must constantly
remain encrypted and must be operated with data encryption
and fine-grained in access control to support and provide var-
ious accessibilities. However, a plain combination of encryp-
tions prior to access control is not robust and flexible [57].

Concerns about security risk analysis Generally, risk analysis
approaches can be divided into quantitative and qualitative.
Qualitative analysis utilises a ‘formal model description’ in
calculating probability, whereas quantitative analysis utilises
the developed statistical and mathematical tools to represent
the risk in numerical values. Risk analysis that utilises quan-
titative analysis might be inadequate in IoT infrastructures,
where systems have some complex relationships of connected
devices, heterogeneous structure, widespread use and de-
ployed software. However, a considerable disadvantage of
qualitative risk analysis is its nature of producing results with
inconsistency. Qualitative methods are typically not based on
mathematics and statistics in modelling risk exposure; thus,
their result immensely relies on people who perform the risk
analysis, which might be viewed as a merit. Quantitative risk
analysis provides each threat, the mean of consequence and
probability values to be measured with a mean risk value over
the threat accessible range [62].

This state strengthens the issues that emerged through the
heterogeneity and complexity of inter-connected services and
devices. Furthermore, an established design practice for de-
signing this system is lacking. This condition creates some
sophisticated states with the incapability to avoid locking-in
of customers. This condition might create ‘system–hygienic’
complexity issues, such as enforcing information security, en-
hancing privacy and analysing risks in such environments [49].

Concerns about user awareness Setting of weak passwords is
a high-ranked risk that concerns the IoT related to smart
homes. In addition, the default settings of a user’s account
might make it a hot spot for hackers’ man-in-the-middle at-
tacks. Furthermore, the recognition of risk sources on humans
span from guideless user that usually constitute targets. For
instance, the interruption on employees through social engi-
neering attacks causes them to leak classified data, which re-
sults in earning money or the deterioration of employers. In
smart home automation systems, information registry related
to the power consumption of customers is sensitive, because
routines and situations might be concluded by knowing the
amount of consumed power and estimation about daily life,
which might cause criminal actions based on these data, such
as stalking and burglary [62]. However, power consumption
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can pose serious concerns to users’ privacy because the traffic
in smart home IoT is sensitive to timeliness, security and pri-
vacy. Such usage of information provides detailed consump-
tion about the homes in which they are connected and devices
that are used. The collection of such sensitive information
over time can allow third parties to infer strongly about users’
lifestyle, such as their presence at home or day-to-day rou-
tines, thereby breaching user privacy [71].

Concerns about cloud and smart devices Recently, the popu-
larity of cloud computing paradigm has increased. Cloud
computing do not include the required elements despite the
popularity of wireless sensors and mobile phones to support
new applications in different areas, including medical home
monitoring. Commonly, traditional access control architecture
presumes that the owner and data server are in the same
trusted domain, and the data servers that store data are consid-
ered the trusted party. For example, ACL is applied in to grant
the corresponding access rights to an authenticated user based
on ACL permissions. However, data owners and servers in the
cloud computing architecture are not in the same domain.
Therefore, data owners cannot guarantee the security of their
data. In this case, cloud data servers cannot be trusted or semi-
trusted, and the data cannot be protected against attackers by
the ACL in the cloud. In addition, per-file ACL should be
applied towards the provision of fine-grained data access con-
trol. However, per-file ACL has its own issues, such as scal-
ability. The complexity of per-file ACL solution rapidly in-
creases with the number of users in the system without scal-
ability [57].

Trade-off challenges The security of smart home based-IoT is
vigorous because it handles critical collected data from the
sensor nodes from the user side to the destination via the
Internet. Hence, trust, privacy and security are the key factors
that should be considered by manufacturers when developing
smart home IoT. The detailed descriptions of some trade-offs
and challenges experienced in the security development of
smart home IoT are expressed below, and Fig. 6 shows the
summary points of trade-off challenges.

1. Performance and speed are crucial parameters used in
smart home IoT in terms of security. The light features
of IoT devices allow manufacturers to focus on reducing
the processing speed and making a minimum memory
size. Hence, users can communicate with each sensor
node of IoT devices with minimum delay and without
interfering the system throughput [64]. In addition to
managing the regular operations of home devices, smart
home clouds must cope with the increasing demands of
home entertainment and some other applications andmust
provide the interactions/interoperations between the het-
erogeneous devices and services from various vendors, in

which advanced developments in optimising the
utilisations of computing, storage and network resources
are required [31].

2. The increasing uptake of smart home appliances, such as
power switches, smoke alarms, weighing scales, lights and
children monitors, raises privacy and security concerns at
unprecedented scale, which allows legitimate and illegiti-
mate entities to snoop and intrude in family activities [53,
69]. Thus, a security system, which balances the security
measures between the protection and privacy of users.
Numerous stakeholders, such as device and service vendors,
are involved in smart home clouds, and complex dependen-
cies exist amongst these stakeholders; thus, global standards
are essential to avoid the incompatibilities and conflicts be-
tween privately developed platforms and solutions.
However, the establishment of global standards to lower
the complexity and make smart home clouds compatible
and cost effective remains a challenge [31].

3. Access control management: IoT is a developing approach
that promises several motivating solutions to multiple is-
sues on many domains. The constantly expanding net-
works of sensors, actuators and smart devices on the IoT
raise interesting challenges for service and network man-
agement. For example, the fully connected smart home
IoT provides several assistances to customers. Access con-
trol for doors, appliances and lights are necessary technol-
ogies. However, trade-offs exist between the control priv-
ileges versus their management counterparts. These trade-
offs include issues, such as ongoing maintenance, interac-
tion control and security. Given the high accessibility of
unsecured networks via the Internet, security plays a cen-
tral role in appropriate IoT management. Therefore, access
controls to data, such as the date, time, location and who
has access to things and produces data, are examples of
security and privacy requirements in IoT [76].

4. Security measures versus memory utilisation: On the basis
of a specific device and its restrictions in the IoT, one is
frequently required to refrain from implementing expen-
sive public key cryptography to solve the key distribution
problem [73]. IoT security has caused increasing concerns
because Internet-connected embedded devices can be
hacked for malicious network activities, such as remote
attacks, spamming and private information theft.
Accordingly, enabling arbitrary code execution on mil-
lions of such devices turns them into desired targets of
hackers. On this basis, a great challenge is balancing the
security measures with memory utilisation and computa-
tional overhead and maintaining the flexibility of the exe-
cution platform. In addition to external risks, certain inter-
nal functionalities of the device should be protected from
any access by the interpreted code. Buggy or malicious
programs might crash the device or cause physical harm
when they have unrestricted access to the hardware [39].
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5. Sensor cost versus security measures: The cybersecurity
issue is similar to the home environment. Thus, the cyber-
security problem extends beyond computers and is a
threat to portable devices. Attackers may utilise these
technological progressions to target previously consid-
ered secure devices. The information stored and managed
within such devices and home networks form part of the
critical information infrastructure of individuals. One
challenge is that simple or sensor devices are expensive
on a mass scale and are vital to embed security in device
networks before they are installed rather than attempt to
retrofit them later [43]. In addition, a main source of risk is
connected to the software components, especially in mo-
bile applications and APIs [62].

6. User security versus user privacy: Each device in a smart
home becomes a service for winder clouds of smart
homes. This remote integration has the potential to create
a new domain of consumers in computing applications
and associated services. However, initial attempts on the
compulsory adoption of home-based devices have created
problems, especially in terms of data privacy [2, 30, 62].

7. Resource-constrained devices versus cloud computing-
based devices: A traditional smart home automation sys-
tem mainly depends on industrial devices that has limited
capability in memory, battery usage and data processing
speed. However, other solutions that depends on cloud-
based mechanism provide a promisingmeans to solve this
problem, although the access control of devices to the
cloud experiences the complexity without scalability [57].

Motivation

The requirements that drive researchers to pursue their effort
in conducting studies in this area are listed in a detailed

manner to understand the security concept of smart home
IoT. On the basis of previous researcher works, cited studies
are included in this section for authentication to obtain a reli-
able source of knowledge for future research in this domain.
Fig. 7 shows the motivations of smart home IoT security.

Smart home security

In view of the remarkable increase in proliferation and
miniaturisation of digital computing devices, numerous every-
day life aspects have been transferred into digital and have
become interconnected by IoT. Some of the common non-
digital products, such as smart grids and logistics, energy
management, distributed monitoring, mHealth care, house-
hold appliances and watches are now permanently connected
to the Internet. This phenomenon poses new challenges with
regard to technologies and business models. The aspects that
are relevant to this proliferation are the security and privacy
challenges [73, 90]. These security and privacy problems are
widespread amongst IoT devices in the market; hence, solu-
tions should be developed on smart home devices [69].
Furthermore, a remarkable variation exists between the ob-
tainable resources, such as financial and human resources, that
are used to implement security and privacy. The variation
occurs among the application domains. Human issues are con-
sidered equally important as the technical issues in domestic
environments. [41]. Security issues are still overlooked de-
spite the large claim by previous studies, and existing studies
have claimed that considerable economic impact will be ob-
served in the coming years. However, all existing research
proposals are not entirely protected against security threats
[59, 78].

Few things are important for all products to make them
secured and verified against vulnerability for the prevention
of security breaches while facing future threats [34, 46].
Understanding the usage risks of customers and critical

Trade-off challenges

User security protec�on 
versus privacy

Control privileges versus 
access  management 

Security measures versus 
memory u�lisa�on

Sensor cost versus security 
measures

User security versus user 
privacy

Resource-constrained 
devices versus cloud 

compu�ng-based devices

Performance versus speed

Fig. 6 Trade-off Challenges

42 Page 22 of 34 J Med Syst (2019) 43: 42



information abuse is not a straightforward task, and integra-
tion methods for security-enhancing measures should be cre-
ated in the design [62]. Privacy is an important aspect in dif-
ferent aspects, and its protection is a great challenge in differ-
ent technology areas, including the IoT. In addition, emerging
security technologies that have the potential to protect IoT
data should be immediately adopted. Therefore, a balance
must be achieved between privacy protection and the rapid
development of science and technology [2].

However, constant reporting of smart homes’ usage infor-
mation to utility providers can pose serious concerns to user
privacy because the traffic in smart home IoT is sensitive to
timeliness, security and privacy [71].

Data control and protection

Controlling and protecting private data are critical aspects in
the IoT design and deployment. A great challenge emerges
due to several issues, such as various roles and users, large
systems and device number and IoT heterogeneity technolo-
gies. Addressing the trust and privacy requirements, interop-
erability and scalability is a sophisticated task based on the
existing studies and standardisation community [91].
Furthermore, the e-health data of patients and records that
can be accessed by various users or insurance corporations
aim to follow up patient treatment and aid in emergency cases.
They should be provided with access rights to different parts
of data because medical records are personal sensitive data,
and strong privacy protection should be provided in actual
solutions [57].

Security vulnerability is a critical security issue of smart
homes. It makes smart home connection to new energy wire-
less smart grids critical and might lead to total power disrup-
tion, and the interconnected multitude of smart devices in IoT
becomes a target for cyber-attack or robot network (botnet)
and security nightmare for smart space users and national
infrastructures. Furthermore, additional concerns arise from
the capability of hackers to access various home network re-
sources and convert them to a botnet and launch cyber-attacks
on several infrastructures. Some third-party Android applica-
tions can access the device root function to make it a botnet
without the approval from users. Hence, ‘multi-tier user-
centred security system–blending safeguards’ are required
for personal servers, applications, devices and networks.
Furthermore, this system provides content management, ro-
bust access controls and network monitoring to mitigate the
main strategies of old systems [43, 63]. The gateway is a
critical network device that recognises several tasks and func-
tions, such as data buffering and protocol conversion. On this
basis, strong security protection should be provided on this
part of smart home network [89].

The growing number of sensor networks and smart devices
in IoTcauses various issues and challenges in the management
and service of networks. A fully-connected IoT-based smart
home provides several services and benefits to customers.
These services can be summarised as door access control,
lighting control and control of most devices and technologies
available in the house. On this basis, access control on data,
such as location, time and date, and access to things and their
data, are good instances of privacy and security requirements
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in the IoT to solve the balance between the privilege control
versus management counterparts [76].

New policies

New tools and technologies must address the existence of
digital divide and must support users while interacting with
IoT. Security and privacy are critical issues in IoT rather than
the Internet. The safety of citizens can be used by IoT actua-
tors when an attacker malware occupies them or transmit fake
information to impair with the decision procedure. Hence, a
technology or tool should be developed to enforce IoT actua-
tor policies and evade the execution of actions that affect safe-
ty. Furthermore, the ‘dynamic context’ must be addressed in
the design and deployment of privacy and security solutions in
IoT [91].

Cryptographic algorithm for secure sensor communication

A cryptographic approach is required in ensuring security
within the WSN to achieve a secure communication among
sensors that communicate with one another. This algorithm
should be developed for sensor nodes because sensor devices
have limited resources in terms of power consumption, pro-
cessing power and memory size, thereby making the sensor
nodes non-software oriented [72]. Thus, the development of
this algorithm should consider these design limitations.
Adequate mechanisms should be implemented on data integ-
rity encryption maintenance at the information-processing
layer. Furthermore, the proposed mechanisms must be applied
to ensure secure data transfer and protection from
unauthorised access or interference in the entire network [48].

Authentication schemes

IoT authentication schemes should be addressed in terms of
peer-to-peer functionality and communication (sense and ac-
tuate), heterogeneity, mobility, feasibility of adapting avail-
able authentication schemes, computing power, storage and
battery life. Currently, an archiving process is applied to the
IoT device data on private and public cloud platforms, and
multiple analyses are conducted on data over the cloud.
Thus, data request is only granted to authorised application
and user to process any command from IoT devices.
Authorisation and authentication approaches should be ad-
dressed to facilitate this scheme. The dependence on a single
authentication scheme in deploying IoT devices with connec-
tion to the Internet is a critical risk [58]. IoT security chal-
lenges include secure end-to-end connection, authentication
and privacy. Furthermore, inter-compatibility must be applied
for any security approach due to the availability of several
market standards for smart homes. Authentication is consid-
ered a major challenge in IoT; however, majority of consumer

electronic devices lack a user interface in inserting authentica-
tion information. Therefore, a convenient and robust authen-
tication procedure should be developed for smart home sys-
tems [31, 38, 58].

Smart home IoT architecture design

Basic points should be addressed to achieve a robust and
strong smart home IoT structure. These points identify the
requirements based on real issues and challenges, and these
requirements should be considered by developers, manufac-
tures and providers during smart home IoT system design.

A) Availability: To maintain the reliability and safety of
smart home devices, unauthorized user access or device
should not be allowed. Private user data delivered dur-
ing the intercommunication of smart home devices and
the key information used in the encryption algorithm
should not be forged or tampered. On this basis, data
integrity should be provided on the data that are sent
from the smart home device to the outside or another
device. The mutual authentication between devices con-
stitutes a smart home service, and a reliable communi-
cation environment must be configured. For a fully se-
cured smart home, authentication should be ensured to
protect it from attackers, in which access is only given to
verified and authorised users [55, 50].

B) Confidentiality

Private user data delivered during the intercommunication
of smart home devices and the key information used in the
encryption algorithm should be securely managed to prevent
the possibility of outside exposure. The data from smart home
devices that are sent to another device should be converted
into a cipher text form. Smart home devices and their identi-
fication information should be securely managed to prevent
outsiders from replicating and modification. Smart home de-
vices should provide a highly secure password setting func-
tion and periodic password change feature. Home gateways
must strengthen the security through a robust and complex
password setting [55, 50].

C) Availability

External attack detection capabilities are essential and re-
quired towards responding to several security threats, such as
hacking and cyber-attacks. In addition, software updates as
part of security features must be provided for smart home
devices. Furthermore, the settings of device security policy
should be considered, which reflect various characteristics
and specifications of the device. A devicemanagement system
should be provided to understand the physical status of smart
home devices accurately. In addition, periodic status
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monitoring of smart home devices should be developed to
block unnecessary remote access. Furthermore, appropriate
actions should be conducted when smart home devices gener-
ate any abnormal operation and abnormal event history [53].
Assortment amongst things, processes, programs and humans
that are globally connected is required [50].

D) Risk Analysis

Generally, IoT design and security integration are critical
requirements. Unfortunately, risk analysis is not considered
during the design and development of smart home automation
systems. To address the IoTconnection threats, the adaption of
security design aids in fixing most of these threats in terms of
privacy disclosure, control access and malware mitigation.
Furthermore, this security design contributes in the entire sys-
tem requirements and facilitates the solutions in system devel-
opment [9]. In addition, security issues at each layer of the IoT
architecture require detailed discussion, analysis and solutions
to maximise the extent of IoT [34, 48].

E) Different Access Rights

Furthermore, smart systems should set different access
rights based on different application requirements, and differ-
ent permissions to access the same database can obtain differ-
ent results [44].

Empirical method design for risk analysis

Generally, empirical approaches should be developed based
on real data quality and should support risk evaluation in
smart homes [9, 49]. The outcome of risk evaluation ap-
proaches that support risk acquaintance is essential for the
resultant risk of smart home privacy and security. These
methods can be categorised based on data collection ap-
proaches, such as qualitative, quantitative or semi-quantita-
tive. Access to original data with risk analysis includes eval-
uation methods that support privacy and security measures.
Hence, human social behaviours, such as ‘benevolent users
and villains’ should be considered in this analysis [49].

Data collection

Data sources that are required for probabilistic risk assess-
ments should be identified to evaluate security risks in several
domains, especially device security. Any future application of
smart home requires reliable data sources. The data quality
issue in decision making is not specific to smart homes. The
amount of collected and processed data increases with the
tremendous increase of IoT applications. The required mem-
ory to handle these large data is challenging and is considered
a critical issue. ‘Artificial intelligence’ (AI) algorithms should

be utilised in extracting important data from redundant ones
[50].

Device integration and management

Ignoring applications is a critical challenge in the IoTenviron-
ment. All the challenges and issues related to multi-device
network management must be addressed to utilise the smart
home concept fully. One of these issues is resource usage
management in the home through enhanced device usage,
which can be achieved by integrating the devices with a wide
environment [31, 50]. However, IoT infrastructures and ser-
vices introduce outstanding challenges related to security for
different reasons, such as the considerable increase in the at-
tack surface, complexity, heterogeneity and number of re-
sources [94].

Query privacy protection Sense RFID tags can store larger
volumes of data compared with conventional bar codes and
have more efficient data processing capabilities. However,
consequently, more privacy and security concerns about sen-
sitive data emerge. In addition, greater data vulnerability ex-
ists when people utilise wireless terminals in communication,
which can be stolen by malicious users. Thus, participants in
IoT applications prefer to maintain anonymity in networking
environments. Nevertheless, query privacy protection should
be considered to block illegal theft and malicious data mining
queries in terms of personal privacy data [2].

Services by providers and vendors Users can be considered
the weakest point in any chain of IoT security, and ‘human
factor’ is the most challenging factor in mobile device securi-
ty. Smart home users assume that all the devices in their home
are working properly. They depend on the default settings of
each device without using technical device manuals. Hence,
device content management and network security should be
considered and maintained by content and service providers.
Furthermore, they should support users by providing security
add-ons to improve device security [43]. The smart home
network traffic analysis might not be handled for complex
patterns; however, smart home network traffic analysis may
be conducted on some products and applications. Several hubs
have ‘built-in operating systems’ and can generate ‘synthetic
packets’ to imitate the live packet flows, and the overall pro-
cess must be automated within the hub. In addition, a synthe-
sis task might be required in the application server-side related
to the acknowledgement of packets; however, a limitation on
synthesis task might be observed on application developers
during its implementation. Thus, the smart home industry
should utilise similar solutions within products [92]. An IP
address is required for the Internet access request of each
device. Currently, machines that utilise IPv4 have extremely
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low address space. IPv4 should be migrated to IPv6, which
has a larger address space [50].

Recommendation pathway solution

This section provides various suggestions and steps that
should be considered in investigating smart home IoTsecurity.
The described points refer to a previous effort to provide di-
rection and steps that can be a good asset to enhance smart
home security. Recommendations are given to multiple
parties, such as users, researchers and service providers or
vendors. Fig. 8 shows the requirements for smart home IoT
design and possible research direction.

Smart home IoT design requirements

A number of recommended steps for the smart home IoT
design to deliver good services for users, service providers
and/or vendors are described as follows.

1. Dynamic context support: The design of privacy and
security techniques in IoT should contain dynamic con-
text support to meet the privacy and security
requirements.

2. Trust management support: IoT rules of security policy
must have a considerable level of confidence between
users and IoT devices. An explicit definition of the con-
fidence level should be achieved through semantics and
precise scope.

3. Digital divide support: Different capabilities and experi-
ence are observed from various IoT users that access the
IoT. Various levels of technical proficiency on privacy
risks and issues and knowledge level should be ad-
dressed. Hence, privacy and security designs must pro-
vide solutions to divide users digitally into categories.

4. Data flow control from IoT device: The amount and type
of transmitted data from IoT devices must be defined by
users. Data flow should be automatically monitored and
controlled to enhance IoT usability rather than using the
current flow that is based on end-user license agreement.

5. Control actions of IoT actuators: Suggested security so-
lutions must prohibit harmful actions that might affect
user safety.

6. Data anonymisation: IoT privacy solution must support
collected data anonymisation by IoT devices. For exam-
ple, pseudonyms can be generated to replace user iden-
tity for privacy protection [60, 91].

7. Self-organisation of network: The structure of any net-
work must be developed to enable the self-organising
capability of each device connected to this network [50].

8. Better gateway design: The gateway functionalities are
data buffering, protocol conversion and safety authenti-
cation. Thus, the gateway can recognise the interconnec-
tion amongst different networks. Currently, the embed-
ded gateway research focuses on the realisation of one or
two connecting embedded networks to the Internet.
However, few studies have focused on designing gate-
ways with interconnection among one another and con-
nection with several heterogeneous networks. This con-
dition should be considered in IoT development and the
connection of things and other things [89].

9. Network energy-efficient: sensor devices have restricted
resources in terms of power consumption, processing
power and memory size. Security encryption algorithms
in IoT must consider these limitations in designing
sensor-based systems. Power consumption limitation af-
fects the network lifetime. Hence, basic operations, such
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as addition, shifting and EX-OR, must be utilised with
the encryption algorithm, and the security should be still
reliable during this hardware reduction. WSN lifetime
can be enhanced based on this reduction in resources
[72].

10. Considerations for psychological needs of people: In
addition to typical sense of security, the psychological
needs of people are fundamentally a sociology-related
question. Therefore, security technologies and people’s
psychological needs should be considered in discovering
privacy issues. In view of the privacy issues and individ-
ual differences in different privacy scenarios, typical se-
curity technologies do not necessarily handle privacy
protection problem of things [2].

11. Network-level security: This security level can be ap-
plied in a wide range of IoT devices compared with the
device-level security. By contrast, device-level security
is embedded within the device itself, which makes it
difficult to upgrade. Furthermore, network-level security
can be deployed in the cloud with continuous mainte-
nance. In addition, network-level security can be provid-
ed by experienced third parties, and device-level security
should be maintained by manufacturers who might lack
proper security implementation. Network-level security
applies an additional protection layer with the capability
to augment any device-level security [69].

12. Development process of IoT: A remarkable importance
is given to security during the IoT development process.
By contrast, the number of security vulnerabilities asso-
ciated with business and consumers will be enhanced in
the future and will lead to catastrophic scenarios for both
sides [45].

13. IoT data/standard platform: IoT data are critical in dif-
ferent aspects, such as computing, storage, access and
analysis. In addition, a standard platform, which can
handle large volumes of heterogeneous data and devices
effectively, should exist given the exponential growth of
data and devices [78].

14. Smart home IoT security: Solutions remain in their early
stage, in which the security factor is considered critical
and can affect its adoption rate [32].

Possible research directions

This section describes the recommended research directions
that can be conducted by academic and industrial researchers
to provide a better security solution for smart home IoT.

1- In the future, AI algorithms can be developed to simplify
the extraction of required data from redundant data [50].

2- In cloud computing, specifically in the context of home
resource management, ‘risk calculation integration’ and

risk expression in IoT-based spheres should be extensive-
ly investigated [62].

3- Critical risks contain instantiating malware and various
hacking methods. Hence, they are critical breaches, and
should be mitigated; for example, cryptography and au-
thentication amongst connecting things. Furthermore,
considerable efforts are required to investigate features
of security designs in infrastructures and system features
and plans [62].

4- Risk analysis must be utilised to obtain appropriate and
efficient security integration of IoT smart home systems.
A methodology should possess central security concepts,
such as availability, integrity and confidentiality, which
are crucial for enabling the reasonable security level iden-
tification of smart home systems.

5- A complete approach of robust IoT security is required.
Segmentation between threats affect individual users, and
the threats that affect the entire systemmust be considered
in future works. Mainly, human actions are the corre-
sponding critical challenges because they do not rely on
standardised security features.

6- End-users require an increase in transparency regarding
the collection of information and its utilisation within the
system. Hence, available automation techniques for smart
homes should be intensively investigated [62].

7- Studies on future IoT security issues should focus on
physical hardware security and collected information pri-
vacy that is transmitted and processed in the network.
Furthermore, a chain of policies, regulations and laws is
required to make IoT security robust [48].

8- A generic and precise smart home concept description is
required, which serves as the reference model for future
development. Privacy and security characteristics corre-
spond to users’ interaction and connected smart home
design products.

9- Flux is an important challenge in making private and se-
cure smart home application, which remains in the eval-
uation and risk analysis that corresponds to the informa-
tion. Hence, the privacy and security design that supports
the systems must be effective and must overcome the
unsecured Internet connection and inefficient power con-
sumers [49]. Currently, a shortage is observed in the re-
search on ‘home resource utilisation management’ based
on services [30].

10- Better AIS response is required to have robust commu-
nication amongst ‘computation immunology subfield’
and development of new ‘immune-inspired systems’ to
utilise fully the generated models. A theoretically robust
component that ensues a rigorous algorithm must be
utilised in accepting the responsive AIS by the security
community as an intense rival approach of IoT protec-
tion. Firstly, the modification of existing AIS should
adopt the existing research efforts of ‘underlying
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immunology’ of response. Previous AIS studies show
that some approaches, such as the DCA algorithm, are
developed based on a targeted application. This condi-
tion could aid the development and verification of a new
novel algorithm by combining responsive AIS and IoT
security enhancement [70].

11- The IoT vision will simplify daily life and create safety
environments. IoT security enforces researchers to con-
sider hardware and source codes, such as application,
network, compliance and physical codes, in creating
new designs Several research efforts have covered the
IoT protocols; however, wide gaps, such as privacy, se-
curity and suitable solutions of IoT issues are observed,
which should be investigated [64].

12- Research efforts should focus on data management so-
lutions and advanced cryptography protocols in terms of
integrity, confidentiality and availability. Furthermore,
the importance of security-enhancement technologies
from ‘cross-network authentication’ and ‘authorisation’
on multiple ‘cyber entities’ should be emphasised [9].

13- In addition, the vast distribution of RFID and IoT sensor
devices, which are used for data processing in handling
data methods, makes them diverse and accurate. To
make a scientific decision, some commercial depart-
ments or research institutions should rely on statistical
analysis by utilising IoT data. Therefore, the completion
of multiple data mining is an aspect of IoT privacy pro-
tection [2].

14- AIS enhancement: Several challenges should be mitigat-
ed to solve AIS issues in terms of application and algo-
rithm. The utilised methodology depends on the input
from various approaches, such as network security, al-
gorithm design, immunology, smart object vendors and
computational modelling. Interdisciplinary coordination
performs a challenging research and develops a frame-
work that should be systematically designed.
Framework modelling should be utilised as a communi-
ty to make AIS reconsider its definition [70].

15- Cloud-based platforms and IoT will become the future
cornerstone of smart homes, and they aim to make living
experience convenient and interesting. However, smart
home studies on IoT and cloud computing are still in
their primary stages, and the existing body of research
related to this area is still lacking [31].

Discussion: key solutions and points

Homes are occupied with electronic devices and computa-
tions, and smart TVs, sensors, monitoring and security devices
and home energy management systems, which are connected
in a network, serve the users. Previous studies have investi-
gated smart home issues, and these issues are divided into

multiple categories, such as hardware sensors, protocols, en-
cryption algorithms, architecture design, wireless network is-
sues and user awareness. Smart home hardware devices, such
as sensors, experience limited resources, such as memory, data
processing, storage and battery usage. Cloud-based comput-
ing as an alternative solution is a good means to solve the
resource constraints of hardware devices, although it still ex-
periences potential security issues. Standardisation and clear
design methods are issues encountered during the develop-
ment of smart home security. Seamless communication be-
tween smart home devices, sensors and the Internet remains
a challenge and should be intensively investigated.

The developed architecture design of security systems rep-
resents 27.08% of researchers’ efforts in their attempt to solve
the security challenges of smart home IoT. However, these
solutions have mainly focused on resource-constrained de-
vices rather than finding alternative solutions (e.g. cloud com-
puting) that solve limited resource capabilities, which add
complexity and impracticality to the overall performance.
The development of security protocols and security frame-
work is still in its early stages because they both share the
same researchers’ effort percentage of 14.58%. In comparison
with development studies, security examination studies only
represent 18.75% of the previous studies, which indicates that
the developed security systems should be evaluated and their
reliability performance should be identified in terms of integ-
rity, confidentiality and authenticity. In addition, security anal-
ysis topics represent 16.66% of researchers’ effort to define
previous studies to provide valuable insights in this research
area. However, considerable efforts should be exerted to iden-
tify the problems that arise with the fast development of
technology.

Conclusion

This study highlights a few key issues, including the IoT for
telemedicine environments, for future investigation. This
study aims to provide an updated security substructure in tele-
medicine architectures based on IoT technologies. It focused
on the directions that handle this subject. The first taxonomy,
namely, taxonomy of research literature on the IoTof real-time
healthmonitoring in telemedicine applications, was presented,
and studies related to the IoT issues were analysed and
discussed in client and server sides. The security limitation
in describing or understanding the factors in real-time health
monitoring led to the investigation of an additional taxonomy
layer and enhanced the security level. In the second taxonomy,
a comprehensive survey was conducted on the academic and
industrial efforts performed in the area of smart home IoT
security. This research approach is at its initial development
stage and requires further investigation to provide solid secu-
rity solutions to overcome the threats that currently
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compromise smart home users/patients. The trade-off between
the home security and privacy of users/patients is still the key
issue regarding the protection of smart home patients. In ad-
dition, open issues, such as data/identity management, net-
work protocols, cryptographic mechanisms, patient privacy,
self-management and resilient architectures, remained in sev-
eral approaches. The IoT is still in its development stage,
thereby affecting the development and security of smart
homes. IoT has several issues in its layers that should be
enhanced to improve the security of health monitoring in
IoT-based smart homes. Moreover, service providers and ven-
dors are responsible for providing better-quality hardware de-
vices to ensure the security of smart homes because the current
devices lack security standards. Meanwhile, users/patients are
responsible for their protection because they can increase their
security awareness regarding cyber security attacks that target
their smartphones, computers, tablets or other smart devices
during diagnosis or monitoring. The current security issues
require collaborative academic and industrial work with the
rapid development of smart devices to overcome cyber secu-
rity attacks and enhance or improve the security and privacy
levels in telemedicine and healthcare monitoring systems
based on IoT.
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