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Abstract
The development of wireless body area sensor networks is imperative for modern telemedicine. However, attackers and
cybercriminals are gradually becoming aware in attacking telemedicine systems, and the black market value of protected health
information has the highest price nowadays. Security remains a formidable challenge to be resolved. Intelligent home environ-
ments make up one of the major application areas of pervasive computing. Security and privacy are the twomost important issues
in the remote monitoring and control of intelligent home environments for clients and servers in telemedicine architecture. The
personal authentication approach that uses the finger vein pattern is a newly investigated biometric technique. This type of
biometric has many advantages over other types (explained in detail later on) and is suitable for different human categories and
ages. This study aims to establish a secure verification method for real-time monitoring systems to be used for the authentication
of patients and other members who are working in telemedicine systems. The process begins with the sensor based on Tiers 1 and
2 (client side) in the telemedicine architecture and ends with patient verification in Tier 3 (server side) via finger vein biometric
technology to ensure patient security on both sides.Multilayer taxonomy is conducted in this research to attain the study’s goal. In
the first layer, real-time remote monitoring studies based on the sensor technology used in telemedicine applications are reviewed
and analysed to provide researchers a clear vision of security and privacy based on sensors in telemedicine. An extensive search is
conducted to identify articles that deal with security and privacy issues, related applications are reviewed comprehensively and a
coherent taxonomy of these articles is established. ScienceDirect, IEEE Xplore and Web of Science databases are checked for
articles on mHealth in telemedicine based on sensors. A total of 3064 papers are collected from 2007 to 2017. The retrieved
articles are filtered according to the security and privacy of telemedicine applications based on sensors. Nineteen articles are
selected and classified into two categories. The first category, which accounts for 57.89% (n = 11/19), includes surveys on
telemedicine articles and their applications. The second category, accounting for 42.1% (n = 8/19), includes articles on the
three-tiered architecture of telemedicine. The collected studies reveal the essential need to construct another taxonomy layer
and review studies on finger vein biometric verification systems. This map-matching for both taxonomies is developed for this
study to go deeply into the sensor field and determine novel risks and benefits for patient security and privacy on client and server
sides in telemedicine applications. In the second layer of our taxonomy, the literature on finger vein biometric verification
systems is analysed and reviewed. In this layer, we obtain a final set of 65 articles classified into four categories. In the first
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category, 80% (n = 52/65) of the articles focus on development and design. In the second category, 12.30% (n = 8/65) includes
evaluation and comparative articles. These articles are not intensively included in our literature analysis. In the third category,
4.61% (n = 3/65) includes articles about analytical studies. In the fourth category, 3.07% (n = 2/65) comprises reviews and
surveys. This study aims to provide researchers with an up-to-date overview of studies that have been conducted on (user/patient)
authentication to enhance the security level in telemedicine or any information system. In the current study, taxonomy is
presented by explaining previous studies. Moreover, this review highlights the motivations, challenges and recommendations
related to finger vein biometric verification systems and determines the gaps in this research direction (protection of finger vein
templates in real time), which represent a new research direction in this area.
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Introduction

Real-time remote health monitoring systems use telecommu-
nication and information technology to provide clinical
healthcare from a distance [1–3]. These technologies allow
patients and medical staff to communicate with convenience
and fidelity and enable the transmission of medical, imaging
and health informatics data from one site to another [4, 5]. The
telemedicine architecture contains a three-tier pervasive tele-
medicine system based on a wireless body area network
(WBAN) that enables real-time and continuous healthcare
monitoring [6–8]. In Tier 1, patients can obtain their vital
signals through tiny intelligent wireless sensors. These signals
are sent to Tier 2, which is the personal gateway (e.g. handheld
devices, personal digital assistants and laptops), through small
area network protocols (e.g. Bluetooth and Zigbee) and
WBAN. Medical data are then sent from Tier 2 to Tier 3,
which is the healthcare provider in medical institutes (MIs),
through wide area wireless communication protocols or
Internet services. Healthcare providers in Tier 3 apply certain
processes and generate services that are sent back to patients
as responses. Tiers 1 and 2 represent the client side, and Tier 3
represents the server side. Patients can also use different por-
table devices, such as cameras, biometric imaging devices and
microphones, to transmit or view clinical data or images or to
access control systems to perform authorised access at the
server side. Figure 1 shows this process of telemedicine [5, 9].

Telemedicine benefits from a large bibliography, but prac-
tical challenges remain, especially in improving security en-
gineering and risk management in the context of continuous
development of healthcare services in secure channels
[10–13]. On the client side, patients’ vital signs must be sent
to Tier 3 very securely through the Internet in remote moni-
toring systems [14, 15]. Amongst the major concerns that
prevent patients fromwidely adopting this technology are data
privacy and security [16–18]. Wireless medical sensor net-
works (MSNs) are the building blocks of remote health mon-
itoring systems [16]. The nodes in MSNs are classified into
sensors that report measurements about the human body and
actuators that receive commands from the medical staff and
perform actions. On the server side, authenticating these

commands is a critical security issue because any alteration
may lead to serious consequences [19, 20]. Patients also need
to access telemedicine systems in secure authentication when
using health applications to ensure that vital signs/data are
transmitted with security and usability [10].

The challenges in the telemedicine environment that are
related to security level can be overcome by enhancing patient
enrolment operation, which is a standard-based identity-
proofing process [21]. Correct patient identification is the
key to overcoming challenges in any health system and results
in a health system without duplicate records and payment
forgery. If a health system can successfully capture and verify
a patient’s identity, then duplication in patient records can be
reduced and patient satisfaction can increase. Moreover, data
entry errors and administration costs can be reduced, and pa-
tient data and invoice accuracy will increase. In the digital
information field, biometrics refers to an authentication sys-
tem technology that uses human physical characteristics, such
as the face, iris, fingerprints, finger veins and hand geometry,
or behavioural characteristics (e.g. voice and gait); in recent
years, biometrics-based verification systems have been used
in many applications that require a reliable verification/
identification scheme [22]. Biometrics has become a solution
for managing difficulties in security issues through human
biological biometrics, which cannot be stolen or copied easily.
Thus, traditional authentication systems, which typically iden-
tify an individual by using a key or password and other
methods, such as magnetic cards, can be improved by
adopting this new type of authentication technology because
traditional methods may be unsafe considering that the data in
these methods can be stolen or forgotten [23, 24]. Finger vein
verification is a promising technique that is extensively con-
sidered by researchers and developers because of its
favourable advantages, such as (1) being contactless, (2) ef-
fectiveness in living humans, (3) high security, (4) small
equipment size, (5) low cost and (6) minimal defects, unlike
other biometric techniques. Table 1 compares the characteris-
tics of various biometric authentications.

Finger vein biometrics plays crucial roles in numerous se-
curity applications, such as access control, individual authen-
tication and electronic passport. Biometrics is extensively
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applied in door access and controlled border crossing, finan-
cial security and attendance systems. A biometric method is
imperative for modern telemedicine and mHealth to secure
wireless body area sensor networks, but its security remains
a formidable challenge to be resolved. Over the past two de-
cades, different types of biometric frameworks have been de-
veloped. The finger vein verification system in Reference [25]
is more protected and difficult to forge than other biometric
verification technologies because veins are located inside the
human body. Furthermore, physical contact between the cus-
tomer and sensor device, which uses a charge-coupled device
(CCD) camera with a near-infrared (NIR) filter, is unnecessary
during individual enrolment in the finger vein verification
system. An infrared light-emitting diode (LED) light (760–
1000 nm) can pass through the skin of the finger, but the
haemoglobin in the blood can absorb the infrared light and

appear as dark lines. The finger vein pattern can be made
visible with an infrared-sensitive CCD camera because the
reflections of the veins are not equally visible as the surround-
ings of other areas of the finger [26]. The verification process
consists of four main stages, namely, image acquisition, pre-
processing, feature extraction and matching. An infrared cam-
era is commonly used to capture finger vein images. Then,
pre-processing, such as normalisation and segmentation, is
applied to enhance the vein images and extract the region of
interest (ROI). Next, processing is conducted through finger
vein feature extraction. Matching is then performed to deter-
mine the similarity of the extracted features from finger vein
patterns and decide whether the individual is genuine or an
imposter [27].

Reference [28] indicated that several software developers
have become interested in the development of finger vein

Fig. 1 Three-tiered architecture of a WBAN telemedicine system for healthcare monitoring

Table 1 Comparison of the characteristics of various biometric authentications

Type Properties Shortcoming Security Sensor device Cost

Voice Natural/comfortable Noise/cold diseases Normal No contact required Low

Face Remote-controlled/comfortable Light Normal No contact required Low

Fingerprint Extensive usage/comfortable Skin diseases Good Contact required Low

Iris Highly accurate/uncomfortable Eyeglasses/side effect Excellent No contact required High

Finger vein Highly accurate/ comfortable Few Excellent No contact required Low
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verification applications. many technologies, architectures
and algorithms are currently used in this area of research,
which focuses on using ways, methods and designs, including
enhancing finger vein images, extracting these features and
conducting the matching process, to achieve highly accurate
results and rapid processing. Biometric leakage is one of the
most challenging problems, and it causes great risks. For ex-
ample, repetitive attacks use stolen biometric information,
which is difficult to supplant. According to references [29,
30], the environmental impact in image processing is deter-
mined by many factors, such as vein patterns, which are cap-
tured in addition to vein data, which also contain noise. In
addition, different shadowing areas can reduce the accuracy
of the verification results

The systematic review in the present study comprises two
review layers. The first layer aims to survey the academic liter-
ature related to security and privacy of telemedicine
application-based sensors, and the second layer aims to survey
relevant studies on finger vein biometric verification systems.
Figure 2 presents a framework of multi-layer systematic review
protocols. The remainder of this paper is organised as follows.
Section BFirst Layer: Systematic Review Method for Security
and Privacy Factors of Telemedicine Application-based
Sensor^ shows the first layer of our systematic review protocol.
Section BSecond Layer: Systematic Review Method for Finger
Vein Biometric Verification Systems^ presents the second layer
of our systematic review protocol. Section BDiscussion^ illus-
trates the challenges, motivations, recommendations and meth-
odological aspects identified from the literature review and col-
lected from diverse studies on finger vein biometric verification
systems. Section BLimitations^ presents the limitations of the
study, and Section BConclusion^ shows the conclusions.

First layer: Systematic review method
for security and privacy factors
of telemedicine application-based sensor

Methods

The most critical keywords in telemedicine covered by our
study are ‘telemedicine’, ‘sensor’, ‘triage’ and ‘priority’. All
telemedicine-related areas and studies that are related to health
domains are considered. However, our scope of literature in the
English language is restricted. A general study was adopted to
identify every article related to the subject of telemedicine by
searching the best and most reliable databases, namely, (1)
Science Direct database, which offers access to journals under
Elsevier Science publisher (one of the largest electronic group
of science, medicine and technology and contains full-text in-
formation and references); (2) Institute of Electrical and
Electronic Engineers (IEEE) Explorer, which is a database of
technical articles in technology and engineering [31–34]; and

(3) Web of Science (WoS), which is a database that indexes
cross-disciplinary research to discover specialised branches of
fields within an academic or scientific discipline in sciences,
social sciences, arts and humanities. These selections cover
medicinal and technical literature and provide an expansive
perspective of the endeavours of developers and designers in
a wide but related range of studies. The strategy for selecting
pertinent articles involves searching the literature sources in two
rounds. In the first round, filtering and screening are performed
to exclude duplicates and studies that are unrelated to remote
health monitoring systems based on sensor information. The
second round performs filtering by accurate full-text reading
of the examined articles from the first round based on the secu-
rity and privacy factors of telemedicine applications. Both
rounds apply eligibility criteria in the examining process and
are reviewed by authors. Consequently, the final encompassed
set is correlated to the security and privacy of telemedicine
applications based on sensors through diverse topics (Fig. 3).
We began searching in reliable databases, such as Science
Direct, IEEE Explorer and WoS, at the end of April 2017 by
using search engines and entered different keywords into the
search bar of the explorer engine. The combinations of various
keywords, including ‘medical system’, ‘telemonitoring’, ‘e-
health’, ‘telemedicine’, ‘telehealth’, ‘healthcare services’,
‘mHealth’, ‘remote monitoring’, ‘mobile doctor’, ‘triage’, ‘pri-
ority’ and ‘sensor’, in various syntax logical keywords were
queried using ‘AND’ and ‘OR’ operators, as illustrated in Fig.
3. The search accepted book chapters and different types of
reports instead of focusing on journals and scientific conference
articles only because the two directions comprise recent and
suitable scientific studies related to developing and creating
patterns for the security and privacy factors of telemedicine
applications. The articles that were selected by following the
criteria in Fig. 3 were included in the review. The underlying
focus of mapping the scope of research on security and privacy
factors of telemedicine applications was set to general and the
coarse-grained scientific classification taxonomy of two catego-
ries. The categories were obtained from a pre-overview of this
study without limitations. The Google Scholar engine was used
to obtain a preliminary framework of the scene and directions in
this study. Duplicates were eliminated by excluding articles in
the two rounds because they do not satisfy the inclusion criteria
[35]. The exclusion criteria used in the rounds are listed in Fig.
3. Each included article, with its related beginning categories,
was identified from different sources and assembled into a sin-
gle Excel file to improve the procedures in our investigation and
simplify the article classification for readers. Several full-
content readings, such as contributions, objectives and com-
ments on the surveyed works, resulted in highlights [36]. The
articles were classified according to a previous taxonomy. The
entire comments and highlights were included in the body of
the texts (depending on our team style, such as print-out or soft-
copy versions). Themain findings were described and tabulated
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after a summary. Word and Excel files were created to save
important information, and they consisted of a list of all articles
and related databases, tables of summary and details. The tables
were classified based on the specialisation of articles in security
and privacy factors of telemedicine applications. Valuable in-
formation is provided in the supplementary material as a full
reference for the findings, as discussed in the next section.

Results

The search operation resulted in 3064 articles, amongst which
1496 were from IEEE Explorer, 911 were from Science Direct

and 657 were from WoS, during the period of 2007–2017. In
the first round of filtering, 1612 of the 3064 articles published
from 2012 to 2017 were collected.

Only 65 articles from all of the databases were duplicated.
Subsequently, the titles and abstracts were read, resulting in
the exclusion of 1264 articles that are unrelated to our specific
research topic. Thus, the result is 283 articles. Next, full-text
reading was performed, leading to the exclusion of 133 addi-
tional articles. The 150 remaining articles represented the final
result in the filtering of the first round. In the second round of
filtering, the articles that resulted from the previous filtering
round were filtered again according to the security and privacy

Multilayer Systematic 

Taxonomy of Telemedicine 

1. First Layer: Systematic Review of the Security and Privacy of Telemedicine Application-

based Sensor

Method

Review

(11 articles)

Tier 1

(5 articles)

Tier 2

(1 article)

Tier 3

(2 articles)

Telemedicine Architecture 

(8 articles)

Critical review and analysis: Our comprehensive analysis on telemedicine, focusing on ‘Tiers 1, 2 and 

3’ (client and server side), shows that no study presented solutions for security and privacy of sensor-

based mHealth authentication issues, as well as patient enrollment and verification steps at the server 

side to receive healthcare services in secure channel. Thus, an additional layer needs to be constructed 

to review the new technique used for patient authentication, which is the finger vein biometric, to gain 

the bifacial of these studies and to be fully adopted within patient and server side in telemedicine 

Taxonomy of Finger Vein Biometric Verification System

Method

Discussion

2. Second Layer: Systematic Review Method for Finger Vein Biometric Verification System

Motivations

Challenges

Recommendations

Limitation

Fig. 2 Framework of multilayer
systematic review protocols

J Med Syst (2018) 42: 238 Page 5 of 36 238



factors of telemedicine applications, and (n = 131/150) articles
were excluded after filtering the full-text. Only 19 articles
which were related to the security and privacy of telemedicine
applications were obtained. These articles were thoroughly
read to develop a general map of the research. Most of the
articles (57.89%; 11/19 articles) comprise reviews and surveys
that satisfy the current security required by telemedicine and
the importance of using security and privacy factors in tele-
medicine applications in future medical systems.The second
group of articles (42.1%; 8/19 articles) consisted of studies
that contributed to security and privacy within the telemedi-
cine architecture, which involves three tiers (Tiers 1, 2 and 3).
Tiers 1 and 2 represent the client side, which is composed of
medical sensors (i.e. ECG, BP and SpO2) connected with

mHealth (i.e. laptop, smartphone and taps) to transfer the vital
signs of a patient to the medical centre side (Tier 3). The
articles in this category are classified into three subsections:
(1) Tier 1 (n = 5/8 articles), Tier 2 (n = 1/8 articles) and Tier 3
(n = 2/8 articles). The general categories of the articles that
were captured then re-classified into the literature review tax-
onomy are presented in Fig. 4 and can be distinguished
amongst different subcategories in the general categories
through the presence of overlaps.

Review

The primary goal of survey and review articles on telemedi-
cine is to understand current thinking and justify the need for

Query

‘medical system’ OR ‘telemonitoring’ OR ‘e-health’ OR ‘telemedicine’ OR ‘telehealth’ OR ‘healthcare services’ OR 

‘remote monitoring’ OR ‘mHealth’ OR ‘mobile doctor’ AND ‘triage’ OR ‘priority’ AND ‘sensor’

First download

Web of Science

(n = 657) +
ScienceDirect

(n = 911) +
Total Articles

(n = 3064)

IEEE Xplore

(n = 1496) =

Inclusion Criteria for the First Stage

1. The article is an English journal or conference paper

2. The main focus is telemedicine in healthcare, in either one 

or more of the following aspects: 

Healthcare services

Patient prioritisation in telemedicine

Patient triage in telemedicine

Sensors in telemedicine

Full-Text Reading

150 – 131 = 19

As Final Set     

Title and Abstract 

Scan

1547 – 1264 = 283

Screened out 

Duplicates

1612 – 65 = 1547

Full-text Reading

283 – 133= 150

First Stage

Second Stage

Collect the Papers 

from (2012–2017)

3064 – 1452 = 1612

Inclusion Criteria for the Second Stage
The main focus in the security and 

privacy of telemedicine applications

●

●

●

●

●

Fig. 3 Explanation of the criteria
and search queries adopted in
selecting the articles
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future research on related topics that have been overlooked or
understudied. This category contained 11 articles. The review
of the penetration of mobile technology into Asia considered
the integration with diagnoses and treatment of mental disor-
ders and highlighted the limitations and potential barriers of
mHealth for mental health, including data security and priva-
cy, language and literacy and power supply issues [37]. The
study conducted by [5] focused on the telemonitoring of a
patient’s field conducted in European projects to present the
common requirements and components of telemonitoring sys-
tems in the context of technical issues, services, tools and
functionalities and distinguish projects that deal with comfort
and security. A comprehensive survey of mHealth research
initiatives in Brazil included 42 projects. This analysis consid-
ered issues, such as health condition, security features, devel-
opment and deployment of the main providers involved, types
of devices used, target users and the location where each pro-
ject is tested and/or deployed [38]. Reference [8] presented the
review of WBAN applications and highlighted the require-
ments of QoS. The goal was to provide appropriate wireless
technologies for WBAN by studying the various technologies
used and attempting to associateWBAN applications with suit-
able technologies for maximum QoS. Reference [39] explored
effective measures and strategies for the promotion of ICT-
enabled innovations for people with special needs and the el-
derly. The study reviewed and evaluated current government
initiatives in the field of e-health and accessibility, thereby ad-
dressing the challenges encountered by Japan’s rapidly ageing
society. A review of mHealth technologies for military mental
health was presented in [40] to identify high-priority mHealth
technology development considerations in two categories,
namely, priority considerations for mental healthcare provision
and priority considerations broadly applicable to mHealth. This
review also included military programmes, such as the
Telemedicine and Advanced Technology Research Centre,
the Military Operational Medicine Research Programme,

United States Army Medical Research and Material
Command and the National Centre for Telehealth and
Technology. The review in [41] provided an overview of the
state of mHealth in a wide array of biomarkers in the context of
psychiatric functioning (e.g. anxiety, substance use, autism and
psychological stress). This study also identified several specific
opportunities for expanding this promising methodology and
the advantages and special considerations for incorporating
mHealth tools. A comprehensive review of state-of-the-art
mHealth applications and services was presented in [42]. It
surveyed the most significant studies and presented a thorough
analysis of top and novel applications and services proposed by
the industry by considering the approaches of the United States
and European Union. A study on national domain and quality
was conducted, and an overview of US population health, ac-
cess to care, status of healthcare quality and disparities in care
experienced by different socioeconomic, racial and ethnic
groups was provided [43]. Reference [44] reviewed different
technologies and technological advances applicable to oncolo-
gy care through websites, books, magazine articles, online
product-specific information and peer-reviewed guidelines
and studies. Reference [45] systematically reviewed health
smart homes and home-based consumer health literature from
indexed repositories for healthcare and technology disciplines
and categorised the examined articles according to an evidence-
based public health typology.

Telemedicine architecture

This category contains eight articles in three subsections (Tier
1, Tier 2 and Tier 3).

Tier 3 A healthcare provider in MIs generally allows medical
professionals to monitor and analyse vital signs in real time
and provide patients with appropriate healthcare services. It
can also manage, organise and support professionals in

Telemedicine 

Review
(11 articles)

Telemedicine

Architecture (8 articles)

Tier 1
(5 articles)

Tier 2
(1 article)

Tier 3
(2 articles)

Fig. 4 Taxonomy of research
literature on the security and
privacy of telemedicine
applications
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telemedicine. Generally, it comprises the medical institution’s
server, patient history and database and service generation
[46]. This subsection contains two articles. Reference [47]
proposed an innovative architecture for collecting and
accessing large amounts of data generated by MSNs. The
architecture overcomes all of the aforementioned challenges
and enables easy information sharing amongst healthcare pro-
fessionals in normal and emergency situations. Furthermore,
this study proposed an effective and flexible security mecha-
nism that guarantees confidentiality, integrity and fine-grained
access control to outsourced medical data. This mechanism
relies on ciphertext policy attribute-based encryption to
achieve high flexibility and performance. A machine-to-
machine low-cost and secure communication system for e-
Healthcare society was proposed in [48]. The system is de-
signed to consider psychological issues, such as stress, anxiety
and loneliness, related to all actors in the e-healthcare society.
To ensure data privacy, this mechanism involves intelligent
authentication based on random distributive key management,
electronic certificate distribution and modified realm
Kerberos.

Tier 2 Patients can acquire their vital signs in Tier 1 and send
them to Tier 2 through small area network protocols (Zigbee
and Bluetooth) and WBAN [49]. Tier 2 in the telemedicine
architecture is used to bridge sensor-based vital signs to re-
mote stations by using interfaces, such as LAN, 3G, 4G or u-
health [50]. This subsection contains only one article. A
priority-based health data aggregation (PHDA) scheme with
privacy preservation for cloud-assistedWBANswas proposed
in [51] to improve the aggregation efficiency amongst various
types of health data. The study explored social spots to help
forward health data and enable patients to select the optimal
relay according to their social ties. The security analysis in this
study demonstrated that PHDA can achieve identity and data
privacy preservation and resist forgery attacks.

Tier 1 The first tier in the telemedicine architecture is repre-
sented by Tier 1, which comprises tiny intelligent wireless
sensors that are responsible for gathering a patient’s vital signs
and transmitting vital information to Tier 2 through WBANs
[52]. This subsection contains five articles. Reference [53]
implemented TinyECC, which is a public key algorithm with
optimisations for resource-constrained hardware platforms, to
secure wireless communication between sensor nodes. The
feasibility of using TinyECC was examined in a real-time
sensor network. A system for the secure logging of events in
sensor networks was proposed in [54] by establishing a secure
and reliable means to present all information at one central
point. The system guarantees the chronological order of
logged events sent by different sensors. It also permits an
individual to detect the modification, deletion and addition
of logged data and design a prototype of the gateway sensor

on an FPGA platform. Reference [55] illustrated a security
protocol for ultra-wideband impulse radios based on distance
bounding. This protocol provides multiple levels of security,
including encryption, and a distance bounding test to prevent
long-distance attacks used in BANs for medical devices where
security is imperative. Reference [56] proposed a priority-
based compressed data aggregation scheme with integrity
preservation to improve the aggregation efficiency of different
types of health data in medical wireless sensor networks. This
study used compressed sensing to reduce the communication
overhead and minimise power consumption. Then, the com-
pressed data were encrypted, and integrity was protected by a
cryptographic hash algorithm to preserve data integrity. A
comparative performance analysis between the IEEE
802.15.6-based communication system using UP and the
IEEE 802.15.4-based communication system was conducted
in [57] to show the effectiveness of IEEE 802.15.6 in the
home monitoring of an individual cardiac patient in WBANs.

Critical review and analysis

Nowadays the security matter is considered very challenges
for diffrents kind of applications [58–64]. In this study as a
conclusion for the first layer and based on literature review
analyses, the aforementioned studies within all tiers (client
and server side) have not presented solutions for the security
and privacy of sensor-based verification systems.
Telemedicine applications nowadays require high-level au-
thentication systems to achieve a high level of security and
usability and to facilitate patients’ convenience [65, 66]. In
addition, several challenges related to aging populations and
elderly patients with accessibility and usability issues have
been encountered [67, 68]. Several techniques can be used,
but not all are suitable for the aforementioned categories of
people. Traditional methods, such as the use of user names
and passwords or RFID cards, are easy to forge, forget
(password) or lose (RIFID) [69, 70]. Thus, the most suitable
verification techniques are human biometrics. Amongst all
human biometrics, the finger vein and iris have a high level
of security because these types of biometrics are unique for all
people, even for twins. Moreover, they are stable for a long
time and have high resistance against forgery and replication.
The finger vein biometric has advantages over the iris biomet-
ric, such as convenience due to the use of infrared light in
every enrolment step and low cost [71, 72]. Consequently,
an additional layer needs to be constructed to review finger
vein biometric verification systems to gain the bifacial of these
studies and fully adopt the telemedicine environment within
client and server sides. The new mapping of the sequential
multi-layer systematic review allows interring additional
knowledge regarding finger vein biometric verification sys-
tems within the second layer studies, which make up a wide
area of authentication and verification contributions. This
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study aims to highlight completed research, such as the
abovementioned articles, to address new verification technol-
ogies, delineate the research scene from literature to a coherent
taxonomy and identify the key aspects that describe this de-
veloping research direction (to be proposed and described in
detail). After determining the gap in this research direction,
our next goal would be to fill this gap and address the prob-
lems related to the research gap.

Second layer: Systematic review method
for finger vein biometric verification systems

Methods

The most critical keyword in the area covered by this study is
‘biometrics’. However, other human body biometrics, such as
those found on the face, ear, teeth and fingerprints, are exclud-
ed. The focus is on finger vein biometrics. In addition, all
multibiometrics and research that are related to the areas of
finger vein biometrics are considered. However, our scope of
literature in the English language is restricted. We adopted a
general study to discover all articles related to the subject of
finger vein verification by searching in the best and most
reliable databases, namely, (1) Science Direct database, which
offers access to journals under Elsevier Science publisher (one
of the largest electronic group of science, medicine and tech-
nology and contains full-text information and references); (2)
IEEE Explorer, which is a database of technical articles in
technology and engineering; and (3) WoS, which is a database
that indexes cross-disciplinary research to discover specialised
branches of fields within an academic or scientific discipline
in sciences, social sciences, arts and humanities [46, 50,
73–77]. These selections cover medicinal and technical liter-
ature and provide an expansive perspective of the endeavours
of developers and designers in a wide but related range of
studies. The strategy for selecting pertinent research articles
consisted of searching for literature sources in two phases,
namely, by examining and performing several filters. The first
phase excluded duplicates and unrelated articles determined
by reading the titles and abstracts of articles. The second phase
filtered articles after an accurate full-text reading of the exam-
ined articles. Both phases applied the eligibility criteria used in
the examining process and were reviewed by two other au-
thors. We began searching in reliable databases, such as
Science Direct, IEEE Explorer and WoS, at the end of
May 2017 (with update until the time of writing this paper)
by using search engines and entered different keywords into
the search bar of the explorer engine. The combinations of
various keywords, including ‘biometric’, ‘finger veins’,
‘vein’, ‘veins’, ‘verification’ and ‘finger vein’, in various syn-
tax logical keywords were queried using the ‘AND’ and ‘OR^
operators, as illustrated in Fig. 5.

The search accepted book chapters and different types of
reports instead of focusing on journals and scientific conference
articles because the two directions comprise recent and suitable
scientific studies related to developing and creating patterns for
finger vein verification. The articles that were selected by fol-
lowing the criteria in Fig. 5 were included in the review. The
underlying focus of mapping the scope of research on finger
vein verification was set to general and coarse-grained scientific
classification taxonomy of four categories (as displayed in the
left box in Fig. 6). The categories were obtained from a pre-
overview of this study without limitations. The Google Scholar
engine was used to obtain a preliminary framework of the scene
and directions in this study. Moreover, duplicates were elimi-
nated by excluding a few articles in two phases because these
articles do not satisfy the inclusion criteria. The exclusion
criteria were as follows: (1) the article is non-English; (2) all
studies related to investigating physical human characteristics,
such as the face, normal fingerprints and palm geometry, or
behavioural biometric characteristics (e.g. voice and gait) and
whether these studies were multi- or uni-biometrics, which ex-
cludes human finger vein biometrics; and (3) the target of the
study is unrelated to security verification. Each included article,
with its related beginning categories, was assembled from dif-
ferent sources into a single Excel file to improve the procedures
in our investigation and simplify the article classification for
readers. Several full-content readings resulted in highlights,
such as motivations, challenges, limitations and comments, on
the surveyed works. Moreover, the articles were classified ac-
cording to a previous taxonomy. All comments and highlights
were included in the body of the texts (depending on our team
style, such as printout or soft-copy versions). The main findings
were described and tabulated after summary. Word and Excel
files were created to save important information, and they con-
sist of a list of all articles and related databases, tables of sum-
mary and details. The tables were classified based on the spe-
cialisation of the articles in biometric verification, purpose, sur-
vey sources, target frameworks and audiences and different
figures and diagrams. These datasets are provided in the sup-
plementary material as a full reference for the findings, which
are discussed in the next section.

Results

A total of 461 articles were gathered in the search operation,
amongst which 279 were from Science Direct, 92 were from
IEEE Explorer and 92 were from WoS, during 2007–2017.
Only 51 articles from all of these databases were duplicated.
Subsequently, the titles and abstracts were read, resulting in
the exclusion of 252 articles that are unrelated to our specific
research topic. Thus, 185 articles remained. Next, full-text
reading was performed, leading to the exclusion of 93 addi-
tional articles. The 65 remaining articles represent the final
filtering result. These articles were thoroughly read to develop
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a general map of the research. Most of the articles (80%; 52/
65) focused on developing various algorithms, methods, ar-
chitectures, techniques and actual attempts to develop or de-
sign a finger vein biometric verification system that aims to
introduce a solution for handling security problems, such as
accuracy, image quality, feature extraction, time and cost, in
individual authentication systems.

The next largest group of articles (12.30%; 8/65) consisted
of studies that conducted an evaluative or comparative investi-
gation to evaluate the performance and experiment results of
methods that were performed by other researchers to enhance
the general implementation of the finger vein verification sys-
tem. A few researchers (4.61%; 3/65) conducted analytical
studies that explored finger vein biometrics and the impact of
devices that are used as a system component in the finger vein
verification system. The final group with the least number of
articles (3.07%; 2/65) comprised reviews and surveys that sat-
isfy the current security requirements and the importance of
using this type of biometrics in future authentication systems.

The general categories of the articles that were captured
and re-classified into the literature review taxonomy presented
in Fig. 6 can be distinguished amongst different subcategories
in the general categories through the presence of overlaps. In
the subsequent sections, these main and subcategories are
listed to simplify the statistics during the discussion.

Development and design studies

In recent years, authentication systems based on human bio-
metrics, especially in finger vein verification, which repre-
sents an emerging biometric technology, have been exceed-
ingly used in various applications that require thorough veri-
fication or identification of individuals. Most of the articles
(52/65) involved the academic community (students as volun-
teers) in the collection of finger vein pattern databases and
used university laboratories or databases to obtain experimen-
tal results to understand this verification system technology.
Most of the articles described the development and design of a
finger vein verification system. Reference [78] applied image
segmentation based on ROI to enhance the visibility of images
and reduce noise in the patterns by using several image en-
hancement techniques, such as auto-contrast and smoothing.
However, the images must be cropped to remove the redun-
dant areas in the image before applying any enhancement.
Table 2 lists the distribution of development and design
articles.

Development and design based on a software framework
According to the article classification taxonomy mentioned
in Fig. 6 (proposed framework group), 44 of the 52 articles
focused on the proposed software framework. This framework

Query: (biometric OR ‘bio-metric’ OR ‘bio metric’) AND (‘finger veins’ OR ‘finger vein’ OR ‘vein 

fingerprint’ OR ‘veins fingerprint’ OR ‘vein’ OR ‘veins’) AND verification

Science Direct

279

IEEE

92
WoS

90

Screen out duplicate                                    461−51 = 410 Articles

Inclusion criteria:

* The article is in an English journal or a conference paper.

* The main focus is finger vein biometric extraction features and 

authentication (or multimodal biometric system that includes 

finger veins) in at least one of the following aspects:

1. Reviewing or surveying the direction of using vein fingerprint 

as verification for accessing a system that includes confidential

information.

2. Designing or developing and reporting methods or frameworks 

that are associated with experience, scientific research and 

practical results.

3. Proposing a new system, architecture, algorithm and technique 

that include vein fingerprint verification as a major procedure to 

access any information in the system.

4. Analysing the benefit and use or evaluating the performance 

and result accuracy of the vein fingerprint verification system 

through scientific reading.

Title and abstract 

scan

410− 252 = 158

Full-text reading

158−93 = 65

Final included set

65 Articles

Fig. 5 Explanation of the criteria
and search queries that are
followed in selecting the articles
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consists of methods, algorithms and new techniques for over-
coming the challenges in finger vein verification systems,
such as enhanced image acquisition quality, feature extraction
from finger vein images, secure finger vein templates and
accuracy of finger vein pattern matching, and enhancing the
overall performance of finger vein verification systems.
Figure 7 depicts the number of studies that were conducted

based on the classification of the software framework in this
paragraph.

This group of articles can be classified into five subgroups.
The first subgroup, which pertains to data security, has (7/44)
articles that focused on secure finger vein image information.
The resulting biometric data called biometric templates are
obtained after completing the step in individual enrolment. If
this template is stolen by an attacker, then changing or replac-
ing the template information is infeasible because the infor-
mation remains constant whilst humans live. Therefore, new
technologies, such as biometric template protection, have
been attracting extensive attention in solving the aforemen-
tioned problem. Protecting this information is a critical issue
in biometric verification systems because this information is
personal and private, and extensive research against spoofing
leakage information is required. References [29, 79–83] and
[84] secured finger vein information by using different cryp-
tography techniques during individual offline authentication
in various applications. Reference [29] proposed a secure bio-
metric verification scheme that secures vein pattern informa-
tion by implementing an optical data encryption technique
based on compressed sensing. Vein images are secured during
image capture. Furthermore, a micro-mirror is used to obtain
information from the finger veins as a cipher key for

Fig. 6 Taxonomy of research literature on finger vein biometric verification

Table 2 Distribution of development and design articles

Categories Subcategories Number
of articles

Proposed software framework Data security 7

Pre-processing 10

Processing 16

Reducing database size 1

Matching 10

Proposed hardware
components (development
and/or design of an imaging
device)

Full architecture of the
hardware system

3

Development and /or
design of an imaging
device

4

Embedded hardware of
FVRS

1
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encrypting this information and storing raw images in the
database. Information should be verified first before restoring
the raw image from the database when a user needs to access
the database. Reference [79] generated a secret key from fin-
ger veins and then used this key to encrypt and decrypt any
images. Reference [80] introduced a visual cryptography
scheme to fuse a template and preserve the security and accu-
racy of the system. This scheme uses the original biometric
data, in which the vein images are divided into small segments
called shares. Shares are then encrypted using a secret key.
Reference [81] secured the vein pattern biometric cryptosys-
tem against offline brute-force attack (FAR) to obtain the orig-
inal image that performed decryption on these encrypted
shares by using the same secret key in protecting templates
based on optimal sequential fusion for multibiometrics
cryptosystems. Reference [82] focused on secure finger vein
information during online verification by proposing a new
bio-key generation algorithm called Fountain Valley High
School (FVHS), which gathers the advantages of biometrics
and user-key authentications. FVHS instantly generates stable
and sufficiently strong bio-key sequences from finger vein
biometrics during the encryption of the corresponding uni-
form resource locator of different services provided by cloud
computing with shared confidentiality. The key idea of FVHS
is to combine machine learning, biometrics and cryptography
because these pieces of information are exposed to vulnera-
bility to social engineering dictionaries, eavesdropping,
spoofing and other network attacks. Reference [83] focused
on the extraction features of three biometrics traits, namely,
fingerprint, retina and finger vein. These types of biometrics
are fused at the feature level, and the RSA algorithm is used
for encryption. Finally, these biometric templates are stored in
a database to be used in verification operations. Reference
[84] presented a multibiometric finger cryptosystem that
adopts various fusion strategies, which has been implemented
on fusing normal fingerprint, finger vein, finger knuckle print
and finger geometry modalities in each enrolment and verifi-
cation of individuals to encrypt and store finger patterns in the

database. This multibiometric finger cryptosystem focuses on
the difficulty of decoding an individual fuzzy commitment
scheme as the primary security analysis of cryptosystem in
human finger multibiometrics.

The second subgroup (10/44 articles) focused on research
on finger vein image pre-processing, including various oper-
ations, such as ROI localisation, image resizing, normalisa-
tion, cropping and improving images, minimising the noise
of vein patterns and increasing the contrast of vein images, to
enhance and prepare the quality of these images for the next
step, that is, processing. This step should be implemented
because the input vein images from the scanner may contain
many unwanted data. Reference [30] used the Gabor filter to
enhance the finger vein image then applied thinning to obtain
the skeleton of finger veins and prepare for feature extraction.
References [78, 85] used the auto-encoder method in learning
the enhanced features for illustrating finger vein images.
Using an auto-encoder enhances image quality and smoothens
an image to determine and discriminate finger vein features
and learn these features without supervision by using a self-
taught learning technique. In this technique, the auto-encoder
learns the improved value to allow the weights of the invisible
layer to adjust the output that is equivalent to the input layer.
However, the images must be cropped to remove the redun-
dant parts before enhancement. Reference [86] presented a
learning model for extracting and retrieving the features of
finger veins by using limited a priori knowledge. This article
presented a segmentation model for a finger vein verification
system, in which a convolutional neural network (CNN)-
based approach was developed to predict the probability of
pixels from the vein image background. This operation was
applied by learning deep feature representation. Reference
[87] proposed a new method to improve the V denoising
model that is implemented on artificial images and actual fin-
ger vein images with a favourable segmentation effect and
high-speed calculation. Reference [88] performed filtering to
reduce noise that is produced through non-uniform illumina-
tion, low contrast and hair and skin textile. Reference [89]
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proposed software framework

238 Page 12 of 36 J Med Syst (2018) 42: 238



proposed a method that can restore more than 10% of finger
vein images that lost target points and performed finger vein
pattern restoration. Reference [90] proposed a framework that
consists of two sections, namely, training and testing. These
sections begin by pre-processing the finger vein images to
detect the ROI, followed by enhancement and normalisation.
This system is adequately robust against noise and distortion.
Reference [91] used a support vector machine (SVM) tech-
nique to develop a finger vein pattern verification system
based on principal component analysis (PCA) for image pre-
processing and feature extraction using linear discriminant
analysis. However, this article focused on pre-processing rath-
er than processing. Reference [92] presented a novel approach
to predict the quality of finger vein patterns by studying the
binary inputs of finger veins. Quality definition aims to de-
crease the equal error rate (EER) in biometric verification
systems rather than the human perception decision.

The third subgroup (16/44 articles) focused on studies on
finger vein image processing, which consists of the finger vein
feature operation that extracts and prepares these images for the
next step, which is processing. This operation is performed on
vein patterns, where the network of blood veins is usually stable.
Thus, these patterns cannot be modified unless they are separat-
ed by external effective factors. The finger vein network struc-
ture has been described by using several methods with reliable
output results. Reference [23] used PCA to extract features from
finger vein images, performed classification based on the artifi-
cial neural network (ANN) and proved that the large input data
dimension causes system overload. Moreover, the identification
rate that used the adaptive neuro-fuzzy inference system
(ANFIS) shows perfect performance of the back-propagation
(BP) network in personal identification. According to
Reference [25], the feature extraction process consists of three
steps. Firstly, local base features from partitioned pattern patches
must be extracted. Secondly, a small codebook that contains
visual words called finger vein textures (FVTs), which are
patches that are collected through k-means clustering, must be
learned. Thirdly, an FVTmap (FVTM)must be used as a feature
to represent the attributes of a finger vein pattern. Reference [26]
developed a finger vein verification system based on Radon
transform to extract features and perform classification using
ANN. In Reference [28], the local line binary pattern was pro-
posed as a feature extraction technique. Robust features were
extracted from patterns with vague veins. The method in
Reference [93] determines the intersection point between the
index andmiddle fingers to select the extreme points. The height
of pixels in vein images must be intercepted with the abscissa of
the point as a benchmark. The image of the abscissa location is
constantly relative to the original point, which is the width of
pixels. Reference [94] proposed a gradient feature selection al-
gorithm, in which the feature extracted from enhanced finger
vein images provides the best discrimination capability in the
image intensity. Moreover, the group of gradient directionality

and intensity outperforms the gradient feature alone. In
Reference [95], enrolment of the user is performed by using
three fingers, namely, index, middle, and ring, of the user. The
features of these patterns are extracted using a repeated line
tracking method. Reference [96] presented a feature extraction
method for iterative line tracking. The use of this method in
addition to extracting finger vein features aligns the finger vein
to a fixed location in the patterns. Reference [97] proposed a
method called local histogram of the hybrid texture, where the
sign and magnitude extracted from the binary gradient contour
are used. In Reference [98], the histogram of competitive orien-
tations and magnitudes was proposed as a local descriptor for
finger vein feature extraction. Reference [99] contributed a new
chain code-based feature extraction method combined with fu-
sion techniques of image skeletons. Reference [100] proposed a
novel discriminative binary code (DBC) learning method for
finger vein feature extraction. In Reference [101], a newmethod,
which is enhanced pre-processing and processing, was applied.
However, this method focused on processing rather than pre-
processing. A system using a bank of Gabor filters was proposed
to utilise finger vein features at various directions and scales.
Reference [102] developed a new method for extracting robust
features from finger vein images in a verification system based
on finger vein biometrics and extracted features with a global
layout and local detail information. Thismethod is based on bag-
of-words by learning several robust and discriminative visual
words from local base features, such as local binary pattern
(LBP). In Reference [103], a new method based on the geomet-
rical features of the intensity field was used to simplify the ex-
traction of features from unclear vein patterns. Reference [104]
adopted PCA to extract features from finger vein images.
Moreover, pattern classification was applied through the BP net-
work and adaptive neuro-fuzzy inference system.

The fourth subgroup (10/44 articles) focused on studies on
finger vein pattern matching using different methods and tech-
niques, where the matching process contains sufficient infor-
mation for a system to distinguish whether the individual is
genuine or an imposter by matching the input finger vein pat-
terns during the individual enrolment stage with those stored in
the system database. In Reference [22], a new approach called
band limited phase-only correlation (BLPOC), which is used to
measure the similarity of finger vein patterns, was proposed.
Reference [105] focused on optimising the matching process,
and a new matching method based on deep CNN was pro-
posed. These neural networks can enhance the accuracy of a
finger vein verification system. Reference [106] proposed a
new finger vein verification system using a multi-instance mi-
nutiae-based matching method, which is implemented in a uni-
fied minutia alignment and clipping way depending on the
genetic algorithm and k-modified Hausdorff distance measure-
ment. Reference [107] applied SIFT features to define finger
vein images by calculating the feature associated with enrol-
ment. This study focused on the matching process in the
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authentication system, and the images were investigated to ver-
ify the person and improve and handle finger vein segmenta-
tion problems. In Reference [108], occurrence probability ma-
trix (OPM), which is used in matching two templates, was
proposed. In this matrix, each element has a stable value that
corresponds to the area of the finger template matrix. In
Reference [109], a singular value decomposition-based minu-
tiae matching (SVDMM) method for finger vein verification
was used. Reference [110] presented a new design of a novel
point set matching algorithm for non-parametric matching of
patch layout to obtain high efficiency for the tree model and
high level of accuracy in all the problems related to the authen-
tication and recognition processes. Reference [111] used ANN
in vein methodology to match finger vein patterns. Reference
[112] adoptedmultimodal biometrics, including finger veins, to
enhance the accuracy of matching results. The score-level fu-
sion method based on triangular norm provides highly accurate
matching. In Reference [113], proposed multimodal verifica-
tion systems that are based on face and finger vein verification
and multilevel score-level fusion are applied. The imposter and
genuine scores are combined using fuzzy fusion.

Belonging to the fifth subgroup (1/44 articles), Reference
[114] focused on representing a particular point to reduce the
required data space in finger vein verification applications. A
method was presented to overcome the shortcomings of large
storage data and heavy CPU computation.

Hardware components (architectures and devices)According
to the taxonomy presented in Fig. 6, the hardware components
(8/52 articles) focused on the design of a full hardware system
architecture and the design and/or development of devices in
the finger vein verification system. Figure 8 illustrates the
number of articles that proposed hardware system components
based on the classification in this paragraph.

This group can be divided into three subgroups as follows:
References [115, 116] and [117] indicated that the full ar-

chitecture of a hardware system can be applied on a field-
programmable gate array (FPGA) platform of personal verifi-
cation that uses infrared finger vein biometrics. References

[118–120] and [121] focused on the development and/or de-
sign of an imaging device that can capture finger veins only or
with another biometrics simultaneously with certain advan-
tages, such as sufficient robustness, low cost and user friend-
liness. reference [122] suggested the implementation of an
embedded hardware of a finger vein recognition system
(FVRS) on an FPGA board, which can implement the logic
for various algorithms on the basis of the interest of the user

Evaluation and comparison

The second category (8/65 articles) attempted to present an
evaluation and comparison of studies on finger vein verifica-
tion systems, as depicted in Fig. 9. This category can be di-
vided into two subcategories, namely, evaluation and compar-
ison of user performance. Furthermore, the evaluation subcat-
egory can be divided into three groups as follows:

The first group of evaluation (4/8) focused on evaluating the
quality of finger vein images through different methods and
techniques. In Reference [123], a modular quality estimation
algorithm for a vein verification system based on the analysis of
the image and metadata was proposed. In Reference [124], a
new approach that depends on a thorough study of feature
representation to predict finger vein image quality was intro-
duced. The quality of the vein image is assumed after estimat-
ing the quality of a biometric verification system. In Reference
[125], the finger vein template evolving method was designed
to obtain enhanced templates; it can reduce the impact of tem-
plates that change when the matching process is performed.
Reference [126] focused on the performance of rules, which
are based on fusion and SVMs, by using fusion on multimodal
systems and evaluating biometrics, such as normal fingerprint,
face, and finger vein modalities.

The second group (2/8 articles) evaluated the process perfor-
mance of the finger vein system. Reference [127] examined the
performance of rules, which depend on score level fusion and
SVM-based score level fusion. The measure of SVM in the
multibiometric fusion performance and experimental results sug-
gests that the performance of SVMcan be improved by applying
normalisation towards the input score vectors before the training
and testing phases. Reference [128] evaluated various methods
of dimensionality reduction on a finger vein database to select
the most appropriate one for finger vein verification.

The third group (1/8 articles) focused on evaluating sensor
device performance. Reference [129] evaluated a new device
to capture images from individual fingers and obtained high-
quality images.

The second subcategory (1/8 articles) focused on comparing
user performance. Reference [130] presented a study on
distinguishing certain individuals who perform poorly and cause
the majority of errors (FAR and false reject rate or FRR). This
subcategory can help in evaluating and improving the perfor-
mance of biometric systems by analysing animal-like users.
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Analytical studies

The third category (3/65 articles) attempted to present analyt-
ical studies that aimed to explore the traits of finger vein bio-
metrics and investigate the impact of the change in infrared
wavelength. Figure 6 shows that this category can be divided
into two subcategories as follows:

The first subcategory (2/3 articles) explores finger vein
biometrics. In Reference [131], a new fusion strategy at the
decision level was proposed to study the personality of a fin-
ger vein via statistical analysis. Reference [132] presented the
first study on using a soft biometric trait in finger vein recog-
nition based on a comprehensive analysis of the presented
criteria and thorough research on a finger vein image.

The second subcategory (1/3 articles) evaluated the impact
of the change in NIR wavelength. In Reference [133], the
correlation between the wavelengths in NIR spectra and the
effectiveness of personal identification in a biometric verifica-
tion system was examined.

Review and survey

The final and smallest category (2/65 articles) in our taxono-
my consists of reviews and surveys of literature in terms of the
capability of biometrics and utilises biometric authentication
applications. Reference [134] used the geometric representa-
tion of finger vein pattern shapes to distinguish amongst peo-
ple by using minutiae feature points in the verification opera-
tion. Reference [135] presented emerging technologies in bio-
metrics to prove that the increase in new modalities provides
pieces of evidence about the deficiency, but many problems
are retained. Moreover, the capability of a method to satisfy
the current security should be investigated.

Figure 10 illustrates the relationship between the number of
articles and the years of their publication that were obtained
from literature.

This chart explains the number of studies similar to the pres-
ent study. This differentiation should be considered.
Information that is relevant to the objective of this study should
be extracted, and the study in this field should be extended. The

present study utilised three databases, namely, IEEE Explorer,
Science Direct and WoS, for basic research. These engines are
the most reliable online databases for research. This study
adopted 65 articles from various sources, in which 29 articles
were from IEEE Explorer, 18 were from Science Direct, and 18
were fromWoS. These databases contain different studies from
various international journals, which consist of studies on finger
vein biometric verification systems and their various applica-
tions. Figure 11 presents the details of the four broad categories
of our taxonomy based on the number of articles and databases
that were used in this research. This chart consists of all articles
that were used in this study. It also displays the relationship
amongst the sections of the articles and subgroups within this
study, that is, development, design, review and survey, analysis,
evaluation and comparison. A total of 65 articles were adopted
from various databases. This chart presents various rations
among these articles. The development and design category
comprises 52 articles, the evaluation and comparison category
has eight articles, the analytical studies category has three arti-
cles and the review and survey category has two articles.

Figure 12 depicts the distribution of subcategories within
the taxonomy based on the database used in the search. The
taxonomy consists of four basic sections, namely, develop-
ment and design, evaluation and comparison, analytical stud-
ies, and review and survey. This chart explains various studies
used in the current research topic through subcategories in the
taxonomy. These subcategories define the directions for sev-
eral current and future studies in this field.

Moreover, these subcategories may be considered a starting
point for many researchers, designers, developers and post-
graduate students in their future studies. These subcategories
could recommend directions for many future studies in the
field of biometric authentication, which will be discussed in
detail in the following paragraph.

Discussion

This study aims to provide researchers with an updated over-
view of research directions related to finger vein biometric
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verification and highlights important data that can help
them handle this topic. This literature review investi-
gates previous studies and presents a taxonomy that ex-
plains them.

The taxonomy based on this literature review has several
advantages. However, a new researcher studying finger vein
verification may be confused by the abundant publication on
this topic when no classification exists. Moreover, the re-
searcher may be uncomfortable of the actual activities in this
topic. Many articles have discussed this topic from a prelim-
inary perspective. Several researchers have investigated a
number of current applications and certain articles that consist
of developing and/or designing actual applications. This tax-
onomy assists in classifying different articles collected from
reliable online databases for a meaningful, manageable, co-
herent research. Moreover, this taxonomy supplies researchers
with important ideas on this topic in different ways. A re-
searcher can use this taxonomy to determine existing proba-
bilities in a given topic and open a new direction in the re-
search on finger vein biometric verification. This classifica-
tion also consists of current applications or skills in develop-
ing and/or designing these applications. Moreover, this classi-
fication simplifies gap detection for researchers about a given

topic and the mapping of finger vein verification systems and
highlights the weaknesses and strengths in the literature re-
view. The examined articles indicate that several groups have
obtained considerable attention in terms of development and
design. Experiments were performed, and results were obtain-
ed. These works can be in the form of a development paper, a
comparative study or an overview by matching their results
with those of other studies, sharing future work directions with
other researchers and providing recommendations to the
audience.

These articles consist of reviews and discussions on finger
vein biometric verification systems. They include any pro-
posed system (according to the taxonomy) that consists of
new methods, algorithms and techniques and other types of
research that have been previously mentioned. Therefore, the
following issues are investigated.

1. Available databases that can be used in scientific research
to describe the method of collecting data and volunteers
who contributed in these databases.

2. Motivations in using this type of technology.
3. Open challenges faced by researchers and users of this

technology.
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4. Basic recommendations to audiences to avoid problems
related to this technology.

5. Limitations of each type of technology used.
6. Description of new directions for research.

Available databases

In this subsection, the available databases for scientific re-
search by companies or universities and databases recom-
mended by researchers on this topic are discussed to enable
researchers to select the suitable database and discover several
methods that can be adopted to collect these datasets in differ-
ent environments, as shown in Table 3.

Reference [22] created a database to examine the proposed
algorithm. This database contains 2952 finger vein patterns
that were collected from 123 volunteers (school staff; 83
males and 40 females). Their average age was 20–52 years.

Each volunteer provided four fingers (left index, left middle,
right index and right middle), including two features, namely,
geometry and vein pattern. The images were captured in two
sessions. In reference [23], the database was collected from 10
persons with 10 images from each finger

Reference [25] used an open-access database called polyu
database, which was created by the hong kong polytechnic
university. The database contains 6264 patterns that were col-
lected from 156 volunteers for 11 months (april 2009–march
2010). In this database, each sample contains one finger vein
image and one finger texture image. The total number of im-
ages is 6264, of which 1872 are finger vein images. The da-
tabase in reference [26] was collected from 25 subjects. The
vein image (forefinger and middle finger) was captured with
10 images from each finger. Reference [28] collected sample
images from 51 volunteers (male and female). These volun-
teers are staff members and students of universiti sains malay-
sia aged 21–56 years. Each volunteer provided 10 patterns of
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four fingers. Reference [30] used two databases, namely, hong
kong polytechnic university and taiwan university databases.
The dataset in reference [78] included 600 finger vein patterns
collected at different time intervals and tested through labview
using virtual instrument commands; online availability was
not mentioned. Reference [81] used the sdumla-hmt finger
vein database, which was created by shandong university.
The total number of patterns during enrolment and authenti-
cation phases was 33,298. These patterns were collected from
505 users, and each user provided index, middle and ring
fingers from each hand. References [84, 112] used a multi-
modal biometric database built from three unimodal data-
bases. Thus, the resulting database contains finger vein, fin-
gerprint and finger knuckle images. The finger vein database
is the hong kong polytechnic university finger database,
which only has 100 fingers, and the fingerprint database is
the fvc2002 database, which also contains 100 fingers. The
finger knuckle print dataset is a subset of the polyu finger–
knuckle–print database that contains 100 fingers. Each data-
base used six images per user, that is, three images during
enrolment and three images for matching during the test step.
Sdumla-hmt database, which is only available online for re-
search and non-commercial purposes, was used in reference
[85]. This database was created by shandong university and is
the first free-access finger vein biometric database. A total of
(100) volunteers contributed in creating this database. The
volunteers provided finger vein images of their index, middle
and ring fingers on both hands, and the collection for each of
the six fingers was repeated six times. Reference [86] used
two databases where images were collected during different
periods. Database (a), namely, polyu database, contains 3132
images collected from 156 subjects. This database is divided
into two sub-databases. The first sub-database contains 2520
finger vein images captured from 156 volunteers in different
periods with an average of 66.8 days. Each volunteer provided
six images. The second sub-database was collected from 51
volunteers who provided 612 images in one session. Database
(b) is called usm database, which was collected from 123
volunteers, of which 83 were males and 40 were females. A
total of 492 classes were provided in two separate sessions. A
total of 5904 images were obtained in both sessions.
Reference [88] used a database that contains 3132 finger vein
images from 156 subjects. Reference [89] used a database
collected from 100 fingers. Two images from each finger were
captured, and two imaging devices were used. Reference [90]
created the database called ted-fv, which contains 164 finger
vein images. The age of the volunteers, who are university
staff members, ranged between 19 and 60 years. The database
in reference [91] was collected from 10 volunteers, and 10
patterns were collected from each finger. Moreover, these re-
searchers used a ccd camera to capture these patterns. Each
pattern was captured at (640 × 480) pixels. Reference [92]
used two databases, which were obtained from hong kong

polytechnic university and universiti sains malaysia finger
vein databases. Reference [93] used the database created by
the contribution of 50 volunteers. Images of five fingers from
each volunteer were captured. Thus, the total number of finger
vein images was 250; online availability was not mentioned.
Reference [95] used the sdumla_hnt database, which was cre-
ated by collected finger vein images from 106 users. These
users provided three finger vein images from each hand. Thus,
the total number of samples is 1272. References [96, 108] and
[125] used the pku finger vein database that contains 50,7000
patterns collected from 5208 volunteers who provided 10,140
fingers. References [97, 106] used the sdumla-hmt finger vein
database, which was created by shandong university and col-
lected from 106 volunteers. Each sample was captured from
index, middle and ring fingers for both hands of the volunteer.
Thus, the total number of samples is 3816 grey-scale patterns.
Reference [98] adopted the mmcbnu_6000 database that con-
tains 6000 grey-scale images collected from 100 volunteers.
Reference [99] utilised two finger vein databases created by
gjovik university college in norway using a ccd camera at an
extended period. The first database is guc45, which was col-
lected from 45 subjects and has 10,800 finger vein images in
12 separate sessions. The second database is uc3m, which
contains wrist vein patterns collected from 29 volunteers cap-
tured from six images from each wrist in one session. Thus,
the total number of images is 348. References [100, 109] used
two databases. The first database is the polyu database, where
images were collected from 156 volunteers for 11 months.
Each volunteer provided six images. The second database is
the mla database, which was created by the researchers in the
laboratory. This database used samples collected from 34 vol-
unteers for 20 days through an imaging device created by the
joint lab for intelligent computing and intelligent system of
wuhan university, china. Each volunteer provided 30 images
for each hand (left and right) and three fingers (index, middle
and ring). The database in reference [101] consisted of 2100
finger vein patterns collected from 700 volunteers. Each vol-
unteer contributed 30 finger vein images of their fore-, middle
and ring fingers, and 10 images per finger on the right hand.
Reference [102] used four databases in the experiments. The
first database was the mla database created by the mla lab. The
samples in this database were collected from 34 volunteers (20
males and 14 females) and captured from each volunteer with-
in two separate sessions (20 days was the period between
these sessions. The age of these volunteers was between 19
and 48 years. The volunteers included students, lecturers and
workers of the school. Each volunteer provided four images
from their left index, left middle, right index and right middle
fingers. Thus, each volunteer provided 30 images. Therefore,
the total number of samples was 4080. The second database is
the polyu finger vein database, which contains 6264 patterns
collected from 156 volunteers for 11 months (april 2009–
march 2010) in two separate sessions. The third database is
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the rotation database, which was created by rotating each im-
age in the mla database with random degree angles. This da-
tabase contains 4080 patterns. The fourth and final database is
the illumination from the database, which was created by
selecting 70 fingers that were influenced by the illumination
from the mla database. In this database, pre-processing was
applied to the images. This database contains 2100 finger vein
patterns. Reference [103] used a database that was collected
from 125 fingers obtained by a prototype device. Reference
[104] created a finger vein database that contains 100 finger
vein images collected from 10 volunteers and captured 10
images of the index finger only thus, this database contains
100 finger vein images. Reference [105] utilised a database
that was collected from a laboratory (indoor environment) and
contained more than 300,000 fingers and 700,000 images.
Reference [107] used 10 images for each index finger in the
right hand collected from 10 volunteers. Thus, the total num-
ber of samples was 100. Reference [110] used 10 vein images
obtained from 232 fingers of 116 subjects. The images were
collected by using a 280 × 400 ccd image sensor. Reference
[113] collected a dataset from 35 staff and students of the
university of cairo. The database in reference [115] contained
100 finger vein images from 20 hands; online availability was
not mentioned. The database in reference [116] contained 100
finger vein images that were collected from 20 fingers, and
each finger had five patterns. Online availability was not men-
tioned. Reference [117] used a database that consisted of 500
finger vein patterns collected from 50 fingers, with 10 images
for each finger; online availability was not mentioned. In ref-
erence [118], the researchers created a database in the lab for
three months from 41 subjects (10 females and 31 males);
90% of these subjects were aged 20–35, and 10% were older.
Each subject presented three fingers from each hand (index,
middle and ring fingers) with 10 images per finger. Thus, this
database contains 1500 patterns, including fingerprint and fin-
ger vein patterns. Reference [119] created a database indoors
(inside a lab) by using artificial light and outdoors (outside the
lab) under sunlight. Data collection was conducted for two
months. The total number of samples, which were collected
from 32 volunteers (10 females and 22 males), was 1780. A
total of 90% of the subjects were 21–35 years old, and the
remaining portion was older. Each subject provided three fin-
gers (index, middle and ring fingers) from each hand. In ref-
erence [120], the researcher created a finger vein database that
was collected from 100 volunteers (55% males and 45% fe-
males) aged 21–51 years. The images were captured from the
index, middle and ring fingers of each hand of the volunteers
with 10 images per finger. Therefore, the total number of
images is 6000. Reference [121] focused on the vein and
dorsal side of the fingers. A database that includes both bio-
metrics is unavailable. Thus, the researchers created their own
database by collecting these biometric data from 220 volun-
teers and labelled the database thu-fvfdt. Currently, thu-fvfdt

is an open-access database for other researchers. In this data-
base, four finger vein and four finger dorsal images are col-
lected in each of the two sessions

The SDUMLA-FV database was used in Reference [122].
This database is available online for scientific research and
contains a collection of finger vein patterns. This database
was designed by the Joint Laboratory for Intelligent
Computing and Intelligent System of Wuhan University.
Reference [123] adopted four databases. The first database is
GUC45 (20), which contains 10 finger samples and 45 sub-
jects in 12 sessions. The total number of samples is 10, 800.
The second database is UC3M (21), which contains two wrist
samples and 29 subjects in one session. The total number of
samples is 348. The third database is SNIR, which has 22
samples from two dorsal hands and 122 subjects in one ses-
sion. The total number of samples is 732. The fourth database
is SFIR, which contains two dorsal hands and 33 subjects in
one session. The total number of samples is 173. The database
in Reference [124] utilised four public databases. Database
(A), which was created by Universiti Sains Malaysia, contains
5904 finger vein images that were collected from 123 volun-
teers in two separate sessions (two weeks between these ses-
sions) using both hands (index and middle fingers) with six
images per finger. Database (B) is a public database, which
was created by the Hong Kong Polytechnic University. This
database contains 3132 images that were collected from 156
volunteers in two separate sessions. Database (C), namely,
MM-CBNU_6000, contains 6000 images that were collected
from 100 volunteers in one session. Database (D), namely,
SDUMLA-HMT finger vein database, was created by
Shandong University. The samples in this database were col-
lected from both hands (index, middle and ring fingers) in one
session. Thus, the total number of samples is 3816. The ex-
periments in References [126, 127] adopted four databases.
The first database, namely, NIST-multimodal, contains two
face scores and two fingerprint scores. These scores were col-
lected from 517 subjects. The number of genuine and imposter
scores was 517 and 266,772, respectively. The second data-
base is NIST-face, which contains 3000 two-face images from
each volunteer. Thus, the total number of images was 2999.
The third database is NIST-fingerprint, which was collected
from 6000 volunteers. This database can provide 6000 genu-
ine scores and (6000 × 5999 = 35,994,000) imposter scores.
The fourth database was produced from the merged database
of fingerprint, face and finger vein and consisted of 510 virtual
users. The images were captured from the right index finger-
print, and a finger vein image was collected from 85 volun-
teers; online availability was not mentioned. The database in
Reference [128] contains 2040 finger vein patterns collected
from 204 subjects, with 10 samples per person. Reference
[129] used a new sensor device for collecting finger vein data
in two ways, namely, indoor using artificial light and outdoor
using normal sunlight. All data were collected within two
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months from 32 volunteers with an average age of 21–
35 years. The total number of samples is 1780). These samples
were captured from three fingers of each hand. Reference
[131] used a database that consists of 718,399 finger vein
images from 363,703 fingers. The dataset in Reference [132]
used two databases, namely, an open-access database and a
database created by the researchers. The first database was
created by the Hong Kong Polytechnic University and con-
tains 3132 finger vein and texture images collected from 156
volunteers by capturing vein and texture images of the index,
middle and ring fingers of each hand in two separate sessions.
However, this study used only finger vein images. The second
database was created by the researchers themselves and con-
tains 2720 finger vein images collected from 34 volunteers (20
males and 14 females) in two separate sessions for 20 days.
Twenty images were captured from the index and middle fin-
gers of each hand of every volunteer between sessions. In
Reference [133], the finger vein database consisted of
11,556 unique patterns collected from 107 volunteers and
captured at nine wavelengths of NIR light.

Motivations

The finger vein biometric verification system is a product of
the development of the modern society to satisfy the require-
ments in many applications of human biometric verification.
We can observe increasing requirements for accurate and ef-
ficient personal verification. In this section, we discuss several
characteristics of the present study. These characteristics are
identified and grouped into categories to aid in further discus-
sion. Figure 13 displays the number of articles that served as
motivations for the present study. The repetitions in this chart
highlight the biological attributes related to security motiva-
tion, which is the main motivation of this research owing to
the repetition of the samemotivations in more than one article.

Figure 14 presents the benefits of using the finger vein
biometric verification system according to the classifications
to provide readers a clear picture and identify the benefits of
using this type of verification system.

Biological attributes related to security motivations

References [22, 91] and [112] found that biometric technology
authentication systems are extensively popular because they
provide a high level of security and reliability for individual
authentication; biometric systems are more reliable than tradi-
tional security systems, which have been used to secure criti-
cal information or personal authentication, such as passwords
and access cards. These types of authentication technologies
are easy to copy and replicate and prone to counterfeiting.
Thus, criminals can easily use the stolen information. in addi-
tion, the incidence of forgetting passwords or cards is high. By
contrast, finger vein biometrics demonstrates numerous attri-
butes in terms of security purposes, such as the uniqueness of
each person and long-term stability during human life. finger
veins are invisible to the human eye because veins are located
underneath the skin; thus, finger veins are not prone to exter-
nal distortion or modification. moreover, references [26, 106]
indicated that biometric verification is unique to every person.
thus, biometric identification systems are more reliable in ver-
ifying identity than other techniques, such knowledge- or
token-based identification systems. references [78, 107, 109]
and [134] indicated that finger vein biometrics exhibits vari-
ous characteristics; biometrics information is invisible, diffi-
cult to invade, difficult to copy, provides high levels of accu-
racy and security and is matchless even between twins.
Furthermore, each finger vein pattern verification differs from
other finger identification, even in the same person. biometric
information is also incomparable between the same fingers of
each hand in the same person. references [79, 89, 115] and
[116] showed that finger vein biometrics is inherent and high-
ly reliable, cannot be lost nor forgotten and is resistant to
counterfeiting. this technology is extremely difficult to dupli-
cate or copy by an attacker because the information is within
the individual, and authentication requires the presence of the
person involved. references [85, 99, 100] and [119] indicated
that the motivation for using finger vein biometrics is attrib-
uted to its natural state, uniqueness, and universality. finger
vein biometrics has high spoofing resistance and provides a
wide range of advantages, such as (1) suitability and ease of
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capture, (2) unique personal information and high verification
accuracy and (3) only for live body verification. reference [95]
showed that in a finger vein biometrics verification system,
contact with the sensor device during the enrolment step is
unnecessary; thus, leaving traces in the sensor, which can be
used as a threat in the future, is infeasible. Therefore, stealing
and forging biometrics information are very difficult.
References [97, 110] indicated that in the verification phase
of using finger vein biometrics, the skin condition is not a
hindrance to obtaining a clear image; thus, finger vein biomet-
rics is robust against finger surface conditions. reference [98]
showed that finger vein patterns have rich piecewise line at-
tributes and are stable to use, and these patterns clearly de-
scribe finger vein patterns for individual verification. Another
feature is that obtaining vein information using artificial veins
rather than natural veins is infeasible because this system de-
pends on musculature energy [101]. according to references
[103, 119], this feature of invisibility provides additional se-
curity because patterns are concealed from other individuals
or machines compared with other verification technologies,
and the replication of vein patterns is difficult for an intruder,
resulting in the finger vein biometrics verification system

having high resistance to spoofing compared with other bio-
metrics systems. This technology is thus excluded from the
abovementioned problems. References [105, 120] revealed
that finger vein patterns are captured inside the finger and thus
cannot be stolen or forged easily. Spoofing of this type of
system technology is extremely difficult, and finger vein ver-
ification is much safer than the widely used fingerprint sys-
tem. reference [108] indicated that finger vein biometrics has
its inherent superiority in terms of accuracy, speed and secu-
rity. According to references [110, 132], the favourable fea-
tures of finger vein biometrics are its non-intrusive nature and
resistance to skin diseases because these diseases cannot affect
vein biometric information during image capture. reference
[114] indicated that these types of biometric identification
systems are distinctive to differentiating among individuals,
and biological information from finger veins, such as blood
pressure, oxygen concentration in the blood and heart rate, can
be obtained. Moreover, human vein texture distribution is per-
manent from birth and rarely changes during the human life-
time; thus, this security technology is robust and stable. refer-
ences [115, 124] reported that biometric information is exten-
sively stable (from birth to death), rarely changes under any

Biological attributes related to security 

benefits:

* Finger vein biometrics is more reliable than 

traditional technology in security systems, such 

as password and access cards.

* This type of biometrics is unique to each person 

and extensively stable.

* Finger veins are invisible to the human eye. 

They are located under the skin; thus, they are not 

prone to external distortion or modification, and 

their patterns are unexposed to other persons or 

machines.

* Vein patterns are difficult for an intruder to 

replicate and highly resistant to spoofing 

compared with other biometrics.

* Finger vein biometrics is inherent and reliable. 

It cannot be lost nor forgotten and requires the 

presence of the individual.

* Pattern ID is matchless even between twins. In 

addition, humans have specific finger vein pattern 

IDs that are different from other finger IDs in the 

same person. Moreover, this type of biometrics is 

incomparable between the same fingers in a 

different hand in the same person.

* Finger vein biometrics can be neither stolen nor 

forged easily.

* Human vein texture distribution is stable from 

birth and rarely changes during human life after 

many years.

* It is non-intrusive and resistant against skin 

diseases because diseases cannot affect vein 

biometrics information during image capturing.

* Obtaining vein information with artificial veins 

rather than natural veins is infeasible because it 

depends on musculature energy.

Benefits related to usability and implementation:

* Finger vein biometrics is widely used in security applications, such 

as electronic and physical access control, digital rights management, 

electronic commerce and background checking.

* This type of biometrics can be embedded effectively in cloud 

computing and the Internet of Things because it is highly secure and 

convenient to users.

* Finger vein biometrics can be used in non-supervised environments, 

such as user computer verification in different environments or 

customers/cardholders.

* This type of biometrics is non-invasive and contactless, thereby 

ensuring convenience to users.

* Many applications use human biometrics technologies, and these 

applications improve the security level and resistance to cybercrimes, 

border control, public aid/social benefits, customs, immigration, 

passport, healthcare, individual verification and commercial projects.

* The use of individual biometrics without the knowledge of an 

individual is difficult.

* If something unexpected occurs in one finger, then another finger 

can be used for verification.

Benefits of 

the finger 

vein 

biometrics 

system 

Benefits related to performance and accuracy:

* Finger vein biometrics has high levels of accuracy compared with other 

human biometrics, such as fingerprint, iris and facial.

* This type of biometrics has elicited considerable attention from

researchers because of its accuracy, speed, universality and cost 

efficiency.

* The structures of finger veins are highly unique, thereby achieving high 

verification rates.

* Finger vein biometrics has very low error rates.

* Highly reliable for individual verification and has low failure during 

individual enrolment and verification.

* Finger vein biometrics can obtain additional physical information from 

finger veins, such as blood pressure, oxygen concentration in blood and 

heart rate.

* This biometric device is small and portable to use.

* Memorizing keys or passwords is unnecessary.

Fig. 14 Benefits of using the finger vein verification system
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circumstance, is located underneath the skin and is therefore
invisible and not prone to external distortion, except in cases
of deep wounds or intense burns. reference [116] showed that
in the authentication phase, an individual should be present at
the location of the sensor device when he/she must enrol his/
her pattern to gain access to a system

Motivation related to usability and implementation

References [23, 82] showed that biometrics technology can be
embedded effectively into cloud computing and the internet of
things because it is highly secure and convenient to users
because remembering a password is unnecessary. This tech-
nology can also be crucial in various security task applica-
tions, such as e-passports. references [26, 28, 99] and [131]
showed that finger vein biometrics is used in the financial
sector, such as bank transactions and end-user verification.
In the digital world, various applications and users have high
demands for accuracy and reliability. thus, finger vein verifi-
cation systems can be a reliable solution for verification in
public devices, such as entrance control systems and door
access control. References [30, 79] reported that the use of
finger vein biometrics technology is growing rapidly in terms
of handling security issues, such as electronic and physical
access control, digital rights management, electronic com-
merce and background checking. In addition, reference [78]
indicated that this type of biometrics is simpler and more
efficient than fingerprint techniques. reference [83] showed
that technologies that use human biometrics in authentication
are highly appropriate for enhancing security level and
cybercrime prevention. Border control, public aid/social ben-
efits and commercial projects can benefit from these technol-
ogies. Reference [86] showed that finger vein biometrics has
an ideal feature, that is, using the biometric information of an
individual without his/her knowledge is very difficult.
Moreover, this type of biometrics is widely applied to identify
and verify criminals and is used to prevent access to sensitive
systems and authorize access to digital devices. References
[88, 105] and [120] indicated that capturing images during
individual enrolment to obtain finger vein patterns is non-
invasive and contactless, thereby enhancing hygiene,
preventing skin infections and ensuring user convenience. ref-
erences [90, 120] showed that each person normally has 10
fingers; if something unexpected occurs to one finger, another
finger can be used for verification. references [97, 99] and
[124] indicated that currently, technologies that use finger vein
patterns are used in various fields, such as medical, financial,
law enforcement, airports and other applications that require
high levels of security and privacy. reference [101] showed
that for user familiarity, finger vein patterns can be captured
conveniently and prevent any contamination from other peo-
ple because touch/contact with the sensor during enrolment is
unnecessary. Reference [123] indicated that the system is also

false-resistant; this feature strengthens the application of this
technology in non-supervised environments, such as comput-
er user verification in different environments, customer/card
user verification during authentication when using atms or
working in non-supervised environments. For example, finger
vein products in poland are highly successful in the financial
sector, where most organizations (top commercial and coop-
erative banks) use this technology [133]

Motivation related to performance and accuracy

During individual enrolment, touching/contact with the sensor is
unnecessary because the veins are detected by a CCD camera
through a NIR filter. The haemoglobin in the blood absorbs this
light; thus, the veins that appear as dark lines are easily detected,
as shown in References [23, 111] and [132]. Information embed-
ded inside the veins can be easily retrieved at any time using
certain devices [28]. Devices can be small and portable [103].
Finger vein biometrics has high levels of accuracy compared
with other human biometrics, such as fingerprint, iris and facial
biometric systems [80]. Finger vein biometrics also has an inher-
ent and natural connection with user verification and does not
require remembering any key [82]. This type of biometrics has
been widely used in studies. Finger vein biometrics has low
levels of failure during individual enrolment. In addition, it has
high reliability for individual verification and low failure during
enrolment and verification [88]. Finger vein patterns are highly
reliable because of low error rates, high levels of immunity
against spoofing and user convenience compared with other bio-
metric systems used for identification, as shown in References
[89, 98, 118] and [119]. Accordingly, finger vein biometrics has
elicited considerable attention from researchers because of its
combined accuracy, speed, universality and cost-efficiency [94,
131]. Biometrics information is highly available and easier to
acquire using cost-efficient sensor devices compared with other
types of verification systems [97]. Finger vein biometrics has
several advantages over other biometric systems (for example,
face, voice, fingerprint and iris), such as low forgery rate, non-
invasiveness and noncontact live-body detection, as shown in
References [101, 102] and [122]. The following additional ad-
vantages represent perfect motivations for using this technology.

1. High levels of security
2. Small and portable devices
3. Crucial roles in various tasks related to critical applica-

tions, such as access control, individual verification and
electronic passport.

Finger vein biometrics has gained popularity over other
types of biometric systems because of its resistance to forgery,
live body detection, non-invasive data acquisition, and stabil-
ity over extended periods [117]. Moreover, this technology is
convenient to apply in many applications [124]. Compared
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with other recognition technologies, finger vein technology is
newly developed, has high levels of security, high-speed per-
formance, and highly authentic verification results and simi-
larity of patterns of different fingers [125]. Comparison be-
tween finger vein biometrics technology and facial recogni-
tion for individual verification reveals certain differences be-
tween these technologies. Finger vein biometrics is superior
because facial recognition is affected by appearance factors,
such as cosmetics, medical glasses or sunglasses and
headwear; therefore, finger vein biometrics retains a high level
of accuracy in verification [128]. Finally, the structures of
finger veins are highly unique, thereby contributing to a high
verification rate [129].

Challenges

The protection of information systems is important in
preventing an attacker from accessing these systems and
obtaining sensitive information. Thus, access to these systems
should be controlled, and only authorized persons should be
able to access this information. The finger vein biometrics ver-
ification system is an important technology to handle this task.
Many developers and researchers have attempted to find easy
and active solutions by creating a security system using finger
vein biometrics, proposing various software frameworks and
presenting an entire architecture to assist companies and orga-
nizations in securing their information. These studies focused
on challenges related to finger vein biometrics applications.
These challenges are discussed along with their references to
enable readers to trace these resources and further the discus-
sion on these challenges. These challenges are categorized into
groups according to their nature, as presented in Fig. 15.

Challenges related to user performance

This type of challenge is a combination of factors that affect
system performance and the result accuracy of matching.
These factors are as follows:

User errors The shift and rotation of fingers in a sensor device
are still major challenges in finger vein verification, as shown
in References [25, 107] and [109]. This problem can reduce
verification performance because the fingers move during en-
rolment; that is, shifting and rotation significantly affect
matching results. Furthermore, during finger vein imaging,
any movement or rotation of the fingers generates noise,
which cannot be recovered later and therefore causes irregular
luminance; as a result, different segments of the finger gain
different amounts of light absorption, and irregular luminance
can produce a processing error [103]. In biometric verification
systems, several users perform poorly during enrolment, and
this performance causes high FAR and FRR. These users af-
fect the entire performance of the biometric systems [130].

Biometric finger features As regards another factor related to
biometric finger features [88], in addition to varying thick-
ness, certain attributes related to finger skin affect image cap-
tures, such as pigmentation, thickness and hair. Moreover,
capturing images obtains information, such as the difference
in thicknesses of finger muscles, bones and texture of net-
works surrounding the finger veins, which produce a shadow
area, as indicated in References [90, 132]. References [119,
129] showed the varying thickness of finger skin, which yields
unequal light distribution that passes through the fingers.
Thus, vein patterns are difficult to capture in high quality
because veins are underneath the skin, thereby requiring suf-
ficient light density to be penetrated or reflected from the
finger to obtain a clear structure of the vein. Capturing high-
quality finger vein images remains challenging.

User gender Reference [93] reported that the quality of vein
lines during image capture is insufficient because certain fe-
males do not have sufficient features that can be used during
feature extraction and matching steps.

User’s unpleasant habits Reference [125] showed that image
quality changes slightly because unpleasant habits and acci-
dents, such as deep wounds and burns that deform the veins,
influence the structure of the fingers.

Challenges related to environmental influences

References [28, 103] showed that after image acquisition, im-
ages contain noise and unequal shadow areas in addition to vein
patterns. this noise can reduce the accuracy of the verification
result. References [78, 85] indicated that image acquisition is
affected by venous pressure and body temperature changes, but
the centreline of the vein remains stable. According to reference
[79], the work environment affects authentication. thus, we
must remove environmental noise. The verification process is
also sensitive to these environments, thereby representing an
important trade-off between accuracy and usability

References [86, 124] reported that finger vein image acqui-
sition is naturally affected by factors, such as the environment,
surrounding temperature, light propagation in imaging the fin-
ger vein, physiological changes and user performance. in this
section, we discuss the influence of the environment on image
acquisition. References [88, 125] showed that repeated image
acquisition for an extended duration changes the templates
slightly because environmental conditions, such as temperature,
visible light confusion and noise, occur due to non-uniform
lighting, low local contrast and hair and skin conditions

Challenges related to device performance

Reference [95] indicated that using multibiometrics in authen-
tication systems may require extra acquisition sensors.
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References [99, 101] showed that the extracted dark lines from
finger vein images, which represent the veins, are unstable
because the first images obtained during enrolment have low

contrast and include certain noise and non-uniform brightness.
Reference [114] reported that typically, finger vein verifica-
tion techniques involve heavy and accurate computation and

Challenges

User performance:

*Wrong user behaviour during 

enrolment (shifting or rotation of 

fingers).

*Image capture affected by finger skin 

thickness produces unequal light 

distribution.

*Image capture may be affected by 

pigmentation and hair.

*Image capture may be affected by 

various thicknesses of the finger 

muscles, bones and tissue networks that 

surround the vein.

*Poor habits and accidents in users, 

such as deep wounds and burns, thereby 

deforming veins.

*The gender of a user; females do not 

have sufficient features to extract and 

use in the matching step.

Quality of vein images:

*External factors related to 

environmental illumination, 

surroundings, temperature, 

physiological changes, light 

penetration and poor user behaviour, 

as mentioned in the previous 

paragraph.

*Internal factors related to 

inaccurate parameters are considered 

during the image pre-processing 

step.

*Low image quality may lead to 

difficulties in determining the same 

ROI. The use of a few crosses or 

intersection points for matching 

produces low levels of accuracy.

*Low image quality increases the 

false acceptance rate of the system, 

and non-universality reduces the 

genuine acceptance rate.

Processing and matching:

*Complex computation of heavy image 

processing algorithms, which are 

required for biometric authentication.

*Extra processing of vein lines and 

finger ROI extraction; these procedures 

increase computation and time 

complexities.

*Certain patterns have low quality, 

which affects the accuracy of feature 

extraction and matching process and 

thus requires additional processing.

*The most important challenge in 

biometrics is enhancing verification 

performance and immunity to deceptive 

practices.

*The collection of all finger vein 

information from many users and 

maintenance of the integrity of this 

information in a finger vein verification 

system is a challenging task.

*The search and verification request in a 

large database require additional 

processing time.

Information leakage templates:

*The storage of multiple biometric 

templates extracted from different 

finger traits must be protected 

effectively.

*A serious challenge is leakage of 

biometric information, such as 

replay attacks using stolen 

information, because retrieving raw 

biometric information after the 

information is stolen is infeasible.

Device performance:

*Sensor noise and lack of 

distinctiveness of biometrics traits

*Age of imaging device (sensor)

*Wavelength change in imaging 

devices (NIR)

Environmental influence:

*Noise and unequal shadowing can 

reduce the verification result’s

accuracy.

*Blood pressure of veins and body 

temperature changes must be 

considered.

Fig. 15 Categories of challenges according to their nature
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analysis. Therefore, hardware devices and equipment are re-
quired to perform the process on finger vein data. Matching
accuracy is mostly poor when finger vein data contain large
amounts of irrelevant data. Reference [125] indicated that vein
image templates captured many times for long durations are
changed slightly because of the age of the device. The noise in
sensors that lacks distinctiveness of the biometric trait pro-
duces unacceptable error rates [127]. Vein imaging requires
nir light for complex vein structures in the fingers to be visible
to the human eye [133]. These structures are hidden under the
skin and do not leave traces on the imaging device because
any traces could be used against users in the future. Therefore,
several wavelengths (NIR) in the range of the spectrum can
raise the finger vein structures as dark lines under the skin.

Challenges related to image quality

References [25, 85, 115] and [123] showed that the elimination
of noise and other image enhancement indicates an increase in
computational costs, and this task leads to an unacceptable
processing rate. We have mentioned that low-quality vein im-
ages affect system performance and produce low processing
speed, thereby leading to poor system performance because
determining the same ROI is difficult using minimal cross or
intersection points. the accuracy of matching results will be-
come low. Thus, low quality may lead to far of the system,
and non-universality reduces the genuine acceptance rate [83].
References [87, 92] indicated that the most important factor in
finger vein verification is image quality because low-quality
images produce fake or missing features simultaneously, there-
by providing inaccurate results and decreasing verification ac-
curacy. pattern quality is inherently affected by several factors,
which can be divided into the following two categories.

1) External factors related to environmental illumination,
surrounding temperature, physiological changes, light
penetration and user unpleasant behaviour.

2) Internal factors during the image pre-processing phase
that are related to inaccurate parameters, such as segmen-
tation and enhancement processes, applied on finger vein
images; thus, the quality of these images represent a huge
challenge in the accuracy of matching results, security,
scalability and privacy.

According to Reference [94], vein image acquisition using
infrared light results in different shading areas produced from
the difference in skin thicknesses, finger bones and finger
muscles. A significant challenge to vein biometrics is improv-
ing the verification performance and obtaining maximum im-
munity to false practices. Reference [97] showed that optical
blurring, irregular shading and noise in low-quality vein im-
ages produce false extraction features or lose several vein
features, thereby leading to inaccurate verification results.

Reference [108] reported that the conflicts amongst various
finger vein patterns in the same finger affect verification ac-
curacy more seriously than the similarity of patterns of differ-
ent fingers. In these patterns, certain areas are stable, whereas
other areas are unstable. Furthermore, performance accuracy
diminishes, and methods for improving the performance of
these regular verification systems are required.

Challenges related to processing and matching

One of the most important challenges in finger vein verifica-
tion system is processing a large number of articles; thus, a
framework (algorithm, methods and techniques) for enhanc-
ing system performance is proposed. We discuss the chal-
lenges extracted from all articles that are included in the pres-
ent study. References [22, 101] and [110] indicated that in vein
image segmentation, the results are unsatisfactory and largely
sensitive to noise because these images have low quality.
Moreover, segmenting a well-networked finger vein image
is typically impractical when the image has low contrast.
References [23, 25, 96] and [104] showed that if the input
data are large, then the system will overload. Searching and
verification requests in a huge database require additional pro-
cessing time. Thus, if the database is large, then processing
will be complex, and the number of patterns in the database
should not affect the processing rate. The verification of an
individual should not detect other individuals to achieve pri-
vacy. According to References [79, 105] and [134], the veri-
fication process can lead to low accuracy when vein images
have minimal vein intersection points; the most important
problem remains the accuracy of matching personal verifica-
tion. References [89, 100] indicated that several patterns have
low quality, thereby affecting the extraction and matching
accuracy. During feature extraction of finger vein images,
computation procedures are highly complex and may take
an extended time in obtaining results, as reported by
Reference [97]. The segmentation process is affected when
the quality of vein images is low; the extracted features based
on an inaccurate network lead to a decrease in the performance
of the verification system [102]. The collection of all finger
vein data from many users and maintaining the integrity of
these data within the finger vein verification systems are chal-
lenging tasks according to Reference [114]. Biometrics veri-
fication systems perform complex and heavy image process-
ing algorithms, and powerful computers are required to
achieve suitable processing times [116]. Biometric systems
cannot constantly achieve the high processing speed required
by real-time applications, such as in the military, which re-
quires nearly pressing verification [117]. Two of the most
important challenges in biometrics depend on enhancing ver-
ification performance to obtain resistance against any attack;
the main challenges include extracting robust vein features
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from vein images even when these images have irregular
shading and noise and improving system efficiency [120].

Challenges related to template information leakage

References [29, 121] examined the threat of the leakage of
biometric information, such as repetitive attacks using stolen
information, because exchanging raw biometric information
to forge biometric data after these data are stolen is infeasible.
References [82, 122] showed that the security of authentication
systems based on biometrics technology has been challenged
because of information leakage of biometric templates.
Therefore, these systems require the security of multibiometric
templates [84]. All biometric patterns stored in the database,
which are extracted as biological biometrics by the authentica-
tion process, should be secured and protected effectively from
any types of attacks. In the real world, billions of devices are
connected through networks. The issue lies in protecting per-
sonal information and keeping this information secure. This
challenge is becoming a popular topic in all types of systems,
especially authentication systems [98]

Recommendations

We briefly provide readers with certain recommendations that
have been extracted from our survey. This section aims to
mitigate the challenges encountered by developers and de-
signers and help them present a robust and highly accurate
finger vein biometric verification system that meets the needs
of companies and organizations in terms of security. These
recommendations are categorized into groups according to
their audience to inform readers of each type (Fig. 16).

Recommendations to researchers

Researchers working on biometric authentication systems
should follow various recommendations. In this section, we
divided these recommendations into subcategories as follows:

Recommendations related to enhancing vein images
According to Reference [79], studies on vein intersection
points of patterns to solve image quality problems may obtain
false-positive verification results. Reference [85] mentioned
that to achieve high performance of verification systems, ad-
ditional processing can be implemented to enhance the sharp-
ness of finger vein images. Therefore, improving low-quality
finger vein features in the future is required [114].

Recommendations related to protecting the authentication
system The most important aim of any authentication system
is security. Therefore, researchers must focus on protecting the
system from any attacker and the leakage of biometric infor-
mation. Reference [82] further indicated that this process

should improve the efficiency and security of the verification
system, especially in cloud computing. Moreover, the security
analysis can be improved by accurate modelling of biometric
feature distributions in finger vein databases [84]. Highly se-
cure matching algorithms must be used.

Recommendations related to optimizing authentication
problems The search for a method of selecting an optimal
subset from extracted features is beneficial for personal verifi-
cation [22]. Thus, researchers must follow optimization prob-
lem approaches to solve these problems [113]. According to
Reference [130], we select the maximal imposter and minimal
genuine scores of users when measuring performance. The in-
fluence of different measurements on the results requires a strict
mathematical analysis. Researchers should focus on optimizing
problem verification and addressing physical threats that may
appear in the future [123]. An intruder may affect environmen-
tal factors artificially for their gain.

Recommendations related to processing enhancement
According to Reference [28], researchers are recommended to
use various fusion methods to combine vein features with the
shape of the finger. The entire verification system should
achieve a high level of performance and high matching accura-
cy via improvement. References [83, 86] indicated that for fu-
ture extended use of modelling feature extraction methods, da-
tabases should be managed effectively, and matching methods
and the entire verification system performance using various
levels of fusion should be evaluated to enhance the result accu-
racy of the matching process. Furthermore, obtaining thorough
information from binary finger vein patterns produces a high
level of performance compared with recent methods of
predicting high and low finger vein patterns and reducing
EER accordingly [92]. In line with Reference [93], the present
study found various finger vein network feature extractions that
have been developed; however, research on the corresponding
verification algorithm has not been conducted sufficiently. In
addition, performing other types of score-level fusion strategies
other than the maximum fusion should be investigated [95].
Using another biometrics for the fusion of finger veins com-
pared with other multimodal trait verification systems has also
been proposed. The reduction of the required computing time
by exchange pixel-based chain code extraction with a
convolution-based approach, reduction of selected reference
points for dark lines in the patterns in enrolment and compari-
son to reduce the size of the feature vector are important [99].
Reference [100] overcame the dislocation problem. According
to Reference [108], certain research should be conducted to
determine whether OPM can evolve to improve performance
when the system has run extensively and, following reference
[111], to study the capability to use neural network methodol-
ogy with other types of biometrics. Reference [115] presented a
grey-scale intermediate filter. The process of ROI detection and

238 Page 30 of 36 J Med Syst (2018) 42: 238



Recommendations to developers and designers:

*The performance of the finger vein verification system 

should be enhanced by learning the best functions and 

studying the possibility of changes in finger veins during the 

lifetime of a person.

*The development of visual attributes of finger veins, which 

can be combined with DBC to further improve the 

performance, should be a focus.

*Every proposed method should analyse security 

sufficiently, and researchers should conduct a security 

analysis under a practical use case.

*A FPGA platform that uses a highly powerful embedded 

processor, such as an ARM processor, should be 

implemented to achieve high-speed performance.

*Various fusion techniques can be used to improve the 

model performance, and a number of shares can be applied 

to improve the verification process.

*The accuracy of minutiae extraction algorithms must be 

improved, and several weighted fusion methods for feature 

combination must be utilised.

*The application of SVD, SVD-based minutiae matching 

method and other minutiae-based biometric recognitions 

must be attempted.

Recommendations

Fig. 16 Categories of recommendations according to audience
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thinning consumes most of the processing time of system hard-
ware components. Reference [132] focused on the design of
highly effective soft biometrics traits. The LBP operator was
used to extract finger vein features when focusing on the soft
biometrics traits. The combination of soft biometrics traits and
other finger vein features is another future research direction.

Recommendations to companies and organisations

This category is related to companies and organisations, such
as banks, commercial companies and military organisations,
which use various types of authentication systems, such as
finger vein biometric verification.

References [78, 134] indicated that these recommendations
can be applied when a high level of security is required, such
as in military zone entry, confidential zones and atms. Thus,
researchers should focus on enhancing user identity and data
security to reduce data system threats from any intruder and
defend against cybercrimes

Recommendations to developers and designers

This category is related to developers and designers who aim to
develop biometrics authentication systems. As shown in refer-
ence [29], every proposed method should analyse security suf-
ficiently. Moreover, applying various fusion techniques is pos-
sible to improve model performance, and the number of shares
can be expanded to improve the verification level [80].
Therefore, researchers should conduct a security analysis under
a practical use case. These developers and designers should
focus on reducing time cost through proposed methods [89].
Reference [90] indicated that developers and designers should
learn improved functions and study whether a finger vein will
change or not during the lifetime of an individual to enhance the
performance of the finger vein verification system; this topic
should gain sufficient focus in future studies. Developers and
designers should likewise focus on developing the visual attri-
butes of finger veins, which can be combined with DBC to
further improve performance [100]. The accuracy of minutiae
extraction algorithms and using several weighted fusion
methods for feature combination should be improved [109].
In addition, SVDMM and SVD-based minutiae matching
methods should be applied to other minutiae-based biometric
verification, such as fingerprint and palm vein identification.
The system should be implemented on an FPGAplatform using
a highly powerful embedded processor, such as an ARM pro-
cessor, to achieve high-speed performance [117].

Limitations

A limitation of this study is associated with the number of
databases used in our search. Several criteria, such as

reliability and wide representativeness of a collection of refer-
ences, were followed in selecting these databases. Moreover,
the growing progress in this field limits the timeliness of this
study. Furthermore, the overview of research on these authen-
tication systems based on human biometrics does not neces-
sarily reflect the actual use or effects of the system. We found
that the results of this study reflect the response of the research
community to current trends.

Conclusion

The study highlights a few key issues for future investigation,
including finger vein biometric verification system for tele-
medicine environments. This study aims to provide an up-
to-date substructure of verification techniques for sensor-
based telemedicine architectures. The research focused on
the directions that deal with this subject. The first layer of
our taxonomy, namely, security and privacy of telemedicine
applications based on sensors, was presented, and the studies
related to the security issues were analysed and discussed in
three tiers. In the second layer of our taxonomy, the compre-
hensive survey focused on previous articles on documentation
techniques without applications. We also reviewed new direc-
tions in exploiting finger vein biometric verification systems
as innovative side channels to conclude taps on verification
systems in telemedicine applications. This development re-
sulted from the increasing popularity and wide deployment
of sensor applications as well as patient privacy risks and
low level of security awareness in telemedicine applications.
All up-to-date and published works on finger vein biometric
verification systems were surveyed. Their findings and impor-
tant contributions were highlighted. Studies that attempted to
develop finger vein verification applications and software
frameworks were investigated. Moreover, datasets of finger
veins used in previous studies were highlighted. We found
that several domains have received more attention than other
domains from researchers. These domains and functions re-
flect the type of studies on finger vein biometric verification
and provide a clear indication of the gaps in terms of devel-
opment and evaluation. Researchers have described the chal-
lenges they faced, and many have provided recommendations
for resolving current and expected challenges, which encour-
age other researchers to determine opportunities and obtain
solutions by further research in this field. Other researchers
have focused on designing full hardware system architectures
and/or developing devices for finger vein verification systems,
whereas certain researchers have focused on evaluating the
quality of vein images, process and device performance and
studying the effects of changes in the NIR wavelength.
Furthermore, a few researchers have studied the use of finger
vein feature points and technology in the verification and the
capability of methods to satisfy current security requirements.
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To the best of our knowledge, our study is the first to provide a
multi-layer comprehensive overview of the sensors and secu-
rity in the telemedicine architecture as well as finger vein
biometric verification systems in literature to match benefits
to patient security and privacy in the telemedicine architec-
ture. We hope that other researchers will benefit from this
study and use it as a starting point to further expand the re-
search based on the challenges we have discussed. The present
study has determined the gap in this research area. Thus, fu-
ture research should enhance the security level in finger vein
verification systems and protect finger vein features (on client
and server sides at real time through the communication chan-
nel), which represent critical challenges at present.
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