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Abstract

The increasing role of Telecare Medicine Information Systems (TMIS) makes its accessibility for patients to explore
medical treatment, accumulate and approach medical data through internet connectivity. Security and privacy preservation is
necessary for medical data of the patient in TMIS because of the very perceptive purpose. Recently, Mohit et al.’s proposed
a mutual authentication protocol for TMIS in the cloud computing environment. In this work, we reviewed their protocol
and found that it is not secure against stolen verifier attack, many logged in patient attack, patient anonymity, impersonation
attack, and fails to protect session key. For enhancement of security level, we proposed a new mutual authentication protocol
for the similar environment. The presented framework is also more capable in terms of computation cost. In addition, the
security evaluation of the protocol protects resilience of all possible security attributes, and we also explored formal security
evaluation based on random oracle model. The performance of the proposed protocol is much better in comparison to the

existing protocol.
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Introduction

With the quick progress of information technology, the use
of TMIS is increasing day by day. To offer conducive and
rapid network services, a novel kind of cloud computing
organization [8, 25] which contains of a large number of
processors, memories, high-speed networks, and various
appliances is expected by consumers through the internet.
Cloud computing services are offered via a browser to
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access an online data applications. These computing meth-
ods can be achieved by the cloud platform. Further, the work
[44] explained that the cloud services will develop in the
future. Therefore, the security and privacy of the cloud com-
puting have become important issues. Various articles have
proposed different issues of their apprehensions, such as:
cloud security [9, 54], personal privacy and cloud services
[11,52]. According to the article [12], several operations are
associated to cloud services and their uses.

With the fast development of internet appliances, people
can select an appropriate hospital for high excellence
of healthcare [2, 40]. Furthermore, for the progress of
medical center superiority and the medical trade struggles
the healthcare center sustains hospitals in remote localities.
The medical manufacturing offers more specialized medical
apparatus and improves medical maintenance superiority.
With the help of medical manufacturing the healthcare
centers are trying to improve their services so that patients
can get easy access of medical facilities [36]. For an
example, if the electronic medical records shared very well,
the healthcare centers can share their resources through the
internet. Patients need not to depict their inspection reports.
On the other side, as we know if the patient has come to
healthcare center, the medical employees should try to get
the patient’s medical reports as early as possible for the
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preparation of medical treatment and to decrease errors.
Moreover, the sensor planted in the patient’s body is another
option for the healthcare center to get his/her medical report.

In medical organization, the cloud users store medical
data in the cloud database to recapture the data securely.
As it is common that cloud is not completely secured, so a
protected and authenticated framework required to prevent
simple security attacks [33]. In newly years, there are
several authentication schemes [3-5, 13, 18, 45] proposed
for TMIS, where the patients find their treatment online.
As indicated in [14] TMIS proficiency medical doctor
and patients to begin a conversation via public channels
to support healthcare assistances precisely in the patient’s
residence. As attribute of TMIS, both doctors and patients
can perform together through the cloud server, i.e. a patient
transfer his/her manifestations to the TMIS server and the
doctor collect them and uploads diagnosis data report of
the patient to the cloud server as if they are collaborating
precisely, and it is happening via TMIS. Furthermore,
the transmission is done via public channel, so it is
important to know how to get extra benefits from medical
resources with secure communication. Additionally, the
security obligations, data confidentiality, patient anonymity,
and patient authentication are the significant appearances
to retain throughout the communication. In order to keep
up patient anonymity [19, 28, 41], the identification of
the patient need to differentiate from the others including
eavesdropper. In TMIS, the patient’s medical reports are
extremely significant, and they have not to revealed widely.
As the message shared between patients/doctors and cloud
are very serious information and so, data are gathered
strongly. As medical information comes under imperative
data and collapse of it may reason deterioration of ones
life [50], thus it is essential to prove a protected scheme
so that no attacker can attempt to find patient’s data and
mistreatment it. Newly, there have been several protocols
proposed to recognize anonymity concern. Mainly of these
existing schemes are not relevant to offer patient anonymity
in the healthcare system.

Related works

Smart card based authentication technique is the ordinary
which adopted to avert unapproved access over the
confident networks. There are various authentication
scheme [35, 36, 42] obtainable using card [30], where
the clients accept a password and imports a smart card
with it. The authentication scheme is very favorable in
different use, such as wireless sensor network, medical
system and adhoc networks[6, 7, 20-28, 34, 40, 52-54]. Wu
et al. first suggested a password-based user authentication
protocol [47] and a reliable client authentication and key
agreement protocol for network based hospital-acquired
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epidemic surveillance information system [49] then, Wu-
Lee et al. [48] presented a secure authentication scheme
for TMIS. Then, He et al. [18] accumulated that Wu et
al’s protocol[48] has different technical issues, like as
an insider and impersonation attack, they also advised an
improved scheme. In 2012, Wei et al. [46] observed that
earlier schemes [18, 48] which are not secured across
security flaws and recommended an appreciated protocol to
prevent the occurring attacks. After that, Zhu [52] proved
that Wei et al. [46] protocol is not protected against off-
line password guessing attack and implemented a protected
authentication protocol for TMIS, which based on the RSA
cryptosystem. In 2013, Jiang et al.” [29] proposed privacy
enhanced authentication scheme for TMIS. Kumari et al.
[31] proposed cryptanalysis and improvement of a privacy
enhanced scheme TMIS which claimed that [29] fails
to offer online password guessing attack, impersonation
attack, and stolen-verifier attack. Nonetheless, Mishra et
al. [38] presented a secure and capable chaotic map-based
authenticated key agreement protocol for TMIS in which
they examined that the scheme [29] does not resist denial-
of-service attack. In current year , Liu et al.’s [55] proposed
authentication based a practical privacy preserving data
aggregation scheme which is efficient in communication
security aspects.

In 2013, Tan [43] suggested a capable biometrics based
authentication scheme for TMIS which is a smart card
based password authentication and key agreement proto-
col by implementing a biometric system, and the protocol
is more secure. Further, Yan et al. [50] proposed a secure
biometric-based authentication protocol for TMIS which
validated that the scheme [51] not passes to resist Denial-
of-Service attack. In 2014, Mishra et al. [37] presented
cryptanalysis and improvement of Yan et al. Biometric-
based authentication method for TMIS which described
that scheme [50] have a number of security outlet, like as
the client privacy, ineffectual password, insufficient login
phase, password guessing attack, biometric update phase
and three-factor authentication difficulty. To decide the
above recognized complication, they as well presented an
enhanced protocol. Li et al. [33] presented a secure chaotic
maps, and smart card based password authentication and
key agreement scheme with user anonymity for TMIS and
declared that the Lee et al’s [32] chaotic —maps based
client authentication protocol bear security weaknesses like
absence of client identifier in authentication phase, service
misuse attacks, and advised a more effective explanation
for accessing TMIS. In 2014 Chen et al. [16] associates the
cloud computing environment with mobile devices to give
medical resources and uses cryptographic infrastructure to
defend the patients secret information. Then, the scheme
has several security flaws. Chen et al. [15] also proposed a
new scheme for the same environment based on the cloud
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computing environment, although the scheme does not sup-
port message authentication and patient anonymity. To im-
provise the security flaws in [15], Chiou et al. [17] adapted
the occurring protocol and believed that the framework
prepares real TMIS, message authentication and patient
anonymity. In 2016, Liu et al.’s [56] proposed a privacy-
preserving health data aggregation scheme. In 2017, Liu et
al. [57] presented a lightweight pseudonym authentication
scheme for multi-medical server architecture for TMIS. Fur-
thermore, Mohit et al. [39] proposed mutual authentication
framework for cloud environment based healthcare system,
we found that it is vulnerable to stolen verifier attack, many
logged-in patient attack, patient anonymity, impersonation
attack and fails to protect session key.

Motivation and contribution

Recently, Mohit et al. [39] suggested a mutual authentica-
tion protocol for TMIS that can work in the cloud computing
environment.

e [tis analyzed and shown as follows:

—  Their scheme does not secure against stolen-
verifier attack.

—  Their protocol does not support many logged
in patient attack.

—  Their protocol does not ensure the anonymity
of the patient.

—  Their protocol does not secure against imper-
sonation attack.

—  Their protocol fails to protect session key.

e In this regard, to attain security against the aforemen-
tioned attacks and to ensure the security of an entire
package, a mutual authentication framework for TMIS
is presented which is suitable for the cloud comput-
ing. The proposed framework has many significant
characteristics, such as:

—  Mutual authentication is accomplished between
healthcare center and cloud server, patients and
cloud server, doctor and cloud server, and patient
and healthcare centers to strengthen the safety
of a structure and transforming information.

— Furthermore, the proposed protocol is strong
against many security attributes, i.e., imple-
ments security against, patient anonymity,
man-in-the-middle attack, strong replay attack,
known key security property, data confiden-
tiality, data non-repudiation, message authen-
tication, impersonation attack, session key
security, stolen mobile device attack, off-line
password/identity guessing attack and many
logged-in patient’s attack.

— We provided formal security analysis of our
proposed protocol based on random oracle
model.

—  We evaluate the proposed scheme with other
existing works and found that our scheme
gets minimum computational and communica-
tion expenditure, but ensures security of the
system.

Road map of the paper

The rest of this paper is formulated as follows. In “Prelim-
inaries”, we describe the Preliminaries. Section ‘“Review of
Mohit et al.’s scheme”, We reviewed Mohit et al.’s scheme.
Section “Cryptanalysis of Mohit et al.’s scheme”, The
cryptanalysis of Mohit et al.’s Scheme. Section “Security
model”, Security model, Section “The proposed protocol”,
We proposed an improved mutual authentication protocol
for healthcare system in cloud computing. Section “Security
proof”, formal security analysis of the proposed protocol.
Section “Performance analysis”, performance analysis of
the proposed and earlier existing schemes. Finally, Section
“Conclusion”, discusses about the conclusion. Moreover,
we make use of the notation/symbol throughout the paper as
given in Table 1.

Preliminaries
Elliptic curve cryptography

Let ¢ be the large prime and £ denote an elliptic curve
over the prime finite field F;, an equation of elliptic curve
over prime finite field is given by y> = x3 + ax + bmodqg
with a,b € F,; and 4a3 + 27b2m0dq # 0. So, this is
a non singular elliptic curve. Then, the additive elliptic
curve group defined as G = {(x,y) x,y € Fg;
(x,y) € EYU{O}, where the point © is known as point
at infinity which works as the identity element of G. The
scalar multiplication on the group G is defined as tP =
P + P...+ P(t — times) and the point addition in G as: If
P = (x1,y1), @ = (x2,y2) € G, then P + Q = (x3, y3),
where x3 = A2 —x| —xomodq, y3 = (AM(x1 —x2)—y1)modq
where

%modq ifP#0Q0

3x12+a
2y1

modq if P = Q
The more details of elliptic curve group are given in [20].

e Elliptic Curve Discrete Logarithms Problem
(ECDLP): For given P, Q € G, find k € Z;; such that
P = kQ, which is hard.
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Table 1 Notations/Symbol used

Symbol Description

l The security parameter

E(Fy) Elliptic curve £ over a prime finite field F,
q Large prime

zZ; Additive group of order g

P Patient

ID; Unique identity of entity i

CcS Cloud server

SID Dynamic pseudo random number

BS Body sensor

D Doctor

h() Cryptographic one way hash function
HC Healthcare center

Ey(m)/Dy(m) Encryption/Decryption of message m using key y
M D; Message digest of i

SKij() Session key between entities i and j
PU; Public key of entity i

Sk (m) Signature of m with using key k

i=?j Whether i equals j

Vi (m) Verified signature of m with using key k
PR; Private key of entity i

K; The computing key of entity i

|| Concatenation operation

orpP One time password

@ Bitwise XOR operation

E Adversary

G Elliptic curve group under addition

g Generator of G

Sigi The signature of i’ participant

sn;

The sequence number of i/ participant

e Elliptic Curve Computational Diffie-Hellman Prob-
lem (ECCDHP): For a, b € Z;‘ and g is the generator
of G, for given (g, ag, bg), then to compute abg is hard
for the group G.

Hash function

Definition A one-way hash function H; : {0, 1}* — {0, 1Y,
inputs an arbitrary string length take x € {0, 1}*, and
outputs a finite length string / bit message assimilate or hash
value i(x) € {0, 1}*. A best hash function should contain
the following properties:

— For any given input x, it is accessible to calculate the
digest h(x).

— One-way: For a given hash value y = h(x), it is
computationally not feasible to obtain x.

— Weak-collision resistance: For any given input x,
obtaining any other input y, with x # y, such that
h(x) = h(y) is computationally infeasible.

— Strong-collision resistance: Finding a pair of inputs
(x,y) with x # vy, such that h(x) = h(y) is also
computationally not feasible.

@ Springer

Assumptions for the mutual authentication protocol

We take some assumptions to evaluation the invoked mutual
authentication protocol.

Assumption 1 The hash results, the random number and
secret numbers stored in cloud server. They reach the secure
length [.

Assumption 2 The E, (m), Dy (m) and h(.) are capable.
That is to tell, in polynomial time, anybody can not decrypt
the encrypted string E, (m) without knowing y and no one
find the collision of & (m), where m is the string [58—61].

Assumption 3 According to [2, 3, 60], both the identity
and the one time password (OT P) of the entity have
low entropy. There are two dictionaries in which one for
identities and second for OT P. Advisory E can guess them
in polynomial time.

Assumption 4 Adversary E can get the previous session
keys, which is from the known-key attacks [60, 61].

Review of Mohit et al.’s scheme

Mohit et al. proposed a standard mutual authentication
scheme for cloud based healthcare environment. There are
five bodies : Patient, Cloud server, Doctor, Body sensor
and Healthcare center. This scheme involves of four phases:
(1) Healthcare center upload phase, (2) Patient data upload
phase, (3) Treatment phase and (4) Checkup phase. Those
are followed as:

Healthcare center upload phase (HUP)

The patient P registers herself/himself in the HC, and the
HC provides OT P. The HC operates authentication with
CS and uploads the P’s inspection medical report to C S as
described bellow as:

Step 1. The healthcare center generates inspection record
myg = (IDp, Datap), and uses unique identity I Dy
of healthcare center with a elected random number R.
The H C sends message {I Dy, mpy} to the CS via secure
channel.

Step 2. On receiving messages, CS takes secure key x
and executes A = h(IDg||R|x),S1 = h(A) and B =
IDy & x. Sends {S1, B} to HC via public channel.

Step 3.  On collecting message, HC computes x’ = B @
IDy, A" = h(IDgllx"|R) and checks whether S| =
72 (A") holds or not. If it does not hold, HC exits the
session. Otherwise HC computes session key SKyc =
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h(IDy||A'||B),key; = h(IDp||OTP) and encrypts
the record as Cy = Egey (mp). Further, the HC
computes M Dy = h(mpy), digital signature Sigy =
SPRH(MDH), encrypts C; = ESKHC(IDP, Cy,
Sign, SID) and computes S2 = h(SKpyc| Cy). Finally
sends message {S,, C1} to the CS via public channel.
Step 4. Upon gathering message, the C.S computes ses-
sion key SK};~ = h(IDg|A||B) and checks whether

s, 2 h(SK}-1ICy) hold or not. If, it does, C'S authen-
ticates HC and decrypts the message using session key
SK} o to get (IDp, Cy, Sigy, SID) = Dsk,(Cy),
and store I Dp, Cy, Sigy, SID. Otherwise, it fails and
goes to Step.

Patient data upload phase (PUP)

The BS is fixed in the P’s body. The P requests BS, to
assemble the reorganized health information, and presented
it to the P through secure mobile device. The patient inputs
identity I Dp and OT P of his/her mobile device. The cloud
server provides a slot sequence number sn;, inspection
record card m g to the patient which discussed below as:

Step 1. P obtains health information message mp =
(IDp, Datag) from BS through mobile device. Then,
P inputs his/her IDp,SID and forwards message
{IDp, SID} to the CS through a secure channel.

Step 2. On collecting messages, CS computes I =
sn; ® SID,S3 = h(SID|I|Cg| Sigy) and sends
{1, S3, Cy, Sign} to P via open channel.

Step 3. On getting information, P computes sn; = I @
SID and checks whether Sg =%(SID|I||CullSign)
grips or not. If is does, P authenticates CS and
calculates session key SKpc = h(IDp||SID), key; =
h(IDp||OT P). Then, P decrypts the ciphertext to find
mpy = Diey, (Cq) and computes M Dy = Vpy, (Sign).
After that, checks my =?h(M Dg) holds or not. If is
does, computes keypp = h(IDp|IDpllsn;), encrypts
Egeypp(mpy, mp), computes MDp = h(mp), generates
signature Sigp = Sypp,(MDp) and computes Sy =
h(SKpc ||ICp ||Sigp). Sends message {S4, Cp, Sigp} to
CS over public channel.

Step4. On accepting messages, CS executes SK} .
= h(IDp||SID) and checks whether S; =?h(SK)
ICpllSigp) holds or not. If is does, cloud store
Cp, Sigp. Otherwise, terminates the session.

Treatment phase (TP)

In this phase, doctor provides treatment of authenticated
patient by acting authentication between the doctor and
the cloud server. Cloud contains all the medical report

of patients and sends to doctor. Doctor and cloud server
perform as bellow:

Step 1. Doctor D sends his/her identity / Dp and random
number RD to CS through secure public channel.

Step 2. On receiving message, C S sends identity / Dp of the
P and sequence number sn; to D via secure public chan-
nel. Then, CS computes S5 =h(RD||Sigp||sn;) and sends
message {Ss5, Sigp, Cp} to D through public channel.

Step 3. Upon receiving message, doctor verifies whether
Sg =?(RD| Sigp||Pp) holds or not. If it does, D
authenticates the C§ and computes session key SKpc =
h(IDp||RD||sn;), else rejects the message. Moreover,
D computes keypp = h(IDp|IDpllsn;), and decrypts
the received message as (my, mp) = Dieyp, (Cp), and
verifies the patient’s signature using public key of P,
which is MDp = Vpy,(Sigp) and checks whether
M Dp =?h(mp) hold or not. If it does, D generates med-
ical report mp = (IDp, Datap), encrypts ciphertext
Cp = Epeypp(mp,mp,mp) and computes MDp =
h(mp), D signature Sigp = Spgr,(MDp), and S¢ =
h(SKpc||Cp|lSigp) and sends message {S¢, Cp, Sigp}
to C'S through public channel.

Step4. On getting messages, CS computes SK,. =
h(IDp||RD|sn;) and check whether Sg =?h (SK/,. ||
CpllSigp) holds or not. If it does, CS store Cp, Sigp.
Otherwise, terminates the session and goes to Step 1.

Check up phase (CP)

In this phase, the P authenticates C'S to encrypted medical
report of the patient. The detail of the narration of this
section is as follows:

Step 1. The patient inputs identity /Dp, request and
sends message {I Dp, Request} to CS via secure public
channel.

Step 2. On collecting message, CS executes Sg3 =
h(IDp||IDp||Sigp) and sends message {Sg, Cg, Sigp}
to P via open channel.

Step 3. Upon getting information, P checks whether
Sé =2 Dp|IDp|Sigp) holds or not. If it does not
hold, exits the session. Otherwise, the P decrypts the
ciphertext with using keypp to get (img, mp,mp) =
Dieyp, (Cp) and verifies the signature Sigp =
Vpu, (Sigp) and checks whether M Dp =?h(mp) hold
or not. If it does, P encrypts message Co = Ejey,
(my,mp, mp), computes Sog = h(SID]|C,) and sends
message {Sg, C»} to the CS through public channel.

Step4. On receiving message, CS checks whether Sy =
?h(SID|C,) holds or not. If it does, CS store Cj,
otherwise terminates the session and goes to Step 1.

@ Springer
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Cryptanalysis of Mohit et al.’s scheme

After reviewed the Mohit et al.’s scheme, we found five
security weaknesses in the protocol. We have discussed
below as:

Stolen-verifier attack

The stolen-verifier attack, means that an adversary stoles
the password or identity-verifier from the CS database and
applies an off-line guessing attack on it to get patient’s
correct OT P or identity I Dp. In Mohit et al.’s scheme, E
stolen patient’s mobile phone, and intercepts in PUP. There
are two following cases possible:

Stolen-verifier password attack
If an adversary E retrieves the store parameter key; =

h(IDp||OT P), then he/she can successfully perform
password guessing attack:

Step 1. An adversary E intercept in PUP, and retrieves
IDp.
Step2. E guesses one time password OT P* in one

time password dictionary |OTP| and computes
keyy = h(IDpl||OT P*), verifies h(IDp|OTP) =
YM(IDp|OT P*).

Step 3. If the verification succeed, E consider OT P* as a pa-
tients’s one time password. Otherwise step 2 is repeated.

The illustration of the attack is shown in Fig. 1.

Stolen-verifier identity attack

If E retrieves the store parameter key; = h(IDp |OT P),
then he/she can successfully perform identity guessing attack:

Step 1.  E interceptin PU P, and retrieves patient’s OT P.

Step 2. E guesses an identity / Dg in identity dictionary
|I D| and executes key; = h(IDg|OT P) and verifies
h(IDEg||OTP) =?h(IDp|OT P).

Step 3.  If the verification succeed, consider I D as the
patient identity, Otherwise Step 2 is repeated.

The illustration of the attack is shown in Fig. 2.
Many logged-in patient attack

The many logged-in patient attack is defined as the
simultaneous access of a legitimate patient’s account of
a CS by multiple adversaries using the same identity of
the P. In Mohit et al.’s scheme, CS store the identity
and OTP of the P in the database. But in this attack,
we discuss only patient identities in PUP. Assume that
legitimate identity I Dp is accountably exposed to many
adversaries E1, B2, E3, ....Ej...... E,,, all knows IDp and
SID, then performed to CS at the same time by executing
following steps:

Step 1. Each E; sends the message {IDp, SID} to CS.

Step 2. The CS computes I1 = snj1 @ SID, I = snjy ®
SID, Iz =sniz®SID, ... Ij =sn;;®SID, ... I, =
snim @ SID and si = h(SID|L|Chl|Sign),s3 =

Fig.1 Stolen-verifier password

attack

Adversary E theft patient mobile device

!

'y

Fori = 1to |OTP|, increment 1

|

E guesses OTP* and computes h(IDp || OTP*)

NO

Is

h(IDp || OTP) =? h(IDp || OPT")

E finds patient's exact OTP = OTP"
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Fig.2 Stolen-verifier identity

attack

Adversary E theft patient mobile device

!

Fori = 1to|ID|, increment 1

|

E guesses IDg and computes h(IDg || OTP) |

NO

Is

h(IDp || OTP) =? h(IDg || OTP)

E finds patient's exact identity IDp = IDg

h(SID|L|CyllSign). s3 = h(SID|LICHIISign)....
sé = h(SID|I;|l CullSign)....s3 = h(SID| Lyl
CyllSigy). Thus, CS allows all Ey, E, E3,...E;
...... E,, to communicates in concurrently (Fig. 3).

Patient anonymity

In Mohit et al.’s protocol, patient has the same identity in
PUP, TP and CP. There was no anonymous identity use in
these phases. These offer a chance for the attacker to track
patient’s activity over public network.

Impersonation attack

In HUP of Mohit et al.’s protocol, CS store parameters
IDp,Cqg, Sigg, SID in database and sn; is public. If £
intercepts in PUP and perform as:

Step 1. E computes I = sn; @ SID, S3g = h(SID]|
IE||CH||SigH) and sends {IE, S3E, CH, SigH} to P.
Step 2. On receiving message, P computes sn; = I @

SID,S; = h(SID|Ig|Cy| Sigy) and verifies that
S3g = Sg. Further, the P computes session key
SKpc = h(IDp|SID),key; = h(IDp||OTP), mpyg =
Dkeyl (CH),MDH = VPUH(SigH), where myg =
h(MDg) and computes keypp = h(IDp||IDplsn;),
encrypts Cp = Eeypp(mp, mp), computes MDp =
h(mp), signature Sigp = Sprp( MDp),S4 =
h(SKpc|Cp|Sigp) and sends {S4, Cp, Sigp} to E.
Step 3. On receiving message, E computes SK EC =
h(IDp||SID) and SF = h(SK5 IICp|Sigp).

Here, SK5.= SKpc and SF=Ss. Thus, Mohit et al’s
scheme fails to protect the impersonation attack.

Fails to protect the session key

In PUP of Mohit et al.’s protocol. Then, P computes session
key SKpc = h(IDp]| SID). From impersonation attack
session 4.4, adversary E computes session key SK }E,C =
h(IDp||SID). Thus E successfully computes the session key
of the patient. Similarly, E got session key in HUP and TP.
Hence, Mohit et al.’s scheme fails to support of session key.

Security model

In this section, we discuss the security model on the
proposed scheme which is based on [1, 10, 53, 61]. There
are two entities U and V, or every partner I with no
difference in the proposed protocol P. U has an identity
I Dy and a password PWy. V has an identity / Dy and a
password P Wy. All passwords are in a dictionary with size
N, and elliptic curve group G has a generator g of order g.

Every party has several occurrence. Let US be the S"
occurrence of U. Similarly, V5 and I° can be prescribed.
E case is an oracle. We apply a simulator to provides the
replay to input information. In this way, there are three
cases for an oracle: accept, reject and L. If an oracle finds
a ordinary information, the obtain state is achieved. If an
incorrect information is collected, the reject case is arrived.
Otherwise, if no response is generated, L occurs. Once upon

@ Springer
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Fig.3 Many logged-in patient

attack in Mohit et al.’s scheme

Suppose mg = (IDp, Datag ) with identity IDp and dynamic pseudo random idemtity SID

-
¥ v v v
E) sends Ezsends |-y Ejsends  [r-cc-- E, sends
< IDyp,SID > <1Dp,SID > < 1D,,S1D > <1Dp,SID >
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Cloud server allows E;. E,, E3,........Ej ......

.. E,,, to communicate in concurrent order

a time the oracle U’ or V/ is established and determines
a session key, each of them has the subsequent elements:
a session identity (sidyi) or (sidy;), a partner identity
(pidyi) or (pidy;), and a session key (SKy;i) or (SKy ;).
E can totally run the simulator and query oracles to destroy
the security of authentication or the session keys. We list all
the oracles as followings:

Execute (U, V/): This query simulates the passive
attack, and permits the attacker E to learn all the trans-
mitted communication between the instances of entities
U'and V/.

Send (I, I, M): This query simulates the active attack
and It makes that the body / forwards a message M to the
occurance 1. If M is exact message and I,/ is prepared
to accept the infoymation, the simulator will return the
message which I/ should develop. Otherwise, if M is
wrong, the query is aborted.

Reveal (I¥): 1t expresses known-key attacks and for U
and V. If I* grasps the status of partnering, the adversary
E can obtain the session key through asking this query.

Corrupt (I¥): This query is use to check the perfect
forward security property of the session key on the oracle
I, All the messages of I* is obtained by adversary E
after this query, since E has known some message in the
system, we list the specific as follow:

—  Corrupt (U"): It allows the adversary E to concession
the long-term private key of the session key of U".

—  Corrupt (V/):Ttallows the adversary E to concession
the long-term private key of the session key of V/.
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Test (IX): At last adversary E chooses a session to
challenge. At this time / may be U or V. If I* has not
been approved or it is not able for the view sfs — fresh
which will disclosed below, the simulator will go back
1. Otherwise a coin s is toss. The simulator will output
the actual session key if s 1 appear. If s = 0
appears, a random string say session key is returned to
adversary E.

We use few definitions for the verification of proof as
follows:

Partnering:  As the session key is created between U’ and
V/,we call U’ and V/ are partners if and only if they are
established and sidyi = sidy; , pidyi = V/, Pidy,;
U/ and SKi = SKy;.

pfs-fresh (fresh with perfect forward security): We  use
this opinion for only U’ and V/, we say that I is the
pfs — fresh if no one the followings queries appears:

—  E Reveal(/ k) occurs;

— E Reveal(pid;«) appears;

—  Before Test arises, Corrupt(I¥) or Corrupt(pid;r)
has been asked.

pfs- ake security: we define E’s advantage against the
protocol P is the probability that E properly guesses the
coin s after Test(/¥) query. Of course, I* is established
and pfs — fresh.
The advantage of E is Adv;;fs_ake(E) = 2Pro[s =
s'1—1.
Where E outputs s'. If Qg is the number of Send

. pfs—ake
queries and Advp

0(Qy)
N

(E) is negligibly longer than

with [, the protocol is pf's — ake secure.
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To show the protocol, we take two new assumptions for
ECC. Those are based on the “Elliptic curve cryptography”.

e Elliptic Curve Decisional Diffie-Hellman problem
(ECDDHP): Let ag, bg, cg € G, The probability for
E to determine whether cg = abg polynomial time ¢
is Ad v‘gCD DHP (1) and € is an ignorably small positive
real number and in fact AdvECDDHP(t) <e.

e Elliptic Curve Gap Diffie-Hellman problem
(ECGDHP): Let ag, bg € G, The probability for E to
execute abg with an ECDDHP oracle in polynomial
time ¢ is AdvECDDHP(t) <e.

The proposed protocol

Architecture

There are five components associated in the proposed
protocol for conversation are as follows:

(1) Patient: A person, who is applying for medical
treatment.
(2) Doctor: A person, who has been skilled in medical

science and offer treatment to patients.

(3) Healthcare center:
patient takes treatment.

(4) Cloud server: A server to collect patient’s medical
data or records.

(5) Body sensor: A device associated with a physical
impression of the patient and sends information to the
patient’s mobile device.

A physical residence where the

The architecture of this proposed protocol is shown in the
Fig. 4, and the details are as follows:

— Firstly P goes to HC for the routine-checkup/
inspection and takes registration, where H C support the
report of the P.

—  HC uploads the medical report/data of P to the CS. B
installed in the P’s body collects the fitness information
of the patient and forward to a P’s mobile device
securely.

— P upload current medical record by updating the earlier
data of the HC with the developed record by BS to
the CS.

— CS forwards the medical information of P to the
appreciated D in order of sequence number.

Fig.4 Protocol architecture and
authentication progress with
ordering of phases
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— D executes medical treatment by looking into the
medical data and uploads latest information with the
digital signature to the CS.

— CS sends the final medical report to P.

Protocol description

This scheme contains of five phases: (1) Healthcare center
upload phase, (2) Patient data upload phase, (3) Treatment
phase, (4) Checkup phase, and (5) Emergency phase. The
details are as follows:

Healthcare center upload phase (HUP)

The patient registers herself/himself in HC, and HC
assigns OT P and a dynamic pseudo random identity SID
to P through secure mobile device. In this phase, HC per-
forms mutual authentication with CS and uploads the P’s
medical report to CS as displayed in the Fig. 5 and expres-
sed as below:

Step 1. The healthcare center generates inspection report
My = (IDp, Datap), random number r € Z;,
and inputs unique identity /Dy and r. Furthermore,
HC sends M| = {IDyg,r, Ty} to CS via a secure
channel.

Step 2.  On collecting message, CS verifies Tc; — Ty <
AT. If it does not hold, the CS terminates the session.
Otherwise, generates random number x € Z; and
computes Hi = h(IDglrllx), A = IDyg & x, Hy =
h(Hp||A||r). Further, generates another random number

be Z; and sends message My = {H, A, b, Tca} to HC
via public channel.

Step 3. On getting messages, HC checks Tyy — Tcr <
AT. If it does not hold, H C terminates the session. Oth-
erwise, computes y = A @ I Dy, H3 = h(IDg||rly),
H} = h(Hs||Allr) and verifies whether HY =?H,
hold or not. If it does not hold, HC exits the ses-
sion. Otherwise, HC authenticates CS and generates
random number a € Z;. Further, HC computes
SKuc = h(UDylHs3||Albrg), Ki = hUDpl|
OTP|IDp), encrypts Cy = Eg,(Mpy), computes
MDy = h(Mp),Sigy = Spry(MDpy), Hy =
h(SKucl|CullSignllabg||Ty3) and again encrypts

C1 = ESKHC(IDp,a, CH,H4,SigH, SID, TH3).
Finally, the HC sends ,message M3 = {C1, T3} to the
CS via public channel.

Step4. Upon receiving message, the CS verifies

Tcs — Tyz < AT. If it does not hold, CS termi-
nate the session. Otherwise, computes SKcy =
h(IDg | H{||Albrg), decrypts (IDp,a,Cy, Hy,
Sign,SID,Ty3) = Dggq,(C1), computes Hs =
h(SKcullChllSighllabg||Ty3) and verifies whether
Hs =?H, hold or not. If it does, CS authenticates HC
and CS stores I Dp, Cy, Sigy and S1D. Otherwise, CS
terminates the session.

Patient data upload phase (PUP)
The patient requests to BS, to gather the updated fitness

information, and arranges it to the P through the mobile
device securely. The P makes the request using his/her

Fig.5 Healthcare center upload

phase (HUP) Healthcare Center HC'

Cloud Server CS

My = (IDp, Datap)
Generates r € Z
Inputs IDpg and r
My ={IDp,r,Tu1}

(via secure channel)

Th2 —Tea < AT
y=A®IDgy

Hz = h(IDyllr|ly)

H; = h(HgHA”T‘)

H3 =7H

a€ZzZ;

SKpc = h(IDy| Hs| Allbrg)
K1 = h(IDp||OTP||IDy)
Cu = Ex, (Mpu)

MDy =h(Mg)

SigH = SPRH(]V[DH)

Hy = h(SKuc||CullSign |abg||Ths)

Tc1 —Tur < AT

T € Z;

Hy = h(IDgl||r||z)
A=IDy dx

Hjy = h(H1||Allr)
bez;

My = {H2, A,b, T2}
P

(via public channel)

Ci1 = Eskye(IDp,a,Cp, Hy, Sigy, SID, Tr3)

M3z = {C1,Tys}

(via public channel)

Tes —Tusz < AT

SKcu = h(IDy||H1||Allbrg)
(IDp,a,Cr, Ha, Sigr, SID, Tr3) = Dsk oy (Ch)
Hs = h(SKcul|Cr||Sigu |abg||Tus)

Hs =7Hy

Stores IDp,Cy, Sigm, SID
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identity IDp and OT P of the mobile device. CS contri-
butes an engagement sequence number sn;, inspection data
report My to P as displayed in the Fig. 6 and discussed as
below:

Step 1. The patient gets report Mp = (IDp, Datap)
from body sensor via secure mobile device. Then, P
takes his/her identity / Dp and dynamic pseudo random
S1D and sends message My = {IDp,SID, Tp1}to CS
via secure channel.

Step 2. Upon collecting message, CS verifies Tcqa —
Tpy < AT. If it does not hold, CS terminate the
session. Otherwise, computes N = sn; @ h(SID|IDp),
generates random number ¢ € Z’q*, computes
He = h(SID|sni|CulSigullTcs), encrypts L; =
Esn, (Sigu,Cu, He, IDy, ¢, Tcs) and sends message
Ms ={L{, N, Tcs}to P.

Step 3. On receiving message, P checks Tpy — T¢5 <
AT. If it does not hold, P stops the session. Otherwise,
computes Ny = N @ h(SID| [IDp), decrypts
(Sign,Cu, He, IDy,c,Tcs) = Dpy,(L1), computes
H; = h(SID|N{|Cy |Sigy |[Tcs) and verifies
whether H; =?Hg hold or not. If it does not hold, P
exits the session. Otherwise he/she authenticates C'S, and
generates random number d € Z;. Further, computes
SKpc = h(UDp|IDul|N1lH7llcdg) and K =
h(IDp||OT P|IDg). Moreover, P decrypts the report
M}, = Dg,(Cp) and checks whether M}, =?Mpy hold
or not. If it does not hold, P exits the session. Otherwise,

computes MDj{I = Vpy, (Sign) and verifies M D}, =
?M Dy . if it hold, computes Kpc = h(IDp|IDg||Ny),
encrypts Cp = Ek,.(My, Mpg), computes MDp =
h(Mp), makes digital signature Sigp = Spr,(MDp),
computes Hg = h(SKpcll CpllSigplicdg||Tp3), again
encrypts Ly = En,(d, Hg, Sigp ,Cp,IDp, Tp3) and
sends message Mg = {L2,Tp3} to CS via public
channel.

Step4. Upon receiving message, the CS verifies
Tce — Tpz < AT. If it does not hold, CS terminate
the session. Otherwise, decrypts (d, Hg, Sigp, Cp,
IDp,Tp3) = Dyp; (L), computes session key
SKcp = h(IDp|IDgllsn;|| Hellcdg), Hy = h(SKcp
ICpllSigpllcdg||Tp3) and checks whether Ho =?Hg
hold or not. If it does, CS authenticates P and stores
Cp, Sigp. Otherwise, terminates the session.

Treatment phase (TP)

In this phase, the doctor and cloud server authenticates to
each other and the doctor performs treatment of the patients.
If they are valid entities, the cloud server uses the identity
of doctor I Dp to find all of the D’s requests by P, who
have prepared medical appointments, and forwards the P’s
treatment description to doctor as displayed in the Fig. 7 and
described as below:

Step 1. The Doctor generates random number e € Z’q' and
sends message M7 = {[Dp,e,Tpy} to the CS via a
secure channel.

Fig.6 Patient data upload phase

Pati P
(PUP) atient

Cloud Server C'S

Mp = (IDp, Datap)
Inputs IDp,SID
My ={IDp,SID,Tp1}

(via secure channel)

Tpe —Tes < AT
Ni = N @ h(SID||IDp)

(Sign,Cr,He,IDp,c,Tcs) = Dy, (L1)
H7 = h(SID||N1||Cu||Sign || Tcs)

H7; =7Hg
de z}

SKpc = h(IDp||IDp|| N1 Hrllcdg)

K> = h(IDp||OTP||IDy)
M} = Di, (Ch)

My, =My

MD% = Vpuy, (Sign)
MD?, =?MDy

Kpc = h(IDp||IDg||N1)
Cp = Expo (Mp, Mp)
MDp = h(Mp)

Sigp = Sprp(MDp)

Hg = h(SKpc||Cp||Sigp|cdg||Trs)
Ly = En, (d, Hs, Sigp,Cp,IDp, Tp3)

Mg = {L2,Tp3}

(via public channel)

Tca —Tp1 < AT

N = sn; ® h(SID||IDp)

c€Zy

He = h(SID||sn;||Cx||Sigul|Tcs)

L1 = Esn,(Sigy,Cu, He, IDp, ¢, Tcs)
Ms ={Li,N,Tcs}

(via public channel)

Toe —Tps < AT

(d, Hs, Sigp,Cp,IDp,Tp3) = Dsn,;(L2)
SKCP = h(IDpHIDHHS’I’L,LHH()HCdg)

Hy = h(SKcp||Cp|Sigp|cdg||Trs3)

Hg =7Hg

Stores Cp,IDp, Sigp
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Fig.7 Treatment phase ( TP)

Doctor D

Cloud Server C'S

Inputs IDp and random number e € Zj

M7 ={IDp,e,Tp1}
................ N
(via secure channel)

Tps —Tosg < AT
N3 = No @ h(SID||IDp||IDp)

Tcr —Tp1 < AT

No = sn; ® h(SID”IDDHIDP)

fez;

Hyo = h(e||sn;||Sigp||Cp||Tcs)

L3 = Esn;(Sigp,Cp,IDp,IDy, Hio, f, Tcs)
Mg = {L3, N2, Tcs}

(via public channel)

(Sigp,Cp,I1Dp,IDy, Hig, f,Tcs) = Dy, (L3)

Hy1 = h(e||N3||Sigp||Cp||Tcs)

Hy1 =7Hyo

SKpc = h(IDp||IDp| N3l Hiillefg)

Kpc = h(IDp||IDy||N3)
(Mp,Mp) = Dr o (Cp)
MD3p = Vpy, (Sigp)

MD7, =?MDp

Mp = (IDp, Datap)

Cp = Exp,o(Mu, Mg, Mp)
MDp = h(Mp)

Sigp = SPRD(J\/IDD>

Hy2 = h(SKpc|Cpl|Sigp||SigplleflTps)

Ly = En,(Sigp,Cp, H12,Tp3)
My = {L4,Tps}

via public channel

Tcg —Tpsz < AT

(Sigp,Cp, H12,Tp3) = Esn,;(L4)

SKcp = h(IDp||IDplsni||Hiollefg)

Hy3 = h(SKcp|CpllSigpl|Sigpllefgl|Tps)
Hy3 =7H12

Stores Cp, Sigp

Step 2.  On receiving message, C S verifies Tc7 — Tp; <

AT. If it does not hold, CS exits the session. Oth-
erwise, computes No = sn; ® h(SID| IDpl|/IDp),
generates random number f € Z;, computes
Hiyo = hellsn;l|SigplCplTcs), L3 = Egn;(Sigp,
Cp,IDp, 1Dy, Hy, f, Tcg). Further, sends the mes-
sage Mg = {L3, N>, Tcg} to D via public channel.

Step 3. On receiving message, D checks Tpy, — Tcg <

AT. If it does not hold, D terminates the ses-
sion. Otherwise, computes N3 = N @ h(SID]|
IDp||IDp) and decrypts (Sigp,Cp,IDp,IDy,
Hyo, f,Tcg) = Dp,y(L3). Further, D computes
Hyy = h(el|N3||Sigpl|Cpl|Tcs), verifies whether
Hi1 =7Hjp hold or not. If it does not hold, D exits
the session. Otherwise, he/she authenticates to the CS
and computes SKpc = h(IDp|l IDp||N3||Hi1llefg),

Kpc = h({Dp|IDg||N3). Moreover, D decrypts
the report as (My,Mp) =  Dk,-(Cp), com-
putess MD} = Vpy,(Sigp) and checks whether

MD*;, =?M Dp hold or not. If it does not hold, then D
stops the session. Otherwise, D makes a medical diagno-
sis report based on Mp = (I Dp, Datap) and encrypts
Cp = Egp(My, Mg, Mp). Furthermore, D computes
MDp = h(Mp) and makes digital signature message
Sigp = Spr,(MDp). In additionally, D computes
Hiy = h(SKpclCp |ISigpllSigrllefgllTp3), encrypts
L4=En,(Sigp, Cp, Hiz, Tp3) and sends message
Mg = {L4, Tp3} to CS via public network.

Step4. On  accepting message, CS  verifies

Tco — Tps < AT. If it does not hold, CS terminates
the session. Otherwise, CS decrypts (Sigp,Cp,

@ Springer

Hy2,Tp3) = Esu,;(Lg), computes SKcp = h(IDp
I Dplisnil|Hiollefg), Hiz = h(SKcpllCp |Sigp
ISigpllefgllTp3) and checks whether Hi3 =7Hp»
hold or not. If it does, CS authenticates D and stores
Cp, Sigp. Otherwise, D terminates the session.

Checkup phase (CP)

In this phase, P and C S authenticate to each other. Then, C S
sends the encrypted the report to P. The detail description
of this phase as displayed in the Fig. 8 and explained as
below:

Step 1. The patient takes his/her identity I D p, as request
and sends message Mo = {IDp, request, Tps} to CS
via a secure channel.

Step 2. Upon collecting message, CS verifies Tcio —
Tpy < AT. If it does not hold, CS exits the ses-
sion. Otherwise, computes Ny = h(IDp||sn;). Fur-
ther, generates random number f; € Z;, computes
Hiy =h(IDp||Cp|SigpllSigpllTci1), Ls = En,(H4,
Sigp,Cp, fi1,Tc11) and sends message Mi; =
{Ls, Tc11} to P via public channel.

Step 3.  On receiving message, P checks Tps — Tc11 <
AT. If it does not hold, P stop the session. Otherwise,
computes N5 = h(IDp||Ny), decrypts (His, Sigp,
Cp, fi.Tc11) = Dns(Ls), and computes H{, =
h(IDp||CpllSigpllSigpll Tci1), and verifies whether
Hl*4 =?H14 hold or not. If it does not hold, D stops
the session. Otherwise he/she authenticates CS. Then, P
decrypts the report as (Mpy, Mg, Mp) = Dk, (Cp),
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Fig.8 Checkup phase (CP) Pationt P

Cloud Server C'S

Inputs IDp, request
Mo = {IDp,request, Tpys}

(via secure channel)

Tps —Tcn < AT

Ns = h(IDp|[N1)

(H14,Si9p,Cp, f1,Tc11) = Dy (Ls)
H{, = M(IDp|Cp||Sigpl|SigrlTci)
Hy, =7Hy4

(Mp,Mp,Mp) = Dk p.(Cp)

MDy, = Veup, (Sigp)

MD%, =?h(Mp)

f2€Z;

Cy = Expo(Mpu, Mp, Mp, f2)

His = h(N5||C2||Sigp||Sigp |l f1.f29TPe)
L¢ = Eng(Ca2, His, f2,Tpe)

Mz ={L¢,Tps}

(via public channel)

Tcio — Tpa < AT

N4 = h([DpHSn,)

ez

Hi4 = h(IDp||Cp||Sigp||Sigp|Tcii)
Ls = En,(H14,Sigp,Cp, f1,Tc11)
My ={Ls, Tc11}

(via public channel)

Tc12 —Tpe < AT

(C2, His, f2,Tpe) = DN, (Le)

H{y = h(N4||C2||Sigp||Sigpll f1 f29!|Tre)
Hi. =7Hys

stores Ca

and computes M D}*‘) = Vpy,(Sigp) to checks whether
M D7}, =?h(Mp) hold or not. If it does not hold, then
stops the session. Otherwise, generates random number
fr € Z;, encrypts Cp = EKPC My, Mp, Mp, ),
computes His = h(Ns||C2l|SigplSigpll f1/281Tps),
again encrypts Lg = En,(C2, His, f2, Tpe) and sends
message M1y = {Le¢, Tpe} to CS via public channel.

computes H 1*6 = h(IDp| N4||Tg p1) and checks whether
H 1*6 =?H¢ hold or not. If it does not hold, C S terminates
the session. Otherwise, generates random number p €
Z;, computes Hi7 = h(IDp|IDy|SigullSigplTEc2),

Ly = Eskcy(Hi7,p,Sigp, IDp, TEc2) and sends
message Mgy = {Ls, Tgc2} to HC via public
network.

Step4. Upon receiving message, CS verifies Step3. On receiving messages, HC verifies Tpy| —

Tcio — Tps < AT. If it does not hold, CS
terminates the session. Otherwise, CS decrypts com-
putes (Ca, His, f2,Tps) = Dy, (Lg), computes
Hs = h(N4l|C2||Sigp||Sigp|l f1f281Tpe) and also
verifies whether H 1*5 =?7H5 hold or not. If it does, CS
authenticates P and stores C;. Otherwise, terminates the
session.

Emergency phase (EP)

Teco < AT. If it does not hold, HC terminates
the session. Otherwise, decrypts (Hi7, p, Sigp,
IDp,Tec2) =  Dgsgyo(Lg), computes H1*7 =
h(IDp||IDg||Sigy||Sigpl|TEc2) and  verifies
Hl’"7 =?H;7 hold or not. If it does not hold, HC termi-
nates the session. Otherwise, generates random number
s € Z;, computes SKgp = h(IDp||IDg|Sign
ISigpllpsg), His = h(IDp [[IDulplisliTEn2),
Ly = Eskyuc(s,Hig, Tgp2) and sends message
ME3z = {Lo, Tg o} to CS via public channel.

The patients use the body sensors network, and relocate ~ Step 4. On receiving message, CS verifies Tgc3 —

the regular medical information to the cloud server. If the
patient has an emergency, then the patient inputs his/her
identity, sequence number and request sends to CS. Then,
CS sends the information to H C. After verification the doc-
tor provides treatment to the patients. The detail description
of this phase as shown in the Fig. 9 and discussed as below:

Step1. P inputs his/her identity IDp, Ns,request,

Tegy < AT. If it does not hold, CS stops the session.
Otherwise, CS decrypts (s, Hig, TEn2) = Dskcy (Lo),
computes Hs = h(IDp||I Dyl plis| Tgn2) and verifies
H 1*8 =?H,g hold or not. If it does not hold, C S terminates
the session. Otherwise, authenticates HC by computing
Hi9 = h(SigpllSignllpgllsgliTeca), encrypts Lig =
En,(IDpy, p,s, Hig, TEcs) and sends message Mp4 =

{L10, TEc4} to P via public network.

computes Hig = h(IDp||Ns| Tgp1), encrypts L7 = Step 5. Upon receiving message, P verifies Tgpr —

Ens(Hi6, Tgp1) and sends message Mg1={L7, Tep1} to
C S via public channel.

Step 2. On receiving message, CS verifies Tpc) —
Tep1 < AT. If it does not hold, CS terminates the
session. Otherwise, decrypts (Hig, Tep1) = Dn,(L7),

Tecs < AT. If it does not hold, P termi-
nates the session. Otherwise, decrypts (I Dy, p, s, Hyo,
Teca) = Dns(L1o), computes Hfy = h(Sigpl
Signllpglisgl Teca), and verifies whether Hy =?H\9
hold or not. If it does not hold, P terminates the session.
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Patient P Cloud server C'S

Healthcare Center HC'

Inputs IDp, N5, request
Hy6 = h(IDp||Ns||Tpp1)
L7 = Eny(Hi6,TEp1)
Mpgi1= {L7,Tep1} Trc1 —Tpp1 < AT

(via public channel)

16 ='H1e

pEZ;

(Hi6,Tep1) = DN, (L7)
H{q = h(IDp||N4||TEpP1)

Hy7 = h(IDp|IDy||Sigu||Sige || TEc2)
Ls = Eskoy (Hi7,p,Sigp, IDp, Tec?2)

Mgz = {Ls, Tec2}

(via public channel)

Tpcs —Tpu2 < AT

Tpu1 —Tec2 < AT

(Hi7,p, Sigp, IDp,Tpc2) = Dsk e (Ls)
Hi; = h(IDp||IDg||Sigu||Sigpl|TEc2)
Hf7 =7H17

s € Z;I*

SKup =h(IDp||IDg||Sigul|Sigp|psg)
Hig = h(IDp||IDg||p||s||TEH2)

L9 = Esk (s, His, Trm2)

Mps = {Ly, Ten2}

(s, His, Tpr2) = Dsx oy (Lo) e

Hig = h(IDp||IDg|p|s(|TEm2)

Hig =7His

(via public channel)

Hig = h(Sigp||Sigu |pgllsgl| Teca)
Lio = En,(IDy,p, s, Hio, TEc4)

Tpp2 — Tpca < AT
(IDg,p,s,H19,Tgca) = Dns(L1o)

Hig = h(Sigp||Sigrllpgllsgl| Trcs)

Hiy =7H1o

SKpp =h(IDp|IDg|Sign||Sigr|lpsg)

Mgy = {L10, Teca}

(via public channel)

Fig.9 Emergency phase (EP)

Otherwise, P authenticates C.S and computes session key
SKup =h(IDp| IDylISigull Sigplipsg).

Security proof
Formal proof of the proposed protocol

Theorem: Patient data upload phase (PUP) of our protocol
‘P employees a additive cyclic group G on an elliptic curve
with a large prime order gq. A is the size of one time
password dictionary D. If adversary E makes no more than
Q; send queries, O, hash queries, and Q, execute queries,
then

0(Qn)*+ 0(Qy + 0.)?

Adv;})fs—ake(E) <

21
+m&+Qﬁ 0(Qn) + 0(Qy)
(-1 211
0(Q;
+—ﬁ”+mm@ﬁgf+n
x AdvECPPH ()

Where t' =t + (0(Q.) + O(Qy)) Ty and Ty is the time of
one multiplication in G.

Proof: We prove this theorem with the help of a sequence
of games. There are total eight games from G to G7. Succ;
is the action for adversary E accurately guessing the coin s
through the investigation session in Game G ;. Since, there
is one patient P in these games, E want to computes or
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guesses P’s identity I/ Dp. We have to discuss the games

following as:

Game Gyp: This game is the actual game against
the proposed authentication scheme of PUP with the
random oracle model, from the definition, we have

AdvH* =% (E) = 2Pro[Succo] — 1 )

Furthermore, If various atypical circumstances occur, a
random s* is called as a report. The list of the atypical
circumstances as follows:

— The game exit or cancels or since E does not
present the predicted s*.

— More queries than the prearranged upper
bound are used by E.

— More time than the deliberated upper bound is
used by E.

Game Gip: In this game, we take addition of all
counterfeited queries. Moreover, there are only three
lists to accumulate the answers to the queries.

— Ly For the answer to all hash queries.

— L p: Forthe transcription of the communication.

— Lg: It is for the respond of the two ran-
dom oracles queried precisely by adversary
E.

The queries are established in Fig. 10. According
to the situations mentioned above, Game G; and
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Fig. 10 Simulation of queries Simulation of queries

For a hash query, if there exists a record data (s,r) in Ly, r is returned as the reply. Otherwise, the
simulator chooses a random string 7 € {0, 1}¢, reply with r and sets (s,7) in Lg. For hi(s), like steps have
to be completed the record (1,s,7)

For a Send(Pi, INIT) query, the simulator executes the following steps:
MB = (IDP, DataB)

Inputs IDp, SID

Return My = {IDp,SID,Tp;} as the answer.

For a Send (Pi7 CsI, My) query, the simulator does the following steps:
Verify Tcy — Tp1 < AT, Computes N = sn; @ h(SID|IDp)
Generates Checks ¢ € Zj

Computes He = h(SID|[sni||Cx||Sigu||Tcs)

Encrypts L1 = Esn, (Sigr,Crx, He, IDp,c,Tcs)

Then answer the query with message M5 = {L1, N,Tcs}

For a Send (CSj, P, Ms) query, the simulator computes the following steps:

Verify sz - TCS S AT

Computes Ny = N @ h(SID||IDp)

Decrypts (Sigr,CH, He, IDy, ¢, Tcs) = Dy, (L1)

Computes Hy = h(SID||N1||Cu||Sigu || Tes)

Verifies Hy =7Hg

If does not hold, exit the session. Otherwise

Generates d € Z}

Computes SKpc = h(IDp||[IDy||N1||H7||cdg), K2 = h(IDp||OTP|IDy), M}; = Di,(Cr)
Verifies My, =?Mpg

If does not hold, exit the session. Otherwise computes M D} = Vpy,, (Sigm)

Again verifies M Dy =7M Dy

If does not hold, terminates the session. Otherwise, computes Kpc = h(IDp||[IDg||N1),

Cp = Expe(My,Mg),MDp = h(Mg) Sigp = Spr,,(MDp), Hs = h(SK pc||Cp||Sigp|lcdg||Trs)
Encrypts L2 = En, (d, Hg, Sigp,Cp,IDp,Tp3)

Then answer the query with message Mg = {L2,Tps}

For a Send (P?,CS7, Mg) query, the simulator does the following steps:

Verify ch' — Tpg S YAVA

Decrypts (d, Hg, Sigp,Cp,IDp,Tp3) = Dsn, (L2)

Computes SKcp = h(IDp||IDgllsnil|Hellcdg), Ho = h(SKcpl|Cp||Sigp|lcdg||Tps)
Checks Hg =7Hg

If does not verify, rejects the query. Otherwise, Stores Cp, Sigp

For an Ezecute (P*,CS7) query, all Send queries are consecutively completed and the massage (M4, M5, Mg)
is returned.

For a Reveal (IK) query, if the occurrence I has been established and produced a session key, return
SKcp or SKpc. Otherwise a L is the reply.

For a Corrupt (I') query, all the information of I is ouput.
For a Test (IK) query, if T is not pfs — fresh, return L. Otherwise a coin s is tossed

If s = 0, a random string with the length [ is returned
If s = 1,the exact session key is returned.

Game G are indistinguishable and we can notice that —  Dynamic pseudo random identity SID € Z;
may collide in different session and upper
Pro[Succi] = Pro[Succo] 2) bound for the case is
® Game G»: In this game, we avoid the collisions in 0(0, + Qe)2

the transcriptions. There are three types of collisions.
As stated in the birthday paradox, we display the
probabilities of them:

20+1

— The hash function results may collide and

. . . .
- ¢, d € Z7 may collide particular session and upper bound for the case is

upper bound for the case is

0(Q;s + 0.)* 0(Qn)?
2(g -1 2l+1
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From Game G, and Game G are indistinguishable
except the collisions occur. We observe that

2
|Pro[Succy] — Pro[Succi]| < 0(2Q(;1—t1Q)6)
001>+ 0(Qs + 0.)?

+ 3)

2l+1

Game G3: In this game, we consider the probability of
the attack that adversary E fakes message Mj. Since
the simulator permits the answer as C S, we attach some
steps on Send(P!, CS’/, My) the simulator wants to
verify if My € Lp. If it is failing the query will stop.
Here Game G3 and Game G, are indistinguishable if
the verifiers are under deliberation. We can obtain

|Pro[Succz] — Pro[Succy]| < O;IQ") 4)

Game Gy4: In this game, we deal with the prob-
ability of the attack that adversary E fakes mes-
sage Ms. Since the simulator permits the answer as
P, we attach some steps on Send(CS’/, P!, Ms)
the simulator wants to verify if Ms € Lp and,
1 Dp,»), *lsni[|CulSigullTcs, He) € L. If it
is failing the query will stop. Here Game G4 and
Game G3 are indistinguishable if the verifiers are under
deliberation. We can obtain

0 N + e
< (Qzl Q)
Game Gs: In this game, we consider the probability
of fake message Mg. Since the simulator gives the
response as the CS. We append some steps on
Send(P', CS’/, Mg). The simulator wants to validate
if M¢ € Lp and (x[IDp,*), (x| » [[CHlISignll
Tcs, H7), (1, IDpIl IDg |l || % [Ix, %), I Dp || I Dy %,
Kpc), *ICpll Sigpll » ITp3, Hy) € Lg. If it is
failing the query will stop. Here Game Gs and
Game G4 are indistinguishable if the verifiers are
under deliberation. We can obtain (x||IDp, ), (x|| *
ICuISignTcs, Hy), (1, IDpIDgll * || * %, %),
(IUDpIIDH|*, Kpc), *ICplISigpll * ITp3, H) €
LEg. So we found that

|Pro[Succq] — Pro[Succs]| &)

0(Qn + Q)
— (6)
Game Gg: In this game, we take on ECGDHP. If
adversary E can obtain the actual session key via hash
oracle and be the success, we judge that E crack the
problem. We adjust the hash oracle as follows: On
one occasion E queries (1, IDp||IDglsn;|| XX, X),
X|ICp||Sigpl| X || X || Tp3), the simulator first verifies if
(1, IDp|IDHlsnil|Hsll*, SKpc), (SKpclCpIISigpll
x| Tp3) € Lg. Ifitisin, SK p¢ is returned. Otherwise,
the simulator utilizes the ECGDHP oracle to evaluator
X =?ECGDHP(cg,dg). If it is unsuccessful, the

|Pro[Succs] — Pro[Succa]| <
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query is dropped. Otherwise, the simulator selects a
random string SKpc € {0, 1}/ outputs it and adds
(L, IDp|IDglisni|l X|IX, SKpc)to Lg.

We analyze this game with two characteristics: the
active attack and the passive attack. First E asks a
Corrupt query and obtains all information:

— TItis for online OT P guessing attacks. E could
embrace judge a OT P from the dictionary.
Since E can utilize Send query Q; and the size
of OT P dictionary is \V, the probability for E
to guess the exact OT P by loading a session
is bounded by %—

—  For the passive attacks. There are two methods
in this case:

¢ The first is E finds information,
he/she asks Execute queries. At the
end E asks the hash query to succeed
and cracks ECGDHP. We can find
cdg. From L with the probability
1/Qp. So the probability for this case
is bounded by QhAdUECGDHP(t +
0(Qe)Ty).

¢ The other is E asks Send queries
successively. Like the first kind of a
passive attack, we can find that the
upper bound probability of this case
is Qn AdvE P (1 + 0(05)Tw)

The probability for the two types of the passive attack is

O AdvECCPHE (1 1 0(Q,)Th) + Oy AdvECTPHP
x(t + 0(Q5)Tw)
< QRAdvECCPHP (21 £ [0(Qy) + 0(Q.)1Tw)

Lett = 2t + [0(Qy) + 0(Q.)1Tn), then we got

|Pro[Succe] — Pro[Succs]| < % + QnAdvECCPHE (/)
(N

e Game G7: This game is for perfect forward secu-
rity. E can determine all planned Corrupt queries.
But according to the approach of sfs — fresh, Cor-
rupt queries should be asked after the 7est query. So
adversary E can only exploit the historical queries
and transcripts. In this last game, we can obtain
(1, IDp||[IDg|sni||X]| X,SKpc) in Lg. The prob-
ability of getting cg and dg in the same session is
1/(Qs + Q.)? and we have

| Pro[Succ7]— Pro[Succe)|<Qn(Qs+Q,)> AdvECCPHE (1)
(8)
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Combining the above games, there is no benefit for E
to guess the session key and Pro[Succe] = % Taking
the sum of all results of these games, Theorem can be
proved.

Remark : Similarly the formal security proof of Health-
care center upload phase (HUP), Treatment phase (TP) and
Emergency phase (EP) can also be analyzed.

Informal security analysis

In this phase, we evaluated that the prospective scheme has
the capability to resist different cryptographic attacks.

Proposition 1 The proposed framework could assure the
man-in-the-middle attack.

Proof In our protocol, every step of every phase has time-
stamp condition 7; — T; < AT and hash condition H; =
?H;. If possible, an attacker inter in these phases after
verifying the times-tamp condition then, check the hash
condition H;=7H; which not possible by the definition one
way hash function is secure. Thus adversary will not get
success in any phase. Therefore, our protocol protects the
man-in middle attack. O

Proposition 2 The proposed protocol could assure the
patient anonymity.

Proof We describe the patient anonymity in each authenti-
cation phase:

— During HUP, the patient identity I Dp is encrypted
by screening original identity. Here, patient identity
IDp in encrypted with session key SKpyc =
h(IDy || H||Allbrg), as get Ci = Esky-(IDp,a,
Cy, Hy, Sigy, SID, Tg3) and only be decrypt by
cloud server (IDp, a, Cy, Hy, Sigy,SID, Ty3) =
Dsk.,; (C1) with containing session key SKcy =
h(IDg | Hi||Allbrg) and verifies the condition Hs =
?7Hy then, stores IDp, Cy, Sign, SID.

— During PUP, the patient identity IDp is
encrypted by screening original identity. Here,
patient identity /Dp in encrypted with ses-
sion key Ny = N & h(IDSID|IDp), as get
L2 = ENI (d, Hg, Sigp, Cpa, CH, IDP, TP3) and
only be decrypt by cloud server (d, Hg, Sigp, Cp, a,
Cu,IDp,Tp3) = Dy, (Ly) , where, sn; is the
sequence number of patient and verified hash condition
Hg =7Hjg then, stores Cp, IDp, Sigp.

Similarly, the patient anonymity is hold in TP, CP and EP.
Therefore, our protocol provides patient anonymity. O

Proposition 3 The proposed protocol could protect the
strong replay attack.

Proof Replay attack is a common attack in authentication
procedure. However, the common countermeasures are
time-stamps and random number. In our protocol, we adopt
the time-stamp and random number as a counter-measure in
every steps of every phases, receiver will check it. the times-
tamps is legal or not by checking the valid time interval
with equation T; — T; < AT , where AT is the valid
time interval. Further, random number used random number
to computing session key, hash values and different keys.
Therefore, replay attack could not work in the proposed
protocol. O

Proposition 4 The proposed protocol could provide the
known-key security property.

Proof The proposed scheme describes the different session
keys in different phases:

— During HUP, the HC computes session key SKyc =
h(IDy || H3||Allbrg) and CS computes session key
SKcu = h(IDy | Hi|Allbrg).

— During PUP, P computes session key SKpc = h(IDp
I IDg ||IN1 ||H7llcdg) and CS computes SKcp =
h(IDp|[IDglisnillHsllcdg).

— During TP, D computes session key SKpc =
h(IDp|IDplIN3l|Hiillefg) and CS  computes
SKcp =h(IDp|IDplsnillHiollefg).

— During EP, P computes session key SKpy =
h(IDp||IDg||Sigp||Sign|lpsg) and HC computes
SKup =h(IDp|IDy|Sigp|Sigr | psg)-

The proposed protocol, presents different session key in a
different phase. Even if the adversary abducts the earlier
session key, she/he cannot computes the session key for the
new phase. Thus, the proposed scheme has the quality of
known-key security. O

Proposition 5 The proposed framework could protect the
data Confidentiality.

Proof Confidentiality is the method to security on trans-
ferring of data from the attacker. The encryption and
description of data are given below:

— During HUP, HC encrypts the report as Cy =
Ek,(Mp) with using key K1 = h(IDp||OT P|| IDp)
and upload to cloud server.

— During PUP, the patient encrypts Cp = Egp.
(MH, MB) with using key KPC = h(IDP || ID]_) ||N1)
and upload to CS.
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— During TP, D encrypts ciphertext Cp =
(Mg, Mp, Mp) with using key Kpc =
IDp||N3) and upload to CS.

—  During CP, P decrypts C2 = Egp.(My, Mp, Mp, f2)
usingkey Kpc = h(IDp||IDp| N1) and uploadto CS.

EKDC
h(IDp|

Thus, if an attacker tries to find data information during
the transmission, she/he encrypts message which cannot
be decrypted without the key and the hash value of
inputs, as the definition of hash function is secure and
one way. Therefore, the proposed protocol protect the
confidentiality. O

Proposition 6 The proposed scheme could protect the data
Non-repudiation.
data Non-

Proof The proposed protocol describes

repudiation in different phases:

— During HUP, HC signs a message Sigy= Spry
(MDpg).

— During PUP, P verified HC’s signature by computing
M D}, = Vpy, (Sigy) and Verifies if MD¥, = MDpy
hold or not. After that, P computes signature Sigp =
Sprp(MDp).

— During TP, D verified P’s signature by computing
MD}, = Vpy,(Sigp), checks whether M D}, =?Mp
hold or not and makes signature Sigp = Spgr, (M Dp).

— During CP, P verified D’s signature by computing
MDj, = Vpy,(Sigp), checks whether MD}, =
?h(M Dp) hold or not.

Thus, the patient verifies the health records. If the medical
data have similar complications, the responsible person

cannot be refused. The non-repudiation facts are stored in
the cloud. Therefore, our proposed protocol protested data
non-repudiation (Table 2). O

Proposition 7 The proposed protocol could provide Mes-
sage authentication.

Proof Message authentication is a method used to authen-
ticate the integrity of the information. We describe message
authentication in different phases below as:

— In HUP, HC receives message M, = {H», A,b,
Tc»} and verifies the validity by checking time-stamps
condition Tyy — Tpp < AT and hash function H* =
?7H,. Similarly, CS receives message M3 = {C1, Ty3}
and verifies the validity by checking timestamps
condition T¢c3 — T3 < AT, and hash function Hs =
7Hy. If any attacker endeavors alter any change of the
message C S will recognize it.

— In PUP, P receives message Ms = {Li, N, T¢s},
verifies the validity by checking time-stamps condition
Tpy — Tcs < AT, hash condition H; =?Hg and
My}, =My, MD7, =?MDy. Similarly, CS receives
message Mg = {L», Tp3} and verifies the validity by
checking time-stamps condition Tc¢ — Tp3 < AT and
hash condition Hy =?Hg. If any of the validation fails
message will not be established.

— In TP, D receives message Mg = {L3, Na, Tcs}
and verifies the validity by checking the time-stamp
condition Tp> — Tcg < AT and hash function
Hy1 =?Ho and M D% =?M Dp. Further, CS receives
message Mg = {L4, Tp3} and verifies the validity by
checking the time-stamp condition Tcg — Tpz < AT

Table 2 Comparison of

Functionality features Security Attack

Chen et al. [15]

Yang et al. [16]  Chiouetal. [I7] Mohitetal. [39] Proposed

P
Py
Ps
Py
Ps
Pe
P;
Pg
Py
Pio
Py
P2

SR U SR UL SO S SR D I U

XA AU XA A A X A X &
XA A A XA X &
XX A A A A A A a X &
AU U S N SO SO S S S N N U

Note = ./: Attributes protected by the protocol, x: Attributes not protected by the protocol, Pj:Man-in-
the-middle attack, P,:Patient anonymity, P3:Replay attack, P4:Stolen mobile device attack, Ps:Known-key
security property, Ps:Data Confidentiality, P;:Data Non-repudiation, Pg:Message authentication, Py:Session
key security, Pjo:Off-line password/ identity guessing attack, Pjj:Many logged-in patient’s attack and

P15:Session key security.
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and hash function Hy3 =?Hj,. Message authentication
verified between the D and the CS.

— In CP, P receives message M1 = {Ls,Tc11}
and verifies the validity by checking the time-stamp
condition Tpg — Tc1y < AT hash function Hy =7Hi4
and MDj, =?h(Mp). Again CS receives message
M1> = {L¢, Tpe} and verifies the validity by checking
time-stamps condition Tc12 — Tpe < AT and hash
condition Hl*5 =?H,5. If any of the verification fails
message will not be accepted.

— In EP, HC receives message Mgy = {L7, Tpc2} and
verifies the validity by checking time-stamps condition
Ten1 — Tpc2 < AT and hash condition H{;, =
?7Hy7. CS receives message Mgy = {Lg, Tgp1} and
verifies the validity by checking time-stamps condition
Tec1 — Tep1 < AT and hash condition H{y =?Hje,
and CS also receives message Mgz = {Lo, Tgy2} and
verifies the validity by checking time-stamps condition
Tecs — Ten2 < AT and hash condition Hfy =?H;s.
Further, P receives message M4 = {L10, TEca} and
verifies the validity by checking time-stamps condition
Tepy — Teca < AT, hash function H1*9 =7H,9.
If any of the verification fails message will not be
accepted.

Therefore, this protocol protects the message authentication
in every phase. O

Proposition 8 The proposed protocol could protect the
impersonation attack.

Proof We discussed the details of impersonation attacks in
HUP as below:

— Any E tries to masquerade as a valid CS, and
eavesdrop the transferred information message My =
{Hy, A, b, Tca} and tries to computes Hp, where Hy =
h(IDg|rllx),A = IDy ® x,Hy = h(H||Alr).
E cannot compute Hj, which the hash attribute of
parameters [ D, r, x where I Dy is the unique identity
of the HC, r is a random number which generated
by the HC and x is the secret value of CS. Note
that, guessing of all three value at the same time is
impossible. Further, E cannot compute H, which the
hash value of Hj, A,r. Thus the adversary cannot
impersonate as valid CS.

— E tries to impersonate as a valid a HC. If E breaks
the time-stamp condition Ty — Tco < AT, guesses
the identity of HC as IDg = [IDg and random
number r. Then, computes yr = A @ [Dg, Hgz =
h(IDg|rllyg) and Hgy = h(H3||A||r). Verifies the
condition H}, =?H, which not hold, as H;' is the hash
value of parameters H3, A, and r. By the definition of

hash function, Hz* is the secure value. Thus, E cannot
impersonate as the valid HC.

Similarly, impersonation attacks not possible in PUP, TP, CP
and EP phases. Hence, the protocol is secured against the
impersonation attack. O

Proposition 9 The proposed scheme could protect the
session key security.

Proof The proposed protocol having four session keys those
are compute between 1) HC and CS,2) P and CS, 3) D and
CS, and 4) P and HC. Here, we have discuss the session
key security of HUP. However, the approach is the similar
other remaining phases.

e In HUP, the session key between the HC and CS
is SKgc = SKpgc, where SKge = h(IDg|
H3||Allbrg) and SKcy = h(IDyllHilAllbrg). E
cannot computes the session key SKyc or SKpuc,
where Hy = h(IDglr|lx), H3 = h(IDu| rlly), A =
IDy © x,Hy = h(IDg|Alr). With the help of
Proposition 8, Hy and H} cannot be computed by E.
Further, For b, r € Z; and g is the generator of G, given
(g, bg, rg), then compute brg is hard to the group G by
ECCDHP in the elliptic curve cryptography. Thus, the
session key can only be generated by the authenticated
party.

Similarly, session key generated in PUP, TP and EP. Hence
the proposed scheme could protect the session key O

Proposition 10 The proposed framework could protect the
stolen mobile device attack.

Proof Suppose that E stolen the mobile phone of the
authorized P, E cannot find any secret communication
of the P. As the mobile phone accepts the message,
which is reachable only by inputs valid identity of P and
OT P of mobile phone. In PUP, P computes key K, =
h(IDp||OTP||IDy). Where OT P is the unique one time
password of P’s mobile device and h(.) is the one way hash
function which is secure by define it. Therefore, E cannot
break the system even if she/he gets the mobile device of the
valid patient.

Similarly, in HUP adversary does not break the system
even if she/he grabs the mobile phone of the registered P.
Thus, the proposed framework assures the stolen mobile
device attack. O

Proposition 11 The proposed protocol could protect the
off-line password/ identity guessing attack.

Proof We discussed this attack in PUP. If possible, any E
interprets in PUP and guesses the identity / Dg of valid P,
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then compute Ng = N @ h(SID|IDg) and key Kg1 =
h(IDg||OTP|IDg), Where OT P is the unique OT P of
P. Thus, Ng # Np and Kg # K» because SID is unique
for each patient, Ny = N @ h(SID||IDp) and 1Dy is
identity of HC which is also unique. On the other hand,
if possible he/she guesses one time password OT Pg of
legal patient, then computes Kg» = h(I Dg||OT Pg||I Dg).
As aresult, Kgy # Kj. Hence, off-line password/identity
guessing attack cannot work in PUP of the proposed
protocol.

Similarly, off-line password/identity guessing attack not
possible in HUP, TP, CP and EP. Thus, off-line password/
identity guessing attack not possible in the proposed
framework. O

Proposition 12 The proposed framework could resist many
logged-in patient attack.

Proof We discussed this attack in PUP. Suppose that many
adversaries Ei, E», E3, ....E;.. ..E; having same identity
IDp and sends messages {IDp, SID, Tg,}, {IDp, SID,
Tg,}.{IDp,SID,TE,}, ...... {IDp,SIDTE,},...{IDp,SID,
Tg,} to CS, where Tg; is current message sending time
of j'" adversary. Here, we discuss about only adversary
E;. On receiving message from adversary E;, then CS
verifies Teg — Tg; < AT, If possibly hold, the C'S com-
putes N = sn; @ h(SID||IDp), generates random number
c € Z;, computes Hs = h(SID|sn;||CyllSigu|Tcs),
encrypts L1 = E,(Sigy, Cu, He, IDp, c, Tcs) and

Table 3 Computation cost of our protocol with related protocols

sends message Ms = {Li, N,T¢cs} to E; via public
channel. On receiving message E; verifies Tg; —Tcs < AT
and computes NlE = N @ h(SID||IDp), decrypts
(Sigy,CH, He, IDy,c,Tcs) = DNIE(Ll)’ computes

HE = h(SID|NF||Cy||Sign | Tcs). Here, H,’ # He as
snj, SID, Tcs are different and unique for each patients.
Thus many logged-in patient’s attack is not work in PUP.
Similarly, many logged-in patient attack does not work
in in CP and EP. Therefore, our protocol protected against
many logged-in patient’s attack. O

Performance analysis

In this section, we estimate performance of the proposed
framework with the relevant schemes worked in cloud
environment for secure medical data communication, such
as Chen et al. [15], Chiou et al. [17], Chen-Yang et al. [16]
and Mohit et al. [39] protocols. The comparison performed
in all the phases of framework like HUP, PUP, TP, CP and
EP bellow as:

We have adopted different cryptographic operations in
this paper based on the information applicable in Chiou et
al. [17] to test the computation cost of the proposed protocol
still existing relevant research. Chiou et al. [17], Windows
7 OS and Android phone used and the system structure
of mobile phone is Android 4.4.4KTU84P along with a
2GB RAM and 1.8 GHz processor. The configurations
of computer system is Windows 7, Professional with an

Protocol Chen et al. [15] Yang et al. [16] Chiou et al. [17] Mohit et al. [39] Proposed

HUP 1Tsign+1Ty+2Tp 1Tsign+4Ty+4Tp 1Tsign+3Tp 1Tsign+3Ts 1Tsign+3Ts
+4Ts+2T+3T 4 +2Ts+6T+1T4 +2Ts+7Ty +10Ty +10Ty

PUP 1Ty+2Tp 1Tsign+4Ty+4Tp 1Tsign+4Tp 2Tsign+2Ts 2Tsign+6Ts
+4Ts+2T+3T 4 +3Ts+6Ty+1T4 +2Ts+12Ty +11Ty +11Ty

TP 2Tsign+1Ty+2Tp 2Tsign+4Ty+4Tp 2Tsign+4Ty 2Tsign+2Ts 2Tsign+6Ts
+7Ts+2T+4T 4 +4Ts+6Ty +4Tp+4Ts+6Ty +9Ty +10Ty

CP NA NA 1Tsign+2Tp 1Tsign+2Ts 1T5ign+6Ts

2Ts+8Ty +5Ty +10Ty
EP NA 2Tsign+2Tp NA NA 8Ts+10Ty
6Ts+4Ty

Total cost 3Tsign+3Ty+6Tp 6Tsign+12Ty+15Tp S5Tsign+4Ty+13Tp 6T5ign+9Ts 6Tsign+9Ts
+15Ts+6Ty+10T4 +15Ts+22Ty+2Tx +107s+33Ty +35Ty +39Ty
~4.7091 sec ~4.379 sec ~2.7705 sec ~2.086 sec ~2.179 sec
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Fig. 11 Computation cost in

HUP 16 14501

[
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14
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I
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1

B Chen et al.[15] mYang et al[16] mChiouet a.[17] B Mohitet al.[33] B Proposed

Intel (R) core (TM) 2 Quad CPU Q8300, 2GB RAM and
@2.50Hz. The execution time in second for the different
time complexity symbols are as follows:

— Tsign :The time for calculating execute/verify a
signature (Ts;gn ~ 0.3317sec).

— T4 : the time for calculating asymmetric encryption/
decryption operation (T4 = 0.3057sec).

— Ty : the time for calculating multiplication operation
(Ty =~ 0.0503s¢c).

— Tp : the time for calculating a bilinear pairing operation
(Tp =~ 0.0621sec).

— Tg : the time for calculating symmetric encryption/
decryption operation (Ts ~ 0.0087sec).

Fig. 12 Computation cost in
PUP 12

0.8
0.6

0.4

TIME IN SECOND

0.2

0

— Ty : the time for calculating one-way hash function
(Ty ~ 0.0005sec).

Table 3 recaps the computation cost of the proposed
scheme with relevant schemes. It is famous that the compu-
tational cost of XOR () and concatenation (]|) operations
treated as imperceptible analyzed to other operations like
as symmetric encryption/decryption, multiplication, pairing
free, bilinear pairing, etc. There are following observation
about computation cost and security information:

— In Fig. 11 shows that the computation cost of the HUP
of the protocol is &~ 0.3538sec which is greater than
Mohit et al.’s scheme[39]. The proposed scheme is

0.6863 0.7031

B Chenetal[15] mYang et al[16] mChiouet a.[17] mMohitet al.[3%] mProposed
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Fig. 13 Computation cost in TP
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Fig. 16 Total computation cost
of our protocol with related 5
protocols in seconds 45
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secured but Mohit et al. and other schemes have security
weaknesses.

— In Fig. 12 shows that the computation cost of the PUP
of the protocol is & 0.7031sec which is greater than
Mohit et al.’s scheme[39], Chiou et al.’s [17] and less
than Chen et al’s [15] and Yang et al’s [16]. The
proposed protocol is secured but other relative schemes
have security weaknesses.

— In Fig. 13 shows that the computation cost of the TP
of the protocol is & 0.7026sec which is greater than
Mohit et al.’s scheme[39]. The proposed framework is
secured but Mohit et al. and other schemes have security
weaknesses.

— In Fig. 14 shows that the computation cost of the
CP of the protocol is &~ 0.3689sec which is greater
than Mohit et al.’s scheme[39] and less than Chiou et
al.’s [17]. Therefore, the proposed protocol is secured
but Mohit et al.’s and Chiou et al.’s scheme are not
secure.

— In Fig. 15 shows that the computation cost of the
EP of the protocol is & 0.0506sec which is more
less than Yang et al.’s scheme[16]. But in this phase,
presented protocol is secured and efficient but Yang et
al’s scheme is not secure and efficient.

Liu et al.’s [57] is lightweight pseudonym authentication
scheme for multi-server architecture in TMIS. This work
efficient for authentication and key agreement process in
TMIS. In the proposed protocol, we used single cloud
server and patient, doctor and healthcare center. So, Liu
et al’s scheme is not applicable in this domain. It is
clear from Fig. 16 that the the proposed protocol has
less computation cost than the earlier protocols worked in
a cloud environment for medical communication of data
exchange. The computation cost of the proposed protocol
is greater than Mohil et al.’s protocol, but Mohit et al.’s

scheme has no emergency phase and have some security
weaknesses.

Conclusion

The evolution of information technology offers conve-
niences to humanize medical services, maintaining patients
with effectual treatment with enlarged convenience and
security. In this paper, we have reviewed Mohit et al.’s
mutual authentication scheme described for a TMIS using
cloud computing environment. On cryptanalysis, we found
that the protocol is susceptible to stolen-verifier attack,
many logged-in patient attack, patient anonymity, imper-
sonation attack and fails to protect session key. Then, we
proposed an improved, secure and efficient mutual authenti-
cation scheme in the same environment. Further, we proved
that the proposed protocol provides better security than
other previous protocols by the security analysis. The pro-
posed protocol is also profitable in terms of performance
like as computation overheads.
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