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Abstract The rapid introduction of Internet of Things (IoT)
Technology has boosted the service deliverance aspects of
health sector in terms of m-health, and remote patient moni-
toring. IoT Technology is not only capable of sensing the
acute details of sensitive events from wider perspectives, but
it also provides a means to deliver services in time sensitive
and efficient manner. Henceforth, IoT Technology has been
efficiently adopted in different fields of the healthcare domain.
In this paper, a framework for IoT based patient monitoring in
Intensive Care Unit (ICU) is presented to enhance the deliv-
erance of curative services. Though ICUs remained a center of
attraction for high quality care among researchers, still num-
ber of studies have depicted the vulnerability to a patient’s life
during ICU stay. The work presented in this study addresses
such concerns in terms of efficient monitoring of various
events (and anomalies) with temporal associations, followed
by time sensitive alert generation procedure. In order to vali-
date the system, it was deployed in 3 ICU room facilities for
30 days in which nearly 81 patients were monitored during
their ICU stay. The results obtained after implementation de-
picts that IoT equipped ICUs are more efficient in monitoring
sensitive events as compared to manual monitoring and tradi-
tional Tele-ICU monitoring. Moreover, the adopted method-
ology for alert generation with information presentation fur-
ther enhances the utility of the system.

Keywords Remote patient monitoring .M-Health . ICU .

Temporal associative granulation (TAG) . Internet of things
(IoT)

Introduction

Innovative growth in Information and Communication
Technology (ICT) has brought significant revolution in every-
day lives [1, 2]. Development of numerous applications in
different areas of healthcare, agriculture, transportation, logis-
tics and other industrial sectors depicts its amazing impact [3,
4]. In the field of healthcare such technologies have raised the
level of service design, implementation and deliverance,
thereby giving rise to mobile health (m-health) systems and
telemedicine [1, 5]. More importantly, this vision extends its
realm to form a balance between remote patient-oriented care
and optimal healthcare resource utilization [6]. Remote health
monitoring for adult and critical patients, and health data shar-
ing during medical emergency are important applications of
m-health and telemedicine, which were difficult earlier due to
under developed technology [7, 8]. One of such application is
Tele-ICU that has been considered as an important area of
research for monitoring critical patients under intensive obser-
vation from remote sites. ICU brings together patients with
high death risk who require immediate, multiple health care
intervention in a complicated environment [9]. On a contrary,
studies have shown that ICUs are notable for high morbidity
and mortality rates [10, 11]. Moreover, ICUs are vulnerable to
adverse events than that of other healthcare facilities [12, 13].
According to a survey in [14], 87 % patients in ICU were
registered with medical errors out of which 15.3 % resulted
in adverse health conditions. ICU environment including
noise, and room temperature also have an important role in
delivering effective curative services [15, 16]. Patient with
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critical health conditions require time sensitive, intense sur-
veillance by concerned doctors, and caregivers. This demand
to more hospital staff availability and continuous monitoring,
which even in the case of big hospitals, is a daunting task.
However, in such a scenario, monitoring efficiently from a
distant has added a new dimension to maintain patient well-
ness [17]. Increase in the usage of Mobile Internet, Internet of
Things, and Cloud Computing have altered the course of in-
formation acquisition, storage, and analyzation [1, 18, 19].
IoT clubbed with cloud computing is a powerful platform
for monitoring patients requiring continuous surveillance in
ICUs by doctors, healthcare professionals, and caregivers
from a remote site. This has been possible due to fairly inex-
pensive, secure, and reliable sensors. By embedding these
wireless sensors inside ICU room, along the bedside, and on
wearables, it has become possible to monitor both microscop-
ic as well as macroscopic patient conditions. Moreover, early
compilation of health statistics, identification of harmful
healthcare anomalies, and remote doctor interventions have
raised the level of diagnostic monitoring. Acquiring data
about the minute level of activity inside the ICU and its influ-
ence on patient health has become a strategic tool to imple-
ment intensive care to patients. Analysis of such patient-
oriented activities over temporal basis is vital for both doctors
as well as to the patient in providing curative and diagnostic
services. The traditional monitoring system only focuses on
medication data and its temporal health effect. Moreover, oth-
er data like physical environment and dietary data are often
ignored. This results in ineffective healthcare service provi-
sioning. This paper provides a framework for monitoring crit-
ically ill patients in ICU from mobile site based on cloud
centric IoT. The framework is designed to monitor various
events or activities in an ICU room environment that are rel-
evant to patient health directly and indirectly. Many studies
have depicted that patient in ICU is more vulnerable to death
or health severity from the ambient physical environment.
Moreover, research also shows that most of the time patient
in ICU is diagnosed with a new symptom due to medication
error. Surveillance over such events comprises the monitoring
core of the proposed system. These events are monitored by
various sensors embedded inside the ICU room based on sen-
sation area. Moreover, temporal analysis is performed by for-
mation of temporal granules of different levels, resulting in
Temporal Associative Granulation (TAG). Furthermore, an
alert system with event presentation is proposed which helps
doctors in early detection of patient severity, along with pre-
senting important activity information. Thereby, timely ac-
tions can be taken in the direction of patient care.

This paper is divided into various Sections. Literature re-
view is given in Section 2 having the details about various
ongoing researches in remote patient monitoring, Tele-ICU,
and mobile healthcare. Section 3 gives the detailed model
architecture and related issues of IoT equipped monitoring in

ICU. An experimental study is performed and various results
are depicted in Section 4. Finally, the paper is conclud-
ed in Section 5.

Literature review

This section reviews some of the important works in the cur-
rent perspective.

Remote patient monitoring

Ever since the advancement of mobile technology and tele-
medicine, numerous developments have been taking place in
the healthcare sector [20]. Remote patient monitoring is well
served with these wireless and ubiquitous sensing technology
[21]. Giger et al. [22] have presented an analytical approach to
monitor patient from a remote site. The proposed methodolo-
gy was implemented in adult patients, and higher acceptance
rate was registered. Variables like subjective norm, perceived
usefulness, and feasibility were considered for acceptance.
Moreover, results were drawn depicting linear trends among
these different variables. Varshney [21] has proposed a con-
ceptual model for ubiquitous patient monitoring to explore
various complexities associated with it. The model captures
process complexity, parameters and decision making criterion
in different stages during remote monitoring. Moreover, vari-
ous decision protocols and technologies have been depicted
for supporting different processes. A study performed by
Clarke et al. [23] have analyzed various operational scenarios
and related requirements for monitoring patients remotely. For
this, a framework is defined to indicate observational condi-
tions of the sensing devices and transmitting gateway.
Moreover, an extension to timestamp format of HL7 has been
defined for distinguishing between local and universal time.
Reliability is considered in the case of devices with simple or
no clocks for timestamp provisioning. Hande et al. [24] have
addressed the usage of wireless sensor network for monitoring
vital sign in patients. Robust mesh networks have been de-
signed using crossbow mechanical devices for routing data to
base station within the hospital. Nodes used in network infra-
structure were self-powered and retrieve energy via solar
panels. Suh et al. [25] have described a three-tier remote sys-
tem (namedWANDA) for monitoring health related measure-
ments for patients with Congestive Heart Failure (CHF). It
comprises sensors, web servers, and database. In addition to
this, a feedback system has been provided for regulating read-
ings of CHF patients. The system is designed to detect key
clinical symptoms indicating heart failure at early stages.
Another kind of heart failure (chronic) is monitored in the
work presented by Fanucci et al. [26]. An integrated ICT
system is described for the purpose of acquiring vital signs
of a patient and transmitting it to the Healthcare Information
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System for remote patient monitoring. Moreover, the authors
have developed a multi-channel Integrated Circuit for efficient
cardiac data acquisition. Various medical experiments were
performed for the proposed system and results showed that
the system is capable of early detection of adversity in vital
signs. Authors concluded that the proposed system allows
early home intervention, and hospitalization reduction. A fea-
sibility study has been presented by Sund et al. in [27]. Two
objectives are considered by the authors for the study. One is
to verify if electronic diary can be used with a portable spi-
rometer by the patients suffering from Chronic Obstructive
Pulmonary Disease (COPD) and another is to determine the
values of symptom detection of acute exacerbations COPD.
Real time data is sent during monitoring and corresponding
score is evaluated from the initial phase to the final phase.
During experimentation, results depicted early detections of
symptoms among various patients. Moreover, with early
doctor intervention, hospitalization of patients was con-
siderably reduced.

Tele-ICU

Tele-ICU means using the off-site command center for mon-
itoring patient in distant ICU by means of information ex-
change and communication technology. Many articles have
been published regarding the importance and usefulness of
indulging the concept of Tele-ICU in hospitals. Kumar et al.
[28] have discussed the efficiency and cost-effectiveness of
different applications in Tele-ICU. In addition, various bar-
riers have been discussed that hinders its adoption in a broader
way. The work presented by Hoonakker et al. [29] discusses
various future opportunities for nurses while working at Tele-
ICU. Khunlertkit and Carayon [30] presented a qualitative
study analysis of Tele-ICU. Results depict that availability of
extra resources and information reduces the mortality rate and
period of ICU stay. Moreover, Tele-ICU improved compli-
ance in evidence based medicine, medication management,
and early detection of critical signs. A review article is pub-
lished by Ramnath and Khazeni [31] depicting various advan-
tages of centralized monitoring for ICUs. The authors have
drawn conclusions that Tele-ICU has reduced mortality rate
and enhanced staff acceptance, especially in rural areas.

M- health based on cloud computing platform

Cloud computing is considered as an effective platform in a
wide variety of applications in different industrial fields in
order to achieve ubiquitous data access [1]. In the healthcare
sector, services based on cloud computing have the potential
to reduce the costs encountered by patients [32]. He et al. [33]
have proposed a layered architecture based on private cloud
for healthcare service provisioning. The message queue is
considered as a cloud engine, resulting in relative

independence of various layers of the proposed model.
Massive semi-structured and unstructured data are accessed
by the private cloud. Results drawn upon testing depict that
cloud platform is sufficient in handling requests from ubiqui-
tous healthcare environment. Bahga and Madisetti [34] have
discussed about new flexibility in the development of advance
level healthcare application based on cloud computing. A
framework for integrating heterogeneous health data is de-
signed. Results showed that the system is easily accessible,
and efficient in analyzation of dispersed healthcare data. In
applications involving patient record maintenance, security
is one of the prime requirements when considered on IoT
backed up cloud computing platform, especially when remote
monitoring is to be performed. Poon et al. [35] have proposed
a biometric method by indulging intrinsic human body fea-
tures as an authentication identity key for performing inter-
sensor communication. Architecture based on the body area
sensor network has been designed to optimize resource utili-
zation and to establish an enhancement in controlling, sched-
uling and programming of the entire system. Sahoo [36] has
studied various challenges such as privacy and security issues
concerning m-health deployment in practical applications. A
secure engineering process is proposed to provide architecture
level protection with security and privacy legislation.
Moreover, different use cases are defined, illustrating various
security concerns among these contexts.

All the above mentioned work shows different aspects of
Remote patient monitoring, Tele-ICU and Cloud based M-
Health provisioning.

Proposed strategy

The proposed strategy for remote monitoring ICU patient is
comprised of four layers, namely data acquisition and syn-
chronization, event classification and cloud storage, informa-
tion mining and analyzation and finally information presenta-
tion. All layers perform independently, thereby providing an
efficient service environment for the adjacent layers. Initially,
data is captured in real-time from various heterogeneous sen-
sors in the data acquisition layer. These hardware devices are
embedded in different places in ICU ensuring accurate data
sensation. The data is sensed with respect to local or global
clock. Therefore, synchronization layer is added to ensure
universal synchronization among sensed data which is vital
during data correlation. The collected data is transmitted to the
cloud over a secure channel through centralized gateway.
Cloud layer provides storage for the data received from vari-
ous ICU sensors. Since heterogeneous data are sensed by dif-
ferent sensors depending upon various events, these are clas-
sified into different categories. Information mining and analy-
zation layer performs the task of extraction of information
based on temporal analysis and formulation of data granules
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at different levels. An alert based system is proposed to gen-
erate alerts to doctors along with a presentation of different
events. The entire system model is depicted in the
Figs. 1 and 2.

Data acquisition and synchronization layer

Data acquisition

Data is acquired ubiquitously from different sensors embed-
ded in ICU. The collected data comprises of textual data (med-
ication data, dietetic data), graphical data (electrocardio-
graphs, and electroencephalograph), and numeric data (blood
pressure reading, and body temperature reading). Therefore, it
is converted to a common format before transmission. Data
about vital signs of patient health like body temperature, heart
rate, and respiration rate are sensed by bio-sensors, and other
smart sensors. Data about medication is either sensed by
RFID-Tag recognition mechanism or are manually entered
into the system by administering personnel. Critical patients
are sensitive to room environment conditions. Therefore, the
room environment is monitored by sensors for air quality,
noise, cleanliness, room temperature, and other toxic sub-
stance availability that can infect a patient directly or indirect-
ly. Several studies depict that long stay in ICU leads to behav-
ioral discomfort among patients. Moreover, high anxiety
levels, and stress level, sometimes become a cause of severity
of patient health. Such behavioral data are collected by bio-
sensors attached to the patient’s body and along the bedside.
Data about meal consumption is automatically sensed by bed-
side sensors and other smart sensors. Table 1 depicts a brief
classification of IoT sensors utilized for monitoring and

collecting data. Since data is acquired by heterogeneous sen-
sors with different internal clock structure, they require uni-
versal time synchronization for efficient data abstraction
and correlation.

Data synchronization

Data synchronization layer is appended with the data acquisi-
tion layer for performing the task of global time synchroniza-
tion for collected data. Centralized gateway is programmed for
synchronizing different activities on a universal timestamp.
Sensors and other devices used in remote monitoring have
heterogeneous capabilities of internal clock, namely synchro-
nized, non-synchronized, and no clock. Gateway maintains a
universal timeline, thereby providing a global time instance
for every sensed data, irrespective of their internal clock. This
time unit is tagged with the sensed data before transmitting.
Clarke et al. [23] have classified IoT sensors into four catego-
ries for synchronization as shown in Table 2. The synchro-
nized data from gateway is transmitted over a connected net-
work channel. This channel is secured with Secure Socket
Layer (SSL) for providing security and protection during data
transmission. Data received at the cloud is stored at a server
where it is processed for further analysis.

Event classification and cloud storage

Event classification

It provides categorization to various events occurring in ICU
room into different datasets. These events include both vital
events and non-vital events. Vital events are the patient-

Fig. 1 Architecture of IoT based
Remote Monitoring
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oriented data that include health condition (heart rate, blood
pressure, ECG, and respiratory rate). However, non-vital
events include medicinal information (medicine type,
form, and quantity), environmental data (room tempera-
ture, air quality, and noise level), behavioral data (anx-
iety level, and stress discomfort) and dietary information
(food type, and form).

Health data Health dataset includes data values that are ori-
ented around patient health. Data values like heart rate (from
external monitor), respiratory rate (from nasal sensor), blood
pressure (from arterial catheter sensor), blood oxygen satura-
tion (from pulse oximeter sensor), and ECG waveform, fever
are some of the examples that comprise health data. In case
where a patient is critically ill, health data can also include
central venous pressure, cardiac output, pulmonary artery
pressure (from catheter sensor) and other data for detailed
monitoring.

Medicinal data This type of data includes medicinal data
concerning the treatment procedure of the patient.
Specifically, it includes name, type, form and quantity
of medicine included in the treatment procedure. Such
kind of data is either manually registered or is sensed
by RFID-Tag mechanism and other sensors attached to
the patient bedside. Time is appended trivially by gate-
way to this dataset hence medicinal delay is detected
automatically.

Environmental data Monitoring ICU room environment,
considering cleanliness, maintenance, and other general-
purpose services that affect patient health indirectly is vital
for critical patients that are vulnerable to allergies. The pres-
ence of toxic waste in a room, improper disposal of waste
materials is sensed by chemical sensors embedded in ICU
room. Other environmental data, like room temperature, and
oxygen level are important attributes that are sensed continu-
ously by respective sensors.

Behavioral data Behavioral data comprise of statistics re-
garding the behavioral aspects of patient during ICU stay.
Anxiety level, stress level, and restlessness are impor-
tant attributes detected by various bio-sensors and mon-
itors in the room.

Dietary data Dietary data include data about food or supple-
ment consumed by the patient during ICU stay. Such data is
acquired by monitors or sensors embedded along the bedside.
Time is trivially recorded during consumption.

Cloud storage

Cloud storage provides a global platform for storing ubiqui-
tous sensed data anytime and anywhere. After gateway trans-
mits the acquired data for each time instance, it is stored in
cloudside database for remote access. An isolated temporal
database is maintained for providing privacy and security to
the patient’s health data. The database is partitioned into two
sections for storing shareable and non-sharable data.
Shareable data is stored for provisioning of shared access for
room maintenance, and cleaning purposes while non-
shareable include patient-oriented data like demographic data,
health data, and medicinal data. In the current perspective,
there are two categories of users that can access the cloud
database. First category includes authorized caregivers, and
doctors of the concerned patient and have access to both iso-
lated data and shared data, while the second category belongs

Fig. 2 Isolated Data Storage and Shared Data Storage

Table 1 Classification of Events

S.No. Dataset Attributes Description IoT Technology Used

(1) Health Data Heart rate, Blood pressure,
Respiration rate, ECG

Data about health condition about
patient under consideration

Smart wearable, Body sensors,
Heart sensor, and ECG
monitor

(2) Medicinal Data Strength, Type, Form, Proportion Data about medication given to
patient

RFID tag, Bedside sensor, and
Camcorder

(3) Environmental Data Noise level, Light, Room temperature,
Air-quality, Toxic waste

Data about ICU room environmental
conditions

Room sensor, Chemical detector,
Noise sensor, and Light sensor

(4) Behavioural Data Stress, Anxiety, Restlessness Data regarding behavioural aspects
of patient during ICU stay

Bio-Sensors, Smart wearable,
and Monitor

(5) Dietary Data Nutritional value, Quantity, Nature Data about eatables consumed by
the patient

RFIDs, and Swallow sensor

J Med Syst (2016) 40: 190 Page 5 of 15 190



to the hospital staff which retrieves data from shared data
storage only for general medical purposes.

Information mining and analyzation

Information mining

Data stored in the cloud includes time inconsistent data as
there are some data values that do not vary (or occur) with
time while other change in every instance of time. For exam-
ple heart rate, in case of a person suffering from heart failure
condition, is inconsistent while medicinal event occurs only at
prescribed times. Data having temporal diversity is often
non-predictable. Therefore, information is mined over
temporal basis for further analysis. Moreover, associa-
tions (or aggregations) are made with respect to health
data in terms of Attribute Time Series (ATS) and Data
Time Series (DTS).

Definition 1: − Given an attribute, h, an Attribute Time
Series (ATS) is defined as a set of n values over a window of
a certain time period: {<t(1), h(1)>,<t(2), h’(1)>,<t(3),
h^(1) > ....... < t (n), h’^(1)>}

& In definition 1, n denotes the number of time instances for
retrieving the values of a specific attribute.

& For each time unit, each data value corresponds to attri-
bute value at that time unit. For instance, <t (1), h
(1) > means a value of an attribute is h (1) at t (1) time unit.

& Attribute vector (for instance) of t (1) time unit is repre-
sented as: <h (1), h’ (1), h^ (2) .......>

Definition 2: −Given a time unit t (1) of a specific instance,
a Data Time Series (DTS) is defined as set of m attribute
values for a given dataset at that instance: {<t(1),
h(1)>,<t(1), h(2)>, <t(1), h(3) > ....... < t(1), h(m)>}

& In definition 2, m belongs to different attributes of the
dataset considered for monitoring purpose.

& Each attribute is monitored at specific time t (i), resulting
in m data values for m different attributes. Hence at any
instance, data vector can be represented as < h (1), h (2), h
(3) ......h (n) > .

Every value corresponding to specific attributes and
datasets can be retrieved in the form of ATS and DTS

respectively, thereby formulating Medicinal Data Time
Series (MDTS), Health Data Time Series (HDTS), and so
on. In general, these time series can be represented as XDTS
and XATS where X can be varied according to specific attri-
bute or dataset to be retrieved.

Definition 3: − Given Time Series (TS) for different in-
stances such that TS ≡ {XATS|XDTS} and domain Δt of time
window, then TDAabs is an abstraction function represented
by a tuple < aabs, babs>, where aabs is a data abstraction spec-
ification and babs is the application of abstraction to that data.

& In definition 3, TDAabs is the Temporal Data Abstraction
function, depicting extraction of time based data values
from the cloud.

& Based on this abstraction, the specific values of various
datasets can be analyzed efficiently.

Information analyzation

This layer analyzes the information desired to doctors or
caregivers about patient context. Patient under critical
circumstances are monitored for providing continuous
information. Information analyzation using time series
will i) provide continuous information about patient
health context ii) aid in efficient decision making by
doctors iii) improve alert generation process for emer-
gency situations iv) aid in extracting desired attributes
in given time window. This requires integration of dif-
ferent datasets over temporal basis. The technique
adopted for integrat ion is termed as Temporal
Associative Granulation (TAG). Associative granulation
provides integration of different datasets and concerned
attributes in a given time window forming a temporal
granule. Specifically, three kinds of abstractions can be
drawn using TAG analysis, providing different layers of
information to doctors or caregivers efficiently.

Abstraction level 1: Intra-attributal TAG (attribute level)
Given ATS for specific attribute, A, Intra-Attributal TAG is a
granule for multiple time units and is represented < AID, [<A
(1), A(2), A(3).......A (n)>, T(s), T(e)]>

& In abstraction 1, AID represents attribute identifier which
is unique for every attribute.

Table 2 Timestamp
Synchronization for Sensors S.No. Category Description

(1) No Clock Sensors does not have internal clock

(2) Non-Synch Sensors does have internal clock but is not synchronized

(3) Absolute Time Sensors sense data depending upon absolute time.

(4) Relative Time Sensors sense data relative to other device.
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& Sub-part < A(1), A(2), A(3)......A(n) > represents the ATS
granule for attribute from starting time T(s) till end
time T(e).

& The time interval between a start time and end time is
depicted as Sliding Window (SW). Therefore,
SW = |T(s)-T (e)|. T(s) = T (e) for instant monitoring.

& In Fig. 3, for instance, a temporal granule is formed
for heart rate measured for n + 1 time units. This
data granule comprises of values for time window
(t (3) to t (6)).

Abstraction level 2: Inter-attributal TAG (tuple level)
Given ATS for two or more attributes of a specific dataset,
then Inter-Attributal TAG is a data granule comprising of
values for the associated attributes in a specific time window
and is represented as < [AID(1), AID(2), AID(3).... AID(m)],
[<A1 (1) , A1 (2 ) , A1 (3 ) . . . . . .A1(n )>,<A2(1 ) , A2 (2) ,
A2(3).....A2(n) > ...... <Am(1), Am(2), Am(3)........Am(n)],
T(s), T(e) > .

& In abstraction 2, AID (m) represents attribute identifier for
mth attribute.

& T(s) and T (e) depicts the start and end time unit respec-
tively for data values observation.

& Am (n) gives the mth attribute value for nth time unit.
& Figure 4 depicts a snapshot of health dataset with

different attribute values measured over time. The
granule formed over a time window (t (3) to t (6))
gives temporal values for associated attributes,
namely heart rate, blood pressure, and ECG
waveform.

Abstraction level 3: Inter-data TAG (relational level)
Given DTS of attribute values for different datasets, Inter-
Data TAG can be viewed as a granule for two or more differ-
ent attribute values for associated datasets in a specific time
window. It can be represented as < [{DID, AID}(1,1), {DID,
AID}(2,2),{DID, AID}(3, 3).....{DID, AID}(p,m)],[<A1(1),
A 1 ( 2 ) , A 1 ( 3 ) . . . . . A 1 ( n ) > < A 2 ( 1 ) , A 2 ( 2 ) ,

A2(3).....A2(n) > ...... < A m(1), Am(2), Am(3).....Am(n)],
T(s),T(e) > .

& The sliding window is represented using start time T(s)
and end time T (e).

& {DID, AID} (p,m), in abstraction 3, depicts data identifier
and attribute identifier for pth dataset and mth attribute
value respectively.

& In Fig. 5, Inter Data TAG is formed depicting different
datasets and corresponding attributes. Initially granule is
formed for specific attributes of various datasets in a time
window, which are associated for the formulation of a
final granule, consisting of these associated attribute
values.

Information presentation

Granule formation will allow doctors or caregivers to
acquire information about patient condition from wider
perspectives. However, a large number of parameters,
variables and outcome possibilities increase the traffic
load and complexity of making decisions in healthcare
environment [37]. The cognitive efforts have been con-
sidered for presentation of information in diagnosing
patient’s health condition [38]. Improvement in the in-
formation presentation like focusing on important infor-
mation first, and color coding are ways to enhance the
decision making by healthcare professionals [5]. There
are three types of remote monitoring processes, namely:
Continuous, Regular and Alert-based. Continuous moni-
toring requires large resource utilization in transmitting
information for each instance to the doctor. Moreover,
traffic generated at each instance is very large. Regular
monitoring allows transmission of data after fixed time
instances irrespective of the patient’s health condition.
This type of monitoring is useful, but it also requires
large resource utilization. Finally, the third type of mon-
itoring is alert based, where an alert is generated when
patient’s health condition reaches life threatening state.
This study is confined to alert based monitoring system.
Conventional alert systems are focused on patient’s
health severity only and are insufficient in providing
intensive medical information. Therefore, a modified ap-
proach is adopted by incorporating presentation of
events during alert generation.

Time-based event presentation during alert generation

An integrated temporal based event presentation meth-
od is proposed for the generation of alert to doctors or
caregivers. Time is considered as an independentFig. 3 Abstraction Level 1
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attribute and therefore becomes an organizational basis
for event occurrence and alert generation. A state of
the system is defined on the basis of patient’s health
attributes, events affecting the health, and timestamp
for the occurrence of those events. Mathematically,
state of the system is denoted by S = (P, E, ΔT) where
P is a set denoting patient’s health condition, ie
P = {Safe (S), Unsafe (U)}. E denotes the events

occurring in the time space of ΔT. In other words, E
i s a d a t a s e t r e p r e s e n t e d a s E = {Med i c i n a l ,
Environmental, Behavioral, Dietary}. ΔT is the time
difference between two timestamps, which is consid-
ered as a temporal space or sliding window. The pa-
tient’s health state is classified as safe or unsafe de-
pending upon on the health attributes according to
Algorithm 1. Patient personalized thresholds for

Fig. 4 Abstraction Level 2

Fig. 5 Abstraction Level 3

190 Page 8 of 15 J Med Syst (2016) 40: 190



various health attributes are prefixed by a doctor,
which are

Algorithm 1: Patient State Determination

Input: N number of health attributes values, Prefixed threshold 
values the attributes.

Step 1: Determine attributes for the current timestamp

Step 2: For i = 1 to N

Step 2.1: If (Attribute_Value(i)>Threshold Value(i)) 
Then Patient_State = Unsafe

Step 2.2: Else Patient_State = Safe

Step 3: Return Patient_State and Exit

Output: Current State of the patient

Algorithm 2: Alert Generation with Event Information

Input: Event Set = {Health Medication Dietery Behavioural
Environmental}

Step 1: Using Algorithm 1, Determine health state of the patient

Step 2: Determine current timestamp
Step 3:  If patient State = Safe, then goto Step 4 Else goto Step 7 

Step 4: Do

Step4.1: Create a checkpoint                                               
\\ Checkpoint is a save point in time space
Step4.2: Empty Log                                                                  

Step 4.2: Start the sliding window                                 
\\ Granule formation for Events

Step 5: If Any_Event_Occurance = True

If P (WA) > , Generate Warning Alert
Else, Add Event to Log            

\\ Any_Event_Occurance is a variable for managing event
\\ is per-patient personalized threshold

Step 6: After ∆T time space, Goto Step 1
Step 7: Do

Step 7.1: Generate Emergency Alert Signal

Step 7.2: Transfer {Log Information Health Attributes} to
Doctor or Caregiver
Step 8: Exit

used in forming rules to determine patient’s health state.
Moreover, the determination of patient’s health state is impor-
tant for generating medical alerts to doctors and caregivers.
Two types of alerts are generated by the system, namely:
Emergency Alert (EA) and Warning Alert (WA). EA signal
is generated when the patient’s health state is unsafe. On the
other hand, WA depicts that an undesired event/s has oc-
curred, that can lead patient health to an unsafe state. WA is
dependent on prefixed patient sensitivity factor (α) for that
event (Table 3). Generation of WA in ΔT time space can be
determined as P (WA) = α* [(P(E)) ⁄(P(U))] ΔTwhere P (E) and
P (U) are probability for occurring of sensitive event and pa-
tient’s health in an unsafe state respectively. Overall procedure
for the proposed alert generation is depicted in Algorithm 2.
Initially, various health attributes are analyzed by using
Algorithm 1 for determining patient’s health state. If the pa-
tient’s health is found to be in a safe state, a checkpoint is
saved in the cloud database. Embedded IoT devices continu-
ously transmit data about various events in the ambient envi-
ronment of the ICU to a temporary log storage in the cloud.
These data values are analyzed for patient’s health sensitive-
ness based on prefixed thresholds. If sensitive events are

registered, WA is generated to the concerned doctors. After
prefixed ΔT time unit, the system reevaluates the patient’s
health state. If at any instance, the patient’s health is analyzed
to be in unsafe safe, EA is generated to the concerned doctors,
along with the delivery of log information. Moreover, the
checkpoint is terminated at this stage and the monitoring pro-
cess is repeated. The alert messages are delivered to healthcare
professionals on their respective devices. Such devices are
designed and equipped with several features such as color
coded display, self-customized way of alert message genera-
tion and interface personalization tool. The system is medical-
ly effective as it is designed to generate medical alert signals
along with the transmission of event information. Moreover,
other customized levels of data abstractions can also be ob-
tained, depending upon the patient’s health. Furthermore, by
the proposedmethodology, the system is capable of enhancing
the medical decision-making of concerned doctors for effi-
cient diagnostic services.

Performance evaluation

In this section, the proposed framework is evaluated experi-
mentally. The system is deployed in three major steps. In the
first step, data is sensed by various embedded IoT devices in
the ICU room environment. In the second step, temporal min-
ing performs data abstraction for various datasets from the
cloud storage. Finally, alert based information is presented to
the concerned doctors and caregivers. Based on these three
steps, an experimental implementation is performed to ana-
lyze the system performance from three important aspects.

(i) Assessing the data acquisition efficiency for IoTequipped
ICU healthcare environment.

(ii) Determining the temporal efficiency of the proposed
framework during emergency states.

(iii) Statistically evaluate the alert generation procedure by
the proposed system.

Experimental environment

Due to the sensitiveness of the application domain, the exper-
iment was carefully performed in 3 ICUs for 1 month after the
permission of the Mareez Sehat Aayog (Ethics Committee),
concerned doctors, patients, and family members. In the entire
procedure, 81 patients (who were atleast 18 years older) with
accidental, cardiac and neurological cases were cautiously
monitored. Moreover, certain measures were simultaneously
taken during the deployment stage to avoid any kind of incon-
venience to the patients under study. However, it was ensured
that the objective of the implementation was not compromised
due to these measures and results were obtained with a high
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degree of accuracy. In order to evaluate the dynamics of the
objectives, the system was compared with the manual patient
monitoring system and traditional Tele-ICU system simulta-
neously. In manual patient monitoring system, medical staff
continuously intervened at the patient site for obtaining health
values. Tele-ICU systems monitored patients at a distant via
installation of conventional cameras in ICUs. Various ICU
specialist pharmacists were indulged as independent observers
for monitoring ICU patients. On the other hand, various bio-
sensors and room sensors were embedded in the ICUs for the
proposed system, depending upon the sensation capability.
Table 1 provides a list of various sensors indulged for the
purpose of data acquisition. Data collected from these IoT
devices was stored in Amazon EC2 cloud storage [39] for
computations. The acquired data values were analyzed by
using IBM SPSS statistics [40], and various conclusions were
drawn regarding the proposed system. Moreover, by compar-
ing the proposed system with other monitoring techniques,
various benefits of the IoT equipped ICU facility can be
determined.

Data acquisition efficiency

Various IoT devices were embedded appropriately in all ICU
rooms for sensing different categories of datasets. Due to tem-
poral diversity of these events, these were categorized as con-
tinuous events and occasional events. Continuous events in-
cluded those data values that require continuous surveillance
like heart rate, blood pressure, room temperature, and noise.
On the other hand, events that were discontinuous comprises
occasional datasets. Medication ingestion, urination, stool and
meal ingestion are some of the examples of occasional events.
The complete list of these events, thus formed comprised of 53
different events. The analysis of this resulted in 28 continuous
events while 25 occasional events. During the monitoring
process, a single day data acquisition resulted in both kinds
of events. Therefore, event set for 1 day comprises of all such
events and corresponding values. The formulation of event set
for a single day monitoring was stored in a common format as
depicted in Fig. 6. In the format, presented fields BDataid^ and
BAid^ include the unique identifier for the dataset and attri-
bute set respectively. BSensor value^ contains the various data
measurements acquired by the ICU sensors. A boolean field
BType^ was included in the format for classification of events
on the basis of threshold values. A boolean value 0 indicated

that an event was below threshold while a boolean value 1
depicted an event with a value higher than the threshold.
Finally, the field BTime^ registered the time at which data
was sensed. The process, as mentioned earlier, was repeated
for 30 days and nearly 990 events were registered including
continuous and occasional events. Data acquisition efficiency
concerns with the data sensing capability of the proposed
framework as compared to the manual monitoring procedure
and conventional Tele-ICU system. The implementation of
the proposed framework resulted in microscopic and macro-
scopic data acquisition as compared to other procedures. As
clearly seen from the Figs. 7, 8, 9, and 10, IoT devices regis-
tered high anomalies occurring in the 30-day monitoring pro-
cess where as other procedures did not capture such events
effectively. Specifically, more than 19.6 and 44.2% anomalies
regarding health were captured by IoT-ICUs in comparison to
Tele-ICUs and manual monitoring ICUs respectively.
Similarly, in the case of medicinal data acquisition, more than
44 % anomalies with respect to Tele-ICU and 60.1 % anom-
alies with respect to manual monitoring were registered by
proposed IoT equipped ICU. Moreover, anomalies regarding
stress level, and anxiety level that affects patient indirectly are
easily incorporated into the system by the proposed frame-
work. This numerates to more than 62.3 % as compared to
Tele-ICU and 75.3 % as compared to manual monitoring pro-
cedures. Furthermore, high rates of environmental anomalies
(more than 33.2 and 52.1 % with respect to Tele-ICUs and
Manual Monitoring respectively) were registered by the IoT
devices that impacted patient’s health in ICUs. Therefore,
based on the above results, it is concluded that the proposed
system persist high degree of data acquisition accuracy as

Table 3 Anomalies
Medicinal Environmental Behavioral Dietary

-Wrong medicine

-Wrong form

-Wrong type

-Wrong strength

-High noise

-Poor air quality

-Presence of toxic waste

-Equipment failure

-High anxiety level

-High-stress level

-Restlessness

-Wrong meal

-Wrong form

-Wrong type

Fig. 6 Data Storage Format
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compared to manual monitoring system and tradition Tele-
ICU monitoring.

Temporal efficiency

Patients administered to ICUs are vulnerable to considerable
health related risks. These include both life threatening risks
that were health sensitive (emergency) and non-life threaten-
ing risks that were non-sensitive to patient health (warning). In
either situation, immediate doctor intervention is required.
During the 30-day monitoring procedure, nearly 146 times
life threatening conditions had occurred. These included in-
creased heart rate, high blood pressure, mental shocks, and
heart attacks. On the other hand, non-life threatening events
included increased room temperature, high noise, and other
anomalous events. These counted to nearly 182 times during
the entire monitoring procedure. Figure 11 depicts the
weekly occurrences of both kinds of situations in all
ICUs under study.

Temporal efficiency is concerned with the effectiveness of
the system to generate alerts to concerned doctors based on
these situations. The appropriate methodology is adopted to
determine such kind of efficiency. Delay in informational de-
liverance to the concerned doctor is considered as an impor-
tant parameter in the overall system.

Mathematically delay can be evaluated as

Delay ¼ TDeliverance− TOccurance

TDeliverance is the time at which doctor received the informa-
tion about the occurrence of the event in ICU whereas
TOccurance is the time at which the event occurred. The com-
parison is performed with respect to other procedures in order
to evaluate the temporal efficiency of the system. Figure 12
summarizes the results depicting the evaluated delay in terms
of time units for various monitoring procedures. The results
show that the proposed system is more efficient as compared
to the other monitoring. Moreover, low values of time delay
were registered during the occurrence of medical emergency
situations. This resulted in immediate intervention of the con-
cerned doctors or caregivers for providing necessary
healthcare services.

Statistical analysis for alert generation

In this section, the system is evaluated analytically in
determining the efficiency of alert generations. In other
words, different statistical parameters are evaluated for
various alerts given to the concerned doctors. As men-
tioned in the previous section, two types of alerts are
generated by the proposed system, namely warning
alerts and emergency alerts. The main objective of sta-
tistically analyzing the alert generation process is to
determine the Bfalse positive^ alerts based on total num-
ber of generated alerts. Moreover, other parameters like
precision, sensitivity, and mean absolute error are also
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evaluated for the proposed system. Table 4 depicts the
summarization of statistical results obtained for the pro-
posed model over the entire monitoring procedure.
Proposed system registered low rate of False Positive
Alert, numerating to 3.15 % indicating high accuracy
in alert generation. Moreover, high value of Precision
(91.20 %), Sensitivity (87.41 %), Coverage (97.56 %)
and Specificity (94.33 %) show high performance of the
proposed system. Furthermore, low error rates in the
form of Mean Absolute Error (3.11 %), Root Mean
Square Error (2.56 %), Relative Absolute Error
(7.87 %) and Root Relative Squared Error (3.43 %)
were obtained for the alert generation process.

Overall system stability

Moreover, in addition to the results derived in the pre-
vious sections, the proposed system is evaluated for
stability measurement. Since the system is influenced
by the timely instances of various events, it is vital to
determine the temporal stability performance. Generally,
this kind of measurement is defined in terms of Mean
Absolute Shift (MAS). Lower value of shift indicates
higher stability of the system over time while the higher
value of shift implies lower system stability. The results
obtained over 30-day monitoring procedure are shown
in Fig. 13. MAS for the proposed system was registered
in range of (0.12–0.55), indicating that the system is
highly stable.

IoT-ICU vs tele-ICU vs manual monitoring: Feature
analysis

During the 30-day monitoring procedure in the IoT equipped
ICUs, several important features were determined such that it
can become an important paradigm for providing effective
healthcare services in future. Moreover, with the incorporation
of ICT in intensive healthcare domains like ICUs, several
medical benefits can be obtained [41, 42]. A comparative
analysis mentioned ahead, depicts some of the important ad-
vantages of the proposed model with respect to conventional
monitoring procedures (Table 5).

(i) Medical decision making plays an important role in ana-
lyzing a patient’s health condition. Conventional moni-
toring procedures requires regular human intervention for
determination of patient’s health severity. However, error
in medical judgement can result in adverse effects on a
patient’s health. On the other hand, since the proposed
IoT equipped ICU is based on per-patient personalized
threshold values, patient’s health state can be efficiently
analyzed for severity and sensitivity.

(ii) One of the limitation of conventional monitoring proce-
dures is the inability to detect health related anomalies
like wrong medication, and wrong room temperature.
Such anomalies can lead to life threatening conditions,
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Table 4 Statistical Results

S. No. Parameter Value (in %)

1 False Positive alert 3.15

2 Sensitivity 87.41

3 Specificity 94.33

4 Precision 91.20

5 Coverage 97.56

6 Mean Absolute Error 3.11

7 Root Mean Square Error 2.56

8 Relative Absolute Error 7.87

9 Root Relative Squared Error 3.43
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especially for the patients with high death risks. Inability
to detect these errors inside ICUs at early stages make the
conventional monitoring procedures highly ineffective.
In the proposed methodology, since IoT sensors are used
to monitor every health-oriented event inside the ICU,
these anomalies can be efficiently detected with genera-
tion of medical alerts.

(iii) An important advantage of the proposed IoT equipped
ICUs is the ability to deliver intensive information about
various events to concerned doctors in real time. This
information is very important in analyzing a patient’s
health condition, especially in medical emergency
cases. Limited information deliverance in emergency
makes the conventional monitoring proceduresmedical-
ly ineffective.

(iv) Various IoT devices are used for collecting data
about different events. These devices not only ac-
quire health oriented data, but captures data about
every event in the ambient physical environment
of the patient. Moreover, analyzation of patient’s
health condition is performed on the basis of per-
sonalized threshold values. This conceptualizes to
a patient-centric approach for providing healthcare
services in ICUs.

(v) Since computations are performed over globally ac-
cessible cloud computing environment, doctors are
able to assess patient’s health condition anytime
and anywhere. In other words, the proposed system
persists high degree of remote accessibility for pa-
tient’s health conditions in comparison to other
monitoring systems.

(vi) Automated health monitoring, health state analyzation,
and alert generation results in reduction of healthcare
resource utilization. Moreover, in hospitals with limited
healthcare resource availability, doctors will be able to
provide effective medical services to the patients with
the proposed methodology.

(vii) IoT devices are capable of transmitting data with min-
imum delay. Moreover, with cloud computing technol-
ogy, real time analyzation of patient’s health can be
performed. Furthermore, in medical emergency cases,

alerts can be efficiently generated in real time. This
makes the proposed system highly preferable for pro-
viding efficient healthcare services in ICUs.

Based on these features, it can be concluded that the
proposed framework is more effective in monitoring
ICU patients in comparison to traditional ICU monitor-
ing procedures.

Conclusion and future challenges

In this paper, a framework of IoT based remote monitoring in
ICU is presented. The proposed model addresses various is-
sues concerning patient health and surrounding environment.
Specifically, two important aspects have been considered,
namely (i) temporal mining for various health related issues
and (ii) alert generation procedure with information deliver-
ance for various critical circumstances. Both these aspects are
incorporated in the model for enhancing the overall effective-
ness and utility. Temporal mining abstracts the common syn-
chronized data about various ICU activities from the cloud
storage which is then processed for alert generation.
Moreover, temporal granulation allows the delivery of infor-
mation in specific time to the concerned doctors. This leads to
time sensitive, efficient decision making in the direction of
patient care. The performance of the model is determined by
implementing it in 3 ICUs and monitoring various adminis-
tered patients for 30 days in succession. In order to justify the
utilization of the system, the model is compared with the man-
ual monitoring procedure and traditional Tele-ICU system.
Results show that proposed methodology registered a high
degree of performance as compared to other monitoring
procedures.

There are many important challenges that must be ad-
dressed in the research to be carried out in future. One of the
significant challenges include network availability for contin-
uous data transmission. Moreover, network load efficiency is
another issue that must be addressed for efficient utilization of
network resources.

Table 5 Feature Analysis
Features Manual Health

Monitoring Procedure
Tele-ICU Monitoring
Procedure

Proposed IoT-ICU
Monitoring Procedure

Human Biasness Yes Yes No

Human Error Yes Yes No

Real-time Information Deliverance No Limited Yes

Patient-centric Approach No Limited Yes

Remote Access No Limited Yes

Healthcare Resource Utilization Maximum Intermediate Minimum

Time Delay Maximum Intermediate Minimum
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