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Abstract Telecare medical information system (TMIS)
makes an efficient and convenient connection between
patient(s)/user(s) and doctor(s) over the insecure internet.
Therefore, data security, privacy and user authentication
are enormously important for accessing important medi-
cal data over insecure communication. Recently, many user
authentication protocols for TMIS have been proposed in
the literature and it has been observed that most of the
protocols cannot achieve complete security requirements.
In this paper, we have scrutinized two (Mishra et al., Xu
et al.) remote user authentication protocols using smart
card and explained that both the protocols are suffering
against several security weaknesses. We have then pre-
sented three-factor user authentication and key agreement
protocol usable for TMIS, which fix the security pitfalls
of the above mentioned schemes. The informal cryptanaly-
sis makes certain that the proposed protocol provides well
security protection on the relevant security attacks. Further-
more, the simulator AVISPA tool confirms that the protocol
is secure against active and passive attacks including replay
and man-in-the-middle attacks. The security functionalities
and performance comparison analysis confirm that our pro-
tocol not only provide strong protection on security attacks,
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but it also achieves better complexities along with efficient
login and password change phase as well as session key
verification property.
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Introduction

In TMIS, medical server generally maintains the electronic
medical records of the registered patients and provides var-
ious services like health educators, physicians, hospitals,
care-givers, public health organizations and home-care ser-
vice. User-friendly, omnipresence and the low cost of inter-
net technology, facilitates online medical services, in which
a registered user/patient can access the remote service at any
instant from anywhere. When a registered user wants to get
medical services, s/he uses smart card to the smart devices
and transmits data to the medical server through public
channel. The attacker/adversary may have full control over
the public channel. Therefore, s/he can eavesdrop, intercept,
record, modify, delete, and replay the message broadcasting
via public channel. As, the data is transmitted over the pub-
lic channel, maintaining user authentication, data privacy,
data integrity and confidentiality of the data are very much
essential. In order to design authentication protocol, many
researchers employ several cryptographic algorithms like
non-invertible one-way hash function, Chaotic maps, ECC-
RSA cryptosystem and some others operation like X-OR and
concatenate etc. Though ECC and RSA both cryptosytem
provides same level of security, ECC is more suitable than
RSA [15], because ECC [16, 19, 21] uses only point multi-
plication operation and the key length is 160 bits, whereas
RSA uses exponentiation operation, which takes very much
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longer computation than point multiplication and the key
length of the RSA is 1024 bits, which is larger than ECC. On
the other hand, hash-function and chaotic maps [17] both
plays a crucial role for designing user authentication proto-
col and provides same level of security, but the computation
of hash function is less than the chaotic maps operation.

The main security threats for the password based authen-
ticated key exchange protocols are password guessing
attack. As the adversary has maximum capabilities over the
communication network, he/she may trap all the communi-
cating messages and guess the user’s password in off-line
mode. Therefore, password based authentication system
may not be fully secured. To the best of our knowledge,
the password based authentication system has some prob-
lems such as a long and random password cannot be used,
because it is very difficult to remember for a use. If the user
stores his/her password somewhere, there is possibility for
stealing the password. Moreover, the user may be shared the
long and random password with other people, but there is
no way to identify who is the legal user. To overcome the
above problems, most popular and secure biometric tech-
nology (fingerprint, iris, retina etc.) is extensively used to
authenticate the legal user because of its uniqueness prop-
erty and does not need to remember. The several advantages
of using the biometric technology are as follows:

1. Biometric key cannot be lost or forgotten and very
difficult to copy or share.

2. Biometric key is extremely hard to forge or distribute.

3. Guessing biometric key is dreadfully hard.

Attacker model

As the authentication protocol are executed over the inse-
cure communication, the attacker has several advantages
or capabilities over the authentication protocol. The sev-
eral valid assumptions regarding authentication protocol are
presented below.

1. An attacker is able to extract the smart card informa-
tion by monitoring the power consumption [27, 43]. For
example if an attacker gets the smart card of the valid
user, s/he then may get al.l the stored information of the
smart card.

2. An attacker may eavesdrop all the communication
between the entities involved of the protocol over the
public channel. It is also assume that an attacker cannot
intercept the message over the secure channel.

3. According to reference [48], an attacker can guess low
entropy password and identity individually easily but
guessing two secret parameters (e.g. password, identity)
is computationally infeasible in polynomial time.

4. An attacker can modify, delete and resend, reroute the
eavesdrops message.
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5. An attacker may be a legitimate user or vice versa.

6. If we assume that the length of the user’s identity and
password is n character, then the probability of guess-
ing approximately composed of n character is 2% as
pointed out by [10].

Literature review

To ensure security and privacy during information transmis-
sion via public channel, the smart card based anonymous
remote user authentication schemes are generally adopted.
Last few years, many password or biometric template based
remote user authentication and key agreement protocols [1,
3-5, 12, 18, 20, 22, 25, 26, 28-34, 38] have been pro-
posed in the literature for different application systems. But,
none of them is completely free from security attacks. In
2010, Wu et al. [52] proposed an efficient authentication
scheme for TMIS and adding a pre-computing phase for
low computational cost. But, Debiao He [13] demonstrated
that Wu et al. [52] protocol fails to resist impersonation
attack and insider attack and presents an enhance scheme of
Wau et al. protocol and claimed that the enhance scheme is
completely free from security attacks and takes low compu-
tational cost. In 2012, Wei et al. [51] identified that both Wu
et al. and Debiao He protocols are inefficient to meet two-
factor authentication and also proposed a scheme, which is
efficient and achieves two-factor authentication. Thereafter,
Zhu [56] described that Wei et al. protocol is vulnerable
to off-line password guessing attack and also proposed an
improved scheme for TMIS. Then, Lee and Liu [35] demon-
strated that Zhu’s scheme cannot resist parallel session
attack and presented a improved scheme and declared that
their protocol is efficient in terms of security and applicable
for TMIS systems.

In 2012, dynamic-ID based authentication and key agree-
ment protocol is presented by Chen et al. [11] But, Lin
[39] demonstrated that Chen et al.’s protocol suffers from
user anonymity problem and password can be derived from
the stolen smart card. Later, Cao and Zhai [9] demon-
strated that Chen et al. protocol is vulnerable to off-line
identity guessing attack, off-line password guessing attack
and un-detectable online password guessing attack when the
user’s smart card is lost. They also presented an improved
scheme for TMIS. Thereafter, Xie et al. [53] described that
Chen et al.’s protocol suffers from security weaknesses and
proposed an improved scheme. In 2013, Tan et al.’s [49] pro-
posed a biometric based remote user authentication scheme
for telecare medical information system and declared that
their protocol achieves mutual authentication property and
session key agreement between the user and the server.

In 2013, Awasthi-Srivastava [8] proposed three-factor
based user authentication and key agreement protocol for
TMIS and declared that the same protocol should be
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application in real-time application. However, Mishra et al.’s
[46] pointed out that the protocol [8] is not secure against
undetectable password guessing attack along with ineffi-
cient password change phase. Additionally, they proposed
three-factor based authentication protocol for enhancing
security of the scheme [8]. Recently, Lu et al.’s [41] also
showed that Arshad et al’s [7] cannot provide complete
security requirements and proposed an improved scheme
over scheme [7]. Furthermore, Zhang et al.’s [40] introduced
three-factor based user authentication protocol for enhanc-
ing security and performance. In the same year, Yan et al.’s
[55] reviews the proposed protocol presented by Tan et al.’s
and declares that the scheme is vulnerable to denial-of-
service attack. To eliminate the drawbacks of Tan et al.’s
protocol, Yan et al.’s proposed an improved scheme for bet-
ter security protection and performance. In 2014, Mishra
et al. [45] demonstrated that Yan et al. protocol suffers from
user anonymity problem, password guessing attack, ineffi-
cient login phase, inefficient password and biometric update
phase and three factor authentication problem. They also
proposed and improved scheme for better security and per-
formance. Recently, Mrudula et al.’s [47] pointed out that
the Mishra et al.’s [45] protocol is insecure against off-line
password guessing attack and user impersonation attack. We
further described that the Mishra et al.’s protocol cannot
withstand server impersonation attack, session key compu-
tation attack and smart card theft attack. In 2014, Xu et al.’s
[54] proposed a ECC based remote user authentication and
key agreement scheme for telecare medical information
system and claimed that their protocol achieves higher secu-
rity along with better performance. After that, Mishra [44]
showed that the same protocol has security vulnerability
on the login and authentication phase and then Islam-Khan
[23] further demonstrated that the same protocol [54] is not
secure against replay attack and cannot provide efficient
authentication phase. However, we have carefully scruti-
nized the Xu et al.’s protocol and further explained that the
protocol proposed by Xu et al.’s cannot provide efficient
password change phase. In order to fix the limitations of
Mishra et al. [45] and Xu et al. [54], this proposed ECC
based user authentication and key agreement protocol using
smart card for TMIS and also analyzed the security as well
as performance evaluation of the proposed scheme.

Motivation and contributions

In the literature review section, we observed that most of the
protocols suffer from security weaknesses, which ensures
that the protocols are not suitable for practical implemen-
tation. Therefore, we are motivated to develop biometric
based user authentication protocol using smart card usable
for telecare medical information system. In this paper, we
achieve the following contributions:

(1) We have shown that the Mishra et al’s protocol
has security weaknesses such as server impersonation
attack, smart card theft attack and session key discloser
attack. Moreover, we have also demonstrated that the
Xu et al.’s protocol has security weaknesses in the
password update phase.

(2) In order to overcome the weaknesses, we have pro-
posed an efficient user authentication protocol using
smart card whose performance analysis ensures that
the computation and communication costs are rela-
tively better than the existing related protocols. More-
over, the proposed scheme provides efficient login
and password update phase along with session key
verification property.

(3) We have simulated our proposed protocol using widely
accepted AVISPA simulator tool which ensures that the
protocol is SAFE under OFMC and CL-AtSe models.

Road map of the paper

In “Preliminaries” section, we discussed the concept
and the property of cryptographic one-way hash func-
tion, bio-hashing techniques, elliptic curve cryptosystem
and some computational problems as preliminaries of
our works. In “Brief review of Mishra et al. scheme”
section, we briefly review Mishra et al. recently pub-
lished protocol and the security analysis of [45] scheme
is given in “Security flaws of the Scheme proposed by
Mishra et al.” section. “Brief review of Xu et al. scheme”
section addresses Xu et al. recently published protocol
and the security weaknesses appears in “Security flaws of
the scheme proposed by Xu et al” section. “Proposed key
agreement protocol for TMIS system” section presents our
proposed protocol for TMIS and the security attack pro-
tection discussion is presented in “Cryptanalysis of the
proposed scheme” section. The performance comparison is
also made and given in “Performance evaluation” section.
Finally, we conclude the paper in “ Conclusion and future
work” section and completes the paper with references.

Preliminaries

In this section, We briefly review the basic concepts of
cryptographic one-way hash function, bio-hashing, ECC
cryptosystem along with some hardness problems are intro-
duced.

Cryptographic one-way hash function

A cryptographic one-way hash function maps a string of

arbitrary length to a string of fixed length called the hashed
value. It can be symbolized as: h X — Y, where
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X = {0,1}*, and Y = {0, 1}". X is binary string of arbi-
trary length and Y is a binary string of fixed length n. It
is used in many cryptographic applications such as digital
signature, random sequence generators in key agreement,
authentication protocols and so on. Cryptographic one-way
hash function satisfies the following properties:

1. Easiness: Givenm € X, it can be easily compute y such
that y = h(m).

2. Preimage Resistant: It is hard to find m from given y,
where h(m) = y.

3. Second-Preimage Resistant: It is hard to find input m’ €
X such that 2(m) = h(m’) for given input m € X and
m' #m.

4. Collision Resistant: Tt is hard to find a pair (m, m’) €
X x X such that h(m) = h(m'), where m # m’'.

5. Mixing-Transformation: On any input m € X, the
hashed value y = h(m) is computationally indistin-
guishable from a uniform binary string in the interval
{0, 2"}, where n is the output length of hash £(-).

It is our assumption that this paper uses SHA-2 hash func-
tion for achieving top security whose message digest is 160
bits.

Bio-hashing

The biometric technology has the great importance for pro-
viding genuine user authentication in any authentication
system. Generally, imprint biometric characteristics (face,
fingerprint, palmprint etc.) may not be exactly same at
each time. Therefore, high false rejection of registered users
resulting low false acceptation, is often occurs in the eval-
uation of biometric systems. In order to resolve the high
false rejection rate, Jina et al. [24] proposed a two-factor
authenticator on iterated inner products between tokenised
pseudo-random number and the user specific fingerprint
features, which produces a set of user specific compact code
that coined as Bio-Hashing. Later, Lumini and Nanni [42]
proposed the improvement of Bio-Hashing. As pointed out
by [10], Bio-Hashing is used to map a user/patients bio-
metric feature onto user specific random vectors in order
to generate a code, called biocode and then discritizes
the projection coefficients into zero and one. Bio-Hashing
is always one-way function and secure as cryptographic
one-way hash function.

ECC-cryptosystem

The elliptic curve cryptosystem was initially proposed by
Koblitz (1987) and Miller (1985) to design public key
cryptosystem and presently it is widely used in several cryp-
tographic schemes to provide desired level of security and
computational efficiency. Let E,(a, b) be a set of elliptic
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curve points over the prime field F, defined by the non-
singular elliptic curve equation: y?mod p = x> + ax
+bmod p with (a, b) € F), and 4a3427b* mod p # 0. The
additive ECC group defined as G, = {(x,y) : x,y € F)
and x, y € Ep(a, b)} | J{O}, where the point O is known as
“point at infinity”. The scalar multiplication on the cyclic
group G, defined as: kP = P+ P + P ....... k times)
that means k times addition of point P. There are several
computational problem based on ECC which are presented
below:

Definition 1 The elliptic curve discrete logarithm problem
(ECDLP) is defined as: Given Q, R € G, find an integer
k e[l,n— 1] suchthat R = k.Q.

Definition 2 The computational Diffie?Hellman problem
(CDHP) is defined as: Given (P,aP,bP) for any a,b €
[1, n — 1] computation of abP is very hard to the group G .

Definition 3 The elliptic curve factorization problem
(ECFP) is defined as: Given P, Q € G, where 0 =
sP+tP and (s, t) € [1, n— 1], then computation of s P and
t P is impossible.

Definition 4 The decisional Diffie?Hellman problem is
defined as: Given (P,aP,bP,cP) for any (a,b,c) €
[1,n — 1], decide whether or not cP = abP ie. ¢ =
ab mod p or not.

Definition 5 The weak Diffie?Hellman problem (WDHP)
is defined as: For Q € G, and some k € [1, n — 1] from the
given triplet (P, Q, k P) computation of kQ is hard.

Brief review of Mishra et al. scheme

In this section, we briefly review Mishra et al. protocol,
which is the improvement of Yan et al. protocol. In Table 1,
we have presented all the notations used throughout this
paper. Like Yan et al. protocol, Mishra et al. protocol has
mainly four phases such as registration phase, login phase,
authentication phase and password change phase. All the
mentioned phases are presented below. In Fig. 1, we have
demonstrated all the phases of the Mishra et al. scheme.

Registration phase

For the new user registration, this phase executes all the
steps which are discussed below:

Step 1: User U; chooses identity I D;, Password PW;,
biometric template B;, a random number N; and
computes W = h(ID; | PW; || N;) and then submits
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Table 1 List of notations used

Symbol Description

U; i-th User/patients

S Medical server

PW; Password of the user U;

I1D; Identity of the user U;

B; Biometric of the user U;

P, q Two large prime numbers

Fp Finite field

E(Fp) elliptic curve over F, defined by the equation
y2 =x3+ax + b, where a,b € Fp
403 +27b% £ 0

G cyclic additive group consisting of points on
E(Fp) that has a specific point called
the infinite point;

P Generator point of G with the order q;

aP a times addition of point P

X Secret key of the server (S) (1024 bits)

zZ; The multiplicative group of Z,

h(-) secure One-way hash function: (0, 1)* — Z:,’;,

hi() secure One-way hash function: (G,, G,) — Z3,

H() Bio-hashing function:

@ Bit-wise Xor operation

|| Concatenation operation

registration message (I D;, W) to the server S through
secure channel.

Step2: S computes X; = h(ID; || x), Y; = X; & W,
where x is the server’s secret key. Then, S generates a ran-
dom nonce R and uses symmetric key cryptosystem such
as AES-256 to compute NID = Sym.Ency(ID; || R)
and issues a smart card after storing secret parameters
(NID,Y;, h(-)) into the memory of smart card. It may
be noted that Mishra et al.’s protocol does not store bio-
hashing function H () in the memory of smart card. So,
the computation of H(B;) is not feasible in the login
phase. Hence, it is required to store H () into memory of
smart card.

Step 3:  After getting the smart card, U; stores N = N; @
H(B;)and V; = h(ID; || PW; || N;) into the smart card.

Login phase

This phase executes when U; wishes to access server’s
resources. All the steps of this phases are presented below:

Step 1: U, provides (I D;, PW;) to the smart devices and
B; at the sensor device.

Step 2: Smart card then computes N; = N @& H(B;),
V¥ = h(ID; || PW; || N;) and matches V;* with the

stored V;. If it matches, continues next steps; otherwise,
terminates the session.

Step 3: Smart card further computes W = h(D; |
PW; || Ni), X; = Y; & W and then generates a random
nonce r; and again computes @; = h(ID; || X; || ri).
Then, the smart card sends (NID, a;, r;) to S through
public channel.

Authenticated key agreement phase

In order to accomplish mutual authentication and session
key agreement, the U; and S execute all the steps which are
presented below.

Step 1: Server first retrieves I D; by decrypting NID
parameter and computes X; = h(ID; || x), a;‘ =
h(ID; | X; || ri). Then, S matches the value of a;"
with a;, if it matches, continues next steps; otherwise,
terminates the session.

Step 2:  In this steps, S generates random numbers {r, R’)
and computes sk = h(ID; || X; || ri || rs), NID =
SymEnc(ID; | R, b; = h(ID; | NID | sk |
NID’). Server then sends a message (rg, b;, h(sk |
ID;) ® NID') to the user.

Step 3:  Upon receiving the message, the smart card com-
putes the session key sk = h(ID; || X; || r; || rs) and
retrieves NID' = h(sk | ID;) ® NID' & h(sk || ID;)
and further computes b = h(ID; || NID | sk |
NID’). Then, S matches computed b;‘ with the received
b;. If it does not match, terminates the connection; other-
wise, continues the next steps.

Step 4:  Smart card computes ¢; = h(ID; || NID' | sk)
and sends the verification message (c;) to the server S
through public channel.

Step 5:  Upon receiving the verification message, server
computes ¢ = h(ID; || NID' || sk) and matches it with
the received c;. If it matches, session key is verified and
user is authenticated; otherwise, stops the session.

Password and biometric update phase

As described earlier in the login phase, Steps 1-2 are same.
Therefore. we discuss rest of the steps which are described
below.

Step 3:  U; inputs password P W/, biometric template B;
and random number N;.

Step 4:  After inputting, smart card computes the follow-
ing parameters: W = h(ID; || PW; || N;i), Wyew =
h(ID; | PWi/ l N,'/)’ Yiew =Yi ®©W & Wiew, View =
h(ID; || PW! || N}), Npew = N; @ H(B]). Then,
the smart card replaces (Y;, N, V;) with the new values
(Ynews Nnews View) respectively and completes password
and biometric update phase.
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User U; /Smartcard

Server S

Registration Phase

User U;
Choose (ID;, PW;, B;)
W = h(ID; | PW; || Ni)
— (ID;, W)

U, stores N = N; & H(B;)
Vi = h(ID; || PW; || Ny)
and completes this phase.

<— delivers SC to U;

S computes X; = h(ID; || x),
Yi=X; oW

NID = Sym.ENC.(ID; || R)
Stores (NID,Y;, h()) into SC

Login and Authentication Phase

Insert smart card and

inputs (ID;, PW;, B;)
computes N; = N @ H(B;)
V" =h(ID; || PW; || Ni)
Check V;=7V;

If holds, generates number r;
W = h(ID; || PW; || Ni)
Xi=Y,0oW

a; =h(ID; || Xi || i)

sk=h(ID; || Xi || i || 7s)
NID' = h(sk || ID;) ® NID @
h(sk || 1D;)

bf = h(ID; | NID || sk || NID")
Checks b} =7b;

ci =h(ID; || NID' || sk) — (es)

— (NID,a;,r;) to S

—— (rs,bi,h(sk || ID;) ® NID")

S extract ID; from NID; and
computes X; = h(ID; || =)

checks a} =7a;

If holds, generates rs, R and
computes sk = h(ID; || X || 7 || 7s)
NID' = Sym.Enc.(ID; || R")

b =h(ID; | NID || sk || NID")

S computes ¢ = h(ID; | NID || sk)
Checks ¢ =7¢; (sk verification)

PW,; and B; Change Phase

U; inputs new (PW,, B;, N;)
W = h(ID; | PW; || Ni)
Yiew =Yi @W & Wyew
View = h(ID; || PW; || N;)
Nnew = N; @H(B;) and
Replace (Y3, N;, V;)

with new <Ynew; N'n,ew: Vnew)

Fig. 1 Mishra et al.’s scheme [45]

Security flaws of the Scheme proposed by Mishra
et al.

This section presents several security flaws of the scheme
proposed by Mishra et al. They have mentioned that if
the attacker gets the smart card of the user U;, s/he
can extract all the information stored in the smart card
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memory by monitoring the power consumption [27, 43].
Based on assumption mentioned in the attacker model,
this section discusses several security attacks such as
server impersonation attack, smart card theft attack and
session key discloser attack. As mentioned in [47], the
attacker knows valid I D; from the Mishra et al.’s protocol
description.
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Server impersonation attack

In this attack, the attacker can impersonate as a valid server
after intercepting the reply message of the Mishra et al.
protocol. The detail description of this attack is presented
below:

Step 1: The attacker first intercepts login-reply messages
of the protocol and computes sk* = h(IDg || X{ || 7; |
rs) and then retrieves NID' = h(sk || ID;) ® NID' &
h(sk® || 1Dy).

Step 2:  Attacker generates a random nonce R; and com-
putes sk** = h(IDg || X{" || ri || Ry), bi* = h(IDy ||
NID || sk** || NID"), ¢* = h(sk™ || IDg) @ NID'
and sends (Ry, b}, ¢*) to the smart card user U;.

Step 3:  After receiving message from the attacker, U;
computes sk = h(ID; || X; | ri || Rs) and then
retrieves NID' = ¢/* @ h(sk || ID;). Further the U;
computes b; = h(ID; | NID | sk || NID'). Finally,
the U; checks whether the computed b; matches with the
received b*. If it matches, user believes that the server is
authentic, but it is not true.

The above description clearly states that the protocol pro-
posed by Mishra et al. is insecure against server imperson-
ation attack.

Smart card theft attack

The scheme [47] described that the attacker knows valid
I D; from the scheme [45]. In this attack, we will describe
that the attacker can act as a valid user after getting the legal
user’s smart card by some means. This is clear from the
following descriptions:

Step 1:  The attacker chooses a password PW," and uti-
lizes his/her biometric template B; like fingerprint and
then computes W = h(ID; || PW{ || N{*), where N is
the random number chosen by the attacker.

Step 2: From the smart card parameters, The attacker
computes X; = Y; @ V; = h(ID; || x), Y = X; @ W
and then replaces ¥; with the new value Y/ into the mem-
ory of smart card, where the value of NID is remain
unchanged. Attacker further computes N = N{' ® H (B;)
and V¢ = h(ID; | PW{ || N{*) and stores (N, V) into
the memory of smart card.

Step 3: It is noticeable that the new computed smart card
parameters are valid. Therefore, the smart device and
the server cannot detect the attacker that resulting the

attacker easily can access medical server at anytime. This
is a very serious attack on Mishra et al.’s protocol.

Session key computation attack

The authenticated session key is used for secure com-
munication between the entities involved, and an attacker
upon disclosure of the key can decrypt the secret infor-
mation. So, the secrecy of session key is the mandatory
property of any key agreement protocol. However, Mishra
et al.’s protocol is insecure against the session key disclo-
sure attack. The description of the above attack is presented
below:

Step 1: The attacker knows valid I D; of a legal U; using
off-line identity guessing attack.

Step 2: The attacker knows X; =
computing ¥; & V.

Step 3: The attacker also knows (r., ry) from the login-
reply messages.

Step 4:  As the session key of the Mishra et al.’s proto-
col relies on the (I D;, X;, r;, ry), the attacker can easily
compute SK = (h(ID; || X; || ri || rs)) and decrypt
the cipher messages exchanged between the user and the
medical server.

h(ID; || x) by

Brief review of Xu et al. scheme

This section briefly introduces Xu et al. protocol, which is
based on the elliptic curve cryptosystem. The Xu et al.’s pro-
tocol consists mainly four phases namely registration phase,
login phase, authentication phase and password change
phase. All the phases of Xu et al.’s protocol are presented
below and also demonstrates in Fig. 2.

Registration phase

This phase consists of the following steps:

Step 1: User U; chooses his/her identity I D;, Password
PW; and computes A = A(PW,; || r). Then U; sends
(ID;, A) to the telecare server S through secure channel.

Step 2:  After getting the registration message, S com-
putes M = h(x @ ID;) and B = M & A. Then, S issues
a smart card after storing (E,, P,Y, B, h(), h1()) into
memory of smart card through secure channel for each
U;.

Step 3:  After receiving the smart card, U; stores r into the
smart card and uses it properly in the future.

@ Springer



78 Page 8 of 19

J Med Syst (2015) 39: 78

User U; /Smartcard

Server S

Registration Phase

User U;
1. Choose (ID;, PW;)
computes A; = h(PW; || 1)

2. The U; stores r into SC.

<— delivers SC to U;

1. S computes M = h(z @© ID;),
B=M®A
Stores (Ep, P,Y, B, h(), h1()) into SC

Login and Authentication Phase

1. Insert the smart card and

2. inputs (ID;, PW;)

3. SC computes A = h(PW; || 7)
M=B®&A Ci=a-P

Cy = a-Y, CID =1D; EB]’Ll(CQ)
F=h(ID; || M || T1),

a = random number

«—— (D1,G,Ty)
U; checks timestamp validity.
computes Dy = a - Dy
sk’ = h(ID; || ha(Ds || M))
G = h(sk' || M || T2)
Checks G, =7G;
sk = h(ID; || hi (D}

— <C1,CID,F,T1> to S

S checks timestamp validity.
computes C; =x-Cq

ID; = CID ® h1(Cy),

M' = h(z @ ID))

F'=h(ID; | M || 1)

checks F; =7F;

If holds, generates ¢ and computes
D1 ZC'P7 D2 =C-Cl

sk =h(ID; || hi(Dz2) || M")

G = h(sk | M || T2)

Il M)

PW,; Change Phase

U; inputs (ID;, PW;)
SC computes A = h(PW; || r)
B=M® A, U; input new PWy, e
Apew = h(PWnew H 7')
Bnew = Anew e M
Replaces (B) with new (Bpew)
—: Secure channel

——: Insecure channel

Fig. 2 Xu et al’s scheme [54]
Login phase

When U; wants to get services, s/he needs to send login mes-
sage to the server. All the steps of this phase are presented
below:

Step 1: U, first inserts his/her smart card to the smart
devices and inputs (/D;, PW;). Smart card then per-
forms the following operation:

A = h(PW; | r)
M=B®A
Ci=a-P
Cr=a-Y

CID = ID; & h1(Cy)
F =h(D; || M| T1)
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where a is the random nonce chosen by the U; and T is
the current timestamp.

Step2: Smart card then sends the login message
(C1,CID, F, T1) to the server S through public channel.

Authentication phase
This phase performs mutual authentication and session key

agreement between the U; and the S. All the steps of this
phase are presented below:

Step 1:  After receiving the login message, S checks the
validity of Tj. If it is not true, terminates the session;
otherwise, S computes the following operation:

C£=x~C1
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ID] = CID @ h(C})
M' = h(x ® ID;)

F' = h(D; | M"| T1)

Then, S checks the condition F’' = F. If the condition
holds, S believes that U; is a legal user and continues next
steps; otherwise, terminates the session.

Step 2: In this step, S generates a random nonce ¢ and
takes current timestamp 7 and then computes the fol-
lowing operations:

Dy =c-P,Dy=c-C;
sk = h(ID;] || hi(Dy) || M")
G = h(sk | M" || T»)

Then, S sends reply message (Di, G, T>) to the U;
through public channel.

Step 3:  After receiving the reply message, U; checks
whether 75 is valid or not. If it is not valid, termi-
nates the connection; otherwise, computes D/, = a - Dy,
sk' = h(ID; || hi(D3) || M), G" = h(sk' | M ||
T>) and matches the computed G” with the received G.
If it matches, the U; believes that the S is authentic.
After that, both parties S and U; share a common ses-
sion key sk = h(ID; || hi(D>) || M) for subsequent
communications.

Password update phase

This phase works when a U; wants to change his/her
password. It needs to perform the following steps:

Step 1:  U; firstly enters (I D;, PW;) and then smart card
computes A =h(PW || r), BOA=M

Step 2:  U; then inputs new password P W,,,, and smart
card computes A,y = hH(PWyew || ), Brew = Anew @
M. Then, the smart card replaces B with By, and
updates the new password successfully.

Security flaws of the scheme proposed by Xu et al.

Xu et al. proposed an efficient protocol in terms of secu-
rity for the TMIS system. However, we have pointed out
that their protocol has security weaknesses in the password
change phase and presented below.

Design flaws in the password update phase
In the password update phase of Xu et al. protocol, U;

first provides I D; and password P W; to the smart devices.
It then computes some parameters and asks to input new

password to the U;. Then, U; provides new password
PW/®" to the smart device and updates some informa-
tion(s) of the smart card. It may be noted that the smart
devices never verify the old password before updating the
new password into the smart card. In this regard, there
may arise two difficulties such as 1) Password change after
smart card lost, 2) lacks of properly password update in the
password update phase of the Xu et al. protocol.

Password change after smart card lost

We assume that an attacker/non-registered user has stolen
U;’s smart card by some means and inserted it into the
smart device and entered identity /D{ # ID; and pass-
word PWl.“ % PW,;. Since, the smart device never verifies
old user password or identity, it straightforwardly computes
A" = h(PWf || r), M = B@® A" # M and then
asks for a new password PW/“" to the U;. After that, the
smart devices computes A" = h(PW"" | r), B™" =
A" & M and updates the smart card with the new param-
eters (A", B"*") and delivers it to the U; by some means.
This case is applicable where the smart card may be returned
to the original user U; by some means. the original user U;
will be failed to access the server’s resources for the sub-
sequent transaction, because of inefficient password change
phase.

Lacks of properly password update

As mention earlier, smart devices never verify old pass-
word in the password update phase. In order to update
password, we supposed that U; inputs correct identity I D;
and wrong password P W by mistake in password update
phase. Then, the smart device straightforwardly computes
A* = h(PW/” || r), M* = B & A*. It may be noted that,
A* # Aand M* # M as PW” # PW;.

Now, smart device asks to input new password to the U;
and s/he inputs new password P W/"*" and then smart device
COl’nputCS Anew — h(P Wnew || r)’ Bnew — Anew ea M*‘
Finally, the smart device replaces (B) with the (B"*Y).
There may arise several difficulties which are discussed
below.

A. The value of M* should be h(x & ID;) but actually
M* = h(x @ ID;) ® h(PW; | r) @ h(PWY || r),
which is # h(x @ ID;), since PW; # PWY.

B. It is also noticeable that the value of B is depen-

dent on the wrong entered password P W;” and the new
password P W"e¥,

C. Valid user U; thinks that the password is updated suc-
cessfully, so s/he uses new password PW/“" for the
next transaction and so on. Since, smart device never
verifies password in the login phase of the Xu et al.
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protocol, so each and every time login message will ~ Proposed key agreement protocol for TMIS system
be created and forwarded to the S. After checking the

condition, S rejects the connection due to invalid login ~ In this section, we proposed a user authentication and
message, as the login message is created by the wrong  key agreement protocol based on the cryptographic one-
entered password PW;” and U; then believes that the ~ way hash function and ECC using smart card applicable
server acts as a fraud but it is wrong. This problem can ~ for TMIS. In our scheme, there are several phases like
be avoided, if the smart devices check user’s password  user registration phase, login phase, key agreement and
at the beginning of the login phase. Thus, it is clear =~ mutual authentication phase and password change phase.
that Xu et al. protocol has design flaws in the password ~ All these phases of our proposed protocol are presented
update phase. below.

User U; /Smartcard Server S
Registration Phase

User U;
Choose (ID;, PW;,T;)
A; =h(ID || PW;)
F;, = H(Ty)
= (ID;, Ai, Fi) computes W = h(ID, || z || ID;),
CID; = ENC,(ID; || Ran)
Embeds <F'7‘7 CIDZ, A'u B,L, h(), H()>
in SC
<= delivers SC to U;
Login and Authentication Phase

Insert the smart card and
inputs (ID;, PW;,T;)
computes F;" = H(T;) =7F;
Ar =h(ID; || PW;) =74A;
generates random number 7;

Cl :T‘i-P

W = B; & h(ID; || As)

Co=r; W

Cys=h(ID; | r: || W) — (C2,CID;,Cy4) to S

S extracts ID; from CID;
S computes W = h(IDs || z || ID;)
ri=CoW,C{=r;-P
Cj = h(ID; || vt | W)
Checks C} =7C4
Generates random number 7;
Dy =r;-P,SK=r; -Cf
G1 = D1+ CY,
Li = h(ID; || ha(D1) || W)
CID; = ENCy(ID; || Ran’)
«— (L;,G1,CID})

U; computes D} = G1 — Cf

L: = h(ID; || D | W)

SK:T‘Z"DT:TZ"TJ"P

Checks L} =7L;

Computes Z; = h(ID; || SK) — (Z;)
S computes Z = h(ID; || SK)
checks 2} = Z;

PW,; Change Phase

U; inputs (ID;, PW;)
SC computes F* = H(T;) =7F;
Ar =h(ID; || PW;) =74;
Input new PWe®
Apew = p(ID; | PWpew)
Byew = h(ID; | A7) & W
Replaces (A;, B;) with
<A’7LLCU}’ B?ew>
—: Secure channel —: Insecure channel

Fig. 3 Description of the proposed scheme
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In Fig. 3, we have explained all the phases of the pro-
posed protocol.

User registration phase

It is the initial phase for accessing the medical services
and any user can register with the medical server. The user
chooses his/her desired identity I D;, password P W;, bio-
metric template like fingerprint 7; and sends (I D;, A;, F;)
to the medical server through secure channel or in person
after computing A; = h(ID; | PW;) and F; = H(T;).
After receiving the registration request, medical server S
computes A; = h(ID; | PW;), W = h(IDs | x |
ID;), Bi = h(ID; | Aj)) ® W, CID; = ENC(ID; |
R,4n) and issues a smart card for the U; after storing
(F;, A;, B;, CID;, h(), H()) into the memory of smart card
through secure channel and completes the registration pro-
cess, where ID; is the identity of medical server and
Ryqn 1s the random number. It is our assumption that an
user chooses low entropy (I D;, PW;) which are guessable
individually in polynomial time.

Login phase

After completing registration procedure successfully, the U;
can access the medical server at anytime from anywhere
through a card reader or terminal device which is con-
nected to the medical server. All the steps of this phase are
presented below:

Step 1: The U; primarily inserts his/her smart card into
the card reader device and inputs biometric template 7;
to the specific sensor device. The card reader computes
F¥ = H(T;) and matches it with the stored F;. If it
matches, biometric verification passes successfully and
asks to input (I D;, PW;) to the U;; otherwise, aborts the
connection.

Step 2:  The card reader computes AT = h(ID; || PW;)
and matches it with the stored A;. The matching result
ensures whether the U; has provided valid (I D;, PW;)
or not. If it matches, continues the next step; otherwise,
aborts the connection.

Step 3: In this step, the terminal generates a random
nonce r; and computes C; =r; - P, W = B; @ h(ID; ||
A;.k), Cr=ri®W,Cqs=h(ID; || r; || W) and transmits
(Ca, C4, CID;) to the medical server as a login message
through public/open channel.

Authentication and key agreement phase

The main aim of this phase is to achieve mutual authentica-
tion and to share session key agreement between the U; and

the medical server. All the steps of this phase are presented
below:

Step 1: Based on the received login message, the medical
server first decrypts C I D; using server’s secret key x and
gets (ID} || Rran) = DECx(CID;), W = h(IDy || x ||
ID}),rf = Co®W,C} =r'-P,C; =h(ID; | r} || W)
and matches Cj‘[ with the received C4. If it matches,
the medical server believes the authenticity of the
U;.

Step 2: The medical server generates a random nonce r;
and computes Dy =r; - P,SK =r;-C{ =rj-r]- P,
G\ = Di+C{. Li = h(IDf | h(Dy) | W),
CID; = ENC.(ID} || R;,,) and sends reply message

(L;, G1,CI le ) to the U; through public channel, where

R;,, is the random number generated by the medical

server.

Step 3: Based on the received reply message, the U; com-
putes Df = G — C{, LY = h(ID; | hi(D}) |
W), SK = ri - D] = ri -rj - P and matches L7}
with the received L;. If it matches, the U; believes
the authenticity of the medical server and the pro-
tocol achieves the mutual authentication property and
shares a common secret session key SK. After perform-
ing mutual authentication, the U; replaces old (CID;)
with the new (CID!) into the memory of smart card.
Finally, the U; computes Z; = h(D; | SK)
and forwards it to the medical server through public
channel.

Step 4:  After receiving it, the server computes Z7 =
h(ID} || SK) and matches it with the received Z;. If it
matches, both parties start secure communication.

Password change phase

In any password based user authentication scheme, it is
a good property for designing password change phase to
provide to change the password facility efficiently without
the help of the medical server. Initially, the U; inserts the
smart card to the card reader and executes step-1,2 of the
login phase for the authenticity of the U;. After that, the
card reader executes the following steps for changing the
password successfully.

Step 1:  After user authentication, the card reader asks to
input new password PW/“" to the U; and after enter-
ing it, the card reader computes A" = h(ID; |
PW™), B = h(ID; | A!") @ W, where
W is the old parameter and then the card reader
replaces (A;, B;) with the new values (A7”, B/'“")
respectively and completes the password change phase
successfully.
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Cryptanalysis of the proposed scheme

This section cryptanalyses the proposed authentication
scheme based on the assumptions mentioned in the attacker
model. Firstly, we have demonstrated that the proposed
protocol provides well security protection on all the con-
fidential information of the user and server presented in
Theorem 1. Secondly, the informal cryptanalysis ensures
that all the relevant secure attacks are well protected.
Thirdly, the AVISPA simulator tool confirms that the pro-
posed authentication protocol is SAFE against active and
passive attacks including replay and man-in-the-middle
attacks.

Theorem 1 Under the assumptions that the attacker knows
smart card parameters {F;, B;, A;, CID;, h(), H()), login
message (Co, C4,CID;) and reply (L;, G, CID;) from
the proposed scheme description. The proposed scheme
is secure against the attacker for deriving or guessing
(ID;, PW;, T;) of a legal user; secret key (x) of the medical
server and the session key (SK) between user and medical
server.

Proof In this proof, we assume that the attacker is able to
derive or guess secret parameters (I D;, PW;, T;, x) includ-
ing the session key (SK) from the proposed authentica-
tion scheme. The justifications of the proof are presented
below:

(1) The attacker primarily tries to retrieve confidential
information (I D;, PW;, T;, x) from the smart card
knowledge (F;, Bi, Ai, CID;, h(), H()), where F; =
H(T), Ai = h(UD; | PW;), B = h(D; |
A)@® W, W = h(IDs || x || ID;) and CID; =
ENCx(ID; || Ryan)- The parameter F; is protected
by the bio-hashing operation which produces a bio-
code. It should be noted that the bio-hashing operation
is one-way and secure as cryptographic one-way hash
function. Therefore, the attacker cannot gain any sen-
sitive information from the bio-code. As the biometric
template is very high entropy parameter, the adver-
sary cannot guess it in polynomial time. The another
smart card parameter A; relies on the (ID;, PW;)
and protected by the non-invertible cryptographic one-
way hash function. Therefore, the attacker cannot
retrieve (I D;, PW;) from A;. In order to guess the
correct (I D;, PW;) from A; at a time, the probabil-
ity is approximately 21%,, which is very negligible.
Similarly, the parameter B; is protected by the one-
way hash function and relies on the secret values
W = h(ID;s || x || ID;). The attacker only knows
(Ai, Fi, I D) fromthe B; = h(ID; || A;)® W param-
eter. The attacker cannot extract (I D;, x) from the B;
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because of non-invertible one-way hash function. To
guess the secret parameters (I D;, x), the probability is
approximately W’ which is negligible.

(2) In each authentication cycle, the login parameters
(Ca, C4, CID;) is transmitted through insecure chan-
nel, where Co = r, @ W, Cqy = h(ID; || r; || W) and
CID; = ENC(ID; || Ryqn). As mentioned above,
the parameter W is secure against the attacker. There-
fore, the attacker cannot extract random nonce r; or
W from C,. Similarly, the attacker cannot extract I D;
from Cjy, as the parameter Cy is protected by the non-
invertible one-way hash function. Since the parameter
Cy4 relies on the (r;, W), the attacker cannot verify
the guessed identity using Cy4. If the attacker wants to
guess I D; from Cy, the probability is approximately
m, which is very negligible.

(3) In each execution of the proposed protocol, the reply
message (L;, G, CI le ) is transmitted over the inse-
cure channel, where L; = h(ID;k | hi(Dy) || W),
G1=D1+C{andCID; = ENC(ID; | R;,,). The
computation of L; parameter relies on the confidential
parameter (I D;, Di, W) and also all these parameter
are protected by the cryptographic one-way hash func-
tion. Therefore, the attacker cannot extract / D; from
L; and also the guessing probability would be very
negligible.

(4) The session key of the proposed protocol SK = r; -r; -
P relies on the random nonces (r;, ;) which are se-
cure throughout our scheme. Additionally, the SK is
protected by the elliptic curve discrete logarithm prob-
lem (ECDLP). Therefore, the attacker cannot compute
SK without the knowledge of (r;, ;). In order to guess
the session key, the probability is approximately 23—120,
which is very negligible and infeasible in polynomial
time.

The above explanations clearly state that the attacker has
no way to extract the confidential parameters of the user
and server including session key of the proposed protocol.
Additionally, it also shows that the guessing probability is
negligible. Therefore, our assumption is wrong and proof
the Theorem 1. O

Off-line identity-password guessing attack

In our proposed scheme, we have assumed that each
users use very low entropy ID; and PW; which can be
guessed by the attacker in polynomial time. However, the
attacker cannot successfully verify the guessed ID; or
PW; in off-line mode by using the extracted parameters
(F;, Bij, A;, CID;, h(), H()) from the stolen smart card
and intercepted parameters (Ca, C4,CID;, L;, Gy) from
the login-reply messages. We have presented below clear
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justifications for resilience of off-line identity-password
guessing attacks.

(1) In order to verify the guessed parameters ID; and
PW;x by using the parameter A; = h(ID; || PW;),
the attacker has to guess correctly two unknown
parameters (I D;, PW;) at a time, which is infeasible
in polynomial time.

(2) To Verify the guessed identity I D} by using the condi-
tion Bf = h(ID} || A;)®h(ID; || x || 1D;) = B;, the
attacker needs to know the secret key x of the server.
It is noted that the secret key x is only known to the
attacker.

(3) Similarly, the attacker needs to know x parameters to
verify the guessed identity I D} by using C1D;, where
CID; = ENCx(ID; || Rran)-

(4) The attacker also cannot verify the guessed identity
ID} by using the parameters (Cy4, L;) because of
secret parameters (r;, W, D).

The above justifications clearly state that the attacker
cannot verify the guessed / D} and PW;. Therefore, the
proposed scheme is secure against off-line password guess-
ing attack.

User anonymity and untraceability attack

We have explained in off-line identity-password guessing
attacks that the attacker cannot extract or guess user iden-
tity from protocol description and known parameters of
the attacker. Therefore, we can claim that the proposed
protocol preserves user anonymity property. During exe-
cution of the proposed protocol, the parameter CI/D; =
ENC,(ID; || Ry4n) is transmitted as a login message.
After receiving CI D;, the medical server extracts I D; after
decrypting CID; with the help of the server’s secret key
x. After performing mutual authentication, the server sends
CID; = ENC,(ID; | Ry;,,) to the U;, and after getting it,
the smart card updates CID] in each authentication cycle.
As the parameter C I D; is not static, it is our argue that the
attacker cannot trace the U; from the login message.

Privileged insider attack

Most of the today’s security system does not guarantee high
reliability due to insider attack. It is practical that most of
the users use identical password for accessing a set of appli-
cation servers. If an insider of the system such as system
manager or administrator leaks the user’s confidential infor-
mation i.e. password (P W;) to the attacker, he/she may use
that password to the others accounts of the others servers.
Therefore, the confidentiality on the user’s password from
the server is very necessary, though the server is trusted.
At the time of registration, the proposed protocol sends

A; = h(ID; || PW;) instead of plaintext password P W; to
the server. Therefore, the insider person cannot extract P W;
from A; due to non-invertible one-way hash function.

User impersonation attack

In this attack, we suppose that the attacker eavesdrops
the login message of the proposed scheme (C», C4, CID;)
and tries to impersonate as a legitimate user. However, the
attacker cannot impersonate as a legitimate user due to the
following reasons:

(1) TItis clear that the attacker can generate a random num-
ber r/* and compute Cy = r;* - P, as the parameter P is
public.

(2) To compute valid C, where Cy = r; @ W, the attacker
needs valid W = h(IDs || x || ID;) which is not
feasible.

(3) The parameter C4 = h(ID; || h(Cy) | W) relies on
the secret parameter W and the identity I D;. There-
fore, the attacker cannot compute valid C4 parameter.

The above explanations show that the proposed scheme
resists user impersonation attack i.e. the attacker cannot
impersonate as a legitimate user.

Server impersonation attack

Like user impersonation attack, the attacker may also try
to impersonate as a legitimate server after generating valid
reply message (LY, GT, CID]) of the proposed scheme.
However, the proposed scheme provides strong security pro-
tection against server impersonation attack due to following
reasons:

(1) The parameter G is definedas G; = D1+ C i“, where
D1 =rj-PandCT=ri*-P.

(2) It is confirmed that the attacker can compute D} =
r;‘ - P after generating a random number r¥.

(3) To compute valid G, the attacker needs to compute
valid C} which is dependent on the random number
ri. As the attacker cannot compute valid r; from Cy
parameter due to secret value W, he/she is unable to
compute valid G.

(4) Similarly, the attacker cannot compute valid L; =
h(ID; || hi(Dy) || W) due to unknown secret
parameters (I D;, W).

The above explanations show that the proposed scheme is
secure against server impersonation attack.

Smart card theft attack

It is a very critical attack on any smart card based user
authentication and key agreement protocol. If the attacker
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can compute the valid registration parameters without alter-
ing server’s information and identity of the user, s’he
may introduce a new smart card by using his/her own
biometric template and password. However, the attacker
cannot launch smart card theft attack which is justified
below:

(1) The smart card holds (F;, B;, A;, CID;, h(), H()) of
a legal user where, F; = H(T;), A; = h(ID; || PW;),
Bi = h(ID; || Aj)) ® W, W = h(IDs || x || ID;),
CID; = ENCx(ID; || Rran)-

(2) It is confirmed that the attacker can compute F{ =
H(T{) by utilizing his/her biometric template 7} and
can embed into the smart card.

(3) As the valid user password PW; is hashed with the
valid I D; in A;, the attacker cannot embed attacker’s
password PW; without the knowledge of valid ID;.
Therefore, the computation AY = h(ID; || PW/) is
not feasible.

(4) Similarly, the attacker cannot compute valid B; with-
out the knowledge of secret parameters (/ D;, W).

The above descriptions confirm that the proposed authen-
tication scheme is secure against smart card theft attack.

Smart card stolen attack

We supposed that the attacker has got the legal user smart
card by some means and extracted smart card information
(Fi, Ai, Bi, C1D;, h(), H()), where F; = H(T}), A; =
h(ID; || PW;), Bi = h(ID; || Ai)) ® W, W = h(I Dy |
x || ID;)and CID; = ENCx(ID; || Ryan). It is noted that
the bio-hashing is secure as cryptographic one-way hash
function and non-invertible. Therefore, the attacker cannot
extract 7; from F;. Moreover, s/he cannot guess it in poly-
nomial time due to high entropy property. The parameter A;
is protected by the one-way hash function and hence cannot
extract (I D;, PW;) from A;. Additionally, they (attacker)
cannot guess low entropy (I D;, PW;) from A; as suggested
in [48]. The attacker is not able to guess or extract (I D;)
from B;, C I D; due to unknown parameter (x, R,,;). There-
fore, the proposed authentication scheme provides strong
security protection on smart card stolen attack.

Session key computation attack

The security of the session key SK = r; - rj - P of our
proposed protocol relies on the difficulty of elliptic curve
discrete logarithm problem. We have shown earlier that the
attacker has no way to extract (r;, r;) parameters from the
protocol description. As the computation of the session key
depends upon the two secret number (r;, r;), the attacker
is unable to compute it. Therefore, the proposed scheme
provides strong security protection on the session key.
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Session key verification

In the step 3-4 of the authentication phase, the user sends
Z; = h(ID; || SK) to the medical server and upon receiv-
ing it, the server checks the verification whether Zl?k =
h(ID} || SK) =?Z;. If it is correct, it ensures that the ses-
sion key SK is verified. Therefore, the proposed scheme
provides session key verification property.

Efficient login and password change phase

In the login phase of our scheme, the smart card generates
and transmits the login message after verifying the user’s
biometric template and password every time. Therefore, the
login phase reduces extra computation as well as network
congestion. Similarly, the smart card verifies the authentic-
ity of the user before updating the new password. It may be
noted that the user can choose and update the password at
his will without the help of the medical server which reduces
communication cost as well as computation cost.

Message freshness

Timestamp method is the another way for resisting replay
attack. However, this method may sometimes suffer from
clock synchronization problem. To overcome it, the authen-
tication scheme should maintain global clock time i.e. the

| SKuisj : symmetric_key, |
i % H is hash function |
+ H,Add,Sub,Mul : hash_func, Snd, Rev: channel(dy))
| played_by Ui |
| def= |
| local State : nat, |
+ IDi, IDs, PWi, Ti, Bi, X, Fi, CIDi, CIDin, R, Ai, Ri,Rs, P: text,
,C2,C4,Li, G1, D1, Ki, M1, Zi, SK: message,
I'W, 2, C4, Li, G1, D1, Ki, M1, Zi, SK: messag |
| Inc : hash_func |
i const alice_bob_ri, bob_alice_rs, |
+ subsl, subs2, subs3 : protocol_id
| init State :=0 |
| transition |
i 1. State = 0 A Rev(start) =I> |
i State' := 1 A Ai' := H(IDi.PWi) |
+ A\ Snd({IDi.Ai'.Ti}_SKuisj)
| \'secret({PWi, Ti}, subs2, Ui) !
| Asecret({IDi}, subs3, {UiSj}) |
i 2. State = 1 A Rev({Fi'. H(IDi.PWi). Bi'. CIDi'} _SKuisj) =I> |
. State' := 2 ARi' := new()
| AW := xor(Bi, H(IDi.X)) |
| AC2 = xor(Ri, W) |
i N C4":= H(IDi.Ri'"W') |
+ A\ Snd(C2',C4',CIDi')
| A witness(Ui, Sj, alice_bob_ri, Ri') |
| 3. State =2 ARev(Li',G1". CIDin") =I> |
i State' := 3\ Ri' := new() |
+ AMI":= Sub(G1'Mul(Ri'.P))
I ASK' := MulRi". MI') |
| AZi':= H(DiSK) |
| ASnd(zi) |
+ Nrequest(Sj, Ui, bob_alice_rs, M1')
! end role |

Fig. 4 Role specification for the user (Ui) of the proposed scheme in
HLPSL
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user and the medical server should maintain same time,
which requires extra cost of the protocol. For avoiding this
problem, our proposed protocol uses random nonces instead
of timestamp to verify the freshness of the message.

Simulation for formal security verification using
AVISPA tool

This section discusses regarding the simulation of our pro-
posed scheme for the formal security verification using the
widely-accepted AVISPA [2, 6, 12] (Automated Validation
of Internet Security Protocols and Applications) tool for
proving the proposed protocol is secure against passive and
active attacks including the replay and man-in-the-middle
attacks.

Specifying the proposed protocol

In this section, we discuss briefly the specification of the
proposed scheme using HLPSL language for the roles of
the user, server, session and the environment. In Fig. 4,
we have implemented the role for the U;. During the
registration phase, the U; initially transmits (I D;, A;, F;)

!_mle bob (Ui, Sj : agent, !
| SKuisj : symmetric_key, |
i H,Add,Sub,Mul : hash_func, i
+ Snd, Rev: channel(dy) ) '
| played by j !
| def= |
i local State : nat, i
+ IDi, IDs, PWi, Ti, Bi, X, Fi, CIDi, CIDin, Rn, R, Ai, Ri, Rs,P: text, '
I W, €2, C4,Li, G1, M1, Ki, D1, Zi, SK: message, |
| Inc: hash_func |
i const alice_bob_ri, bob_alice_rs, |
+ subsl, subs2, subs3 : protocol_id

! init State := 0 !
| transition |
| L. State = 0 A Rev({IDi.H(IDi.PWi).Ti}_SKuisj) =b> i
+ State' := 1 AR":= new() .
! N secret({X}, subsl, Sj) !
! A secret({PWi, Ti}, subs2, Ui) !
| Asecret({IDi}, subs3, {Ui,Sj}) i
i NFi' == H(Ti) i
. ANW':= H(IDs X. IDi) .
| ABi':= xor(H(IDi.A), W) I
| ACIDi':= {IDi.R"}_X |
i A\ Snd({Fi'. H(IDi.PWi). Bi'. CIDi'}_SKuisj) i
+ 2. State = 1 ARev(C2'.C4'.CID1') =I> '
! State' := 2 ARs' := new() !
| ARn':=new() |
i AIDi":= {CIDi'}_X i
+ ANW':=H(IDs.X.IDi") .
| ADI':= MulRs'P) |
| AKi':=xor(C2', W') |
i AGI':= Add(D1', Mul(Ki'P)) i
+ ALi':= HIDI"HDI).W") .
| ACIDin' := (IDV"Rn'}_X !
| A'Snd (Li"GI'CIDin') |
| N witness(Sj, Ui, bob_alice_rs, Rs') |
i 3. State =2 ARev(Zi') => i
. State' :=3 A\ Ri':= new() '
! A request(Ui, Sj, alice_bob_ri, Ri') !
| endrole |
i i

Fig. 5 Role specification for the bob (S) of the proposed scheme in
HLPSL

SKuisj : symmetric_key,

H,Add,Sub,Mul : hash_func)

def=

local SI, SJ, RI, RJ: channel (dy)
composition

alice(U1, Sj, SKuisj, H,Add,Sub,Mul, SI, RI)
A 'bob(Ui, Sj, SKuisj, H, Add, Sub, Mul, SJ, RJ)
end role

role environment()

def=

const ui, sj: agent,

skuisj : symmetric_key,

h,add,sub,mul : hash_func,

idi, ids, pwi, ti, bi, x, fi, ai, ri, s, p : text,
alice_bob_ri, bob_alice_rs,

subsl, subs2, subs3: protocol_id
intruder_knowledge = {ui, sj, h, add, sub, mul,
Hi, Ai, CIDi, Bi, C2, C4, Li,G1}
composition

session(ui, sj, skuisj, h, add, sub, mul)

N\ session(ui, sj, skuisj, h, add, sub,mul)

end role

goal

secrecy_of subsl

secrecy_of subs2

secrecy_of subs3

authentication_on alice_bob_ri
authentication_on bob_alice_rs

end goal

Fig. 6 Role specification for session, goal and environment of the
proposed scheme in HLPSL

to the medical server through secure channel with the
help of the Snd() operation and symmetric key. The type
declaration channel(dy) means that the channel is for the
Dolev-Yao [14] threat model. The declaration secret(PWi,
Ti, subs2, Ui) indicates that the parameters (PW;, T;)
are only known to U; and similarly secret(IDi, subs3,
Ui,S) tells that the ID; is kept secret permanently to
both U; and S. U; then receives a smart card information

| % Version of 2006/02/13 i
i SUMMARY |
.+ SAFE .
| DETAILS |
| BOUNDED_NUMBER_OF_SESSIONS |
i PROTOCOL |
+ /home/avispa/web-interface-computation/./tempdir/workfilenktKSE.if '
| GoAL !
| as_specified |
| BACKEND |
'+ OFMC ‘
! COMMENTS l
| STATISTICS |
i parseTime: 0.00s i
+ searchTime: 0.14s !
! visitedNodes: 13 nodes !
! depth: 4 plies !

Fig. 7 Simulation result of the proposed scheme for the OFMC back-
end
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-
| SUMMARY i
| SAFE |
 DETAILS .
| BOUNDED_NUMBER_OF_SESSIONS !
| TYPED_MODEL |
i PROTOCOL |
i /home/avispa/web-interface-computation/./tempdir/workfilenktK5E.if i
. GOAL !
| As Specified |
| BACKEND i

CL-AtSe '
! STATISTICS I
| Analysed : 0 states |
i Reachable : 0 states i

Translation: 0.03 seconds H
: Computation: 0.00 seconds :

Fig. 8 Simulation result of the proposed scheme for the CL-AtSe
back-end

(Fi, A, B;, CID;h(), H()) with the help of the Rcv() oper-
ation. Thereafter, the U; generates a random number with
the help of the new() operation and sends the login message
(C3, C4, CID;) to the S through public channel. The decla-
ration witness(Ui, S, alice_bob_ri, Ri’) indicates that the
U; has generated freshly R] for the S in the login phase.
In the authentication and key agreement phase, the U;
receives reply message (L}, G}, CI1Din,) with the help of
the Rcv() operation and finally sends (Z;) to the S over
public channel for session key verification. The declara-
tion request(S, Ui, bob_alice_rs, Rs") means that the U;
authenticates the S.

In Fig. 5, we have implemented the role for the medical
server S in HLPSL language. After receiving the regis-
tration message, the S transmits a smart card with the
parameters (F;, A;, Bj, CID;, h(), H()) with the help of

the Snd() operation through secure channel. The declara-
tion secret(X, subsl, S) states that the secret key is kept
secret permanently to the medical server. In login phase, the
server receives (Co, C4, CID;) from the U; through inse-
cure channel. After that, the S generates a random nonce
with the help of the new() operation and transmits a reply
message (L}, G}, CIDin) to the U; over a public chan-
nel. Finally, the S receives a message (Z;) for session key
verification with the help of the Rcv() operation. The dec-
laration request (Ui, S, alice_bob_ri, Ri') states that the S
authenticates Uj.

In Fig. 6, we have provided the specification for the roles
of session, goal and environment in HLPSL. In the session
segment, all the basic roles including the roles for the U; and
the S are instanced with concrete arguments. The environ-
ment section contains the global constant and composition
of one or more session and the intruder knowledge is also
given. The current version (2006/02/2013) of HLPSL sup-
ports the standard authentication and secrecy goals. In our
implementation, the following three secrecy goals and two
authentications are verified.

e secrecy-of subs 1: It represents the secret key X is kept
secret to medical server only.

e secrecy-of subs 2: It represents the secret parameters
(PW;, T;) is kept secret only to Uj.

e secrecy_of subs 3: It represents the secret parameter
I D; is kept secret only to U; and S

e authentication_on bob_alice_ri: It means that the U; gen-
erates a random nonce r; where r; is only known to U;
and if S receives it through message securely, S then
authenticates the U;.

e authentication_on bob_alice_rs: It means that the S gen-
erates a random nonce ry where 7, is only known to S

Table 2 Security functionality comparison of the proposed scheme with related schemes

Schemes = [10] [12] [51] [56] [11]

[9] [39] [53] [45] [54] proposed

Al
A2
A3
Ad
A5
A6
A7
A8 NA
A9

Al0

LA

X X X 2. X X X X
QUL X U4 X X X X
XX 24444 X < X
X X X 2
RPN

v

N

XX Q44X 4 X 2 <
XX &4l X 2444
XX 24l X 24 X

2Rl X R4 4l X X
XX &4l X 24 <4<
R PR AR NN

Al: Resist user anonymity, A2: Smart card stolen attack, A3: Resist off-line password guessing attack A4: Resist insider attack, AS: Resist replay
attack, A6: Session key verification, A7: Mutual authentication A8: Session key agreement A9: Efficient login phase, A10: Efficient and user
friendly password change phase x: Cannot resist corresponding attack or cannot achieve corresponding features, ./: Resists corresponding attack

or achieves corresponding property, NA: Not Applicable feature
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Table 3 Computation, communication and storage cost comparison of the proposed scheme with related schemes

Schemes = Cheng [10] Das [12] Tan [49] Yan [55] Mishra [45] Xu [54] Proposed

SCSC 960 1280 640 640 800 1120 960

cc 960 1280 800 960 1120 1120 1120

CCLP 3Ty 5Ty 3Ty + 1T 3Ty 4Ty, 3Th +2 Tpm AT + 1 Ty,

CCAP Ty, 137, 8Ty +1Ts 8Ty 107, +2 Ty 11T}, + 4Ty, 7Ty + 2T,
+4 Tpm

TC in sec. 0.005 0.009 0.0299 0.0055 0.0244 0.38545 0.1099

SCSC: Smart card storage cost, CC: Communication cost, CCLP: Computation cost for login phase, CCAP: Computation cost for authentication

phase, TC in sec: Total cost in second

and if U; receives it through message securely, U; then
authenticates the S.

Simulation results

In this section, we specify simulation results of our pro-
posed scheme based on the widely-accepted two back-ends
such as OFMC and CL-AtSe using the AVISPA web tool
[50]. The Figs. 7 and 8 confirm that the proposed pro-
tocol is SAFE under two back-ends OFMC and CL-AtSe
respectively. Moreover, the simulation results using AVISPA
clearly demonstrates that the proposed scheme is secure
against active and passive attacks including replay and
man-in-the-middle attacks.

Performance evaluation

The computation and communication cost complexities are
the most important issues to measure the performance of
any user authentication and key agreement protocol and it
should be as minimum as possible than the existing related
schemes for achieving better performance. This section
evaluates the performance comparison of the proposed pro-
tocol with some other existing related protocols. In Table 2,
we have presented security functionality comparison of
the proposed protocol with other existing related proto-
cols and it has been observed that none of the protocols
are completely free from security weaknesses. However,
the proposed protocol not only protects security attacks
described in the Table 2, but also protects user-server imper-
sonation attack, smart card theft attack, smart card stolen
and achieves efficient login and password update phase
and session key verification property. In order to measure
the computation cost, this paper mainly uses symmetric
key encryption/decryption operation Ty, cryptographic hash
function (1), point multiplication (7)) operation, xor (&)
and concatenation (||). As the operations (@, ||) take very
negligible computation cost than (7}, Tpn,7,), we avoid it

in our comparison. According to [36, 37], the computa-
tion cost complexity can be roughly expressed as (Tp, >>
T; > Tp). As suggested in [36, 37], we have assumed that
the computation cost for one-way hash function, symmet-
ric key encryption decryption algorithm and elliptic curve
scalar point multiplication operation take 0.0005, 0.0087
and 0.063075 second respectively. The Table 3 presents the
computation and communication cost comparison of the
proposed protocol with some other related existing proto-
cols. The Table 3 clearly indicates that the execution time of
the proposed protocol is better than scheme [54]. However,
the proposed scheme takes relatively more computation than
the schemes [10, 12, 45, 49, 55], because these schemes
are based on the light wight cryptographic hash function.
Although the proposed protocol provides high security pro-
tection on the relevant security attacks mentioned in Table 2,
the Table 3 ensures that the protocol is relatively better than
existing related protocols in terms of smart card storage and
computation cost.

Conclusion and future work

In this paper, we have analyzed that both (Mishra et al.
and Xu et al.) protocols suffer from several security weak-
nesses. Thereafter, we have proposed a more efficient and
secure authentication protocol to fix the Mishra and Xu
et al’s security weaknesses. The proposed scheme satis-
fies all the desirable security attributes which are presented
in the security analysis section of this paper through both
formal and informal security analysis. We have simulated
our proposed scheme for the formal security verification
using the widely-accepted AVISPA tool and shown that
the proposed protocol is secure against passive and active
attacks including the replay and man-in-the-middle attacks.
The performance analysis confirms that the proposed pro-
tocol is efficient as compared to other related existing
schemes in terms of computation and smart card storage
overhead. The proposed scheme supports efficient login and
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authentication phase, password change phase and achieves
mutual authentication as well as session key agreement
and verification between the user and the medical server.
Considering the security and efficiency provided by the pro-
posed scheme, we conclude that the proposed scheme is
more appropriate for practical application for telecare med-
ical information system. Further, we aim to reduce the com-
plexities of the proposed protocol without compromising
security.
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