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Abstract Information and communication technologies have
thrived over the last few years. Healthcare systems have also
benefited from this progression. A wireless body area network
(WBAN) consists of small, low-power sensors used to monitor
human physiological values remotely, which enables physi-
cians to remotely monitor the health of patients.
Communication security in WBANS is essential because it
involves human physiological data. Key agreement and au-
thentication are the primary issues in the security of WBANS.
To agree upon a common key, the nodes exchange information
with each other using wireless communication. This informa-
tion exchange process must be secure enough or the informa-
tion exchange should be minimized to a certain level so that if
information leak occurs, it does not affect the overall system.
Most of the existing solutions for this problem exchange too
much information for the sake of key agreement; getting this
information is sufficient for an attacker to reproduce the key.
Set reconciliation is a technique used to reconcile two similar
sets held by two different hosts with minimal communication
complexity. This paper presents a broadcast-based key agree-
ment scheme using set reconciliation for secure communica-
tion in WBANS. The proposed scheme allows the neighboring
nodes to agree upon a common key with the personal server
(PS), generated from the electrocardiogram (EKG) feature set
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of the host body. Minimal information is exchanged in a
broadcast manner, and even if every node is missing a different
subset, by reconciling these feature sets, the whole network
will still agree upon a single common key. Because of the
limited information exchange, if an attacker gets the informa-
tion in any way, he/she will not be able to reproduce the key.
The proposed scheme mitigates replay, selective forwarding,
and denial of service attacks using a challenge-response au-
thentication mechanism. The simulation results show that the
proposed scheme has a great deal of adoptability in terms of
security, communication overhead, and running time complex-
ity, as compared to the existing EKG-based key agreement
scheme.

Keywords Healthcare - Wireless body area networks - Key
management - Set reconciliation

Introduction

The use of information and communication technology has
brought a revolution to the medical field. A wireless body area
network (WBAN) is formed by wearing sensor-equipped
clothes or implanting sensors into the human body. WBANs
are specifically designed to be used in healthcare and emer-
gency response scenarios. In such a scenario, the nodes in
WBAN measure the vital signs from the body and send this
information to a medical server located in the hospital. A
physician in the hospital then examines the vital signs for
diagnosis and other medical purposes. Securing WBAN com-
munication is very important, because in order to provide
quality healthcare facilities to its wearer, a WBAN uses human
personal data i.e., physiological values (PVs). Inappropriate
security measures may lead to a wrong diagnosis and could
eventually result in the loss of human life [1].
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One way to provide secure inter-sensor communication in
WBANS is to use cryptographic keys. The main issue with
cryptographic keys is the use of a specialized key distribution
scheme. These key distribution schemes are of different types
or classes and have some sort of dependency on pre-deployed
keys, like probabilistic key distribution [2], master-key based
distribution [3], etc. To avoid the pre-deployment of keys,
asymmetric cryptosystems such as Diffie-Hellman are used
for security purposes, but these kinds of schemes are prone to
Man-in-the-Middle attacks. In addition, WBAN is comprised
of small sensors with limited memory and power sources. In
such a special network, the security, energy, and other require-
ments differ from ordinary Wireless Sensor Networks
(WSNs). The security protocols designed for WSNs cannot
be directly applied to WBAN communications because of
their energy and storage constraints. Moreover, the key man-
agement protocols for WSNs will not work as efficiently as
protocols specifically designed for WBANS [4, 5], e.g., public
key-based protocols will be computationally expensive to use
in WBANSs [6]. There are some usable security (i.c., plug-n-
play) schemes for WBANSs [7-9, 17]. The advantages of these
usable security schemes are their friendly nature for network
topology changes, without compromising the security of the
network. The issue with such techniques is that these schemes
exchange too much information when the key agreement
takes place. For example, the schemes in [9] and [17] ex-
change the whole feature set between the communicating
sensors. After each node gets the feature set of the other
communicating sensor, the sender will then agree upon a
common key with the receiver, if the sender and receiver have
the same feature sets. Now consider, if an attacker gets these
feature sets, then he/she might easily generate the key.
Moreover, the attacker can replay these feature sets in order
to launch a replay attack, which will eventually open the door
for selective-forwarding and denial-of-service attacks.

Set reconciliation [10] is used to reconcile two similar
sets held by two different hosts in a communication effi-
cient manner, for example, two hosts A and B have two
similar sets m and n, respectively. If m = {1, 2, 3,4, 5, 6, 8§,
10} and n = {1, 2,4, 5, 6, 8, 9}, by reconciling these two
sets held by these two hosts, we can come up with a
solution set or reconciled set. The reconciled set includes
the elements of both the sets, as well as the missing ele-
ments of both sets. In addition, the differences in the sets
are eliminated with a minimal exchange of information.
This reduces the communication and computational com-
plexity of the set reconciliation process. Now, if we map
the reconciliation process on electrocardiogram (EKG)
feature sets exchanged between communicating sensors,
where both the sensors are located on the same body and
measure the same EKG values, this results in the calcula-
tion of two similar sets by two different hosts. By recon-
ciling the sets held by these hosts, the differences are
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eradicated with a minimal exchange of information, and
both hosts get the common sets.

In this paper, we propose a broadcast-based EKG key
agreement scheme using set reconciliation for WBANs. The
scheme provides usable (i.e., plug-n-play) security for inter-
sensor communication in WBANS, which eliminates the use
of an explicit key distribution scheme. The keys are generated
from peak values of EKG signals of the human body. The
advantage of using the EKG as a means for generating com-
mon keys is that it fulfills all the requirements, like the long,
random, time variant keys proposed in [5]. To the best of our
knowledge, the proposed scheme is the first broadcast-based
set reconciliation scheme for EKG key agreement that is
specifically designed for WBANS. In the proposed scheme,
for the nodes to agree with the personal server (PS) upon a
single common key, the PS broadcasts minimal information
about its calculated feature set for the generation of a key.
Every node in the network receives the information and starts
the reconciliation process with the PS. After reconciliation,
each node comes up with a common key with the PS. Because
of its broadcast nature, the whole WBAN is populated with a
single common communication key, which reduces the stor-
age and communication overheads. The minimal exchange of
information makes the scheme less prone to brute-force at-
tacks. Similarly, attacks like replay, selective forwarding, and
denial of service are mitigated by using a challenge-response-
based authentication mechanism. The PS broadcasts a chal-
lenge in the network and every node has to come up with the
legitimate response to the PS. The PS then checks the legiti-
macy and authenticity of the responses from the sensor nodes,
and eliminates the nodes with illegitimate and unauthentic
responses. In this way, the proposed scheme separates legiti-
mate and attacker nodes in the network. The proposed scheme
is analyzed and tested in terms of security, energy efficiency,
and communication overhead. The results and analysis of our
experiments show that the proposed scheme is a better choice
for WBANSs in terms of energy efficiency, communication
overhead, as well as security.

The remainder of this paper is organized as follows. In
“Related Work™ section, the background and related literature
is discussed. “System Model” section elaborates on the pro-
posed system model. “Experiments and Results” section pre-
sents the experimental analysis and results of our scheme,
while “Conclusion” section concludes our work.

Related Work

Recently, many clinical prototypes have been designed for
implantable and wearable health monitoring sensors. In order
to form a WBAN, these sensor devices are connected to a
personal server (PS) to forward the human personal data
collected by the sensor devices to remote medical servers
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[11]. The involvement of human personal data gives these
networks high importance. Similarly, the security of such
networks is equally important [12, 13], because security will
increase the confidence of the user, which will eventually
increase the usability and productivity of the system. As
described earlier in “Introduction” section, the sensors used
in healthcare systems have limited capabilities. Because of
these constraints, security schemes that are complex and com-
putationally intensive, such as Public Key Infrastructure (PKI)
[14, 15], are not suitable for securing healthcare applications.

Some of the schemes [16, 17] are pre-deployment based,
which store some keys in the sensor memory before deploy-
ment. These schemes suffer from forward secrecy problems,
and also consume more memory, which makes these schemes
unsuitable for WBANSs. Fuzzy Attribute-Based Signcryption
(FABSC) is presented in [17] and the key generation process
ensures the secure distribution of private keys by selecting
random polynomials. There are some schemes which are
based on other properties i.e., received signal strength (RSS)
of the WBAN. In [18] the communicating sensors first sense
the RSS values, and then apply the DWT for feature extrac-
tion. To agree upon a common key and remove the unmatched
bits, a fuzzy commitment scheme [19] is used. The scheme in
[20] involves human interaction channel for secure key agree-
ment process in WBAN.

There are some techniques that use biometrics as a tool for
generating cryptographic keys for secure inter-sensor commu-
nications in WBANSs [21]. The advantage of using biometrics
as a means for generating keys is that biometric data like an
EKG are time variant in nature. So, the keys produced by such
time variant values are extremely random [22-25], and pro-
vide usable security to WBAN:S, i.e., no initialization. In [9,
22-24], the authors used EKG as a physiological measure for
generating cryptographic keys for secure inter-sensor commu-
nication. Similarly, in [27], the authors used an EKG to
generate keys for secure intra-WBAN communication. The
authors in [28] secured the cluster formation process, as well
as the intra-WBAN communications, by using keys generated
from the EKG values of the human body. The communicating
sensors first calculate the EKG values, and then these values
are exchanged between the communicating sensors for the
generation of common keys for communication.

All of the above biometric-based security schemes ex-
change the whole feature set to agree upon a common key.
This exchange makes these schemes risky to use for the
communication of human personal data, i.e., PVs, because
the data is communicated over an unreliable wireless medium.
Because of this communication, the schemes are prone to
different types of attacks like modification attack and forgery.
Moreover, transferring the whole feature set increases the
communication overhead, which reduces the performance
and usability of the schemes. The scheme in [29] uses set
reconciliation on ordered set representation of EKG data to

obtain common key for communication. Similarly, the scheme
in [30] also uses set reconciliation for unordered set of bio-
metric values, and divides the set into time slots to avoid the
synchronization problem. The set reconciliation based
schemes in [29, 30] do not use peak values in the EKG signal,
instead these schemes use the whole EKG signal, which
reduces the randomness of the generated key.

The scheme proposed in this paper uses only the peak
values in the EKG signal for set reconciliation and communi-
cates the evaluation points, as well as the values at these points
in the characteristic polynomial. The communicated values
form a small subset of the characteristic polynomial of the
feature set formed by peak values in the EKG signal of the
subject body. This reduces the communication overhead by
communicating minimal number of bits. The advantage of
communicating the evaluation points is that, if they are cap-
tured by an adversary, he/she cannot obtain the original feature
set. The broadcast nature of key agreement in the proposed
scheme has the advantage of agreeing the whole network upon
a single key in one go, which reduces the time duration of key
agreement and allows the whole network to use a single
common key. Similarly, different bits missing by different
hosts can still reconcile to a single common key. These prop-
erties of the proposed scheme make it secure and efficient as
compared to the schemes discussed above. Moreover, only
one key is stored in the whole network and is used by all the
sensors to perform inter-sensor communication.

System Model

We assume that the WBAN is a network of sensor nodes
implanted on the human body, with the ability of measuring
PVs of the body. Sensor nodes are ordinary devices with
limited computation, communication, and storage capabilities.
A PS is a powerful sensor node having high computation,
communication, energy supply, and storage capabilities. The
system architecture of a WBAN is shown in Fig. 1.

Set Reconciliation

Minsky et al. [10] proposed a set reconciliation scheme with
nearly optimal communication complexity. The reconciliation
of data sets among hosts is the process of agreeing upon the
intersection of the two sets. Consider two hosts A and B, each
with a set of length b bit strings. The process of agreeing these
two hosts upon the intersection of their respective sets, with
minimal amount of communication and exchanges is called
set reconciliation. The communication complexity of the rec-
onciliation protocol is dependent upon the symmetric differ-
ence between the two sets, i.e., the difference increases the
complexity. Under certain circumstances, no interactions be-
tween hosts are needed by these protocols, but the
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Fig. 1 Architecture of a Wireless
Body Area Network (WBAN)

Personal Server

Motion Sensor

communication is one way [25]. Thus, host “A” broadcasts an
“m” bit message, and every host B; whose set differs from A’s
set by at most m bit strings (each of length b) can recover the
bit strings it is missing. This works even if each host B; is
missing a different set of bit strings, so that the total number of
distinct bit strings that can be recovered is much larger than m.
This set reconciliation process is shown in Fig. 2, and the
involved steps are as follows:

Step 1. Both hosts A and B evaluate s, (2) and xsz (2)
respectively at the same evaluation points.
Step 2. The evaluations of x g4 () and x5 (£) are combined

to compute the value of x4 (2)/x sz (£) at each of the
evaluation points. These values are then used to
recover the coefficients of the reduced rational func-
tion xs4 (2)/xsp (2)

Step 3. Now, the factorization of (xay (2)) and xaz (2)
reveals the elements of APS and AB;

Proposed Scheme

On the basis of the set reconciliation scheme described in “Set
Reconciliation” Section, we propose a broadcast-based key
agreement scheme that uses set reconciliation to secure inter-
sensor communications in WBANs. The proposed scheme
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has two main steps i.e., Feature Selection and EKG-Based
Key Agreement Scheme Using Set Reconciliation:

Feature Selection

In the feature selection phase, every node in the network
generates physiological value-based features from the EKG
signal of the body. For the generation of these features, sensors
sample the EKG signal at a specific sampling rate for a fixed
duration. A Discrete Wavelet Transform (DWT) is applied to
each sample. For the peak selection process, these coefficients
are then passed through a peak detection function. After peak
detection, each of the peak values and index pairs is quantized
to form a feature vector FV = {FV' FV?, .... FV"}, where
FV™ represents the concatenated peak value and peak index
pair, and /V is the size of the feature vector.

EKG-Based Key Agreement Scheme Using Set Reconciliation

Based on the Set Reconciliation scheme, a broadcast-based
EKG set reconciliation key agreement scheme is proposed. In
the proposed scheme, PS broadcasts an “m” bit message
containing some parts of the FV coefficients (characteristic
polynomial of FV) into the network (WBAN). All the
intended receivers (B;) receive the message containing the
evaluation points and the values at these points in the charac-
teristic polynomial of FV sent by the PS. These characteristic
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Fig. 2 EKG-based key
agreement scheme using set
reconciliation
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polynomials are then combined to calculate the ratio between
the characteristic polynomial of both the sets formed by re-
ceiving the set of PS and the set calculated at each node. These
values are interpolated to recover the coefficients of the re-
duced rational function by factoring the elements of APS and
AB;, which are the difference sets of the PS and the sensor
nodes (B;). In step 3, every node B; calculates the difference
between the FV values of PS and the values calculated by the
node itself. The broadcast-based set reconciliation process can
be shown by the following steps:

Step 1: Both PS and the sensor nodes (B;) evaluate xsps (2)
and sp; (£) respectively at the same evaluation points.

Step 2: The evaluations of xsps (£) and xsp; (£) are com-
bined to compute the value of (xsps (£)/xs5; (£)) at
each of the evaluation points. These values are then
used to recover the coefficients of the reduced ratio-
nal function (xsps (2)/Xszi (2))

Step 3: Now, the factorization of (xaps (£)) and xap; (2)
reveals the elements of APS and AB;

In the above steps, Spg is the set calculated from
the EKG values of the PS. Spg contains the charac-
teristic polynomial (ysps) of FV, while FV itself
contains the peak values and indexes calculated
from the EKG values of the body. Similarly, SB; is
the set calculated by the sensor nodes to whom the
PS broadcasted.

a) Characteristic Polynomials
The characteristic polynomial is the determinant of a
square matrix, in which an arbitrary variable x is

b)

subtracted from each of the elements along the principal
diagonal. The set reconciliation scheme is based on the
characteristic polynomial (xs) and can be represented in a
generalized form as follows:

XsS (Z) = (Z—x1 )(Z—x3 )(Z—%3)...(Z—%, ) (1)

The characteristic polynomial provides a generalized
solution to the problem when there are multiple differences
in the sets held by different hosts. The characteristic poly-
nomial encodes several important properties of the set
being reconciled, most notably its eigenvalues, its deter-
minant, and its trace. By using these properties, the miss-
ing elements of the sets can be easily restored or recovered.
The characteristic polynomial of the EKG feature set is
calculated in order to reconcile and eliminate multiple
differences in the feature sets held by two different hosts.

Evaluation Points

The set reconciliation process depends on the evalua-
tion of the characteristic polynomial. The evaluation
points must be chosen in advance in order to reduce the
cost of searching the whole set of characteristic polyno-
mials. The evaluation points are chosen randomly by the
PS and are broadcast to the sensor nodes, along with the
values of the characteristic polynomial at these evaluation
points. Once the node receives the evaluation points and
the values of the characteristic polynomial at these eval-
uation points, all the nodes evaluate the whole character-
istic polynomial at the same evaluation points. On the
basis of these evaluation points, each node calculates its
differences with that of the PS.

@ Springer
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©)

d)

Rational Function

Once the evaluation points are randomly selected, the
rational function is calculated by using interpolation.
Interpolation is a method of constructing new data points
within the range of a discrete set of known data points.
Consider, if P and Q are polynomials, then their quotient is
called a rational function and is given by the formula below:

(2)

The interpolated rational function is computed on the
basis of the received evaluation points and the values of the
characteristic polynomial at these evaluation points.

Difference Set

After the rational function calculation, the difference
set between the values of PS and sensor nodes (B;) is also
calculated. The difference set shows the total number of
differences between the PS and the corresponding sensor
node. Once the difference set is calculated, both the
parties know the differences in the other sets. Hence,
agreeing upon a common set (key) is done by eliminating
these differences.

Challenge-Response based Authentication

In order to perform secure and efficient communica-
tions in WBANS, the nodes must be authenticated and
verified before the actual data transfer. The purpose of this
authentication is to detect and prevent attacks such as
replay, selective-forwarding, and denial-of-service. Even
encrypted messages can be replicated by an attacker to
attract traffic, simply by using a message with the right
node identity. In such a scenario, the message content
itself could not be of much interest to the attacker, because
the message is encrypted. Instead, information like the
sender ID will be the main focus of the attacker. Leaking
such information will open the doors for attacks like
selective forwarding and denial of service. To prevent
such attacks, the proposed scheme uses the challenge-
response authentication and verification to verify whether
or not the receiver is trustworthy.

The authentication and verification process is depicted
by two messages. In msg;, the PS of the WBAN broadcasts
a message authentication code (MAC) by using the key
generated by the EKG values of the human body. The MAC
contains the ID of the PS, a challenge C, and the nonce.

msg; : PS—x : MACkps sni (IDps, C, nonce)
msgs : SNi—>PS . MACKPS,SNi (IDSNh IDps, C/, nonce)

In response to msg;, each sensor node SN; in the
WBAN responds with msg, encrypted with the same key
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Kbps, sni, its version of the challenge C and nonce. The key
is the same in the communicating parties because it is
generated from the EKG values of the same body. In
addition, the errors and differences are removed from the
feature sets by using the set reconciliation scheme in order
to generate the common key. If we recall the key agreement
process described earlier in the same “Proposed Scheme”
section, the main advantage of the scheme is to allow
the nodes to agree upon a single common key with the
exchange of minimal information. Upon the reception
of msg,, PS checks the ID of each sender (SN;), its
own ID, the challenge C, and compares these values
with its own version of the challenge, nonce, and IDs
for the authentication of sensor nodes in WBAN. In the
case of a mismatch, the malevolent node is detected
and removed from the list of WBAN member nodes by
the PS.

Node Joining and Leaving

The joining and leaving of nodes in WBANS is very
rare. This is because such joining and leaving occurs when
anode dies, i.e., due to battery depletion or malfunction. A
WBAN is a very small network, i.e., limited to a single
human body. As a result of this small size, every node is in
the range of PS and other nodes. Therefore, if a particular
node is eliminated for any reason (leaving, failure, power
shortage, etc.) the scheme will not be affected, because the
connectivity will remain. The scheme will be affected only
if, for example, a single node is measuring the EKG and
that node fails for some reason. Then, an immediate
replacement should be made; otherwise the scheme will
not work. Fortunately, this is not the case in our proposed
framework. In the proposed work, we assume that every
node in the WBAN can measure the EKG values.

The WBAN joining is done by placing or replacing
a sensor node, after which the newly joined node will
send a hello message to the PS. Both the PS and the
sensor node will start measuring the EKG values for
the generation of the common key. The key generation
and agreement process described earlier will then take
place. Once both the PS and sensor node agree upon a
common key, the PS authenticates the node by using
the challenge-response-based authentication mechanism
described above. Upon its successful authentication,
the node is added to the list of WBAN nodes; other-
wise, if the authentication fails, the node is rejected by
the PS, and the PS broadcasts the ID of the node to
the other sensor nodes claiming that the node is an
attacker.

If a node leaves the WBAN for any reason, like a
failure, power shortage, or malfunction, the PS sends
some keep alive messages to the node in order to
check for its existence. If the node does not reply in
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a specific time window, then the node is considered to
be dead or already gone from the network. The PS
removes the node from its list and broadcasts a mes-
sage to the whole network that the particular node has
left the network.
g) Key Refreshment

Key refreshment is done after a fixed interval of time
or when a node joins or leaves the network. As described
earlier, node joining and leaving is not very frequent in
WBANS. Thus, it will not add much burden to the pro-
posed scheme. When a node leaves the network, the PS
broadcasts the KeyRef message to the whole network. The
nodes then start the reconciliation and key agreement
process to generate a new common key.

Experiments and Results

This section provides the experimental setup, analysis, and
discussion on the experiments and the generated results.

Experimental Setup

In order to test the scheme for various times taken for gener-
ating the results, the simulation is performed in UBUNTU and
MATLAB for 2, 4, 8, and 10 nodes respectively. Similarly, to
check the randomness and uniqueness of the generated keys
and the EKG values, the simulation is tested for 30 different
persons’ physiological data taken from the MIT PHYSIO
BANK. Moreover, for the energy-efficiency experiments, all
the simulations are carried out using the same hardware set-
tings for the proposed scheme and the schemes that are com-
pared with the proposed scheme.

Analysis and Discussion

In this section, the proposed broadcast-based key agreement
scheme using set reconciliation is tested and analyzed in terms
of False Acceptance Rates (FARs), False Rejection Rates
(FRRs), the effect of increasing the number of nodes on time
consumption, communication overhead, and energy
consumption.

Security Analysis

An attacker may attempt to launch replay attacks by sniffing
packets sent by a victim, and injecting duplicate copies of the
packets from other network locations. Those replayed packets
will be discarded; this is because after a predefined time or
upon some suspicious event, the key will be refreshed as
described earlier in the paper. The newly generated key cannot
be generated without proper authentication from the PS, and

the unauthenticated nodes will be removed from the network.
In the key refreshment phase, only those nodes can take part
that are located or attached to the human/subject body. This is
because without being coupled with the human body, it is very
difficult to measure the EKG signal of that particular body. So,
if a node cannot measure the EKG signal will not be able to
take part in the key agreement process. Similarly, by using
msgl and msg2 in the Challenge-Response-based
Authentication phase, these nodes will have no idea about
the new EKG values from which the key is going to be
generated. This is because of the fact that the EKG values
are time-variant.

Similarly, an attacker may attempt to launch selective-
forwarding attack by declining to send packets to the PS.
The proposed scheme assumes that each node in the WBAN
is in direct contact with the PS, as a WBAN has very short
network area. Due to this property, if a particular node drops
packets during the key agreement process then that node will
be unable to get the updated key during reconciliation with the
PS. Failing to get the key will make the node visible as
unauthenticated node and the PS will remove that node from
the network by stopping the conversation with that particular
node.

Moreover, an attacker may also attempt to launch denial-
of-service attack by sending too many packets to the network
in a short interval of time. The authentication and verification
mechanism described in the earlier section provides a remedy
in such scenarios. The authentication and verification mecha-
nism uses a challenge-response authentication system in order
to disclose a node as legitimate or an attacker. The nodes that
fail to provide proper credentials for the authentication process
are considered as attackers, while the others are considered as
legitimate nodes. After a node is considered as an attacker, the
packets sent from that node are rejected by the PS.

For the security analysis, the proposed broadcast-based key
agreement scheme using set reconciliation is tested and ana-
lyzed in terms of False Acceptance Rate (FAR) and False
Rejection Rate (FRR). FRR is the probability that the keys
generated on the same body fail to match, i.e., the nodes on the
same body did not agree upon a common key. Similarly, the
FAR represents the probability that two sensors at different
WBANS successfully establish a common key. In addition, to
measure the detection performance, the Half Total Error Rate
(HTER) is used, which combines the FRR and FAR, and is
defined in the following formula:

FAR + FRR
HTER = + (3)

The graphs of FAR and FRR visualize and demonstrate the
probability that an unauthorized user is accepted as autho-
rized, and that an authorized user is rejected as unauthorized.
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Fig. 3 FAR vs. FRR
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As shown in Fig. 3, a decrease in FAR results in an increase in
FRR, i.e., they are inversely related. The combined graph of
FAR and FRR helps in determining the optimal threshold
value for a practical biometric system. From Table 1, it is
observed that when the difference threshold # increases, the
FAR also increases. When greater differences in the features
among the communicating sensors are tolerated, the possibil-
ity of matching two feature sets that do not belong to the same
person increases, and hence the FAR increases. In contrast to
the FAR, the FRR decreases when the threshold # increases.
As aresult of the increase in #, two feature sets from the same
person are more likely to be matched. Thus, the probability of
recovering one set using the other sets also increases.

In order to distinguish the physiological signals of one
person from another so that no one can reproduce the keys
from other than the subject’s body, the input physiological
signal must be universal, i.e., it should be measurable in
everyone, and must possess the properties like, randomness,
distinctiveness, and time variance. As can be seen from Figs. 4
and 5, sensors on the same body have a higher number of
super-imposed lines (less blue bars are visible because they
are hidden by the red ones) as compared to sensors on two
different bodies. The lack of correlation between features of
the physiological signals measured at two different subjects is

Table 1 FAR and FRR

calculations t FAR FRR HTER
1 0 0.022 0.011
2 0.0022 0.144 0.0731
3 0.0044 0.089 0.0467
4 0.0089 0.0156 0.01225
5 0.0156 0.015 0.0153

@ Springer

o
o
o
(o]
o
~

o2 03 04
False Rejection Rate (FRR)

due to the difference in the physiological signature of each
person at any given time. This feature distinguishes two
bodies, and makes it difficult for an attacker to guess or
reproduce the signal of the host body.

Scalability

The proposed scheme is highly scalable i.e., new nodes
are introduced to the network without compromising
security. As described earlier, a node can join the
WBAN by just putting itself on the human body and
it will start measuring the EKG values of the human
body for generating the common key. This plug-n-play
nature of the proposed scheme increases the scalability
and usability of the proposed scheme. Figure 6 shows
that when we increase the number of nodes in the
network, it affects the overall running time, setup time,
total communication time to agree upon a single com-
mon key, and the time taken by the reconciliation pro-
cess to eliminate the differences between the values of
the PS and the sensor nodes. This is because every
node has to reconcile with the PS in order to generate
a common key. Thus, increasing the number of nodes in
the network increases the reconciliation time, setup
time, running time, and communication time.

We compared our work with [9] and [22] in terms of the
running time, communication overhead, and energy consump-
tion. Figure 7 shows that the proposed scheme is better than
the EKG-based key agreement scheme [9, 22] in terms of the
time taken to agree upon a common key, as we increase the
number of nodes. The schemes in [9] and [22] follow the same
model, i.e., both the schemes exchange the whole feature set
extracted from the EKG values of the body, in order to
complete the key generation and agreement process. The
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Fig. 4 DWT peaks for different
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proposed scheme communicates only a small amount of in-
formation during the key agreement process. The proposed
scheme only exchanges the evaluation points and the values of
the characteristic polynomial at those points. This makes the
proposed scheme more efficient than those presented in [9]
and [22] in terms of the time taken to complete the key
agreement process.

Communication Overhead
In order to perform secure and efficient key agreement
in the whole WBAN, the proposed scheme uses a single

broadcast by the PS to the intended receivers. The
receivers then calculate the differences in the measured

Fig. 5 DWT peaks for the same

EKG feature set and unicast it to the PS. These com-
municated values are small in number, that is why it
does not affect the performance of the scheme. The
proposed scheme is compared with the EKG-based key
agreement scheme in [9] and [22] in terms of the
communication overhead. Figure 8 shows that the pro-
posed scheme performs better than the model followed
in [9] and [22]. This is because these schemes must
exchange the whole feature set for the key generation
process to take place, while the proposed scheme only
exchanges the evaluation points and the values of the
characteristic polynomial at those points, instead of
communicating the whole feature vector. In this way,
the proposed scheme reduces the communication
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overhead by minimizing the number of bits broadcast
over the medium. This reduction in the communication
overhead will increase the energy efficiency and net-
work lifetime of the proposed scheme, which will even-
tually boost the overall performance of the system.

Energy Consumption

The cost of using the communication channel largely
impacts the energy consumption of the protocol, that is
why involving too much communication increases the
energy overhead of the protocol. According to [26], the
Chipcon CC1000 radio used in Crossbow MICA2DOT
motes consumes 28.6 and 59.2 uJ of energy to send
and receive 1 byte of data, respectively. Using these
values for receiving and transmitting a single byte, the

Number of Nodes

total energy consumption is drawn in Fig. 9 for the
proposed and EKG-based key agreement schemes.
Figure 9 shows that the total energy consumption for
the proposed scheme is significantly lower than the
model used by [9] and [22] for the EKG-based key
agreement. In [9] and [22], the hashes of the whole
feature set are exchanged during the communication
process, while in the proposed scheme, only the evalu-
ation points and the values of the characteristic polyno-
mial at those points are exchanged. This reduces the
communication overhead, as well as the energy con-
sumption, of the proposed scheme.

All of the above experiments and results show that
the proposed scheme is highly robust, secure and effi-
cient. This is because the proposed scheme has the
tendency to exchange very little information during the

Fig. 7 Comparison of time vs. 40
number of nodes for proposed and
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key agreement and authentication process, which makes
it a good choice for the practical use. The property of
minimal information exchange results in energy efficien-
cy, communication efficiency, and also increases the
security of the proposed scheme. The proposed scheme
also has some weaknesses such as key length and
running complexity problem i.e., taking more time for
agreeing the nodes upon a single common key. Due to
small size of the WBAN, the running complexity prob-
lem does not affect the performance of the scheme
severely. Another problem can be the length of the
key where the proposed scheme produces 128-bit long
key from the EKG data. Long and random keys can be
produced by combining two different physiological
values i.e., EKG and EEG, which we plan to work on
in our future work.

2000

Number of Nodes

Conclusion

In order to provide instant and reliable healthcare facility or
disaster management services, security and privacy is of pri-
mary concern. In the absence of security, a healthcare system
will bring danger to its user, because of the leakage of human
personal data. In addition, the exchange of too much informa-
tion makes a Wireless Body Area Network (WBAN) vulner-
able to different attacks, like denial-of-service (DoS), selective
forwarding, and replay. The proposed work uses a set recon-
ciliation process with optimal communication complexity to
allow the nodes in a WBAN to agree upon a single common
key. The proposed scheme is broadcast-based and allows the
whole WBAN to agree upon a single common key, which
reduces the memory consumption. Since WBAN is a small
network, the broadcast will not affect the performance of the

Fig. 9 Energy consumption
during key agreement process
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scheme. The proposed scheme mitigates denial-of-service,
selective-forwarding, and replay attacks by using a
challenge-response-based authentication mechanism. The
proposed scheme shows good results in terms of security,
communication overhead, and running time complexity as
compared to the existing EKG-based key agreement scheme.
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