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Abstract With the rapid development of the Internet, both
digitization and electronic orientation are required on various
applications in the daily life. For hospital-acquired infection
control, a Web-based Hospital-acquired Infection Surveillance
System was implemented. Clinical data from different
hospitals and systems were collected and analyzed. The
hospital-acquired infection screening rules in this system
utilized this information to detect different patterns of defined
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hospital-acquired infection. Moreover, these data were
integrated into the user interface of a signal entry point to assist
physicians and healthcare providers in making decisions. Based
on Service-Oriented Architecture, web-service techniques
which were suitable for integrating heterogeneous platforms,
protocols, and applications, were used. In summary, this system
simplifies the workflow of hospital infection control and
improves the healthcare quality. However, it is probable for
attackers to intercept the process of data transmission or access
to the user interface. To tackle the illegal access and to prevent
the information from being stolen during transmission over the
insecure Internet, a password-based user authentication scheme
is proposed for information integrity.

Keywords Hospital-acquired infection - Surveillance
system - Infection control - Illegal access - Authentication

Introduction

Hospital-acquired infection (HAI) is a disease developed
with the admission into the hospital as well as a treatment
consequence performed by the medical staff. Normally, a
disease is considered a hospital-acquired infection when it
has developed 72 h after the admission to the hospital.
Nosocomial or hospital-acquired infections are the major
threats to the safety of all in-patients and one of the most
important problems in hospital. According to the past
research, HAI would raise healthcare costs, prolong length
of hospital stay, and increase mortality [1-4].

In recent years, considerable concern has been arisen for
the computer-assisted HAI surveillance system in infection
control research. Several studies have suggested the
benefits of HAI surveillance, such as reducing the incidence
of HAI and improving the quality of healthcare. Numerous
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benefits were conducted in the US [5] 30 years ago and
validated in Germany [6] recently. As mentioned above,
surveillance of hospital-acquired infections is important
and indispensable. In order to improve patient safety, a
web-based HAI surveillance information system (WHISS)
is designed as a service, which not only handles the complex
electronic health records (EHR) consistently and efficiently,
but also provides stable and consistent results of HAI
screening. In addition, for transferability and scalability, this
system follows the service-oriented architecture (SOA) and
communicates with Health Level Seven (HL7) message.

The process of WHISS is described as follows. First, the
required data for the WHISS screening are transmitted
from different hospitals. Then, the HAI candidates are
automatically detected according to the screening rules
established by domain experts. Finally, these system-detected
HAI cases are displayed in a web-based user-friendly interface
based on XML via browsers. The interface also provides all
helpful information, such as operation information and order
information, allowing infection control nurses to get all the
necessary data to reconfirm the HAI cases.

Obviously, the private data and information in the
WHISS are transmitted over insecure networks. How to
provide a secure environment for data transmission and
communication between users and the WHISS becomes a
significant issue. In order to prevent illegal users from
visiting the remote server, secure strategies over an
insecure network are concerned. Several relevant user
authentication schemes and secret-key distribution protocols
have been proposed [7-11], in which the password-based
authentication mechanism is employed mostly because of
its efficiency [12—14]. Under such mechanism, each user
is allowed to select personal password and keep in mind
without any additional assistant device for further authen-
tication processes.

Fig. 1 System architecture
of WHISS
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Although the password is endowed with advantageous
properties of simplicity and human memory, it can easily
succumb to attacks with brute force, such as off-line
guessing attacks from which various existing schemes are
suffering, or to spoofing and impersonation problems once
the password is hacked.

Therefore, an ameliorative password-based authentication
scheme is proposed in this paper, achieving to resist off-line
password guessing attacks, replay attacks, on-line password
guessing attacks, and other attacks. In light of security, the
proposed scheme is provided with good practicability for
the web-based hospital-acquired surveillance information
system.

The rest of this paper is organized as follows. “System
architecture” introduces the web-based HAI surveillance
information system architecture. ‘“Related technologies”
illustrates the proposed password-based user authentication
scheme. Security analyses are completed in ‘“Proposed
scheme”. Comparisons are given in “Security analysis”;
and finally, conclusions are drawn in “Comparison”.

System architecture

The architecture of the WHISS is displayed in Fig. 1. There
are four major parts in the system, including authentication
and communication service, related data collection service,
HALI screening service, and HAI screening result analysis
and modification service.

Authentication and communication service
This service validates users’ authentications via SOA

mechanism and provides communication and connectivity
via HL7 framework. The SOA is a flexible set of design

Ul Layout

Rule-based
decision support

Conflict

Control Chart

Management

+

Report

Authentication

HAI Screening Result
Analysis and
Modification Servic

HAI Screening
Service

Authorization

Web-services
HL7

[ ) 5

Authentication
Service

a2 Database
- Related Data @
Collection
Service HL7

Web-services



J Med Syst (2012) 36:2547-2555

2549

principles used during the phases of systems develop-
ment and the integration in computing, representing the
current pinnacle of interoperability, in which resources
on a network are available as individual, loosely-
coupled, and independent services [15-18]. The HL7
framework is the middleware integration engine of the
WHISS architecture. It supports message management,
routing, mapping, and database access. The HL7 middle-
ware accesses to HL7 messages, embedded in Extensible
Markup Language (XML) format, over the Simple Object
Access Protocol (SOAP) [19, 20]. In order to achieve the
data consistency, a data exchange server that only receives
the message sending from the HL7 middleware, is
introduced. While the data exchange server receiving
messages, it will perform the data synchronization among
WHISS [21].

The WHISS system is accessible, by all authorized
screening program professionals, to the hospital-enabled
unique identification of patients, the related data, and
the screening results. In addition, the medical staff can
conduct mathematical and statistical analyses on the
screening results in the database. During the screening
procedures, all operations of database transactions and
data exchanges among systems are based on the HL7
middleware framework standards.

Related data collection service

For hospital-acquired infection screening, the related data
should be collected, such as demographic data, diagnoses,
medication, vital signs, orders, and laboratory reports
(Table 1). To be screened for HAI, each hospital transmits
the related data to the HAI screening service through the
web-services with the secure user authentication and the
key agreement scheme in this research. These data are kept
in the database after filtering and formatting, and all
information required by the HAI screening service is
collected via HL7 message [22].

Table 1 Related data list in the data collection service

HAI screening service

The screening rules of hospital-acquired infection surveillance
were established by infection control specialists and computer
engineers based on literature and local epidemiology [23].
The system provided automatic screening services of urinary
tract infection (UTI) and blood-stream infection (BSI). For
example, there are two major types of hospital-acquired UTI,
namely Type 1 symptomatic UTI (SUTI) and Type 2
asymptomatic UTI (ASB). It must be noted that patients
might match different types’ definitions at the same time.
The algorithm to avoid duplicate case detection is based on
the priority of HAI types determined by infection control
nurses. For example, if a candidate is marked as Type 1, the
process of candidate detection of this case would be stopped
and never be checked any other types that the priority lower
than Type 1. It means that each HAI case only belongs to
one type of HAL In the HAI screening service, the data
which collected by related data collection services are used
to distinguish infection and non-infection. The basic ideas of
HAI screening are having positive culture result and
occurring symptom at the same time.

Apart from this, not all candidates should be established
as HAI cases. After screening, candidates will be eliminated
if there are conflicts among candidates and existed HAI
events which was already in the infection cases database.
This process follows merged guidelines provided by
infection control nurses. The basic idea of conflict merging
is that the period of two HAI cases of the same patient must
be greater than and equal to specific days. With the
example from hospital-acquired blood-stream infection,
the highest frequency for establishing a case is 2 days.
Abiding by this idea, the new microorganism, which is
detected as HAI, should be added into the former event of
this patient when the gap between the date of new
microorganism and existed candidate is shorter than
7 days. Moreover, many other merging guidelines are
also involved. In another situation, if the microbiology

Data Contents

Demographic data

Order data

Lab order data

Lab result data

Diagnosis data

Symptom data

Hospital-acquired Infection Case Data
Operation data

Pharmacy data

person ID, admission date, discharge date, birthday

order code, order type, order establish date

order code, order type, order establish date, specimen information

specimen information, laboratory result

diagnosis code, diagnosis name, diagnosis date

symptom name, symptom value, symptom onset date

infection type, infection date, infection reason, microorganism information of infection
operation name, operation date, operation surgeon 1D

drug name, dose, start date, use day, frequency
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report of the candidate displays the same as any other
HAI events, and there is no evidence to prove that the
patient has recovered, the candidate will also be rejected.
The evidence of recovery includes the disappearance of
associated symptoms and negative results of the micro-
organism culture test.

To evaluate the screening rules, the hospital-acquired UTI
data between June 2009 and December 2009 were evaluated
in previous research [24]. The accuracy of this system was
81.9%, and the square of the sample correlation coefficient
of HAI events count with and without the WHISS in
different departments was 0.982. In conclusion, the HAI
screening service provides most candidates of HAI events;
and, the tendency and the distribution of HAI events with
screening rules are similar to manually collected HAI events.

HALI screening result analysis and modification service

The final step is importing the HAI cases into the HAI
screening result analysis and the modification service in
WHISS, which offers a single entry point through web-based
interface via browser. HAI cases and the related data are
displayed on the interface based on XML. The information of
infection cards is described by XML. The tag name stands
for the field name of data, such as infection date and
infection type, and the element value stands for the
content in the data filed. The information is showed by
the interface comprising basic data of each person, such
as diagnoses, operation, medication, microbiology reports
of culture results and antibiotic resistance tests. There is
a lack of integrated computerized medical services that
can assist physicians and healthcare providers in
differentiating HAIs in all infected patients. The
provision of these integrated infection-related data
could advance the accuracy and the speed of reconfir-
mation of HAI cases [25]. Moreover, instead of entering
data manually, infection control nurses could search and
modify these automatically loaded events by web-based
HALI screening results analysis and modification service
quickly and longitudinally, then output data sheet they
need as a report. The service also provides some statistical
functions, such as the tendency of quantity of infection cases
in a specific department, which is of great interest to infection
control specialists [26]. Furthermore, for special cases, the
system provides infection control nurses with a HAI cases
input and modifies the interface, allowing nurses to add and
edit the information of HAI cases.

Related technologies

The related cryptographic and mathematical methods are
applied in the proposed authentication scheme. They are

@ Springer

hash function and symmetric cryptography, and are
explained as follows.

Hash function

A hash function is a mathematical function that converts a
variable-size message into a small fixed-size digest [31].
Assume that a hash value H is generated by a hash function
h, it can be denoted by H=h(M), where M is a message of
variable length and the hash value H is of a fixed length. One
normally used cryptographic hash function is the secure hash
algorithm SHA-256 whose fixed-size output digest has a
length of 256 bits. Besides, SHA-384 or SHA 512 algorithm
will be able to replace the recommended SHA-256 algorithm
if there are security or efficiency concerns in the future.
The function % should contain the following properties.

1. The output of / is limited to a fixed length in spite of
the length of the input.

2. h(x) is efficient to derive any given x so that the
implementation of both hardware and software can be
more practicable.

3. For any given x, it is easy to compute 4(x)=y. On the
contrary, it is hard to compute /4 (y)=x when y is given.

4. For any given block x, it is computationally infeasible
to find y#x but satisty A(y)=h(x). This is defined as
weak collision resistance.

5. It is computationally infeasible to find any pair (x, y) so
that A(x)=h(y). This is defined as strong collision
resistance.

Symmetric cryptography

Cryptography is used to transform a plaintext into an
unreadable ciphertext to prevent unauthorized disclosure. It
can mainly be classified into two different groups, as
symmetric and asymmetric cryptographies [31].

In the manner of symmetric cryptography, both interac-
tion parties, a client and a server, would share a key called
session key. While a communication is executed, the sender
uses the key to encrypt messages transmitted over the
Internet. By using the same session key, the receiver can
decrypt the messages. Therefore, the session key plays an
important role to protect the confidential data from being
revealed, modified, or deleted during transmission. It is the
kernel of symmetric cryptography.

Advanced Encryption Standard (AES) [31], one of the
most famous symmetric cryptographies nowadays, has
vastly superior security and good throughput, so that it is
recommended in many electronic applications, including
e-medicine, for its proper session key to guarantee
confidentiality and efficiency.
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Proposed scheme

In this section, a user authentication scheme is proposed
that it is not only suitable for the WHISS as “Authentication
and communication service” described, but is also secure
against various malicious attacks. This scheme is composed
of three phases. They are the registration phase, the
authentication phase, and the password change phase. Below
is the detailed description of the proposal.

Before describing the details of the proposal, the
notation defined and used in this scheme is shown in
Table 2.

Registration phase

This phase is brought out whenever user U initially
registers or re-registers to a remote server S. The U
proposes a registration request so as to get his password
and his smart card from the server as follows (Fig. 2).
Step 1 U selects a random number b and computes the
hash value #(b@®pw).

U sends his ID, h(pw), and h(b@pw) to S through a
secure channel.

S computes P = h(ID @ x)/hi(PI)andR=P ® h
(b ®pw), where PI is a set of messages. The
messages will contain some random personal
information such as names of pets, birthdays of
families, and cell phone numbers of friends. The set
needs to be guaranteed that is quite confused so as to
be difficult to be guessed from other persons.

S personalizes U’s smart card included with the
parameters [A(.), /;(.), R] and returns the card to U
through a secure channel.

U enters the generated value b into the smart card.
The U’s smart card finally contains the values b, R,
hi()), and A(.).

Step 2

Step 3

Step 4

Step 5

Authentication phase

When user U wants to log into the remote server S, he
firstly inserts his smart card into a terminal and then keys

Table 2 Notation defined and used in our scheme

U the user

pw the password of user U

ID the identity of user U

S the remote server

h(.), hi() public one-way hash functions

&) a bit-wise XOR operation

in his identification /D along with his password pw.
Final, he generates the P/ by his personal information.
The smart card will execute the following steps
automatically:

Step 1 Perform the following computations:

Cy = hi(PI).(R® h(b @ pw)).

C, = h(Cy ® Ty), where Ty is the current time-
stamp of U’s computer.

Cs=r,.Cy, where r; is a random value.

Send C={ID, Ty, C,, Cs} to S through the common
channel.

Step 2

When server S receives a login request C at time T, the
current timestamp of S’s computer, server S does the
verification as follows:

Step 1 Check the validity of ID, Ty, and the time

interval T - Ty,. If Ts - Ty<0 holds, S will accept

the login request; otherwise, the login request is

rejected.

Compute the hash value A(A(ID®x)® Ty) and

compare with the received C, to see whether the

two values are equal or not. If it is, the login

request is accepted; otherwise, the login request is

rejected.

Step 3 Compute r;=C3/h(ID ® x).

Step 4 Compute C4=h(h(ID @ x) ® h(Ts)).

Step 5 Send C4, and T to user U for a mutual
authentication processing.

Step 2

When user U receives the reply message (Cy, Ts), he

does the verification as follows:

Step 1 Check the validity of Ts, and the time interval

T - Ty. If T - Ty=0 holds, U will terminate this

session.

Step 2 Compute the hash value A(C,®h(Ts)) and
verify whether C, is equivalent to this value.
If they are equivalent, U confirms that S is
valid.

Step 3 Compute a session key sk=h(r).

All above-mentioned steps are shown in Fig. 3.
Password change phase
When user U wants to change his password, he inserts his

smart card into a terminal device. He firstly keys in his ID
and his old password pw and then follows his new
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Fig. 2 Registration phase G—l

Secure channel

Hospital
User

password pw,,.,,. The smart card will execute the following
steps:

Step 1: Compute R,..,,=R ® h(bDpw,e)-
Step 2: Replace the original R with this new one, R,,,.

Security analysis
A password-based user authentication scheme is secure

when it can resist various malicious attacks, including
replay attacks, stolen-verifier attacks, on-line and off-line

Fig. 3 Authentication phase

Hospital

User

ID, h(pw), h(b&® pw)
>

Registration phase WHISS Server
P =h(ID ®x)/ h(PI)
R=P®h(b® pw)
Smart card

Store b, R, h(*), h () into

<
smart card

password guessing attacks, server spoofing attacks, and
impersonation attacks. Detail analyses and how the scheme
satisfies resisting the above-mentioned attacks are further
demonstrated.

Replay attacks

A replay attack is a kind of network attack in which a
valid data transmission is maliciously repeated. This
kind of attack is generally done by some machinated
adversary, who intercepts the data and transmits it
repeatedly. In this scheme, the concept of a time stamp
is employed to avoid such attacks. When server S or

Authentication phase

WHISS Server

Cy=Mm(PI) - (R®h(b&®pw))

C2 = ]’l(C]EB TU)

G=r-C

C: {[D7 TU7 Cza C’%}

T TS

Check if Ts- Ty <0

Check if they are equal
Cy, h(h(ID ®x)® Ty)
ry=Cs/ h(ID & x)

4, T
(Cy, Ts) C, = h(h(ID & x)® h(Ts))

@rrrrrnnranEnannnnn

Check if Ts- Ty <0
Check if they are equal

Cy, W(Ci® W(Ty))
sk = h(r))
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user U receives a message, it firstly calculates the
difference between the current time 7* and the transmit-
ted time 7. And then, it will check whether the difference
is smaller than AT. If it is, the message is valid;
otherwise, the message may be re-sent. Therefore, the
replay attack is fruitless.

On-line password guessing attacks

On-line password guessing attacks occur when an attacker
continuously guesses every possible password and tries to
log into the server till he is successful. In this scheme, such
attack will be recognizable immediately. Suppose an
adversary attempts to validate the password of a legal user,
a possible password would be guessed to compute some
parameters and start to execute the authentication phase.
However, the probability of knowing the correct password
is only 2% where k is the length of the password.
According to this scheme, the server can detect abnormality
by confirming whether A(A(ID®x)®Ty) is equal to Cj.
Generally, when the third guess from the adversary is
wrong, it will undoubtedly be kicked out of the system.
Therefore, on-line password guessing attacks cannot
work here.

Off-line password guessing attacks

For any password-based user authentication scheme, the
off-line password guessing attack poses the biggest threat
in terms of damage among various types of attacks. An
adversary would intercept some transmitted information
or generate various self-guessed parameters with brute

Table 3 Comparison with other related schemes

force to hack the correct password of a specific user. To
render this kind of attack being ineffectual, the secret
parameters of this scheme such as b and R are protected
by the cryptographic hash function and are not revealed to
anyone. Assume that an adversary has obtained the
following parameters {ID, Ty, C,, C5} in the login status;
however, without b, R, and h(PI), the information related
to the password will not be obtained by C, or Cs.
Therefore, off-line password guessing attacks can be
withstood.

Stolen-verifier attacks

Stolen-verifier attacks mean that a machinated internal
member can steal or modify the passwords or the
verification tables of users stored in a server’s
database. In this scheme, such information is not
necessary on the server side as the server can conduct
the mutual authentication through its secret number x.
Therefore, it is impossible for internal members to steal
or modify the passwords. This attack is considered
meaningless.

Server spoofing attacks

Assume that adversaries can masquerade the identity
of the remote server, and then carry out illegal,
imperceptible authentication behaviors with other users
so as to obtain the private information of a user
through the transmitted data. This is known as server
spoofing attacks, someone masquerades as the server
to cheat users.

Lee-Chiu Luetal. Liuetal Xuetal  Hsiang-Shih Wang etal. Our

(2005) (2008) (2008) (2009) (2009) (2009) Proposal
Computational operations in registration phase 2H+1E 1H 2H+1E 3H+1E 3H 2H 4H+1M
Computational operations in authentication phase =~ 4H+1E 3H+3EC  3H+3E 4H+3E 6H 8H 10H+2M
Replay attacks Yes Yes Yes Yes Yes Yes Yes
On-line password guessing attacks Yes Yes Yes Yes Yes Yes Yes
Off-line password guessing attacks Yes No Yes Yes No No Yes
Stolen-verifier attacks Yes Yes Yes Yes Yes Yes Yes
Server spoofing attacks No No Yes Yes Yes Yes Yes
Impersonation attacks No Yes No No No Yes Yes
Smart card extraction problems No Yes No No No No Yes

H one way hash function operations;

M multiplication operations; E exponential operations
EC elliptic curve exponential operations

Yes achieve the prevention of the malicious attacks;

No cannot achieve the prevention of the malicious attacks
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Commonly, a conspiring attacker has two ways to
successfully spoof users, by obtaining the secret of the
server and then impersonating as the server to authenti-
cate with users, or by guessing the user’s password and
directly perform partial phases in the server to commu-
nicate with users without the need of secret values.
However, these methods are ineffective in this scheme.
The secret value x is never transmitted via a common
network channel so it is impossible for anyone to acquire.
In addition, the user’s password is hard to guess as it is
protected by cryptographic hash function and random
values. Therefore, the server spoofing attacks can be
detected and will thus fail.

Impersonation attacks

Similar to server spoofing attacks, impersonation attacks
indicate that someone masquerades as the other legitimate
user to log into a server for acquiring services. Obviously,
this situation will not appear in this scheme because the
password is protected with cryptographic hash function and
random values. An adversary, in fact, can hardly generate
and interpret authentication messages correctly without
knowing a user’s password. Consequently, a person who
tends to masquerade as the user and acquire services is
barred.

Smart card extraction problem

When the smart card is lost or stolen, unauthorized users
can easily extract the stored values of the smart card and
obtain some significant information such as personal
identity, password, or login parameters by the physical
extraction manner. This may cause the attacker to imper-
sonate the user to login to the system and get some
resources or services illegally. This scheme adopts the set of
personal information P/ to prevent this situation, i.e., the
hi(PI) would be used at each time when the user logins.
Therefore, when attackers attempt to masquerade as legal
users to login by computing the transmitted value C,, they
will fail without knowing the PI, even when they have got
the users’ smart cards and extracted the parameters [A(.),
hi(.), b, R]. Thus, the proposed scheme can resist smart card
extraction problems.

Perfect forward secrecy

When a user authentication scheme has perfect forward
secrecy, it means an adversary cannot derive any previous
used session keys to crack the encrypted documents, even
though the user’s password or the secret values are
compromised by some malicious attacks. In this scheme,
each session key is formed by a temporary value A(r).

@ Springer

Whenever the communication ends between the user and
the server, the session key will be revoked and no longer be
used at the next round. When a user enters the system
again, a new session key will be generated for the person to
encrypt the significant information during the current
communication process. Therefore, it is very difficult for
anyone to make use of all the known information so as to
calculate any possible previous session keys. It can be
declared that this scheme achieves perfect forward secrecy.

Comparison

To display how the proposed password-based user authen-
tication scheme is suitably and efficiently implemented, the
following is the comparisons of this scheme with other
related schemes, as summarized in Table 3. Clearly, Lu et
al.’s [27], Lee-Chiu’s [13], Xu et al.’s [29], and Liu et al.’s
[30] schemes required some exponential operations which
required more calculation time and thus resulted into
inefficiency. Wang et al.’s [14], Lu et al.’s [27], Lee-
Chiu’s [13], Hsiang-Shih’s [28], Xu et al.’s [29], and Liu
et al.’s [30] schemes, all of them could suffer from
insecure attacks, such as off-line password guessing
attacks, impersonation attacks, server spoofing attacks,
and smart card extraction problems, so that they were not
practical for implementation. This scheme, on the
contrary, presents not only very low computation costs,
but requires only few hashing functions and multiplica-
tion computations. With the analysis of the nine security
concerns mentioned above, the security to apply the
mechanism is assured.

Conclusions

In this paper, a password-based user authentication scheme
is proposed for the WHISS. The scheme does not need
costly, time-consuming exponential computation and thus
presents more efficiency. In terms of security, it also shows
the security against various attacks, such as replay attacks,
on-line and off-line password guessing attacks, stolen-verifier
attacks, and impersonation attacks. By achieving perfect
forward secrecy which makes it difficult to crack or
modify any previous encrypted documents, together with
the above mentioned properties, this scheme is worth
implementing.
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