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Abstract As RFID-tagged systems become ubiquitous,
acceptance of this technology by the general public
necessitates addressing related security/privacy issues.
The past eight years have seen an increasing num-
ber of publications in this direction, specifically us-
ing cryptographic approaches. Recently, the Journal of
Medical Systems published two papers addressing se-
curity/privacy issues through cryptographic protocols.
We consider the proposed protocols and identify some
existing vulnerabilities.
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Introduction

Radio-Frequency Identification (RFID) tags are in-
creasingly being used in the health care domain for
improving the effectiveness of health care delivery (e.g.,
[3])- As RFID tags become ubiquitous, concerns with
respect to their privacy/security characteristics are in-
creasingly being discussed among relevant entities. In

A.-K. Wickboldt
Massachusetts Institute of Technology,
Cambridge, MA 02139, USA

S. Piramuthu (X))

Information Systems and Operations Management,
University of Florida, Gainesville, FL 32611, USA
e-mail: selwyn@ufl.edu

a world where identity-theft, counterfeit products, cor-
porate espionage, tracking, etc. are rampant, the urgent
need to address privacy/security issues are especially
crucial for successful deployment of RFID technology.
This is especially crucial in the medical environment
where privacy and security issues are rather critical
given the sensitive nature of data in this domain as well
as possible ramifications associated with violation of
privacy and security.

Although these issues themselves are not new in
a general context, they are new and idiosyncratic to
the RFID context primarily due to their item-level
(as opposed to class-level in the case of bar codes)
identification capabilities. Whereas RFID was intro-
duced about seven decades ago, major thrust in re-
search addressing its security/privacy vulnerabilities has
existed only for about eight years. Researchers have ap-
proached several facets of security/privacy issues from
a cryptographic perspective. RFID is a very active area
(e.g., [5]), and several papers have already been pub-
lished in the Journal of Medical Systems (e.g., [1, 2,4, 6~
8]). The Journal of Medical Systems recently published
two papers addressing issues related to RFID cryptog-
raphy. Both these papers consider grouping protocols,
which are cryptographic authentication protocols that
validate the simultaneous presence of a specific group
of RFID tags in the field of the reader. We consider the
protocols presented in these papers and identify some
of their inherent vulnerabilities.

The remainder of this paper is organized as follows:
we consider the three protocols that were proposed in
these two papers and identify some vulnerabilities in
these protocols in the next Section. We conclude the
paper with a brief discussion in the last section.
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Mutual Authentication Protocols

Notations used in this paper:

— 1;,7p, r: random l-bit vectors

— ID, PIN, EPC, R: identifier

—  k: 1-bit shared secret key

—  fx: keyed (with key k) encryption function
— TS: time stamp

— CRC: cyclic redundancy check

— PRNG: pseudo-random number generator
@: Exclusive-OR (XOR)

Huang and Ku Protocol

The Huang and Ku grouping proof protocol [2] con-
siders two types of tags—the pallet tag that is worn as
a bracelet by the patient and the other (item) tags that
are on items that interact with the patient. The protocol
is initiated by the Reader which sends the current time
stamp (TS) to both the pallet tag and the first item tag
in the sequence for this grouping proof. The pallet tag
waits till it hears again from the Reader. The first item
tag computes its m value (Fig. 1) and sends it to the
Reader, which then forwards it to the second tag, and
so on. In Fig. 1, n refers to the total number of item
tags and ‘TS or m;_;’ results in TS for the very first
tag and m;_; for the remainder of the tags. Here, both
PIN and EPC (Electronic Product Code) are used as
tag identifiers. When the last tag (i.e., tag n) gets back
to the Reader with its m value (i.e., m,), the Reader
forwards this to the pallet tag, which computes P that is
then verified by the Reader.

This protocol uses PRNGs to encrypt messages
passed among the entities (item tag, reader, pallet tag).
A fundamental vulnerability is in this encryption since

Fig.1 Protocol of Huang and
Tag;

Ku [2]

ifi=1
mi «— CRC(EPC;, PRNG(PIN;))®
PRNG(PIN;) ® PRNG(TS)

ifi>1
mi «— CRC(EPC;, PRNG(PIN;))®
PRNG(PIN;) & PRNG(m;_1)

Reader Pallet Tag
rs
——
For i=1.n
TS or mi—1
Pl it
EPC;,m;
-7
end For
—_————’
Mn
3
Cpaltet — PRNG(PINpaiiet)
P «— CRC(TS, EPChalict; Mn, Cpaliet)
P,EPCpaiiet
T Tpaltet
verify P
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PRNG used in these tags are readily available to an
adversary who can use this to compromise security of
the RFID tagged items. Chien et al. [1] identify two
vulnerabilities in this (Fig. 1) protocol of which only
one is valid: Denial of Service (DoS) attack and replay
attack. The former occurs when an adversary forces the
tag to update its PIN by repeatedly sending random
TS values. Since the tag does not verify the reader,
this is easy to accomplish and the reader’s version of
the tag’s PIN would be different from the tag’s actual
PIN and they no longer would be able to communicate.
The latter attack purportedly occurs when an adversary
sends future TS values to the tag to collect its response,
which are then replayed to the reader at later points in
time. However, this latter attack will not work since the
tag would have changed its PIN value and the reader
expects a different (updated) PIN value. Moreover,
Chien et al.’s implicit assumption that the latter attack
(even if it) works is false since TS is sent only to the
first tag in the sequence—i.e., it does not apply to the
remainder of the tags. Since the attack as proposed by
Chien et al. does not work for any tag, this is moot.

There are a few other vulnerabilities in this protocol.
Since the EPC of every tag (including the pallet tag) is
sent in the open in plaintext, an adversary can use this
identifier information to track the tagged (item as well
as pallet) object [5]. Being able to be tracked violates
privacy/security of the tagged object. Since these tags
do not have an on-board clock, an adversary can ac-
complish this attack by sending any random TS to the
item tag, which would respond with its EPC value. As
for the pallet tag, the adversary can send random TS
and m,, to the pallet tag which responds with its EPC
since it does not validate TS or m1,,.

An adversary can impersonate the first tag in the
sequence once using the ease with which PRNG(x) can




J Med Syst (2012) 36:431-435

433

be computed for any given x since PRNG is public in-
formation. The adversary can send a random TS 4 value
to the tag, which responds with (EPCy, m,). The adver-
sary can capture this and wait till the reader initiates a
Grouping proof round. When the reader sends a new
TShew to the first tag, the adversary impersonating this
tag can capture it and compute ey < M & TS4 B
TSpew and send (EPCy, myey) to the reader, which will
accept this as a valid message.

Chien et al. Protocol [On-line Verifier]

After identifying vulnerabilities in [2], Chien et al. [1]
propose modified protocols that address the identified
vulnerabilities. They propose two protocols—one with
an on-line verifier, and another with an off-line verifier.
Both these proposed protocols, however, are still vul-
nerable to attacks from an adversary. We consider the
on-line verifier protocol first followed by the off-line
verifier protocol.

The idea behind the on-line verifier protocol is
similar to the protocol presented in [2]. The primary
difference is in the independent way in which each of
the tags are authenticated to be simultaneously present
in the field of the reader. Unlike [2], this protocol does
not use a TS but uses a freshly generated random nonce
(r) for each authentication round.

As in [2], the protocols proposed in [1] are vulner-
able to tracking/tracing attack since the EPC values
of item tags as well as the pallet tag are broadcast
in plaintext (Fig. 2). Since the EPC value uniquely

Fig. 2 Protocol of Chien
et al. [on-line verifier] [1] Tag; Reader Pallet Tag
r«— {0,1}!
pus L
For i=1.n
ri —{0,1}! compute
round-trip time
m; — PRNG(EPC;®
PRNG(PIN;)®
PRNG(r) ® PRNG(r;))
EPC;,mj,r;
mp mp <— PRNG(R®
e
PRNG(PINR)®
PRNG(r)®
PRNG(r;))
end For
———
rp < {0, 1}!
mp «— PRNG(EPC,&
PRNG(PIN,)&
PRNG(r) ® PRNG(rp))
EPCy,myp,7p
—» PmP
verify my,

identifies a tag, and therefore the tagged item or pallet,
this is a serious vulnerability in a medical setting.

This (on-line verifier) protocol exposes every tag
in the sequence to vulnerabilities because of the in-
dependent way in which the tags are authenticated—
i.e., this is unlike the protocol presented in [2] where
the input to each tag (except the first tag in the
sequence where it is TS) is the output from the
previous tag in the sequence, where it is difficult
to determine the input for any randomly chosen
tag in the sequence. In response to the reader’s r,
every tag (including those on items as well as pallet)
responds with (m; < PRNG(EPC; ® PRNG(PIN)) ®
PRNG(r) ® PRNG(ry)), EPC;, r;). Since PRNG is
known to the adversary and since PRNG(EPC; &
PRNG(PIN))) is constant because EPC; and PIN; are
not updated, the adversary can observe an authen-
tication round and replay message from a previous
round to the reader and can easily impersonate any
tag (including the pallet tag) to the reader. This can be
accomplished by generating an r;mew) in TESPONSE tO Fpeyw
from reader such that (PRNG (7jnew)) ® PRNG (ryew) =
PRNG(r;) ® PRNG(r)) where r and r; are from any
previous authentication round. This attack can be pre-
vented by a reader that keeps track of every message
received from every tag and checking for repetitions.
However, this involves a considerable amount of over-
head that increases linearly with the number of authen-
tication rounds.

The protocol checks for round-trip time taken by
messages between reader and tag to ensure that they
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Fig. 3 Protocol of Chien
et al. [off-line verifier] [1] Tag;

For

ifi=1
m; «— PRNG(EPC;®
PRNG(PIN;)&
PRNG(t))

ifi >1
m; — PRNG(EPC;®
PRNG(PIN;)®
PRNG(mifl))

are within valid limits. The purpose of this step is
unclear since this protocol is clearly not immune to
relay attacks (e.g., [9]). It is also unclear as to why the
protocol uses EPC; @ PRNG(PIN;) instead of either
EPC; or PRNG(PIN;) since EPC; and PRNG(PIN;) are
constant for a given tag. Similarly, for the reader, it
is not clear why R @ PRNG(PINy) is used instead of
either R or PRNG(PIN) since both these are constant.

Chien et al. Protocol [Off-line Verifier]

The Chien et al. protocol with an off-line verifier is
given in Fig. 3. In Fig. 3, n refers to the total number of
item tags and ‘¢ or m;_;’ results in ¢ for the very first item
tag and m;_; for the remainder of the item tags. This
protocol is a modified version of the protocol presented
in [2]. Again, instead of using time stamp in plaintext
(as in [2]), encrypted time stamp is used apparently to
avoid replay attacks. The Reader sends the encrypted
time stamp to both the pallet tag and the first item
tag. The pallet tag waits for another message from the
Reader. The first item tag generates its m-value (m1;)
and sends it to the Reader, which then forwards it to
the second item tag, and so on. The Reader sends the
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i=1.n

tor mi—q
—

EPC“ml
—_—

end For
——_———

Reader Pallet Tag
t — fr(TS)
from verifier
t
N
Mn
—
mp «— PRNG(EPCp®
PRNG(PIN,)®
PRNG(mn))
EPCy,,mp
i i 4
tymi.mp, mp
EPC,..EPCy,EPC,
to verifier

m-value from the last item tag in the sequence (i.e., m,,)
to the pallet tag which generates its m, value. This m,
value is then validated by the Reader.

Again, the EPC values are sent in plaintext and this
leads to security/privacy violations. An adversary can
replay either ¢ or m;_; from an earlier round to the tag
and can receive its EPC, which is an unique identifier
of the tag.

Discussion

RFID authentication protocols, despite being a very ac-
tive research area, have not received much attention in
medical journals. There have only been two published
research papers in the Journal of Medical Systems that
directly address RFID authentication issues. However,
the protocols presented in both these papers are vul-
nerable to attacks from an adversary and are therefore
not secure. We identified some of these vulnerabilities.
More research is needed to develop protocols that
are resistant to attacks from both passive and active
adversaries to gain trust among consumers of RFID
technology.
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