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and nano-carriers in the field of drug delivery and phar-
maceutical sciences as well as in the field of microbiology 
has become a very popular subject of research [3]. One of 
the main reasons for using nanotechnology is for overcom-
ing antimicrobial resistance possessed by the majority of 
microorganisms. The majority of work on nanoparticles and 
nanotechnology is focused on developing antimicrobial, 
antibacterial, antifungal, and antibiofilm nano-agents like 
metal oxide nanoparticles, green synthesized nanoparticles; 
etc. [4]. Various metals have been explored in developing 
either metal or metal oxide nanoparticles such as silver 
nanoparticles, silver oxide nanoparticles, titanium oxide 
nanoparticles, zinc nanoparticles, zinc oxide nanoparticles, 
gold nanoparticles, calcium oxide nanoparticles, silicon 
dioxide nanoparticles, silica nanoparticles, copper nanopar-
ticles, copper oxide nanoparticles, and magnesium oxide 
nanoparticles; which shows antibacterial and antibiofilm 
activities [5]. Moreover, through various research works, it 
has been known that carbon nanoparticles or carbon nano-
tubes possess extreme effectiveness against bacterial bio-
films [6].

The surface area and size of carbon nanoparticles and 
nanocomposites are essential factors that decide their antib-
iofilm, antibacterial or antifungal abilities. Several research 
works have shown that the larger the surface area of the 

1  Introduction

Excessive usage and unregulated prescription of antibiotics 
have resulted in the development of resistance in microor-
ganisms leading to serious health problems in recent years 
[1]. This problem paves way for the researchers to search 
for new and alternative agents which can effectively inhibit 
microbial growth. Nanoparticles are nanometer-sized 
materials, that find wide applications in different optical 
devices, various semiconductors, different fuel cells, cata-
lysts, biosensors, delivery of different types of drugs; etc. 
[2]. Nanoparticles as a new system for drug delivery is a 
novel application for the improvement of various physico-
chemical properties and therapeutic consequences of drugs. 
In the last few decades, the application of nanoparticles 
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nanocomposites and their mechanism of action.

Keywords  Biofilm · Fullerenes · Carbon nanocomposites · Carbon nanotubes · Quantum dot

Received: 13 March 2023 / Accepted: 19 May 2023 / Published online: 30 May 2023
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2023

Antibiofilm Activities of Carbon-Based Nanoparticles and 
Nanocomposites: A Comparative Review

Dipro Mukherjee1 · Moumita Sil2 · Arunava Goswami2 · Dibyajit Lahiri3 · Moupriya Nag1

1 3

http://crossmark.crossref.org/dialog/?doi=10.1007/s10904-023-02732-7&domain=pdf&date_stamp=2023-5-29


Journal of Inorganic and Organometallic Polymers and Materials (2023) 33:3961–3983

nanoparticles and the smaller the size of the nanoparticles, 
the more effective they can serve as antibiofilm, antibac-
terial, or antifungal agents [7]. Moreover, there are a lot 
more parameters on which the antibiofilm activities of the 
nanoparticles depend. For example, it depends on the com-
position of the nanoparticles and nanocomposites, their var-
ious intrinsic characteristics, the modifications taking place 
on their surfaces, and finally, the type of biofilm-forming 
bacterial species they are dealing with. Oxidative stress 
plays an important role in the antibiofilm activities of these 
carbon nanocomposites [8]. The oxidative stress causes 
them to penetrate the extracellular polymeric matrix of the 
bacterial biofilms and cause disruption of the biofilm. This 
is followed by the disruption of the cell walls of the indi-
vidual bacterial cells by the nanocomposites which kill the 
bacterial cells and the bacterial biofilms [9]. Another reason 
for the disruption of biofilms might be due to the physical 
interaction between the carbon nano-materials and bacte-
rial biofilms. Although a lot of research and literature is not 
available to support this fact [10].

With the increase in population and advancement in the 
health system in the 21st century the incidence of microbial 
infections and multi-drug resistance has become an alarm-
ing concern. In October 2020 the World Health Organisa-
tion has declared antimicrobial resistance as one of the top 
10 global health threats to mankind. Twenty-five thousand 
deaths are reported per year in the European Union, more 
than twenty-three thousand deaths in the United States, and 
an astonishing count of fifty-eight thousand deaths per year 
in India due to antimicrobial resistance. In this era of anti-
biotic resistance, it is very important to find an alternative 
treatment strategy that can combat microbial infections and 
multi-drug resistance. This review cohesively highlights the 
structural chemistry and varied synthesis procedures of car-
bon-based nanomaterials and nanocomposites. It also throws 
light onto the antibiofilm activity of carbon-based nanoma-
terials like carbon nanotubes, fullerenes, graphene oxide, 
and carbon quantum dots. To the best of our knowledge, 
this review is the first of its kind that elaborately explains 
the antibiofilm activity of most carbon-based nanoparticles 
and nanocomposites.

2  Carbon Nanotubes

Carbon nanotubes are nano-dimensional cylindrical-shaped 
particles that are usually hollow. Since its invention in the 
year 1991, it has found application in different disciplines of 
science, especially in chemistry and biology [11].

2.1  Structural Chemistry

Single-walled carbon nanotubes are classified into three 
different types based on the nature of the rolling of the 
graphene layer. These are zigzag-patterned nanotubes, chi-
ral nanotubes, and armchair-shaped nanotubes. There are 
various parameters that determine the characterization of 
single-walled carbon nanotubes. The pair of indices deter-
mine the chiral vector of the nanotube and also determines 
the various electrical and magnetic properties of nanotubes 
[12]. Among the pair of indices consisting of m and n, when 
m equals zero, the nanotubes take the zigzag form whereas 
when m equals n, the nanotubes take the shape of armchairs 
or become chiral shaped. The chiral vector is represented by 
C and it equals (na1 + ma2) where n and m are the indices 
and a1 and a2 are the graphite base cellular vectors. The 
cell vector is also responsible for the tube diameter which 
is represented as d. It finds out the direction in which the 
graphene sheet rolls. The calculation of the diameter of the 
carbon tube is done by the formula (d × ¼ × a ×m2 × mn × 
n2 × p × π). Here p is responsible for the lattice constant of 
the graphite sheet. If the measurement of (n-m) is a multiple 
of three, the formed nanotubes possess different metallic 
properties, or the nanotubes are considered good conducting 
materials [12]. If the (n-m) value is not a multiple of three, 
in that case, the nanotube is considered a semiconductor or 
material with semi-metallic characteristics. The armchair 
form of the nanotube is usually metallic in nature, but in 
other types, they can be either metallic or semi-metallic.

There are multiple parameters on which the struc-
tural characterization of nanotubes depends. The first one 
is the chiral vector which is determined by the formula, 
Ch = na1 + na2» (n, m). Where Ch is the chiral vector, 
n, and m are indices, and a1 and a2 are the graphite base 
cellular vectors [13]. The translational vector is another 
important parameter that is determined by the formula 
T = t1a1 + t2a2» (t1, t2), where T is the transitional vector. 
It is very important to know about the length of the chiral 
vector. This parameter is calculated by the formula, L = a 
√ (n2 + m2 + n × m), where L is the length of the chiral 
vector and a is the lattice constant [14]. The chiral angle 
determines the angle of rotation of the nanotube and also 
determines its structural orientation. This angle can be cal-
culated by the formula cosθ = (2n + m)/ (2 × √ (n2 + m2 + n 
* m)), where θ is the angle of chirality. The total number of 
hexagons that are present in the nanotube can be measured 
in a unit cell by the formula N = (2 × (n2 + m2 + n × m)/
dR), where N is the number of hexagons present in the unit 
cell of a nanotube [15]. The diameter of the nanotube and 
its rotation angles belonging to the symmetry vector can be 
determined by the mathematical formulations dt = L/π and 
ψ = 2π/N respectively. Here dt represents the diameter, L 
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represents the length, ψ represents the rotational angle and 
2π/N is measured in radians. The symmetry vector calcula-
tion is done by the R = pa1 + qa2» (p, q) formula, where R 
is the symmetry vector and p, q are the constraints deter-
mining the symmetry of the nanotubes. Lastly, the pitch of 
the symmetry vector is calculated by the formula τ = ((m 
×(p–n) × q) × T)/N, where τ is the pitch [16]. Synthesis of 
multi-walled carbon nanotubes can be done by two differ-
ent models. The first one is the Parchment model while the 
second one is the Russian Doll model. If the carbon nano-
tube encircles another nanotube and the outer nanotube pos-
sesses a larger diameter compared to the thinner nanotube, 
then that carbon nanotube is known as the Russian Doll 
model. On the other hand, if there is only a graphene sheet 
that is wrapped around itself a number of times just like a 
piece of paper that is rolled up, then that way of preparation 
of carbon nanotube is known as the Parchment model [17].

2.2  Mechanism of Synthesis

The availability of different technologies is seen in the pro-
duction and development of carbon nanotubes of different 
sizes, shapes, and morphologies. Mostly, these technologies 
include processes of gas phases. However, three of these 
processes are widely used and very popular methods of 
carbon nanotube synthesis [18]. These are chemical vapor 
deposition (CVD) methods, and ablation technology with 
the help of laser and arc discharge technology associated 
with carbon.

2.2.1  CVD or Chemical Vapour Deposition Technology

Preparation processes involving increases in temperatures 
like arc discharge and laser ablation were first put to use 
for the purpose of the formation of carbon nanotubes. But 
nowadays, these technologies have been replaced by chemi-
cal vapor deposition technologies and synthesis by evapo-
ration of carbon molecules; both of which undergo the 
involvement of lower temperatures. These methods also 
involve the usage of different metal particles for their cata-
lytic roles. Some examples of these are cobalt, nickel, iron, 
magnesium, etc. [19]. Direct electricity is passed by the 
process of arcing inside the reaction chamber. Then, pres-
sure is put on the chamber and the temperature is raised to 
approximately 400 0 F. In the arcing process, almost half of 
the total amount of carbon that underwent evaporation was 
collected by its solidification in the cathode [20]. This is 
known as Cigar-like structure formation or cylindrical hard 
deposition. Whereas, in the positive electrode, consumption 
or erosion occurs. This is followed by the deposition of car-
bon, which remains in the form of a hardened grey shell, on 
the periphery and undergoes condensation to form cathode 

soot on the cathode and chamber soot in the surrounding 
walls of the chamber. The cathode soot, chamber soot, and 
inner core lead to the formation of three types of structures 
which are polyhedral-shaped graphene sheets, single-walled 
carbon nanotubes, and multiple-walled carbon nanotubes. 
These carbons are soft and dark [21].

2.2.2  Laser-Ablation Technology

The technology involving the ablation of laser uses high-
power vaporization of laser in a tube, which is made of quartz 
and blocks of pure graphite. The tube is heated from below 
with the help of a furnace at a temperature of more than 
12000  C with the surrounding environment covered with 
argon [22]. The main reason for using a laser in this method 
is the vaporization of the graphite inside the quartz. Same to 
the process of formation of single-walled carbon nanotubes 
through the method involving arc discharge, the laser tech-
nology adds particles of metal as catalysts that target the 
graphite in the tube. Multiple research reports show that the 
diameter of the carbon nanotubes is dependent on the power 
of the laser used [23]. When the pulse power of the laser is 
increased, the diameter of the carbon nanotubes becomes 
very thin. However, it is seen that using ultrafast laser pulses 
which has the ability to move in sub-pico-seconds can syn-
thesize even larger volume of carbon nanotubes. The major-
ity of the nanotubes produced are single-walled [24].

2.2.3  Carbon Arc-Discharge Technology

The standard process for the synthesis of carbon nano-
tubes by CVD is nanotube synthesis by carbon arc dis-
charge (Fig. 1). Multiple types of carbon arc discharges are 
present plasma-enhanced need CCVD or catalytic chemi-
cal vapor deposition, thermal CCVD or catalytic chemical 
vapor deposition, CVD assisted by oxygen, CVD assisted 
by water, microwave plasma chemical vapor deposition, 
radio-frequency involved chemical vapor deposition, hot 
filament involved chemical vapor deposition; etc. [25]. 
However, among all of these methods, CCVD or catalytic 
chemical vapor deposition is the most accepted and trusted 
method and is considered the most standard process for the 
synthesis of both single-walled and multi-walled carbon 
nanotubes [26].

2.3  Antibiofilm Activities

Single-walled carbon nanotubes are seen to possess antibio-
film activities against biofilm-forming bacteria Escherichia 
coli. The mode of action involves the rupture of the Extra-
cellular polymeric matrix (EPM) of the biofilm, followed 
by cell membrane rupture of the individual bacterial cells 
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nanotubes along with the addition of these same surface 
groups do not show that much antibiofilm effectiveness 
against the same biofilm forming bacterial species [34]. 
Although, both types of nanotubes have the ability to dam-
age and destroy the cell membrane of the bacteria which 
made their DNA content come out of the cell, causing their 
death; the extent of this destruction and damage will depend 
on the efficiency of the concerned nanotube [35].

Various experiments conducted on these nanotubes also 
show antibacterial and antibiofilm activities of the single-
walled carbon nanotubes, when they are found in a dispersed 
state in various surfactant solutions such as sodium dodecyl 
benzenesulfonate, sodium holate, sodium dodecyl sulphate; 
etc. against an array of biofilm-forming bacterial species 
such as Escherichia coli, Enterococcus faecium, Salmonella 
enteric; etc. [36]. Single-walled carbon nanotubes possess 
antibiofilm activities mainly against Escherichia coli; how-
ever, it is seen that it possesses antibiofilm activities against 
biofilm-forming bacterial species like Pseudomonas aeru-
ginosa, Staphylococcus aureus, Streptococcus sanguinis; 
etc. [37]. Single-walled carbon nanotubes in various surfac-
tant solutions are seen to possess very low toxicity toward 
animal and human cells. So, it can be applied as a treat-
ment procedure against biofilm infections that occurs in the 
human body [38]. Especially in human astrocytoma cells 
1321N1, the application of these nanotubes can be done to 
solve and treat biomedical problems involving biofilm for-
mation and proliferation specifically against antimicrobial-
resistant microorganisms [39].

leading to the death of the bacteria [27]. But many research 
works confirmed that the size of the synthesized carbon 
nanotube is perhaps the most important parameter in find-
ing out the antibiofilm property [28]. Again, it is seen that 
multi-walled carbon nanotubes do not work better on bio-
films of Escherichia coli compared to single-walled carbon 
nanotubes. It is seen that the toxicity level of single-walled 
carbon nanotubes is much more significant compared to 
multi-walled carbon nanotubes [29]. Direct contact between 
the single-walled carbon nanotubes and the cell membrane 
of biofilm-forming bacteria occurs which results in the dis-
ruption and loss in integrity of the cell membrane, affect-
ing the metabolism process and also affecting the shape and 
morphology of the bacterial biofilm as well as bacterial cells 
[30]. Also, because single-walled carbon nanotubes possess 
a very small radius and hence a very small circumference 
compared to the radius and circumference of multi-walled 
carbon nanotubes, they can easily penetrate inside the EPM 
matrix of the biofilm and the cell membrane of the bacterial 
cells and exert its effect, which the later cannot do [31].

Many authors have found evidence that proves that the 
addition of various surface groups to single-walled carbon 
nanotubes and multiple-walled carbon nanotubes increases 
their antibiofilm activities against biofilms formed by round-
shaped and rod-shaped biofilm-forming bacteria as well as 
biofilms formed by both Gram-positive and Gram-negative 
bacterial species [32]. The addition of surface groups the like 
hydroxyl group and carboxylic acid group to single-walled 
carbon nanotubes result in increased antibiofilm activities 
against biofilm-producing Gram-positive and Gram-nega-
tive bacterial species [33]. However, multi-walled carbon 

Fig. 1  Mechanism of Synthesis of Carbon Nanotubes
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capacity for energy storage, better conductive characteris-
tics, conductive adhesiveness; etc. [43]. Carbon nanotubes 
are largely applied in molecular electronics and other struc-
tural applications. Various fabrics and fibers are made out 
of carbon nanotubes which have a lot of industrial applica-
tions. They are largely used in the biomedical industries, air, 
and water filtration systems, hydrogen storage; etc. Carbon 
nanotubes are also widely used for molecular sieves, heat 
transfer, and enzymatic and catalytic roles [44].

3  Fullerenes

Fullerenes are a football-shaped allotrope of carbon and are 
widely known for their antibiofilm activities. The biofilm-
forming bacterial species against which it shows maximum 
effectiveness is Salmonella typhi, Streptococcus mutants, 
Escherichia coli; etc. [57].

2.4  Mechanism of Antibiofilm Activities

One of the plausible mechanisms of action of carbon nano-
tubes against biofilm-forming microbial species will be 
direct contact between the carbon nanotubes and the sur-
face of the biofilms specifically the extracellular polymeric 
matrix (Fig. 2) [40]. This direct contact will result in serious 
effects on the cell membrane integrity, morphology, and, 
various metabolic processes of the bacterial biofilms and 
individual cells [41]. More research should be carried out on 
the antibiofilm activities of carbon nanoparticles especially 
because of their large surface-to-volume ratio, high inner 
volume, and various other physical and chemical character-
istics which possess uniqueness [42].

2.5  Applications of Carbon Nanotubes

Carbon nanotubes have a wide range of applica-
tions  (Table  1). They are largely used for their properties 
like high field emission, high thermal conductivity, large 

Table 1  Various types of Carbon Nanotubes and their Antibiofilm Applications
Sl no. Type of Carbon Nano-

tubes (CNT)
Morphology Size (µm) Optimal Conc. 

Of action µg/ml
Antibiofilm activities Ref.

1. Multi-walled CNT hollow cylinders 70 5 Escherichia coli  [45]
2. Multi-walled CNT hollow cylinders 3.0 500 Staphylococcus aureus, Bacillus subtilis  [46]
3. Single-walled CNT cylinders 1.5 5 Escherichia coli  [47]
4. Single-walled CNT cylinders 1.4 5 Escherichia coli  [48]
5. Single-walled CNT cylinders 2.1 250 Staphylococcus aureus, Bacillus subtilis  [49]
6. Single-walled CNT cylinders 0.3 5 Staphylococcus epidermidis  [50]
7. Multi-walled CNT hollow cylinders 31 to 50 25 Candida albicans, Pseudomonas aeruginosa  [51]
8. Single-walled CNT cylinders 1 to 3 5 Staphylococcus aureus, Escherichia coli  [52]
9. Single-walled CNT cylinders 5 to 10 5 Bacillus Species  [53]
10. Multi-walled CNT hollow cylinders 50 to 70 350 Methicillin-resistant Staphylococcus aureus  [54]
11. Single-walled CNT cylinders 1 to 3 5 Bacillus Species, Staphylococcus aureus  [55]
12. Multi-walled CNT hollow cylinders 50–60 200 Staphylococcus aureus, Escherichia coli, Can-

dida albicans, Pseudomonas aeruginosa
 [56]

Fig. 2  Mechanism of Antibiofilm Activity of Carbon Nanotubes
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3.2.1  Laser Vaporization of Carbon

Laser vaporization of carbon into fullerenes is a widely 
used method and it has gained a lot of popularity over the 
years. Here, the production of fullerene is achieved through 
a pulsed laser-mediated supersonic expansion nozzle which 
is particularly concentrated on the target which is graph-
ite [61]. The entire process is done in an inert atmosphere 
preferably helium. At first, the vaporization of carbon hap-
pens by placing a graphite piece on a solid disc, which is 
rotated continuously throughout the process. This is done in 
presence of a high density of helium gas in the atmosphere 
which is achieved by focusing a pulsed laser on its target 
[62].

3.2.2  Electric Arc Heating of Graphite

The concept of this method of fullerene synthesis was 
invented by two scientists named Huttman and Kratchmer. 
This method is initiated by the generation of an electronic 
arc in between two rods of graphite which is also done while 
maintaining an atmosphere filled with inert gases (Fig. 3). 
The electronic arc leads to the formation of a condensed 
fluffy containing toluene extractible fullerenes, which is 
also known as soot. Then extraction of fullerenes from this 
condensed fluffy is done with help of removal of a small 
amount of solvent toluene with the help of a rotary evapora-
tor [63]. The remaining solid mixture is in most cases pure 
fullerene C60 along with little amounts of higher fullerenes. 
Liquid chromatography is carried out to filter the C60 fuller-
ene into its purest form.

3.1  Structural Chemistry

In the fullerenes, the structure plays a very important role as 
it determines its unique physical and chemical properties. 
All the carbon atoms in fullerenes are linked to each other 
forming a polyhedron. So, in order to do this, each carbon 
atom undergoes the formation of a double bond and one 
single bond. In C60-type fullerene, two types of bonds are 
present. First is the double bond which is located between 
two different hexagons and second is the single bond which 
is located between a pentagon and a hexagon [58]. These 
bonds cover the entire fullerene surface forming a network 
of double bonds in conjugation. The structures of fullerene 
which have a reduced number of hexagons shows higher 
SP3 bonding properties for example increased carbon sites 
of reaction as well as higher strains. However, in the case 
of the pentagons located adjacent to hexagons, reduced sta-
bility is shown along with relatively abundant fullerenes 
with different extracted pentagons [59]. In the latter case, 
the π bond delocalization in the structure is an obvious 
phenomenon.

3.2  Mechanism of Synthesis

Formation of fullerenes is mostly carried out by the applica-
tion of carbon laser vaporization which is done by main-
taining an atmosphere that is inert in nature. However, the 
amount of synthesized fullerene by this method is relatively 
low. Instead, if methods like graphite-mediated arc heat-
ing or poly-aromatic hydrocarbon irradiation by laser are 
done, the number of fullerenes synthesized will be relatively 
much higher [60].

Fig. 3  Mechanism of Synthesis of Fullerenes
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that undergo synthesis of C60 type of fullerene by the pro-
cess of laser irradiation at a wavelength of 337 nm [67].

3.3  Antibiofilm Activities

The antibiofilm activity of fullerenes occurs mainly because 
of the metabolism of energy that takes place after internal-
izing the nanoparticles inside the extracellular polymeric 
matrix of the bacterial biofilms and eventually into each 
of the bacterial cells [68]. The antibiofilm activities may 
also rise from inhibition of the respiratory chains of the 
individual bacterial cells that lead to the death of the bacte-
rial cells and eventually disruption of the biofilm [69]. The 
derivatives of fullerenes are mainly involved in this mode 
of action. Here, a very low concentration of fullerene deriv-
atives affects the uptake limit of oxygen at first and then 
subsequently increases the level of oxygen uptake [70]. The 
increase occurs once hydrogen peroxide is produced and 
attached to the fullerene derivatives [71]. An alternative 
antibiofilm mode of action suggests that the extracellular 
polymeric matrix disruption of biofilm followed by dis-
ruption of the cell membrane of the individual cells could 
be a possible explanation [72]. The hydrophobic parts of 
fullerenes might undergo intercalation with the lipid mem-
branes and also interact with the lipid membranes (Fig. 4). 
There are various classes of fullerenes and all of them show 

3.2.3  Resistive Arc Heating of Graphite

In this process, at first, some carbon rods are evaporated 
with the help of resistive heating. In this case, the surround-
ing environment is filled with inert gas helium partially. 
With the help of resistive heating, the carbon rods are heated 
in such a way that they undergo an emission of a substance 
that looks like soot and which is made of fullerenes and is 
a faint grey-white plume in appearance [64]. Glass shields 
are placed covering the carbon rods and on them, these sub-
stances made of fullerenes are collected.

3.2.4  Laser Irradiation of Polycyclic Hydrocarbons

Formation of fullerenes directly is not usually done for the 
purpose of getting a new fullerene family homolog because 
it is not received in sufficient amounts because of some of the 
uncontrollable parameters involved in the method of evapo-
ration of graphite [65]. Instead, the synthesis of fullerenes 
with the help of PAHs or Polycyclic Aromatic Hydrocar-
bons is a much better and preferred method. This process is 
based on PAHs or polycyclic aromatic hydrocarbons which 
already possess carbon frameworks that is required. These 
polycyclic aromatic hydrocarbon molecules are folded to 
synthesize fullerenes by the process of FVP or flash vacuum 
pyrolysis [66]. It has been reported that polycyclic aromatic 
hydrocarbons are composed of sixty different carbon atoms 

Fig. 4  Mechanism of Antibiofilm Activity of Fullerenes
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many pathogenic bacteria causing biofilm-related infections 
such as Escherichia coli, Staphylococcus aureus, Pseudo-
monas aeruginosa; etc., and many pathogenic fungi causing 
infections related to fungal biofilms such as Candida albi-
cans [84]. It was seen that the more the number of cationic 
groups existing quaternarily in these fullerene derivatives, 
the more their antibiofilm effectiveness. Such derivatives of 
fullerenes were most effective against biofilms of Staphylo-
coccus aureus which was followed by Escherichia coli [85]. 
Candida albicans showed the most resistance against these 
fullerenes but ultimately the fullerenes could successfully 
penetrate through the extracellular polymeric matrix and 
cell wall of these fungal biofilms [86]. Many researchers 
have found that the sulfobutyl derivative of fullerene pos-
sesses effective antibacterial as well as antibiofilm activi-
ties against the majority of the bacterial species living in the 
environment [87]. The mode of action followed is photo-
irradiation. These fullerenes can also be effective against 
burns and wounds, especially those in which light cannot 
penetrate inside the tissues [88].

3.5  Applications of Fullerenes

Fullerenes are widely used for their applications as essen-
tial antioxidants that often react at an extremely high rate in 
combination with free radicals (Table 2). This is one of the 
reasons for cell death or cell damage. They also have a wide 
range of applications in the healthcare industry in which the 
main purpose of their use is to enhance oxidative death of 
cells or cell damage. Thus, it has immense applications in 
the spoilage of food, deterioration of plastics, and corrosion 
of metals [89]. Fullerenes play an important role in regulat-
ing neuro-degeneracy and other neurological diseases such 
as Lou Gehrig’s disease and Alzheimer’s disease which are 
caused by radical damage. Fullerenes are also used in the 
development of many drugs for different therapies and dis-
eases like photodynamic therapy, atherosclerosis, anti-viral 
therapy; etc. Because fullerenes possess the ability to neu-
tralize more than twenty free radicals with just one molecule 
of fullerene, it is termed a “radical sponge” [90]. The antiox-
idant properties of fullerenes are almost one hundred times 
more efficient than that of other antioxidants like vitamin 
E. They also possess a very high solubility in oils. Because 
fullerenes are soluble in different oils like almond oil, they 
are widely used for screen tests to treat ocular toxicity in 
tissues after showing no indication of any side effects [91].

different levels of anti-biofilm activities. Fullerenes can be 
positively charged, neutral, and negatively charged [73].

3.4  Mechanism of Antibiofilm Activities

The cation-containing derivatives of fullerene possess 
maximum antibiofilm activity against biofilms of She-
wanella oneidensis and Escherichia coli. However, the 
anion-containing derivatives of fullerene didn’t show that 
much antibiofilm effectiveness [74]. There have been dif-
ferent scientific opinions pertaining to this observation. 
One opinion suggests that the surface negative charge 
of the Gram-negative bacteria prevents interaction with 
the anionic fullerenes which results in no bond formation 
between fullerenes and cell membrane proteins [75]. This 
is why they cannot penetrate into the surface as they could 
not bind to the membrane. Another opinion suggests that the 
anionic fullerenes were extremely soluble in aqueous solu-
tions [76]. Thus, in aqueous solutions, they cannot interact 
with the bacterial biofilms and hence cannot show their 
antibiofilm activities. Fullerenes can also be engineered 
such that their structural modifications can be done with the 
attachment of protonated amine side chains the and attach-
ment of deprotonated carboxylic side chains. This is done 
by some linkers organically [77]. The results were found 
to be similar to the cationic and anionic fullerene deriva-
tives. Fullerenes with protonated amine side chains showed 
effective results against Escherichia coli biofilms whereas 
fullerenes with deprotonated carboxylic side chains did not 
show any noticeable amount of antibiofilm activity against 
any biofilm-forming bacterial species [78].

There are a lot of applications of fullerenes. They can be 
used as photosensitizers in photodynamic therapy (PDT). 
This is mainly done by enhancing the solubility of the 
fullerenes with the artificial addition of multiple hydrophilic 
side chains [79]. Once these fullerenes are made water sol-
uble, specific reducing agents of biological origin are mixed 
in the aqueous solution which results in the formation of 
superoxide [80]. However, this procedure can be cytotoxic; 
but the cytotoxicity is way more in the case of biofilm-form-
ing bacterial cells compared to human cells or other animal 
cells. Scientists have also shown that fullerene derivatives 
such as fullero-pyrrolidinium when used for photo-irradia-
tion, result in effective antibiofilm activity against bacterial 
as well as fungal biofilms [81].

It is seen that fullerene derivatives that are substitutes 
for cations can be irradiated with white light. This results 
in the enhancement of their antibiofilm activities against 
an array of microorganisms [82]. Whereas, when we talk 
about synthetic derivatives of fullerenes, they are always 
composed of a quaternary group or at least one basic amino 
group [83]. This makes them an antibiofilm agent against 
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by adding hydroxyl groups along with the epoxy groups. 
This model also used two types of carbon atoms having 
sp2 and sp3 hybridization [107]. The two types of carbon 
atoms were arranged in an alternative pattern to make up 
the graphite sheet.

Boem and Scholz proposed a structure of graphene oxide 
that is relatively less organized in the year 1969. Their 
structure consisted of carbon-carbon double bonds and 
carbon-carbon single bonds which are repeated periodically 
in various layers of carbon [108]. These carbon layers are 
further associated with several carbonyl side chains and 
hydroxyl side chains. However, in this structure, ether oxy-
gen was not involved. In the year 1994, Matsuo and Naka-
jima invented a model which possessed some resemblance 
with different intercalation compounds of graphite [109].

Four years later in 1998, scientists Klinowski and Lerf 
invented a model which was ideally an LK model, consist-
ing of two sections. The first section consists of aromatic 
benzene rings which are not oxidized, whereas the second 
section is in association with aliphatic rings that are of six 
carbon chains each [110]. The dimensions of the two dif-
ferent sections depend on how much material has been 
oxidized. The main constituents of this model are epoxy 
groups, multiple double bonds, and lastly a number of dif-
ferent aromatic groups. Wrinkling inside the single layer is 
the result of a little bit of distortion in a tetrahedral struc-
ture of hydroxyl groups which is bonded with the atoms of 
carbon. The functional groups such as oxygen are bonded 
to the single-layered carbon above and below the various 
materials of the carbon layer. This generates two-layered 
oxygen atoms with different concentrations which are made 
mainly from hydroxyl groups and epoxide groups [111]. 
Both these groups are in close contact with one another. All 
aromatic groups, different functionalities of oxygen, oxi-
dized rings; etc. are randomly seen throughout the single 
layer of carbon. The oxygen groups present here are also 
responsible for the acidity of graphene oxides. The oxygen 

4  Graphene and Graphene Oxide (GO)

Graphene is basically a single layer of carbon atoms, placed 
very close to one another in a 2-D crystal structure. Gra-
phene sheets in nano-dimensions possess the ability to dis-
perse into the water very easily [102]. Once they disperse 
themselves in any aqueous solution, the development of 
side chains or functional groups in these graphene sheets 
takes place. These groups can be carboxyl groups, epoxy, or 
even hydroxyl groups.

4.1  Structural Chemistry

The morphology of graphene oxides was more and more 
researched and studied in detail in the last few years. Vari-
ous technologies involving 13 C NMR, 1 H NMR, transmis-
sion electron microscopy with ultra-high resolution, dark 
field microscopy, XRD or X-ray diffraction; etc. were used 
to study the morphological properties of graphene [103]. 
Despite so many attempts and using so many technologies 
to search for the structure and morphology of graphene 
oxides, certain types are still not clearly explained and need 
further studies into variability in graphene oxide stoichiom-
etry [104]. In simple terms, graphene oxides are a single-
layered sheet of graphite that contains oxygen groups on its 
edges as well as basal planes and different side chains of 
carboxyl, hydroxyl, epoxy; etc. nature. This leads to the for-
mation of a mixture of sp2 and sp3 carbon atoms which is 
in a hybrid state. Models and structures of graphene oxides 
have been predicted based on various mathematical, analyti-
cal, and theoretical simulation studies [105].

The first structure of graphene oxide was described by 
two scientists named Rudolf and Hofmann in 1939 and 
confirmed the presence of various randomly distributed 
epoxy groups throughout the single-layered graphite sheet 
[106]. In the year 1946, Ruess improved this existing model 

Table 2  Various Types of Fullerenes and Their Antibiofilm Applications
Sl no. Type of 

Fullerenes
Morphology Size (nm) Optimal Conc. of 

action (µg/mL)
Antibiofilm activities Ref.

1. C70 Spherical - 10 to 12 Escherichia coli  [92]
2. C60 Spherical - 7.5 Staphylococcus aureus, Escherichia coli, Can-

dida albicans, Pseudomonas aeruginosa
 [93]

3. C60 Spherical 150 to 340 8 to 10.5 Staphylococcus aureus, Escherichia coli  [94]
4. C60(OH)44 Spherical 300 8.8 Methicillin resistant Staphylococcus aureus  [95]
5. C60(OH)44 Spherical 300 to 350 12.5 Bacillus Species  [96]
6. C60(OH)44 Spherical/ Triangle 180 13.6 Staphylococcus aureus, Escherichia coli  [97]
7. C60(OH)44 Spherical/ Rod 300 10 to 15 Cutibacterium acnes  [98]
8. C60(OH)36 Spherical 150 to 300 10 Staphylococcus epidermidis  [99]
9. C60(OH)36 Spherical/ Rod - 1 Candida albicans  

[100]
10. C60(OH)12 Spherical - 1.5 Malassezia furfur  

[101]
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These methods include the usage of potassium chromate 
from a mixture of nitric acid or perchloric acid. Preparation 
of graphene oxides can also be done following the Jones 
conditions [116]. Again, potassium ferrate is used in a solu-
tion of sulfuric acid for the preparation of graphene oxides. 
Graphite undergoes oxidation inside the water at a tempera-
ture of 50 0 C in the presence of hydrogen peroxide. It can 
also undergo oxidation by metallic iron in the presence of 
benzoyl peroxide at a temperature of 110 0 C [117]. It should 
be kept in mind that the graphene oxides prepared by any of 
the chemical methods cause structural distortion and change 
in the morphology of the graphene oxides. This is mainly 
because of the extremely acidic environments in which the 
synthesis is carried out or also can be because of the impuri-
ties present in the mixture [118]. In these cases, the produced 
graphene oxides are not suitable for usage in the different 
electronic, sensor-based, and point-of-care diagnostic tools 
in which they are widely used. It should also be noted that 
even if the chemical methods of graphene oxide synthesis 
like the permanganate method or the chlorate method pro-
duce graphene oxides with unsatisfactory electrical proper-
ties, they are still preferred and widely used, and also more 
and more research is conducted to explore these processes 
and innovate them to find out a better alternative [119].

4.2.3  Tour’s Method and its Modification

In the year 2017, research works reported a lot of modifi-
cations to Tour’s method of graphene oxide synthesis. The 
most important modification was decreasing the time of 
reaction which was reduced from almost 12 h to 1 h. But 
surprisingly there were no striking differences in the syn-
thesized graphene oxides. Further modifications to Tour’s 
method were carried out in 2018 in which graphite flakes 
were oxidized in the presence of permanganate in a graph-
ite: permanganate ratio of 1:6 [120]. The prepared mixture 
was further mixed with another mixture which is prepared 
by mixing phosphoric acid and sulfuric acid in a ratio of 1:9. 
Now the newly mixed solution was heated at a temperature 
of 65 0 C for a time span of 12 h. All the chemicals were 

groups which are located at the edges of the lattice-struc-
tured carbon and which are of carboxyl or hydroxyl origin 
are mainly involved in the determination of graphene oxide 
acidity [112]. These are precisely the reasons why the LK 
model is considered one of the most acceptable models for 
graphene oxides with mild oxidation.

4.2  Mechanism of Synthesis

Graphene oxides can be synthesized by multiple processes. 
Probably the easiest of all is the usage of various oxidizing 
agents while maintaining an acidic environment. Whereas 
there are different other methods that are widely used such 
as microbial synthesis of graphene oxide and electrochemi-
cal synthesis of graphene oxides.

4.2.1  Permanganate Method and its Modifications

This method is also known as Tour’s method and the synthe-
sized product by this method was named Tour’s graphene 
oxides [113]. In this method, sulphuric acid and phosphoric 
acid are at first mixed in a ratio of 9:1 (Fig. 5). In a separate 
container, graphite, and potassium permanganate are mixed 
inside an ice bath in a ratio of 1:6. Now the two mixtures are 
mixed together which is followed by heating of the mixture 
up to 50 0 C and stirring the mixture on a magnetic stirrer 
for 12 h continuously and cooled [114]. The mixture is fur-
ther cooled by placing it on ice, and 30% hydrogen peroxide 
solution is added for the removal of extra levels of potas-
sium permanganate. In this method, phosphoric acid acts as 
an agent of etching as well as a dispersive agent. It stabilizes 
the process of oxidation making the synthesis of graphene 
oxide in a safe way. The yield of generated graphene oxide 
is extremely high and the graphene obtained are all of regu-
lar shapes and morphologies [115].

4.2.2  Jones Method and its Modification

Various new methods have been developed to carry out the 
oxidation of graphite for the preparation of graphene oxides. 

Fig. 5  Mechanism of Synthesis of Graphene Oxides
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Silver nanoparticles conjugated with carbon nanotubes 
show inhibitory effects against biofilms of pathogens that 
cause extremely harmful infections to the human body such 
as methicillin-resistant Staphylococcus aureus, Burkhold-
eria cepacia, Klebsiella pneumoniae, Acinetobacter bau-
mannii; etc. [129]. Among these Acinetobacter baumannii 
is known to possess extreme antibiotic and drug resistance. 
Bio-defensive bacterial species like Yersinia pestis can also 
be effectively inhibited with the help of these conjugated 
nanoparticles [130].

4.4  Mechanism of Antibiofilm Activities

The development of extreme stress throughout the nano-
membranous structure of graphene sheets results in their 
antibiofilm efficacies  (Fig.  6). Escherichia coli biofilms 
are a major target for both graphene oxide and graphene 
nanoparticles [131]. The antibiofilm property of graphene 
and graphene oxide nanoparticles is also because of the 
extremely sharp nano-edges of these nanoparticles. Once 
the bacterial biofilms come in contact with these edges, 
their extracellular polymeric matrix gets damaged [132]. 
The cell membranes of the bacterial cells can also get dam-
aged because of these sharp edges which cause the efflux of 
RNA [133]. This mechanism can occur in biofilms formed 
by both Gram-positive and Gram-negative bacterial spe-
cies. The antibiofilm activities of graphene oxide nanopar-
ticles may also arise from their reduced nano-dimensional 
walls [134]. It was seen that once biofilms of Staphylococ-
cus aureus come in contact with these reduced walls, cell 
membrane damage occurs in the biofilm-forming bacterial 
cells which ultimately leads to their death [135]. The antib-
iofilm activities of graphene nanowires can be compared to 
the antibiofilm activities of single-walled carbon nanotubes 
[136]. Various research works also reported the antibiofilm 
activities of graphene nanoparticles with reduced nano-
dimensional wires against Escherichia coli biofilms.

4.5  Applications of Graphene Oxide

Emission of toxic gases like carbon dioxide, carbon monox-
ide, ammonia, methane, nitrogen dioxide, nitric oxide; etc. 
from various industrial clouds of smoke has led to air pol-
lution worldwide. Graphene oxide can serve as an effective 
candidate in the catalysis and conversion of various gases 
involved in air pollution occurring in different processing 
industries (Table 3). Due to the attachment of different oxy-
gen groups at the edges and basal planes of graphene oxide, 
they have the capability to interact with different molecules 
which are either non-covalent or covalent [137]. Toxic 
gases are converted firstly by capturing the gases followed 
by their storage. Several reactions are carried out to catalyze 

cooled at 5 0 C before they were used. Except for the vari-
ous chemical methods used for the synthesis of graphene 
oxide, electrochemical methods are also promising methods 
for graphene oxide synthesis on an industrial scale [121]. 
They are even more eco-friendly and economical methods 
compared to chemical methods of synthesis. This is mainly 
because of the recycling of the electrolyte for a number of 
cycles and washing of the appliances for a minimum time. 
The quality of electrochemically synthesized graphene 
oxides is much better than the other types produced by the 
standard processes because of the usage of electrolytes, 
which is aqueous in nature. This is because once the elec-
trolytes are aqueous, there is no need for oxidizing agents 
and the formation of impurities does not take place. Also 
because of the modern experimental setups used nowadays, 
the regulation of defects and the presence of impurities can 
be controlled easily [122].

4.3  Antibiofilm Activities

Much emphasis was laid on the antibiofilm effects of two 
particular nano-dimensional compounds of graphene oxide. 
These are graphene oxide-chlorophyllin and graphene oxide-
chlorophyllin conjugated with metallic zinc [123]. These 
two types of graphene oxide nanoparticles were effective 
against a large number of biofilm-forming bacterial species 
like Escherichia coli, methicillin-resistant Staphylococcus 
aureus, Streptococcus sanguinis, Streptococcus mutants, 
pseudomonas aeruginosa; etc. [124]. Their mechanism of 
action was somewhat similar to the normal graphene oxide 
nanoparticles which involves cell membrane disruption of 
the biofilm-forming bacterial species. However, in the case 
of graphene oxide-chlorophyllin conjugated with metallic 
zinc, the metal toxicity due to the presence of metallic zinc 
and the modified surface chemistry because of the conjuga-
tion resulted in the enhancement of their antibiofilm activ-
ity [125]. Graphene oxide nanoparticles in conjugation with 
metallic zinc target the hydrogen bonds of the tetrapyrroles, 
which are usually colorless and generate hydroxyl radicals 
in the bacterial cellular components [126]. The leaching of 
zinc ions in the aqueous solution helps in this process. This 
mechanism also results in their antibiofilm activity.

Nanocomposites of carbon that are formed of core metal-
lic nanoparticles and conjugated nanostructures of carbon 
are also been checked for their antibiofilm activities [127]. 
Silver nanoparticles conjugated with carbon nanotubes 
and silver nanoparticles conjugated with graphene oxide 
nanoparticles are the major examples in this category 
[128]. However, because of the excellent dispersed action 
of carbon nanotubes over graphene oxide nanoparticles, the 
former is seen to possess a much better antibiofilm activ-
ity than the latter against several biofilm-forming bacteria. 
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Biomaterials like antimicrobial peptides or antibiofilm pep-
tides, metal ions and radicals, small molecules, natural bio-
active compounds; etc. were prepared in nano-dimensions 
and were tested against various bacterial biofilms [152]. 
Recently, carbon quantum dots have been explored for their 
antimicrobial activities against various nosocomial infec-
tions causing bacterial strains. Carbon quantum dots are 
extremely small in size and exert antibiofilm effectiveness 
against infections caused by bacterial biofilms.

5.1  Structural Chemistry

Carbon quantum dots have the capacity for the emission of 
photoluminescent waves in the near-infrared region (NIR) 
of the electromagnetic spectrum. This is why, carbon quan-
tum dots have multiple applications in various fields such 

the harmful gases and convert them or utilize them directly 
into other processes [138]. Apart from treating this air pol-
lution issue, graphene oxides are also used to address water 
pollution problems. All over the world, graphene oxides are 
used either to absorb different pollutants or to convert them 
into other forms which are not very harmful. The water pol-
lutants which are converted by graphene oxides include 
various heavy metal ions, organic dyes; etc. [139].

5  Carbon Quantum Dots

With the improvement in the field of nano-therapeutics; 
the application of nanoparticles and nanocomposites into 
antibiofilm research became a prime target for research-
ers for treating various biofilm-related infections [151]. 

Table 3  Various types of Graphene and Graphene Oxide Nanoparticles and their antibiofilm applications
Sl 
no.

Type of Graphene and Graphene 
Oxide

Morphology Size 
(µm)

Optimal 
Conc. of 
action (mg/
mL)

Antibiofilm activities Ref.

1. Graphene Irregular - 80 to 90 Candida albicans  [140]
2. Graphene Oxide Irregular 0.54 100 Pseudomonas aeruginosa  [141]
3. Graphene Oxide Lateral/ Irregular 0.59 110 Escherichia coli  [142]
4. Reduced Graphene Oxide Lateral/ Irregular 3.40 0.2 Pseudomonas aeruginosa  [143]
5. Graphene Oxide- AgNP Sphere 5 10 Escherichia coli, Staphylococcus aureus  [144]
6. Graphene Oxide- Ag3PO4 Sphere 5.5 300 Escherichia coli, Staphylococcus aureus  [145]
7. Reduced Graphene Oxide - AgNP Sphere 0.34 40 Escherichia coli  [146]
8. Reduced Graphene Oxide - Ag Sphere/ Rod 0.33 - Escherichia coli  [147]
9. Reduced Graphene Oxide - ZnO Polymeric 1 to 5 3000 Escherichia coli, Staphylococcus aureus  [148]
10. Graphene Oxide - ZnO Sphere 3 to 5 - Escherichia coli, Bacillus subtilis  [149]
11. Graphene Oxide- Cu2O Polymeric 0.5 500 Escherichia coli, Staphylococcus aureus  [150]

Fig. 6  Mechanism of Antibiofilm Activity of Graphene Oxides
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and electrochemical routes [157]. For an instance, in earlier 
days, the processes used in the synthesis of carbon quantum 
dots involved the treatment of single-walled carbon nano-
tubes to purify them from arc discharge soot. This arc dis-
charge soot undergoes oxidation with the help of nitric acid 
and then extraction is performed on it with sodium hydrox-
ide. The generated product was moved apart through a gel 
electrophoresis treatment process. This differentiates the 
suspended product into three different classes of substances 
[158]. The first is the large carbon nanotubes which do not 
penetrate through the gel because of their size constraints. 
The second product is short in size, irregularly shaped, and 
provides a band that is slow-moving. The third product 
moves fast and possesses various fluorescent characteris-
tics. These are carbon quantum dots [159].

Another example of a top-down method includes a laser 
ablation technique involving laser ablation on a carbon tar-
get along with the presence of argon as a carrier gas lead-
ing to the production of nanocomposites of carbon [160]. In 
this process, water vapor is applied to the chamber in which 
the reaction is taking place. The water vapor should be at 
a temperature of 900 ˚C and at a pressure of 75 kPa while 
it is applied to the reaction chamber. Carbon nanocompos-
ites are formed and start accumulating. This aggregation 
of carbon nanocomposites undergoes treatment with nitric 
acid for 12 h which is followed by a process of reflux. Then 
the product was associated with some organic species, the 
purpose of which is to give the carbon quantum dots photo-
luminescent characteristics that ultimately undergo surface 
passivation [161].

5.2.2  Bottom-Up Method

The bottom-up process of synthesis is relatively easy 
for performance and is used for the synthesis of carbon 
quantum dots on an industrial scale. In this approach, the 
polymeric materials as well as the molecules undergo dehy-
dration which ultimately leads to carbonization. Because 

as drug delivery, drug repositioning, cancer therapy, bio-
imaging, photoacoustic imaging; etc. [153]. The effect of 
photoluminescence in carbon quantum dots can be tuned 
and ranged varying from deep UV region to near-infrared 
region. The photoluminescence in carbon quantum dots can 
undergo alterations on the basis of shape and size, modifi-
cations of edges and surfaces, various heteroatom doping, 
edge effects, QCE or quantum confinement effect, surface 
effect; etc. [154]. Apart from these, carbon quantum dots 
possess light stability and possess a resistance in response 
to photobleaching and photo-blinking. However, in the 
case of the traditional semiconductor quantum dots, resis-
tance in response to photobleaching and photo-blinking is 
absent. In the case of the structural perspective of carbon 
quantum dots, they should ideally possess smaller sizes and 
shapes and should possess an increased volume-to-surface 
area ratio. This should be done for avoiding a huge number 
of defects on the surface [155]. There are different optical 
properties in carbon quantum dots that are dependent on the 
sizes of these quantum dots. These optical properties might 
vary based on the defective surfaces of the quantum dots 
and recombinant radioactive pathways caused by the varied 
volume-to-surface area ratio [156].

5.2  Mechanism of Synthesis

There are multiple methods through which carbon quantum 
dots can be synthesized. These include microwave irradia-
tion, electrochemical carbonization, chemical ablation, treat-
ment by hydrothermal method, and laser ablation (Fig. 7).

5.2.1  Top-Down Method

In the synthesis of carbon quantum dots through a top-down 
approach, various sources of carbon are used for example 
carbon rod, carbon soot, graphite; etc. The top-down syn-
thesis process in the formation of carbon quantum dots can 
be performed by high-energy ball milling, laser ablation, 

Fig. 7  Mechanism of Synthesis of Carbon Quantum Dots
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their antibiofilm activities. The majority of their antibio-
film activities are shown against biofilm-forming obligative 
anaerobic bacteria [168]. For more specificity against bio-
films formed by Gram-negative bacterial species, tinidazole 
is also used in place of metronidazole as the carbon source 
in the preparation of carbon quantum dots. These quantum 
dots are extremely effective as they can effectively undergo 
penetration into the biofilm for killing the bacterial species 
because of their nano-dimensional size [169].

5.5  Applications of Carbon Quantum Dots

The carbon quantum dots which share some level of simi-
larity with semiconductor quantum dots show a number of 
biomedical applications (Table 4). These are stretched from 
designing probes which are used in bioimaging, to drug 
delivery, photovoltaic cells, CL or chemiluminescence, pho-
tocatalysis, gene deliveries in various biological applica-
tions, ECL or electrochemiluminescence, fluorescent inks, 
LEDs or light emitting diodes, optical sensors; etc. In the 
last decade, carbon quantum dots have come out to be suit-
able candidates in sensor systems where LOD or limit of 
detection is an important parameter of consideration. The 
range of LOD can be precise from nanomolar to picomolar 
to even femtomolar level [170]. There are different advan-
tages of using carbon quantum dots. This is mainly because 
of the easy and relatively simple synthesis of carbon quan-
tum dots, easier functionalization of functionalization, high 
quantum yield and stability of carbon quantum dots, almost 
no toxicity, and high brightness of carbon quantum dots; etc. 
[171]. These are precisely the reasons why carbon quantum 
dots are preferred so much over other semiconductor quan-
tum dots, which are relatively more expensive and generates 
toxicity as well.

5.5.1  Carbon Nanoparticles and Nanocomposites as 
Biosensors to Detect Biofilm

Biosensors could be a promising tool in studying biofilm 
formation and screening of anti-biofilm drugs. Literature 

of this, the production of carbon quantum dots takes place 
[162]. Various technologies such as combustion, CVD or 
chemical vapor deposition, ultrasonic assistance, hydrother-
mal, solvothermal, microwave assistance; etc. are included 
in the bottom-up approach for the synthesis of carbon quan-
tum dots. An example of carbon quantum dots synthesis by 
bottom-up approach involves pyrolysis which consists of 
one step only [163].

5.3  Antibiofilm Activities

Compared to the other nano-bio materials, carbon quantum 
dots are unique in multiple features like high stability against 
light, better optical characteristics than other nanocompos-
ites, lower levels of cytotoxicity inside the living system, 
good rate of aqueous solubility, relatively easier preparation 
methods and modification strategies, biocompatibility in the 
human body and lastly, permeability through the bacterial 
cell wall [164]. Among these, treatment by hydrothermal 
method perhaps is the easiest and most eco-friendly method, 
which can be done in just one step. Multiple researchers 
have suggested the effective preparation of carbon quantum 
dots from a single carbon source from species like Lactoba-
cillus plantarum [165].

5.4  Mechanism of Antibiofilm Activities

Biofilm-forming bacterial species like Porphyromonas gin-
givalis, Streptococcus sanguinis, Streptococcus mutants; 
etc. are largely inhibited and even killed by quantum dots 
with aminoguanidine and Citrus limetta as the carbon 
sources [166]. Carbon quantum dots are also formed by 
using small drug molecules as the core and covering it in a 
complete meshwork of carbon (Fig. 8). The biggest applica-
tion of quantum dots is the delivery of drugs at the exact 
target sites. Metronidazole is often used as a single source 
of carbon for the preparation of nano-dimensional carbon 
quantum dots [167]. These results in the creation of carbon 
dots that show a high level of photo-luminescence and are 
extremely non-toxic. These are also extremely specific in 

Fig. 8  Mechanism of Antibiofilm Activity of Carbon Quantum Dots
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multi-walled nanotubes have different cytotoxic results as 
they are structurally very different. Other parameters which 
influence these cytotoxic results include the purification 
of nanotubes, how long and perfectly spherical the nano-
tubes are, the moieties of functionalization contained by the 
nanotubes and their reactivities, the applied concentration 
of the nanotubes; etc. [186]. Various research works have 
suggested that carbon nanotubes exert induction of oxida-
tive stress which can be harmful to the living system. These 
nanotubes can successfully eradicate biofilm infections 
from the heart and blood vessels however, these processes 
may lead to several cardiovascular diseases, pulmonary 
inflammations, spleen and liver inflammations; etc. as side 
effects [187].

Some research work confirms that carbon nanotubes in 
conjugation with titanium dioxide nanoparticles or silver 
nanoparticles result in the reduction of the cytotoxic effects 
of these nanotubes on living cells [188]. Another approach 
to decreasing this cytotoxic effect was to form polymeric 
matrices with these carbon nanotubes. This decreases cyto-
toxicity to a great extent. But although we have all these 
results, the cytotoxicity of carbon nanotubes is still a very 
big issue for its application in the human body and more 
research should be conducted to resolve or reduce its cyto-
toxicity on living systems [189].

7  Conclusions, Outlook and Future Aspects

The utilization of nanoparticles (NPs) is regarded as a propi-
tious approach for combating the issue of bacterial biofilms. 
The inefficacy of antibiotic resistance mechanisms against 
nanoparticles is responsible for this phenomenon. In view 
of this, nanoparticles have been progressively employed 

has reported the use of graphene-modified carbon micro-
electrode arrays to assess the growth of the biofilm of S. 
mutans [182]. In a study Jayathilake et al. coupled glucose 
oxidase to a multiwalled carbon nanotube to produce a dual-
tip microsensor, which could sense the adsorption of glucose 
above the biofilm boundary by Scanning Electrochemical 
Microscopy [183]. Though there has been a plethora of 
reports on carbon nanoparticles and nanocomposites as bio-
sensors, very little is known about their activity in assessing 
biofilm growth. This scientific agenda is still a virgin area 
where a further in-depth investigation is required.

6  Cytotoxic Effects of Carbon Nanoparticles 
and Nanocomposites in the Living System

Various toxicological parameters especially the cytotoxicity 
effects on the living system are the main points of concern 
before applying carbon nanoparticles for carriers of drug 
delivery or as drugs in our bodies to eradicate infections 
caused by bacterial biofilms [184]. The optimization of the 
concentrations in which the carbon nanocomposites are 
applied in our body is of utmost importance and should be 
done correctly. The majority of the research works fail in 
this optimization, which is why carbon nanotubes and nano-
composites still possess a lot of limitations. For the same 
reason, The United States Food and Drug Administration 
has yet not given approval for the usage of carbon nano-
tubes [185]. Many kinds of the literature show that the tox-
icity level of these nanotubes is way over the thresholds of 
biosafety limits; whereas other works show that though the 
nanotubes possess various levels of biocompatibility, some 
of these are enough biocompatible for application in the liv-
ing system. On human cells, single-walled nanotubes and 

Table 4  Various types of Carbon Quantum Dots and their anti-biofilm applications
Sl 
no.

Type of Carbon Quantum Dots (CQD) Morphology Size 
(nm)

Optimal 
Conc. of 
action (µg/
mL)

Antibiofilm activities Ref.

1. Core Type - 4 to 5 25 to 50 Staphylococcus aureus  [172]
2. Core Shelled - 3 to 5 8 to 10 Bacillus subtilis  [173]
3. Alloyed Type - 1 to 5 0.2 to 0.5 Staphylococcus aureus, Bacillus subtilis  [174]
4. Core Type Narrow crystal 

lattice
2 to 5 5 to 10 Staphylococcus aureus, Escherichia coli  [175]

5. EDA-CQD - 3 16 Escherichia coli, Bacillus subtilis  [176]
6. PEI- CQD - 3 0.1 Bacillus subtilis  [177]
7. CQD from Carbon Nano-powder with 

H2O2
- 1 to 4 0.1 Staphylococcus aureus, Bacillus subtilis  [178]

8. CQD from Carbon rods- TiO2 Sphere 5 to 10 1 Pseudomonas aeruginosa  [179]
9. CQD from Carbonization- ZnO Sphere 5 25 Porphyromonas gingivalis  [180]
10. CQD from Carbonization Polymer 

Films
Sphere 1–3 300 Staphylococcus aureus, Escherichia 

coli, Candida albicans, Pseudomonas 
aeruginosa

 [181]
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of the modus operandi of these nanoparticles in concert 
with host cells, and the resulting biological pathways that 
are influenced. Despite the extensive research conducted 
on the evaluation of diverse nanoparticles in the context of 
their anti-biofilm efficacy, limited investigations have been 
undertaken to elucidate the mechanisms through which 
these nanoparticles interact with the complex biofilm struc-
tures. The consequentiality of nanoparticles’ capability to 
access the biofilm proficiently is pivotal in terms of accom-
plishing the successful eradication of biofilms.

In conclusion, despite the existence of numerous chal-
lenges that must be addressed to achieve successful trans-
lation into clinical applications, the substantial ongoing 
endeavours in the development and evaluation of carbon 
nanoparticle-based therapeutics have the potential to intro-
duce essential tools for the management of patients for 
whom conventional antibiotic treatments have proven inef-
fective. Additionally, these endeavours could establish a 
pioneering platform for intelligent treatments of antibiotic-
resistant biofilm infections.
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