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Abstract
Most discussions of the relationship between liberty and security focus on the idea 
that enhancing citizens’ security may require imposing constraints on their civil lib-
erties (e.g., freedom of association, of movement, of communication, and so on). 
This paper explores the question of how measures to enhance security stand vis à vis 
the idea of political liberty, i.e. the idea of citizens’ collectively directing the power 
of their state. It distinguishes two models whereby citizens might enact that ideal of 
self-rule and argues that with respect to issues of national security, the less direct 
model, which entrusts political agents to make decisions beyond direct democratic 
input, will often be more appropriate. It argues as well that various practices often 
seen as fundamentally at odds with the ideal of rule by the people (e.g., government 
deception, lack of transparency, covert action) are in fact consistent with a reasona-
ble construal of that ideal. It concludes by outlining various criteria that would have 
to be met for such practices to be morally permissible in democratic states.

Keywords  Democracy · Self-rule · Political liberty · Rousseau · State secrecy

1 � Two Models of Self‑Rule

Most discussions of the tension between the values of security and liberty see the 
issue as essentially involving a specific trade-off: how far should citizens compro-
mise their civil liberties (e.g., freedom to move anonymously, to assemble without 
supervision, to communicate privately, and so on) for increased protection of their 
personal safety? That way of framing the issue obviously gets something right. But 
focusing only on that tension ignores the connection between security and a differ-
ent kind of liberty, viz., the liberty to influence and direct state action, often called 
political liberty. The locus classicus for the distinction between the two kinds of 
liberty is Benjamin Constant’s celebrated 1819 lecture in which he distinguishes 
between “our liberty, [which] has to consist of the peaceful enjoyment of private 

 *	 David McCabe 
	 dmccabe@colgate.edu

1	 Colgate University, 13 Oak Drive, Hamilton, NY 13346, USA

http://crossmark.crossref.org/dialog/?doi=10.1007/s10892-021-09362-6&domain=pdf


182	 D. McCabe 

1 3

independence,” and “the liberty the ancients had, consisting in constant active par-
ticipation in collective power” (Constant 2017: 5). While the ancients were con-
cerned “to share social power among the citizens of a single country,” the aim of 
us moderns is different: it is “to be secure in our private benefits” (Constant 2017: 
7). It’s not surprising, then, that insofar as Constant does register the importance of 
political liberty in modernity, it is chiefly in terms of its instrumental value in pro-
tecting our civil liberty. Nor is it surprising, given the trend Constant discerned in 
modernity, that contemporary discussion of how to ensure security is almost always 
cast with an eye to potential costs to our civil liberties.

In this essay I want to explore what strikes me as an underappreciated problem 
about political action in contemporary democracies that emerges when we consider 
the value of security in relation not to our civil liberties but to our freedom as politi-
cal agents. Central to liberal democracy is the idea that state power should reflect 
the will of the citizens. This principle reflects the enormous value we give to the 
idea of self-rule, i.e., to the idea that state action should as far as possible consti-
tute an expression of its citizens’ will and agency. But there are, I think, different 
ways to understand the connection between self-rule and democratic institutions, 
and in what follows I shall concentrate on two rather different ways of understand-
ing how self-rule can be enacted. On the first model, which we might call the Rous-
seauian conception, political actors figure ideally as direct, unmediated extensions 
of citizens’ own agency. On this conception it follows that citizens should shape 
state action as directly as possible and, accordingly, that state agents should strive 
for maximal transparency in their actions. On the second, which I call the model of 
entrusted authority, citizens see themselves as enjoying the benefits of being gov-
erned by political actors whom they periodically elect in the expectation that those 
actors will work on their behalf and for their benefit. I shall construe these models as 
ideal types.

The model of entrusted authority has struck many (as it did Rousseau) as an 
abandonment of genuine self-rule. But that dismissal is, I think, too quick. To see 
why, consider first a parallel connected with the ideal of autonomy. Imagine a liberal 
regime committed to ensuring that its citizens all have a chance to lead autonomous 
lives (i.e. lives they choose for themselves, free of coercion, after considering what 
kind of life they most want to lead from a range of options). In such conditions some 
will choose a life of religious worship within communities marked by various hier-
archies whose members are not encouraged to exercise various traits (critical reflec-
tion, revision of their commitments, originality, and so on) that seem connected to 
the ideal of autonomy. Shall we say that such people are leading autonomous lives 
or not?

Some part of us, I acknowledge, is inclined to say no, precisely because such per-
sons are not robustly exercising the virtues that so clearly connect to autonomy. But 
some part of us (or at least: some part of me) is also inclined to say yes, so long as 
the persons in question have chosen those lives in the knowledge that there are a 
range of options available to them and through a process that involves some assess-
ment of the value of that way of life as compared with others on offer, in a way that 
inevitably reflects their own temperament, proclivities, and so on. On one interpreta-
tion of autonomy (call it active autonomy), we may conclude that largely obedient 
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religious affiliates are not leading autonomous lives. On the second (call it founda-
tional autonomy), we will conclude they are. How shall we resolve this dispute?

I want to suggest that foundational autonomy is the better interpretation of auton-
omy. My position hinges on the following claim about autonomy’s value: the reason 
political communities should protect individual autonomy is that doing so creates 
conditions most conducive to human well-being. Because different people have dif-
ferent aptitudes, temperaments, and the like, their lives are likely to go best when 
they choose for themselves how they shall go even where these do not involve the 
robust active exercise of autonomy. Where those choices have been made in appro-
priate conditions and honor others’ rights to the same, there are no grounds from 
the standpoint of the value of autonomy to criticize them. The idea is that the value 
grounding our commitment to autonomy (i.e., human well-being) should lead us to 
recognize as equally valid expressions of autonomy the diverse ways in which peo-
ple choose to lead their own lives. This is why I say that foundational autonomy is 
the more appropriate account given the reasons underlying our overall commitment 
to autonomy.

In taking up the status of the Rousseauian conception versus the entrusted author-
ity model as interpretations of the idea of self-rule, I shall pursue an argument struc-
turally similar to that which I have just deployed in exploring autonomy. My goal, 
however, will not be to show that entrusted authority is in all respects a superior 
interpretation of self-rule as compared with a Rousseauian conception. Instead, I 
will aim to show only that it is a plausible conception of the idea of self-rule and 
that in at least one domain (that of national security) it offers substantial advantages 
over the Rousseauian conception.1 Having done that, I shall pursue some implica-
tions of my argument with respect to questions surrounding the place of transpar-
ency and secrecy within democratic regimes, and I will end by suggesting that there 
are reasons to see government secrecy not just as compatible with democratic ideals 
but as a reasonable extension of them.

Before commencing with that argument, two caveats. First, as with the argument 
on autonomy just sketched, I shall take the promotion of the well-being of persons 
in any political community as the touchstone by which the relative appeal of the 
two conceptions of self-rule should be determined.2 Apparently competitor accounts 
(for example, Michael Walzer’s appeal to self-rule as a guarantor of communal self-
determination (Walzer 1985)) are, I think, ultimately parasitic on the justification I 
have just offered, since the best defense of the value of self-determination is that it 
is profoundly good for individuals to live in a community that expresses their own 

1  A reviewer has suggested that while my argument for entrusted authority may succeed in the context 
of sufficiently large political communities, in smaller ones (e.g., those with more homogeneity and ani-
mated by a strong social ethos) the Rousseauian model might be more appropriate. Since a good deal of 
my argument centers on challenges created by the need for secrecy, I am not sure how far smaller states 
can escape the conclusions I defend, since the case for secrecy does not chiefly hinge on the size of the 
population. However that may be, my target here is not chiefly Rousseauians who argue for small-scale 
democratic communities, but is rather those who stress the Rousseauian ideal of direct citizen input as an 
important touchstone for the evaluation of political practice in existing democracies.
2  For the importance of this kind of argument in assessing political institutions, see Wall (2006).
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distinctive practices, norms, and so on. On this approach, the central question is 
whether the interests of members of political communities are, in at least some con-
texts, better advanced by construing self-rule through the entrusted authority model 
than the Rousseauian alternative. The affirmative answer I defend relies on two 
claims, defended in the following two sections: that the model of entrusted authority 
is indeed a plausible interpretation of the ideal of self-rule (§ 2), and that in the con-
text of national security it represents a better way of protecting the values underlying 
that ideal (§ 3).

The second, related point is that despite my use of the phrase “entrusted author-
ity,” what follows is not a comprehensive investigation into the source of state 
authority with an eye to establishing conditions of legitimacy, and I shall largely 
bypass foundational questions of the relation between democratic institutions and 
state legitimacy. I do so in part because if the entrusted authority model is (as I sug-
gest) compatible with the fundamental ideal of self-rule at the heart of democracy, 
then an argument is available that it too possesses whatever legitimacy democracy 
confers. But I do so as well because my central concern here is simply a separate 
issue. If we distinguish the questions (i) what characteristics make political institu-
tions legitimate, and (ii) what characteristics make political institutions likely to be 
most effective at protecting the basic interests of those who live under them, my 
concern is chiefly with the second. This may seem to leave unrebutted those who 
reject accounts of state authority that rely heavily on welfarist considerations, and I 
grant that I cannot here engage that enormous issue. But in defense of my approach, 
two points. First, it would be odd in the extreme if an account of democracy’s legiti-
macy were utterly independent of how well democratic institutions advance human 
well-being, so in that respect the argument I offer will have at least some bearing on 
questions of legitimacy. Second, even if the two issues are logically independent (as 
strict non-welfarists might insist), the question of what political arrangements best 
advance citizens’ well-being remains of great importance to anyone theorizing the 
political.3

2 � The Idea of Entrusted Authority

The case for seeing entrusted authority as a plausible interpretation of self-rule par-
allels the autonomy analogy, in two ways. First, imagine a person who has control 
over some area of her life but decides that in this area someone else (a close friend, 
trusted mentor, etc.) is much better positioned to make decisions that will be in her 
interest. She then chooses to follow decisions in that area made by that other per-
son. This deference is conditional and lasts only as long as the person wishes, which 

3  In comments on an earlier version of this paper Federica Liveriero has raised powerful questions about 
the relation between democratic legitimacy and my argument in this paper—questions which a more 
comprehensive account would need to address but whose resolution is, for reasons just given, ancillary to 
my main purpose here. I am deeply grateful to Liveriero’s penetrating comments, both on that issue and 
on several other aspects of my argument, and to an anonymous reviewer of this journal whose comments 
have helped me clarify important points.
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will likely be only so long as she finds that her life goes better under that arrange-
ment. So long as it is up to her whether to follow the other’s decisions, then allowing 
that other person’s decisions to be authoritative for her is how she chooses to rule 
her life.4 Similarly in the collective case: should a community judge that it wishes 
to entrust certain decisions to persons best situated to address them (for reasons 
explored in § 3 below), then doing so is how that community enacts self-rule in its 
own case. As before, the argument for seeing this as a case of self-rule derives from 
the reasons justifying the commitment to self-rule in the first place, i.e. the under-
standing that a community’s interests are likely to be best advanced when it decides 
for itself how collective problems shall be faced.

The second parallel with autonomy that strengthens the case for seeing entrusted 
authority as a form of self-rule is that just as there is no guarantee that a person 
will exercise their autonomy well, so is there no guarantee that a community will 
hit upon a form of self-rule that best advances the interests of its members. But for 
entrusted authority to stand as a plausible conception of self-rule we needn’t estab-
lish that in exercising it a community always advances its citizens’ interests. We 
need only show that with regard to at least some cases there is good reason to think 
it will do so.

There is an obvious objection to my argument so far. Some may insist that a 
community’s right to self-rule is independent of any connection self-rule makes to 
human well-being. (Indeed, the argument I’m advancing might appear vulnerable 
to a devastating reductio: if a community decides to advance its interests by liv-
ing under a benevolent despot, on my account this qualifies as a form of self-rule!5) 
If, as the objection alleges, the value of self-rule does not hinge on the connection 
between self-rule and the advancement of citizens’ interests, then the argument I just 
offered—which relies on the idea that in certain instances the model of entrusted 
authority might best advance the interests of a community—would gain no traction.

Now I have already made clear that I believe the best defense of communal self-
rule is grounded on its connection to well-being. But it’s crucial to see that the case 
for entrusted authority does not directly hinge on that claim. It does not because 
however the ideal of self-rule is vindicated, it is still the case that self-rule confers 
on a community the right to structure its political arrangements so as to best advance 
its citizens’ well-being if it wishes to. To see the point, consider a parallel objection 
against my earlier discussion that grounds autonomy not through its connection to 
well-being but in some other way. One could grant that alternative grounding and 
still allow that a person may exercise autonomy in ways they think will advance their 
well-being. Similarly, even if the ideal of self-rule is not itself grounded in a claim 
about what would advances the interests of a community, that ideal would permit 
a community to choose political arrangements that they feel best advances their 

4  Philip Pettit has noted that freedom “requires the absence of subjection to another’s will” (Pettit 2017: 
331). The key element here is subjection. Choosing to follow another’s will is in itself no constraint on 
freedom.
5  Here’s the quick response to this reductio: benevolent despotism as a form of self-rule is defeated not 
by the logic of moral concepts, but by certain proven empirical conditions. Were things in the world 
quite different, and despots on the whole quite different, then democratic election of a benevolent despot 
might make sense as a form of self-rule. But they’re not, so it doesn’t.
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members’ interests. So if a community (1) decides that it wishes to adopt political 
arrangements that best advance the interests of its members, and (2) judges that the 
model of entrusted authority offers the best hope of advancing its interests members, 
then the model of entrusted authority would be vindicated even if we don’t ground 
self-rule directly on well-being.

Two further reasons for seeing entrusted authority as a plausible interpretation 
of self-rule are found by examining more closely how political rule operates in all 
existing democracies of any substantial size and complexity. The first concerns the 
general relation of authorization which holds between citizens and their elected offi-
cials. Authorization can take two forms, explicit and tacit.6 In the former, I state 
explicitly what I authorize you to do. In the latter, I authorize a goal without specify-
ing the steps necessary for you to do what I have explicitly authorized. For exam-
ple, in explicitly authorizing a mechanic to fix a problem with my engine, I tacitly 
authorize him to unlock my car, pop the hood, turn the ignition, and so on. It is 
obvious that a great deal of state action is authorized by citizens only in the sense 
of tacit authorization. This point will be especially important when we consider to 
what degree political agents may exercise independent judgment in their decision-
making, but already it shows that a good deal of looseness is built into the idea of 
political agents’ enacting citizens’ will.

The other reason bolstering entrusted authority as a form of self of self-rule is 
that within democracies citizens author their state’s actions largely in indirect and 
attenuated ways. They designate persons who then determine what the government 
will do and who do so in part by appointing others to address a range of issues where 
citizens’ will can only be guessed at. Other than periodically selecting government 
actors, there are few avenues for ensuring that the government is in fact enacting the 
will of its citizens.7 If such institutions are consistent with the ideal of self-rule ani-
mating liberal democracy, this suggests that the ideal can accommodate substantial 
departures from the Rousseauian conception.

Here it must be acknowledged, however, that probing questions have been raised 
about how far such elections are in fact consistent with the ideal of people ruling 
themselves, with some expressing the concern that those who win election are likely 
to differ from those who have elected them in ways that call into question whether 
self-rule genuinely obtains.8 But even if that general claim concerning the dynam-
ics of elections is granted (I shall return to it in a moment), it does not follow that 
it vitiates self-rule within such communities. After all, any large-scale political 

7  For example, in most democracies there exist neither easy means of recalling those who are elected nor 
a system of formal mandates whereby those elected are obligated to vote in certain ways. See the discus-
sion in Manin (1997: 163–167).
8  Manin (1997) offers a helpful overview of how such concerns have played out across the history of 
both political thought and political practice. More radically, of course, one might follow Rousseau in The 
Social Contract (Book III, XV) and deny that any representative political institutions are consistent with 
self-rule: “The people of England regards itself as free; but it is grossly mistaken; it is free only during 
the election of members of parliament. As soon as they are elected, slavery overtakes it, and it is noth-
ing.”

6  Here I adapt the distinction between express and tacit consent in Simmons 1979.
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community requires both that some designated group of citizens discharge central 
tasks of governance and that there be procedures for designating such persons. Des-
ignation by lot (i.e. through chance) offers one such approach, allowing citizens 
freely to elect specific persons another.9 And while selection by lot eliminates the 
possibility of electing persons deemed superior to ordinary citizens in some respect, 
it is not at all obvious that this enhances self-rule. Instead of imagining that self-rule 
requires similarity between ordinary citizens and those who occupy political office, 
we can just as well see it as requiring that citizens themselves determine who shall 
occupy such office. Indeed, if we assume (as is surely the case) that current citizens 
of liberal democracies would overwhelmingly prefer that holders of political office 
result from citizens’ conscious selection rather than from the workings of chance, 
that fact must have moral salience in understanding what self-rule involves. Why 
think self-rule is better advanced by giving luck a greater place in the selection of 
those who hold office than by granting citizens collectively greater agency in that 
process?

It may seem, however, that this response on behalf of the entrusted authority 
model invites an objection over the degree to which the model is consistent with the 
commitment to political equality that liberal democracies embrace. Richard Bellamy 
is surely right when he asserts that liberal democracies are committed to what he 
calls “the equal political status of all citizens,” i.e. the idea that all citizens exercise 
equal political power and that in the political domain none is superior to any other 
(Bellamy 2019: 7). In permitting the allocation of particular tasks to elected gov-
ernment agents beyond citizens’ direct input, some may object, entrusted authority 
valorizes the distinction in political status between ruler and ruled in a fashion that 
undermines that ideal of political equality.

This concern can be pressed in two ways. First, it might be argued that in allocat-
ing authority to only some citizens the entrusted authority model implies that some 
are superior to others and so violates the principle of equal political status. But this 
is much too quick. As Bernard Manin observes, invoking a point from Carl Schmitt, 
“democracy does not necessarily exclude a functional differentiation between rulers 
and ruled.” Rather, it excludes relations embodying what Schmitt calls “a qualita-
tive difference, … [the idea] that the rulers are in some way qualitatively better than 
the ruled.”10 The key question, then, is whether entrusted authority incorporates the 
recognition of such “qualitative differences” (a phrase Manin glosses as referring to 
“the superior nature” of those in office) in a way that threatens political equality. The 
answer hinges entirely on how such differences and judgments of superiority func-
tion within a political system. If the claim is that some people’s natural superiority 
entitles them to rule over others, that would indeed be highly problematic from the 
standpoint of political equality. But such a reading deeply misconstrues the entrusted 
authority account, according to which whatever authority is possessed by political 
agents derives from (i) the fact that citizens have chosen to confer that authority 

9  For an extended and illuminating discussion of selection by lot, see the first two chapters of Manin 
(1997).
10  Schmitt (1928: 235), quoted in Manin (1997: 151).
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on them, coupled with (ii) the fact that some urgent task that citizens endorse can 
be carried out only if some persons are entrusted with that authority (this second 
claim I defend in § 3 below). It is true that citizens will want to have such positions 
occupied by persons they think especially likely to discharge those tasks well; in 
that respect the occupants of such positions may reflect citizens’ judgments of qual-
ity, superiority, and the like. But the authority attached to those positions derives 
not from any natural superiority, but from the fact that citizens have selected them 
through a process modeling political equality.11

The other way of pressing the worry over political equality targets the fact that 
entrusted authority seems not just to tolerate but to be predicated on government 
agents’ exercising what Manin calls “a degree of independence from the wishes of 
the electorate,” and this may seem again to describe a relationship between polit-
ical agents and ordinary citizens at odds with political equality (Manin 1997: 6). 
But this concern is defused once we examine more closely the notion of a politi-
cal agent’s acting independently of the electorate’s will. On a strong interpretation, 
such independence implies an agent’s preparedness to act in ways that deviate from 
the electorate’s wishes, i.e. to enact policies and pursue ends their constituents do 
not endorse. That kind of strong independence is just what Edmund Burke cham-
pioned in his famous 1774 speech to the Bristol electors when he endorsed the idea 
that representatives should determine through their own “reason and judgment” 
what ends ought to be pursued, rather than work to enact citizens’ will. On a weak 
interpretation, in contrast, the idea that government agents act independently of the 
electorate’s wishes implies only that they may act on matters where citizens have 
not directly expressed their will and judgment, though still in a manner constrained 
(as the strong interpretation is not) by the will of those ordinary citizens. On the 
strong account, in which government agents substitute their own will for that of the 
people, the ideal of political equality is severely endangered; on the weak account, 
where such agents work to enact the people’s will, it is not. This response assumes, 
of course, that there are some areas of governmental decision-making where there 
are good reasons why citizens will not have more directly expressed their will. The 
next section defends that assumption.

3 � National Security, Secrecy, and Deception

Having argued that the model of entrusted authority stands as a form of self-rule, I 
turn now to showing why that model might, with respect to the question of national 
security, be superior to the Rousseauian conception. I begin by distinguishing three 
kinds of arguments that might be made on behalf of either model.

11  Though Manin offers an argument that “attempts to deduce the inegalitarian and aristocratic effects 
from an abstract analysis of election” (135), his discussion too makes clear that elections function not to 
corroborate natural superiorities but instead to reward those who possess distinguishing features that lead 
citizens (for any number of reasons) to perceive them as superior. Here again it is not superiority per se 
that grounds political authority. See Manin (1997: 134–149).
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The first appeals simply to a community’s preference for one over the other. 
Given that each model is understood as an interpretation of self-rule, satisfying this 
condition is probably a necessary condition for the acceptability of either model, 
and perhaps a sufficient condition as well. But I will have little to say about this 
sort of argument here, for two reasons. First, rational citizens want their preferences 
to reflect the balance of reasons for and against each model, so it makes sense to 
concentrate directly on the reasons favoring one model or another. Second, I am not 
at all sure how to identify citizens’ preferences here. Should we look at how much 
time they spend being politically engaged—how much they vote, are active on spe-
cific issues, donate their time to political campaigns, and so on? Even if we could 
measure such engagement, what would that reveal? Perhaps higher levels of engage-
ment show a preference for the Rousseauian conception, lower levels a preference 
for entrusted authority. But how could we be sure that in communities with lower 
engagement citizens don’t also prefer the Rousseauian model but have simply given 
up on robust participation as a result of disillusionment, fear, feelings of disempow-
erment, and so on? Why think higher levels reflect a preference for the Rousseauian 
model and not simply a desire to elect politicians who will govern well and allow 
citizens to pursue the private interests associated with their civil liberties? Appeal-
ing to citizens’ preferences thus does not seem promising as a way to adjudicate 
between the two models.

A second kind of argument appeals directly to the values at the heart of each 
model. Since the Rousseauian model gives greater weight to the value of political 
liberty, to assess its claim we need some account of why political liberty is so valu-
able. I see two main ways of making that case.12

First, it might be that participating in collective governance is an especially 
worthwhile activity for all people to pursue. This line of thought faces serious chal-
lenges. To begin with, many contemporary theorists resist invoking judgments about 
intrinsically valuable forms of life, seeing them as an arrogation of moral author-
ity at odds with a commitment to equal respect. And even if political engagement 
is intrinsically valuable, so are a range of other goods (knowledge, friendship and 
sociability, artistic achievement, etc.) whose pursuit might be diminished by the vig-
ilant exercise of political liberty.13 This first approach would thus have to show that 
a life involving the exercise of political liberty is somehow better than a life built 
around those other goods. Aristotle notoriously seemed unable to make his mind 
up whether such a case could be made, and in the modern age the prospects for suc-
cess seem even less promising. Nor could the Rousseauian invoke the more modest 
claim that political liberty is simply one viable means of human flourishing, because 
the model of entrusted authority affords citizens various ways to exercise political 
liberty.14 I am doubtful, then, that the Rousseauian conception can be vindicated by 
appeal to the intrinsic value of political liberty in a flourishing life.

12  One argument I do not take up here is Hannah Arendt’s suggestion that genuine freedom appears in 
the world only through the enactment of liberty in the political domain. See Arendt (1991).
13  Not to mention the requirements of working to maintain an economy.
14  Granted, entrusted authority does not assure that all citizens will be able to exercise that good; it only 
gives them a chance to do so. But this is true of many other aims citizens pursue.
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The other way of explaining the great value of political liberty appeals to the 
civic republicanism that Quentin Skinner sees running through figures like Machi-
avelli and Harrington (Skinner 1991). The idea here, invoked by Constant as well, is 
that the adequate exercise of civil liberty can be assured only where citizens collec-
tively attend to the res publica in ways that involve the exercise of political liberty. 
Political liberty has enormous value not in itself, but because only by exercising it 
can citizens ensure their civil liberty.

In Skinner’s reconstruction of Machiavelli, this argument for political liberty 
rested heavily on the idea that actively defending the nation was the responsibility 
of every citizen. In many modern states this role has been professionalized and del-
egated to a group of citizens with distinct responsibility to protect national security. 
But the argument from civic republicanism can be broadly reconstructed, by appeal-
ing to the substantial role of the state and its functions today. The idea here is that 
as the extent and office of the state has increased—as the state has become a mas-
sively powerful agent whose reach extends in manifold ways to the ongoing activ-
ity of ordinary life—the need to ensure its proper functioning takes an importance 
comparable to Machiavelli’s concern with defense of the republic. If not rising to a 
matter of life and death, we nonetheless need state actors to discharge their duties 
effectively, fairly, free of corruption, and so on. Citizens might try to ensure this 
either by themselves collectively discharging those duties in the proper spirit à la the 
Rousseauian conception, or by exercising active vigilance over the decisions made 
by their designated actors in some version of the entrusted authority model. If we 
assume that citizens are moved by the appropriate concern and motivation, it may be 
that the Rousseauian conception, in offering a more direct form of control, is to that 
degree preferable, all things being equal.

But all things are not equal, and this matters greatly when we consider the third 
kind of argument that might be offered to adjudicate between the two models. This 
argument takes its cue from Elizabeth Anscombe’s suggestion that we should under-
stand state authority by appealing to a task that needs to be completed and the con-
ditions necessary to discharging that task.15 Adapting Anscombe’s insight, I want 
to suggest that we can adjudicate between the Rousseauian and entrusted authority 
models by showing that one better advances some important goal that can reason-
ably be seen as the task of the state. That fact would constitute a pro tanto reason 
to favor one conception over another, and where the goal is very important would 
constitute a very strong reason indeed.16

15  Anscombe (1990).
16  As a reviewer for this journal has noted, my argument bears some resemblance to what Joseph Raz 
has called “the normal justification” thesis, according to which the normal way to justify an authority is 
by showing that those subject to it are likely to do better, in acting on the reasons that apply to them by 
following the commands of the authority than by deciding the matter themselves (Raz 1986: 53–57). I 
see my argument as analogous to Raz’s, rather than an instance of it, not only because (as noted earlier) 
I am not claiming to offer a general account of state authority, but also because my discussion focuses 
not on the duties that fall upon citizens in the entrusted authority model but on the permissions that 
model grants to government agents. Though Raz’s account focuses on the imposition of duties, he notes 
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This line of argument requires specifying the important goals that state action 
advances. Some of these will reasonably reflect the distinct choices of political com-
munities: some may pride themselves on a robust system of public education, oth-
ers may emphasize protecting cherished natural beauty, still others may celebrate 
their system of extensive national health care, and so on. These seem to me goals to 
which states may reasonably give differing priority, reflecting the natural variation 
in what people care about. But along with these discretionary goals, there exist goals 
to which all states are committed—goals which states as such must care about, and 
which can be seen as the proper aim of all states.

I suggest we see national security as one such goal, taking national security to 
comprise at least the following: integrity of physical borders, personal safety of citi-
zens against attack, and maintenance of civil society against substantial disruption. 
To be sure, nations take different steps in protecting national security, with some 
devoting proportionally far more of their resources to so-called “defense spending” 
than others. But those differences reflect a range of differentiating factors—the per-
ceived level of threat, the overall militarism of any national culture, the degree to 
which states seek to exercise force around the world, and so on—and do not under-
mine the idea that preserving national security is a central goal for all states.

Right here, as my discussion turns to a particular goal of state action, it is impor-
tant to see that there is no reason to think we must endorse either the Rousseauian 
or entrusted authority model as an all-or-nothing account of how state power should 
operate, tout court. One model may be more appropriate in some domains, the other 
in others.17 Our question here is whether there are reasons to endorse entrusted 
authority with respect to the goal of ensuring natural security.

In answering this question, note first how much we accept something like the 
entrusted authority model in times of war, how far we tolerate state actors in such 
conditions making a range of decisions beyond the direct oversight of ordinary cit-
izens. We accept that such actors and their designates will make decisions about 
troop preparation, weapons deployment, strategic planning, and the like. In times 
of peace as well we largely tolerate the existence of covert intelligence and secu-
rity agencies whose activities are not directly accountable to citizens. Various fac-
tors explain such acquiescence. Partly we want effective decisions made in a rela-
tively speedy time frame that can’t be achieved if all citizens must be consulted. 
Also, we want decisions made by people with distinct expertise.18 But a third factor, 

17  It may be that approval through something like the Rousseauian conception is a necessary condition 
of the permissibility of the entrusted authority model in any one domain. That difficult question I leave 
aside.
18  These factors are not distinct to national security. Think of those entrusted with ensuring public health 
who may need to make quick decisions to halt the spread of a pandemic, or of areas where expertise is 
especially important (food and drug safety, the construction of bridges and dams, and so on).

that authorities do all kinds of things that do not involve imposing duties on others. And while he does 
believe that all exercises of authority in the end refer back to the imposition of duties, that is a further 
question whose resolution my argument here does not depend upon.

Footnote 16 (continued)
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especially important to our discussion here, is the need for decisions to be made that 
by their nature must be hidden from the public. This built-in requirement of secrecy, 
and the steps attendant to secrecy, constitutes an especially strong reason favoring 
the entrusted authority model in matters of national security. I say this because I 
take it as axiomatic that the Rousseauian model entails that state decisions should, 
in Glen Newey’s phrasing, “be maximally public … [and] maximally open to public 
scrutiny” (Newey 1997: 93). After all, for citizens directly to exercise state power 
they must evaluate the reasons behind various decisions and know what actions 
issue from those evaluations. If meeting the challenges of national security requires 
substantial secrecy, this would bolster the case for entrusted authority.

The chief consideration recommending secrecy in this context is the existence 
of enemies who wish to harm a community and whose efforts would be substan-
tially aided if they knew more about what their target nations were doing to combat 
those threats and what information those nation possessed about the agents of threat. 
Where these conditions obtain, maximal transparency diminishes the ability of state 
actors to combat those threats and so ensure the security of their citizens. Martin 
Hollis neatly summarizes the case: “there are evil men about who do not wish the 
good of the people and who do not keep faith; … they can be thwarted only by mar-
shaling the apparatus of legitimacy against them; … the apparatus has to be used 
dishonestly” (Hollis 1982: 396).

Hollis here directly raises the question of the permissibility of deception, and I 
recognize that to argue for secrecy is not to argue for deception. Some, seeing an 
important distinction here, might countenance government secrecy for reasons just 
mentioned but insist that government deception is another matter entirely. But I 
believe that the grounds legitimating state secrecy also naturally extend to justify 
government deception and lying, and that this further strengthens the case for the 
entrusted authority model, which can accommodate such deception more easily than 
the Rousseauian account.

A first reason to think the permissibility of deception follows from the permis-
sibility of secrecy is that there may be instances where deception is the only way to 
maintain secrecy. Imagine that a government plans a covert rescue mission and that 
agents of the government are directly and publicly asked about such plans. Imag-
ine also that attempts to avoid answering will only fuel speculation that the gov-
ernment is planning the action in question. If (1) government secrecy about these 
plans is permissible, and (2) deception is necessary to maintain that secrecy, then 
it follows prima facie that (3) government deception about these plans is permis-
sible. Some may reply that governments should instead minimize conditions where 
such deception is needed, but that would necessitate fewer opportunities where gov-
ernment officials comment publicly and so would come at the cost of government 
transparency.

This point connects to a second reason favoring government deception, rooted 
in a fascinating argument that Glen Newey has offered in defense of political lying. 
Newey locates the wrongness of lying in its violating another’s legitimate expecta-
tion to the truth. From this it follows that a lie is not even pro tanto wrong if the 
hearer has no right to the truth. (This neatly explains why, contra Kant, it’s per-
missible to lie to a murderer at your door.) Newey then considers a scenario where 
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citizens have authorized their government to pursue an end whose successful pursuit 
requires lying to citizens. His point is that respecting citizens’ will may require that 
the government lie to its citizens. Because his argument does not hinge on the claim 
that governments know what is good for citizens better than citizens do, Newey can 
plausibly claim that this defense of government lying is not a case of paternalism. 
To the contrary, in cases where citizens “have autonomously authorized the lie,” 
lying is not just compatible with respecting their autonomy but actually required by 
it (Newey 1997: 105)! Who wills the end wills the means: if citizens collectively 
authorize such goals (or, as in my argument, if the goals can be uncontroversially 
attributed to them), then they cannot be understood to have authored constraints 
that would make it impossible to achieve those goals. Newey’s argument naturally 
extends beyond lying to countenance deception, lack of transparency, and a range of 
practices that seem to violate democratic process norms.19

One concern about Newey’s argument is that it risks being dangerously expan-
sive; to say that states may take any steps necessary to achieve an end citizens have 
authorized seems too permissive a principle. This worry is to some degree addressed 
by Newey’s reference to the fact that democratic authorization is bounded by “con-
stitutionally entrenched side-constraints (e.g. protecting minority rights)” (Newey 
1997: 109). Though offered as a constraint on the ends citizens may authorize, and 
not on what states may do to achieve those aims, a natural reading is to see those 
side-constraints as also limiting what states may do to pursue such ends. On this 
reading, if some goal is achievable only by violating entrenched side-constraints, 
then citizens’ authorization of that goal does not legitimate violating such side-con-
straints. It is thus a central question, for both Newey’s account the entrusted author-
ity model, how to identify those side constraints. Newey’s appeal to constitutional 
principles is a start, but given that constitutions can be seriously flawed (the U.S. 
constitution originally regarded slaves as three-fifths persons), that appeal alone 
cannot be decisive for determining what is permissible. In addition, because they 
operate at high levels of generality, constitutional principles may be insufficient to 
resolve questions about the permissibility of specific state actions. There may often 
be no alternative to casuistic moral reasoning about what sorts of deception are and 
are not consistent with the idea of a self-governing community.

More optimistically, some have suggested the tension between state deception 
and democratic norms of publicity can be resolved by citizens’ authorizing such 
deception ahead of time. In discussing the relationship between democracy and dirty 
hands, Stephen De Wizje invokes Sisela Bok’s idea that deceit and manipulation 
can be rendered compatible with the central idea of democracy so long as they have 
been “approved and authorized in advance through democratic procedures.”20 But in 
order for them to be not just sanctioned by democratic will but effective as well, such 
approval and authorization would again have to be pitched at an extremely high level 
of generality, potentially weakening the force of those constraints in their practical 

20  De Wijze (2018: 134), citing Bok (1999).

19  Arguments that deception is deeply at odds with basic democratic norms are offered by both Shugar-
man (2000) and Sutherland (2000).
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application. To permit specific acts of deception, in other words, any such policy 
would have to leave state actors ample discretion to determine whether conditions 
are such that deception is warranted. But this is just the entrusted authority model.

4 � When May Governments Deceive?

It should be clear that I am not defending as a general principle the permissibility of 
governments either lying to their citizens or acting in ways that bypass citizens’ will. 
It is undeniable that transparency, truth-telling, direct accountability, and the like are 
important pro tanto constraints within liberal democracies, overridable only when 
certain conditions are met. The question is, what are those conditions? I suggest that 
in order for government deception to be permissible, the following conditions must 
all be met. (In cowardly fashion, I do not claim the list is exhaustive.)

(1)	 The actions supported by deception substantially advance important goals.
(2)	 Deception is vital to the success of those actions.
(3)	 Citizens have not demonstrated their clear opposition to their state’s taking such 

actions.
(4)	 The actions are not in themselves impermissible.21

I shall consider these individually in a moment. Before doing that, observe that 
people may reasonably disagree over how far any of these conditions are satisfied. 
For example, we can imagine strong debate over whether various actions (such 
as eavesdropping, sabotage, or targeted killing) will substantially enhance citi-
zens’ security, how far their success hinges on their being kept covert, and so on. 
Disagreement on such questions of fact may lead to differing judgments about the 
permissibility of deception in any case without thereby indicating any disagree-
ment over either the necessary conditions for the permissibility of deception or the 
account below.

(1)	 The actions in question substantially advance important goals.

Given the substantial pro tanto weight of truth-telling, transparency, and the 
like, this first condition seems uncontroversial. Still, it’s worth noting that the dis-
tinction drawn earlier—between goals that reflect discretionary interests and those 
that reflect interests we can confidently attribute to states anywhere—may gener-
ate at least three potential areas of dispute over the application of condition (1). 
First, regarding discretionary goals, there may be disagreement about whether it is 
correct to attribute any specific goal to a community or about the relative impor-
tance of different discretionary goals within any community. Second, there may be 

21  Recall that I have distinguished between the wrong in political agents’ acting in ways that don’t reflect 
the will of their citizens, and the wrong in doing an action that is itself morally impermissible. Condition 
(4) captures the latter.
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disagreement over which goals can be universally attributed to all communities. 
Though above I listed concern for an extensive health care system as a discretion-
ary goal to which some communities may give special weight, others may argue that 
this is a goal attributable to all political communities. Last, there might be questions 
about relative priority within particular communities between discretionary goals 
and universal goals. To the degree that all of these disputes can be resolved through 
public discussion marked by transparency, that is surely ideal.22 But even if we grant 
the complexity of these disputes, it’s hard to imagine that maintaining national secu-
rity is not a goal that citizens care deeply about and one that advances their interests 
everywhere. If deception can be justified in any context, it is surely this one.

(2)	 Deception is vital to the success of those actions.

At first glance this condition seems obvious: if an action’s success doesn’t require 
deception, there seems nothing to override the pro tanto commitment to trans-
parency in democratic states. Some may then wonder how the interest in decep-
tion could arise at all if not connected to some action whose success relies on it. 
There are, however, a variety of contexts in which state agents might be motivated 
to deceive citizens even if the deception is not aimed at enabling a particular state 
action, one of which in particular raises deep questions about the account I am 
offering.

One altogether pedestrian case, all too familiar, is that of political actors engaging 
in deception entirely for reasons of self-interest and personal gain; this is philosophi-
cally uninteresting. More interesting are cases where agents of the state seek to hide 
actions because they deeply violate a nation’s self-image and/or professed norms; 
the US government’s campaign of torture in the 2000’s under the George W. Bush 
administration is perhaps a good example. Some theorists have argued that main-
taining national myths is a salutary and in some cases appropriate goal in political 
action, so there may be more to be said for such deception than first appears.23 But 
there is, I think, a conclusive reason against it. Given normal processes of moral 
education and enculturation, it is overwhelmingly likely that citizens of a political 
community will see their governing norms as broadly correct. And as noted earlier, 
we should assume that what is permissible for political agents depends closely on 
what citizens believe it is permissible to do.24 In the context of entrusted authority 
that means acting in ways that are consistent with those norms. Independent of the 
objective correctness of those norms (which, I argue below, can entail their own 

22  Here I assume that the public discussion of goals does not impair their successful pursuit. Should that 
not be the case, that would substantially complicate such public discourse.
23  Margaret Canovan (1990), for example, has suggested that liberal states rely implicitly on a healthy 
dose of myth-making, but nothing in her argument countenances the kind of deception in question here.
24  The issues here are complicated. Though I think agents are not permitted to do what citizens see as 
impermissible, it also seems right that citizens’ wanting their political agents to engage in impermissible 
acts does not make it permissible for state agents to so act. Impermissibility may transfer from principal 
to agent in a sense that permissibility does not. Some of these complications I take up in § 4 below, in 
discussing the question of objective permissibility, but I recognize that more needs to be said.
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prohibitions), political actors entrusted with representing their citizens’ will have 
powerful reasons not to violate those communal norms.

Far more interesting questions arise in cases where political actors consider 
deception because they fear citizens might express strong opposition to what is 
being done, making it harder to satisfy condition (3). (This fear obviously connects 
with the worry about violating public norms, but it’s a different concern that raises 
a quite different challenge.) If we accept that state agents should not act in ways that 
contravene the will of their citizens, we may think it blindingly obvious that decep-
tion in this last kind of case is impermissible. After all, what could legitimize state 
deception undertaken not to advance its citizens’ will but to thwart their ability to 
express their will on some issue? The issue, though, is more complicated.

To see why, consider John Mearsheimer’s discussion of fearmongering in his 
bracing account of the lies governments tell: “Leaders engage in fearmongering 
when they think they recognize a serious threat to national security that the public 
does not see, and that the public cannot be made to appreciate with straightforward 
and honest discourse. They reason that the only way to mobilize their citizens to 
do the right thing is to deceive them for their own good” (Mearsheimer 2011: 54). 
Now in the model of entrusted authority, citizens are understood to have author-
ized political agents’ discretion to act in ways that advance national security. Fol-
lowing Newey, I have argued that this authorization can legitimize deception. But 
now a serious problem emerges: if deception is undertaken to ensure that citizens 
will either tolerate or support steps that genuinely advance their security, which they 
otherwise would not, then why not see such fearmongering as a form of permissible 
deception à la Newey’s account? After all, it too employs deception to advance a 
goal that citizens have authorized their agents to pursue. If it seems outrageous to so 
defend fearmongering, how can we stop the model of entrusted authority from slid-
ing towards such a defense?

Here one might simply concede that there’s no way of stopping that slide and that 
this shows how far the model of entrusted authority departs from self-rule. Strong 
advocates of self-rule might then see this conclusion as a reason to reject entrusted 
authority. Weaker advocates may instead see it as indicating the need to abandon 
self-rule in matters of national security. But might there be a way to stop that slide, 
to account for the permissibility of deception in a way less vulnerable to such expan-
sion? Any such argument will, I think, need to do two things. It will have to clarify 
and shore up our common-sense distinction between means and ends, and it will 
have to distinguish objectionable cases of paternalism from the kinds of cases that 
reasonably fall under entrusted authority and which seem to share some of paternal-
ism’s features. Here is the beginning of such an argument.

In the normal course of events we unavoidably, and quite usefully, distinguish 
between means and ends. In the political context, this is the distinction between 
goals and policies. Often strong agreement exists on goals (we want peace with the 
Soviets, economic growth for the poor, greater racial equality, etc.), and debate con-
cerns the best ways to reach those goals. My argument thus far has condoned decep-
tion chiefly as a valuable means in the service of an end citizens obviously endorse. 
Fearmongering, however, is a categorically different enterprise, because it employs 
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deception to convince citizens to adopt an end they would otherwise not have.25 A 
fully adequate account of the means-ends distinction would likely require a notion 
of something like proximity or contiguity to distinguish between cases where an end 
political agents seek to bring about through deception is directly nested within a 
broader goal endorsed by citizens, and where on the other hand an aim is sufficiently 
distant from citizens’ ends as to raise questions about whether its pursuit is genu-
inely an extension of citizens’ will. A full response to the fearmongering case thus 
requires an account that can distinguish between (i) appropriate instrumentality in 
the service of an end endogenous to citizens, and (ii) the substitution by political 
agents of their own end in the place of citizens’.26

We can get further purchase on this distinction, as well as defuse some of the 
worries of paternalism, by considering a stylized example from medicine. Doctors 
routinely prescribe treatment for reasons patients do not and cannot understand. 
Patients’ trust their doctors to do precisely this, and few of us find this a case of 
objectionable paternalism.27 Imagine now that there were some highly effective 
treatment whose success depended on patients’ misunderstanding why it was ben-
eficial; for the treatment to work, doctors would need to mislead their patients. Is 
this objectionable paternalism? Our intuitions are torn here, in part because the 
doctor is so clearly working to advance a goal endogenous to the patient. Observe 
now that some of the structural features of this case are echoed in the context of 
national security, on account of the existence of bad actors whose threat level would 
be increased were government measures to thwart them more publicized. In both 
cases there are good reasons for deception grounded not in the aim to deceive but in 
the simple fact that such deception is necessary to advance goals endogenous to the 
parties in question.

This line of argument suggests that we might further block the expansion to fear-
mongering by appeal to something like the doctrine of double effect. In the standard 
case of state deception that I have imagined, the government aim of protecting citi-
zens from persons who threaten their security requires depriving those persons of 
information that would make them more dangerous. It can do this, however, only by 
keeping such information from its citizens as well. So even though deception in both 
the standard case and fearmongering case has the effect of creating a false belief, the 
nature of the acts is different: the first is an act of deceiving enemies (which has its 
consequence deceiving citizens), while fearmongering is an act of getting citizens 
to develop false beliefs. All of this, I recognize, requires far more elaboration than 
I have provided, but I hope I have said enough to suggest strategies to prevent the 

25  Bellamy makes a similar distinction between the uses of deception, and he, too, stresses the idea of 
trust between citizens and their political agents (2019: 7–10).
26  As Federica Leveriero has stressed to me, citizens can disagree not only over how their state should 
pursue agreed-upon ends but about which ends their state should pursue. Since my case for the entrusted 
authority model assumes a settled political goal, nothing in it suggests that the distinct measures that 
model countenances may affect the process through which citizens identify that goal.
27  This might be because we don’t think it’s a case of paternalism, or because we don’t think it’s objec-
tionable.
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argument I have offered from expanding to sanction measures that seem insupport-
able from the standpoint of democratic ideals.

(3)	 Citizens have neither expressed strong concern over their government’s actions 
nor demanded greater transparency from their government regarding them.

This condition tries to reconcile the idea that governments should not act against 
citizens’ will with the central impulse behind the entrusted authority model. For that 
reason it is less stringent than a requirement that citizens must have demonstrated 
clear support for the actions in question. I have opted to capture the idea of consist-
ency with citizen will in a less demanding way because the argument for entrusted 
authority begins in the recognition that states sometimes need to act in ways that are 
not immediately and directly accountable, which means that citizens will not be in a 
position to know what is happening and so will be unable to demonstrate their sup-
port. A stronger condition would therefore rule out precisely the kinds of action that 
motivate the model of entrusted authority.28

Even this comparatively weaker requirement, though, may seem to rest on a logi-
cal howler: since citizens can express opposition only to actions of which they are 
aware, how can this condition have any force if we are imagining actions that are 
not made public? The response is that when state actors substantially depart from 
authentic citizen will and act in ways that may engender strong opposition if known, 
the actions of various agents (government agents talking off the record, lower-level 
personnel leaking information, the hard work of investigative journalists, political 
representatives with privileged information, and so on), along with reports of the 
effects of such actions on those affected, can work together to create enough aware-
ness so that concerned citizens can press their government for greater accountabil-
ity. Admittedly, this places some important responsibility on a group of custodians 
watching over the res publica. But it is in the nature of any relationship of trustee-
ship to rely, to some extent, both on the virtuous behavior of those who directly bear 
such trusts and on those outside the relationship who can exercise additional over-
sight. The alternative, i.e. demanding full transparency in all state action, forgoes 
important advantages covert action might offer. This is precisely the logic behind 
entrusted authority: to forgo direct accountability so as to retain those advantages.

When sufficient numbers of citizens clamor for greater details and information 
about such state actions, what then should happen? The entrusted authority model 
would cede too much if any expression of objection were deemed sufficient to ren-
der deception impermissible. One option, mentioned earlier, is for governments to 
meet those objections by making the case for secrecy with as much publicity as the 
matter allows. Dennis Thompson suggests a two-level solution along these lines: 
permit secrecy within democracies (at the 1st level) so long as the decisions for such 
steps have been made publicly (at the 2nd level) (Thompson 1999). But Thompson 

28  The weaker phrasing of the requirement shares some affinities with Burke’s idea that representatives 
should be concerned more with citizens’ expressions of disapproval than with expressions of approval. 
See Pitkin (1967).
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notes that this approach often will not resolve all competing values, in part because 
public discussion of the grounds for secrecy will sometimes compromise the secrecy 
sought. Thompson thus concludes that the need for secrecy may inevitably carry 
some cost to democracy, insofar as striking the balance between the competing 
goals involves relying on state agents who would sometimes assess the proposal for 
secrecy out of the public eye.29 Such steps constitute a substantial retreat from the 
Rousseauian model, and to endorse them is already to move some way towards the 
entrusted authority model.

Any move in that direction and towards any such two-tier model of deliberation 
might be challenged, however, by appeal to an ideal of public reason that many see 
as central to liberal democracies. On this issue Simone Chambers has offered an 
especially nuanced discussion (Chambers 2004). Chambers’ concern is that gov-
ernmental secrecy may allow sectarian considerations to influence state policy in 
a manner inappropriate for a democratic community governed by a shared concep-
tion of public reason. She identifies two main ways this can happen: secret delibera-
tions might be informed either by private-interest bargaining, or by considerations 
reflecting parochial values or controversial truth claims at odds with other citizens’ 
reasonable views (Chambers 2004: 396). In either case, private reasons not shared 
by all reasonable citizens improperly replace public reason. But it’s important to see, 
as Chamber stresses, that public and private reason are defined neither by the set-
tings in which they occur nor by the number of people involved, but by the kinds of 
reasons they are (392). It is a mistake, then, to conclude that closed deliberations 
must be marked by private reasons in an improper way, and it is perfectly conceiv-
able that entrusted authority under conditions of secrecy will be discharged in a way 
that satisfies the constraints of public reason that Chambers recommends. What the 
worry over public reason suggests, then, is the need for attending to various mecha-
nisms that will make it harder for private reason to find purchase in those discus-
sions (through systems of oversight, rules about the composition of such delibera-
tors, and so on). On the positive side of secrecy, Chambers notes that carrying out 
deliberations away from the public eye can bring a range of important epistemic 
benefits, by virtue of diminishing the effects of electioneering, manipulating, pan-
dering, and the like. In the context of national security, where political grandstand-
ing is an ever-present temptation, this last consideration only gains in strength.30 So 
while the worry over public reason cannot be ignored, there is no reason to think 
that the requirements of secrecy recommended by the entrusted authority must vio-
late public reason, and there are good reasons for believing that such secrecy may 
sometimes improve the quality of deliberation.

29  Thompson says that this private review does not provide “adequate democratic accountability” 
(Thompson 1999: 193).
30  Much of Chambers’ argument focuses on the challenge of what she calls “plebiscitory reason”, i.e. the 
tendency for public political discussion to be marked by features that inhibit rational assessment of the 
options.
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(4)	 The actions are not in themselves impermissible.

Under this condition we should distinguish two kinds of cases. The first is when 
citizens overwhelmingly see as immoral actions which a political actor believes to 
be permissible. The resolution of this sort of case is, I think, independent of the cor-
rectness of citizens’ judgments. Where the citizens are correct, deception is imper-
missible because the action which allegedly justifies the deception is itself imper-
missible, and the pro tanto wrongness of state deception cannot be overcome by 
virtue of its importance to another wrong act. But for reasons already given, the 
same conclusion holds for cases where citizens are wrong in judging the action 
impermissible. Since political agents’ authority to act derives from their role as rep-
resentatives of citizens’ wills, deception undertaken to enable the action in ques-
tion is also ruled out, so long as we assume that citizens would not authorize action 
they take to be impermissible and that an agent’s authority to act on behalf of some 
principal extends only to what the latter believes she can permissibly authorize: if a 
principal does not see x-ing as permissible, she cannot authorize someone else per-
missibly to x or permissibly to deceive her in the service of x.31

The second kind of case arises when citizens disagree over whether the act supported 
by the deception is permissible. Consider again the policy of targeted killing, or the kind 
of detention without trial the U.S. carries out at Guantanamo Bay. While some citizens 
see these acts as clearly wrongful violations of basic human rights, others disagree, per-
haps seeing the rights at issue either as possessed only by certain persons (e.g. U.S. citi-
zens) or as properly overridable in existing conditions of conflict. One might opt here for 
a conservative approach and say that so long as the impermissibility view is plausible, 
that’s reason enough not to engage in the action, because non-action does not raise the 
possibility of engaging in a morally wrong act. The problem with this approach, how-
ever, is that if the action in question really does advance an important goal connected to 
national security (which it must do to be a candidate for permissibility), then failing to 
act may also be wrong. There may, in other words, be no option without moral risk.

Even if such risk is unavoidable, however, there may be better and worse ways of 
managing it. Here the concern over public reason that Chambers chronicled reap-
pears with special urgency. I have granted that for entrusted authority to avoid the 
charge of paternalism it must be possible to sketch, in some plausible and non-ques-
tion-begging way, a distinction between ends citizens have (which government agents 
are bound to pursue) and different policies for pursuing those ends (with respect to 
which such agents may exercise discretion and even secrecy when required). But as 
we have just seen, such a distinction may leave in place the problem of citizens who 
disagree about the permissibility of various means of pursuing some common end. 
For example, even if we attribute to all reasonable citizens the end of combating ter-
rorism, they may disagree over whether measures like targeted killing or extended 
imprisonment without trial are consistent with their community’s basic norms of 
political morality. The greater the degree of secrecy attaching to deliberations over 
such matters, the less grounds for confidence that the decisions arrived at reflect the 
collective will of the citizenry. In terms of our earlier discussion, the worry here is 

31  For complications to this analysis, see Thalos (2018).
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not so much that norms reflecting an appropriate conception of public reason will not 
get a hearing, but that the fact of secret deliberations may impede the process of col-
lective will-formation conducive to the identification of such norms in the first place.

It may be that here the idea of something like publicly recognized constitutional 
side-constraints, intended categorically to rule out certain actions once and for all, 
can play an especially important role. Such constraints can also serve as a bulwark 
against the moral slippage that is a fact of human nature, i.e. the fact that our judg-
ments about the intrinsic wrongness of certain acts, which can seem quite confident 
when such acts offer no clear benefits to us, often wobble when we find ourselves in 
positions where we can advance important goals by engaging in them. (To skeptics 
of ticking time-bomb scenarios, this capacity for slippage is precisely what such sce-
narios rely on in seeming to dislodge our opposition to torture.) There may, then, be 
a good case for constitutionally enshrining firm and clear side-constraints as a form 
of collective pre-commitment by which citizens, in the clear light of dispassionate 
moral reasoning, remove options that might later be tempting to political actors. The 
exercise of entrusted authority, including permissible deception on behalf of state 
action, would then be bound by such constraints.32

There is, however, a darker possibility that must be acknowledged. I have been 
proceeding on the idea that the case for entrusted authority connects to the values 
of expertise, secrecy, quick responsiveness, and the like. But that model may also 
offer citizens a far more problematic benefit. I refer to the degree to which entrusted 
authority shifts responsibility for state actions away from citizens and onto political 
agents more directly involved. This shift creates conditions where citizens can enjoy 
the benefits of actions done on their behalf without seeing themselves as directly 
responsible for them. In thus separating moral responsibility for action from the 
goods that action makes possible, entrusted authority creates a risk of moral hazard.

Comparing the two models in terms of the value to citizens of shaping state 
action (as I have done here) can obscure this risk, because that approach encourages 
us to see the choice between the two models in terms of one good (direct political 
input) which citizens might partially sacrifice to achieve some other (security). This 
makes it easier to see the issue as chiefly involving choices citizens are free to make 
for themselves. But along with thinking about how citizens might wish to balance 
these goods, we must also consider their responsibility to ensure that their state acts 
in morally defensible ways consistent with norms of justice. The moral hazard in 
entrusted authority is that citizens can eat their cake and have it too: enjoy the ben-
efits of morally questionable acts their government carries out without directly bear-
ing the responsibility that should go with such acts. For their part, political agents 
enjoy the prestige of power and its various perquisites. How far this is an accurate 
description of current political arrangements in the world I cannot judge, but we 
would be foolish to ignore the risks of this moral division of labor. The central idea 

32  Further warrant for enshrining such constraints may lie in the all-too-human capacity for self-decep-
tion, which is perhaps a special danger for political actors entrusted with national security. For an exten-
sive discussion of the dangers of political self-deception that makes excellent use of historical examples, 
see Galeotti (2018). My thanks to Federica Liveriero for alerting me to Galeotti’s work.
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of the entrusted authority model, i.e. that it is consistent with self-rule for elected 
officials to make decisions in the absence of direct citizen input, is predicated on 
the idea that citizens may freely designate others to make certain decisions on their 
behalf. If the model diminishes citizens’ incentive to ensure the decency of their 
state’s actions, that would constitute a serious drawback. That question awaits fur-
ther discussion.
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