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light on the gravity of this issue and claimed Cancer to be 
one of the leading causes of death in the world, account-
ing for nearly one in every six deaths worldwide. This 
claim is also supported by the WHO’s GLOBOCAN 2020 
report, which records a staggering 19,292,789 (approxi-
mately 19.3  million) incident cases of cancer across the 
globe, resulting in a mortality rate of 51.61%, equating to 
9,958,133 (approximately 10  million) fatalities, including 
the nonmelanoma skin cancers [1]. This troubling and tragic 
data emphasizes the need for more advancing research, 
effective therapeutic options, and early detection of cancer. 
Early detection is critical in this attempt because it increases 
survival chances by allowing immediate therapies aimed 
at slowing or stopping the progression of malignancies. 
Unfortunately, most cancers at present usually get detected 
at their advanced or last stage when the prognosis is rather 
severe, and the treatment options are very limited [2] com-
pared to instances identified in their early stages. Therefore, 
it’s essential to improve early cancer detection methods to 
reduce the significant impact of this global problem. Our 
understanding and knowledge of tumor biology, which can 
be used to develop new and better ways to diagnose cancer, 

Introduction

Cancer, also referred to as a malignant tumor or neoplasm, 
is a complex genetic disorder having genetic or epigen-
etic roots that impact various different regions of the body. 
These genetic or epigenetic variations that drive the trans-
formation of normal cells to malignant ones can either be 
acquired or hereditary. However, the consequences are 
always severe, often resulting in substantial mortality rates. 
The World Health Organization (WHO) report of 2022 shed 
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Abstract
Cancer-derived exosomes, a subset of extracellular vesicles, carry vital information about tumor progression, metastasis, 
and drug resistance, making them attractive targets for cancer diagnostics and therapeutics. The identification of these 
cancer exosomes with high sensitivity and specificity has enormous promise for early diagnosis and prognosis. Nano-
mediated biological sensors are establishing themselves as innovative techniques for detecting cancer exosomes based on 
the distinctive physicochemical attributes of nanomaterials to improve detection sensitivity and specificity. This article 
presents an overview of the recent developments in nano-mediated biosensors directed particularly toward the detection 
of cancer exosomes. The development of ultrasensitive sensors has been enhanced by using nanomaterials such as mag-
netic nanoparticles, quantum dots, and gold nanoparticles. Surface modifications of these nanomaterials by conjugating 
the cancer-specific antibodies or aptamers facilitate target recognition and binding of cancer exosomes, thus increasing 
the sensitivity of detection. This review compiles different detection techniques, including SERS, Electrochemical, SPR, 
Chemiluminescence, and Fluorescence-based biosensor detection, in combination with different nanomaterials that are 
currently being researched or utilized as biosensors.

Keywords  Cancer theragnostic · Extracellular vesicles · Nano-based sensors · Cancer diagnosis

Received: 8 April 2024 / Accepted: 24 July 2024 / Published online: 2 August 2024
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2024

Advancements in Nano-Mediated Biosensors: Targeting Cancer 
Exosome Detection

Abhay Dev Tripathi1 · Yamini Labh1 · Soumya Katiyar1 · Vivek K. Chaturvedi2 · Pooja Sharma3 · Abha Mishra1

1 3

https://orcid.org/0000-0002-9606-9154
http://crossmark.crossref.org/dialog/?doi=10.1007/s10876-024-02676-z&domain=pdf&date_stamp=2024-7-30


A. D. Tripathi et al.

is a key step in creating an effective early-detection tech-
nique. Liquid biopsy is a significant noninvasive sampling 
strategy that could potentially be used to diagnose can-
cer early on as it provides useful insight regarding tumor 
cells. This technique takes advantage of novel biomarkers 
detected in circulation, among which are circulating tumor 
cells, DNA, RNA, and exosomes. For example, Yang et al. 
(2022) reported considerable progress in the early detection 
of ovarian cancer. They utilized nano-pattern embedded 
microfluidic chips, versatile electrochemical analysis plat-
forms, and separation by magnetic platforms. These tech-
nologies allow for the analysis of extremely-low levels of 
circulating tumor cell (CTC) biomarkers and exosomes in 
blood samples from ovarian cancer patients [3].

Exosomes are the extracellularly secreted structures, typ-
ically called extracellular vesicles (EVs), that function as 
important biological mediators in intercellular communica-
tion and signaling pathways Fig. 1. EVs were first discov-
ered in sheep’s RBC-erythrocyte cancer; they usually get 
detected by all types of cells and exist in bodily fluids such 
as blood, saliva, and urine. EVs are nanosized particles, 
which typically range in size from 30 to 150 nm and encap-
sulate a variety of proteins, lipids, and nucleic acids [4, 5]. 
They can potentially be useful in regenerative medicine by 
directing stem cell development and reprogramming devel-
oped cells into stem cell-like states. Furthermore, exosomes 
are good carriers for medication and gene therapy [6], with 
benefits such as reduced immunogenicity and increased sta-
bility. They are commonly used in diagnostics as biomark-
ers for illness detection [7, 8], for instance, cancer, which is 
the focus of this paper. Stromal cells in the complex tumor 
microenvironment (TME) release exosomes, which have 
a substantial impact on tumor cell malignancy and stress 
responses [9]. Research indicates that tumor cells utilize exo-
some release to create an immunosuppressive environment 

within the tumor or to prepare a pre-metastatic habitat in 
distant organs [10]. On the other hand, immune cell-derived 
exosomes, such as those from dendritic or B cells, are dis-
tinguished by unique polarisation characteristics and act in 
intricate ways in the control of adaptive immunity against 
viruses or pathogens [11]. Multiple studies have proven that 
exosomes emanating from cytotoxic lymphocytes and anti-
gen-presenting cell populations (APCs) can boost immune 
reactions. [12]. Several exosomal constituents serve a pur-
pose for disease evaluation, diagnosis, and prognosis since 
exosomes are released into the circulation. Cancer diagno-
sis relies significantly on the quantity and composition of 
exosomes, which include proteins, mRNA, miRNA, and 
lncRNA. [13, 14]. Circulating exosomes exhibit elevated 
levels of exosomal markers (CD63, CD81, CD9) [15, 16], 
and certain tumor antigens (CEA, CA125) [17, 18], which 
may hold diagnostic value.

Exosomes have emerged as interesting possibilities in 
the search for non-invasive early cancer diagnosis. In the 
past decade, several methods for detecting exosomes have 
been investigated, including Western blotting [19], mass 
spectrometry [20], enzyme-linked immunosorbent assay 
(ELISA) [21], and nanoparticle tracking analysis (NTA). 
NTA in particular has gained popularity due to its ability to 
determine both the size distribution and relative content of 
exosomes in cell culture supernatants and biological fluids 
[22]. However, it suffers standardization issues, particularly 
in differentiating phenotypes among polydisperse popula-
tions [23]. To overcome this limitation, NTA may be used 
with other methods like, atomic force microscopy (AFM) 
and, transmission electron microscopy (TEM) to analyze 
exosome sizes and shape dispersion [24]. Nevertheless, 
these microscopic methods lack high-throughput and rapid 
detection capabilities. As a response to the need for sim-
pler, more sensitive, fast, and high-throughput exosome 

Fig. 1  Biogenesis of exosomes 
(extracellular vesicle): Exosomes 
are synthesized in the endosomal 
system and secreted in the ECM, 
highlighting its amalgamation 
with the multi-vesicular bodies 
and later fuse with the cell mem-
brane. Abbreviations: lncRNA 
(long non-coding RNA), miRNA 
(microRNA), mRNA (messenger 
RNA), MVB (Multi-vesicular 
bodies)
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detection methods, biosensors have gained prominence. In 
particular, due to their efficiency, high selectivity, ease of 
operation, and cost-effectiveness, nanomaterial-based bio-
sensors, with their sizes ranging from 1 to 100 nm, are an 
ideal alternative for exosome detection. Nanomaterials have 
gotten a lot of interest because of their remarkable optical, 
electrical, magnetic, and catalytic properties, making them 
versatile tools in diverse fields, including environmental 
research, food technology, and medicine [25, 26]. Over the 
last decade, researchers have employed nanomaterials to 
enhance the accuracy, sensitivity, and rapidity of exosome 
screening and detection. Thus, providing important tech-
nological assistance for early cancer detection. The amal-
gamation of nanotechnology with biological detection has 
enormous promise, aiming to transform the area of exosome 
analysis and enhance the quest for early cancer detection.

The central objective of this article is to present a compre-
hensive overview of the most noteworthy recent advances 
in nanomaterial-based biological sensors for diagnosing 
cancer. This thorough study will address a wide array of top-
ics, including exosome biology and separation techniques, 
as well as several biosensor techniques for detection such 
as optical, chemical, electrical, and others. Additionally, we 
examine the diverse categories of nanomaterials employed 
in nanomaterial-based biosensor techniques. This work aims 
to contribute to our collective understanding of cutting-edge 
cancer detection research by offering an integrated view of 
these important components, supporting developments at 
the convergence of biosensors and nanomaterials.

Exosome Role and Signaling in Cancer 
Progression

Exosomes are tiny extracellular vesicles resembling disc-
like spheres, with size ranging from 30 to 150 nm. They have 
been established as significant facilitators in the propagation 

of cancer and communications between cells. It has been 
discovered that many different types of cells, including can-
cer cells as well as non-cancerous cells, produce exosomes 
during diseased or normal pathological circumstances. 
These vesicles have the ability to modify cellular behavior 
in both autocrine and paracrine ways because they contain 
an extensive range of bioactive substances, including pro-
teins, lipids, RNAs, and DNAs [25]. Exosome synthesis 
and biogenesis includes various key pathways and factors, 
the most famous of which being the ESCRT (Endosomal 
Sorting Complex Required for Transport) pathway. This 
pathway comprises a series of complicated and sequential 
machinery complexes that facilitate the sorting of various 
substances into exosomes and contribute to their biogen-
esis [27]. Exosomes are exceptionally resilient and can be 
detected in body fluids including ascites fluids, plasma, 
tears, blood, urine, saliva, and CSF (cerebro-spinal fluid) 
[26]. According to Lowry et al., these tiny vesicles play a 
major role in cancer cell invasion, metastases, and apopto-
sis. They may even have an effect on the immune system 
and drug resistance [27]. Exosomes perform an integral part 
in the remodeling of the tumor microenvironment in cancer 
by stimulating angiogenesis, inhibiting immune monitoring, 
and aiding in the establishment of pre-metastatic conditions. 
Furthermore, they contribute significantly to drug resis-
tance induction by operating drug efflux pumps and other 
resistance-associated molecules to recipient cells [28]. Exo-
somes typically have a lipid bilayer as their envelope mem-
brane. Ceramide, phosphatidylserine (PS), and cholesterol is 
abundant in this lipid bilayer. These imparts exosomes with 
unique characteristics to induce different molecular path-
ways and function as potential biomarkers for early diagno-
sis. The exosomal biomarkers is usually classified into three 
categories, namely, Tumor derived exosomes (TEXs), Exo-
somal nucleic acids and exosomal surface proteins. TEXs, 
released by cancerous cells, play a crucial role in altering 
the physiology of both nearby and distant normal cells, 

Fig. 2  Schematic flow-chart 
representing components of bio-
sensor: The biorecognition com-
ponent, transducer, and detector 
are the three main components of 
this process
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Various Methods of Exosomal Isolation

Exosomes may be isolated from a variety of sources includ-
ing tumor tissues, cell culture medium, and body fluids 
sample such as saliva, urine, serum, CSF and blood. The 
cell culture medium being one of the most common sources 
of exosomes. In disease diagnosis, bodily fluids are often 
preferred for exosome samples via liquid biopsies. Once 
the samples are extracted from the desired source, they are 
subjected to various isolation method in order to collect 
exosomes. The isolation methods employed depends on the 
distinct biochemical and physical properties of the desired 
exosomes and includes techniques such as differential 
ultracentrifugation (DUC), size exclusion chromatography 
(SEC), density gradient fractionation, polymeric precipita-
tion, ultrafiltration, and immunoaffinity isolation [33]. The 
DUC, that is based on vesicle density differences, is widely 
used method and yields highly purified exosomes. Another 
extensively used technique is the chromatography, that 
relies on particle size differences, and separates exosomes 
from hybrid proteins. During chromatography elution, the 
sample tests indicate the exosome sequence first, followed 
by the hybrid protein particles [34]. In the polymeric pre-
cipitation are simple isolation methods with typically high 
yields but so is the rate of contamination due to the need of 
overnight optimized incubation [35]. Furthermore, immu-
noaffinity isolation are used to study specific subgroup 
since it is based upon the distinct characteristics of surface 
proteins. The approach is roughly split into two categories: 
the immuno- enrichment and the immuno- depletion. When 
antibodies are conjugated with beads to select the desired, 
the approach is known as immuno-enrichment, whereas 
when the antibodies are conjugated with beads to capture 

thereby facilitating tumor growth, metastasis, and invasive-
ness [28]. Studies have demonstrated elevated levels of exo-
somes in the bodily fluid of cancer patients as cancer cells 
secrete more exosomes compared to normal cells [29]. As a 
result, TEXs hold promise as potential biomarkers. The exo-
somal nucleic acids such as mRNA, tRNA, lncRNA, DNA, 
and miRNA are also detected in the TEX [30]. The detec-
tion of the exosomal markers present inside the lipid bilayer 
of the exosomes is usually performed after the detergent-
mediated lysis of the exosomes [29]. An example of such a 
technique is mentioned in Sect. Electrical Nanobiosensors 
discussing studies by Taller et al. developing a microfluid 
chip for RNA detection. Among these, exosomal miRNAs 
are particularly noteworthy as they are considered the most 
widespread and readily apparent cancer biomarkers due to 
their resistance against RNase-dependent degradation [31]. 
In addition, the membrane consists of membrane-spanning 
receptors, adhesion proteins, proteases, and tetraspanins, 
which are in accordance with the exosome’s parent or donor 
cell. Surface exosomal markers (for diagnostic and thera-
peutic targets) such as Tetraspanins (such as CD82, GPC1, 
CD81, GPC3, CD63, and CD9) or lipid rafts (like ceramide, 
PS, and cholesterol) are often used as target molecules for 
exosome detection specifying the underlying disease in the 
design of biosensors [29, 30, 32]. The major benefits of 
biosensors over instrument-dependent techniques are their 
exceptional specificity, high degree of sensitivity, afford-
ability, quick reaction time, and combinatorial abilities. 
The development of biological sensors enabling exosome 
detection may enhance cancer treatment and help people in 
resource-constrained areas who don’t have access to sophis-
ticated diagnostic equipment. As a result, it’s possible that 
exosome biosensors will be used much more often in differ-
ent point-of-care (POC) healthcare facilities [29].

Fig. 3  A schematic representa-
tion of exosomal colorimetric 
biosensors illustrating the high 
inherent peroxidase-like activity 
of ssDNA and g-C3N4 NS, inte-
grating CD63, a DNA aptamer in 
breast cancer cell line. Abbrevia-
tions: g-C3N4 NS (graphite-phase 
carbon nitride nanosheets); TMB 
(3,3′,5,5′- tetramethylbenzidine). 
[Adapted with permission Wang 
et al. 2017 Copyright 2017 
American Chemical Society] [92]
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[46]. The transducer translates biological responses into 
measurable signals by using electrochemical, optical, or 
piezoelectric methods [47]. Finally, detectors assess the 
transduced impulses and provide quantitative or qualitative 
data Fig. 2, concluding the biosensing process. The afore-
mentioned group of elements serves as the foundation for 
biosensor abilities, allowing for a wide range of applications 
in measuring and identifying various compounds.

Biosensors are classified into multiple categories, each of 
which has been developed for specific use. Enzyme-based 
biosensors, which were among the first, use enzymes as 
biorecognition elements. The pioneering work of Clark and 
Lyons laid the groundwork for this category. Immunoas-
say biosensors are critical in medical diagnostics because 
they rely on the precise binding of antibodies and antigens. 
Köhler and Milstein’s 1975 discovery of monoclonal anti-
bodies made an important contribution to the development 
of immunoassay biosensors [48]. DNA-based biosensors, 
which emerged from Watson and Crick’s 1953 discovery of 
the DNA double helix structure [49], transformed genetic 
diagnostics. Optical biosensors employ light-based sensing 
technologies and have gained importance thanks to pioneers 
such as Roger Y. Tsien, who was awarded the Nobel Prize 
in Chemistry in 2008 for his study on the green fluorescent 
protein [50].

At present, with the rapid growth of nanotechnology, the 
domain of biosensors has been influenced, and as a result, 
taking advantage of various types of nanomaterial to build 
a new generation of biosensors known as nano biosensors 
with higher detecting sensitivity and accuracy has been 
developed [51, 52]. Nano biosensors include a wide range 
of nanomaterials that come from various sources with vari-
able shapes, sizes, and compositions. The diversity of nano 
biosensors is a huge step forward, opening up new avenues 
for biosensor development [51, 53]. In recent years, research 
into biosensors, notably nano biosensors, has expanded to 
the identification and quantification of exosomes. Multiple 
studies have shown that optical, electrochemical, and elec-
trical mechanisms are the primary sensing methods used in 

the unwanted exosomes it is termed as immuno- depletion 
method [36].

In addition to the traditional methods outlined above, 
there have been reports on a few new isolation methods. 
The report of a new technique called ExoCounter, reported 
by Kabe et al., is one such example. This technique captures 
the exosomes using a specific antibody-functionalized optic 
disc that is then further tagged with nano-sized magnetic 
beads [37]. Another innovative approach involves antibody-
conjugated magnetic nanowires, as demonstrated by Lim 
et al., which improves the capture efficacy when compared 
with the typical magnetic beads [38]. These advancements 
signal promising developments in exosomal isolation 
techniques.

Types of Biosensor Detection Methods for 
Exosomes

Biosensors stand at the junction of Biology and technology 
and have come a long way from their early conceptualiza-
tion to becoming a vital instrument in various scientific 
fields such as clinical detection [39, 40], cellular physiology 
[41], environmental studies [42], and many more. The wide-
spread implementation of biosensors in the past few decades 
has completely changed the field of biological and medical 
analysis by providing a new standard of quick, precise, and 
stable analytical techniques [43, 44]. The foundation of bio-
sensors as an advanced analytical tool was laid by Hermann 
Staudinger’s pioneering research on macromolecules in the 
1910s. The term “Biosensor,” however, was later officially 
coined in the 1960s by Clark and Lyons, who developed 
the first enzyme-based electrode for glucose detection [45]. 
Current-day biosensors work on a basic foundation cen-
tered on the translation of biological reactions into quanti-
tative data. The biorecognition component, transducer, and 
detector are the three main components of this process. The 
biorecognition component, which may consist of enzymes, 
antibodies, DNA, or cells, gives the biosensor specificity 

Fig. 4  SERS biosensor: Illustra-
tion of a SERS-based detection 
approach for tumor-derived 
exosomes employing SERS Au@
Ag nanorod nanoprobes with 
exosome-specific antibodies and 
magnetic nanobeads. Abbre-
viations: DTNB (5,5′-dithiobis-
(2-nitrobenzoic acid)); Au@
Ag NR (gold core – silver shell 
nanorods). [Adapted from Zong 
et al. 2016] [125]
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due to their ability to exhibit significant cancer biomark-
ers, it has become crucial to thoroughly investigate proper 
detection methodologies that have a low limit of detection 
(LOD), require minimal sample volume, support real-time 
analysis and are appropriate for high throughput screen-
ing [57]. Optical techniques, at present, have demonstrated 
excellent stability and accuracy when assessing biological 
targets. Moreover, recently, with the development of optical 
biosensors that utilize nanomaterials for detecting targets 
is a new and ongoing trend in analytical diagnostics [58]. 
Various nanomaterials with peculiar optical properties, such 
as graphene [59], carbon nanotubes (CNT) [60], gold (Au) 
and silver (Ag) nanoparticles [61], and quantum dots [62], 
have been widely used in the production of optical sub-
strates. The purpose of these substrates is to improve target 
detection sensitivity in a range of applications. The optical 

the development of exosome biosensors [54, 55]. Particu-
larly, nanomaterials have played an important role in these 
studies, allowing for higher accuracy and sensitivity for 
recognizing low concentrations of exosomes [56]. In the 
following section ahead, we are going into each method of 
biosensor detection and will address their different systems, 
functioning mechanisms, and material compositions, as 
well as specific advantages and disadvantages.

Optical Nano Biosensors

Liquid biopsies, as a non-invasive sample technique, have 
been the subject of significant interest in clinical medicine 
in recent years due to their potential for detailed tumor 
analysis, disease assessment, and early diagnosis. Given the 
great potential of exosomes detection in biological samples 

Table 1  Fluorescence-based biosensors for exosome detection in cancers, an overview
Target molecules Cancer types Techniques Used for Exo-

somal Isolation
Exosomes Detection Limit of Detection 

(LOD)
Refer-
ence

CD63 Human patients (liver 
cancer) and Hep G2

Ultracentrifugation (UC) Upconversion LRET 
between UCNPs and Au 
NRs

1 × 103 exosomes/
µL

 [67]

CD63, EpCAM and CD81 Ovarian cancer patients 
and COLO-1 cell line

UC Fluorescence-based 50 EVs/ µL  [68]

GPC 1 Breast cancer patients and 
MDA-MB-231

UC Fluorescence (droplet 
digital ExoELISA)

10 EVs/ µL  [69]

PTK7 CCRF-CEM cells ExoQuick- TC™ solution TIRF 5.2 × 103 EVs/ µL  [70]
CD63 and putative markers 
(EpCAM)

MCF-10 A UC ExoAPP assay 1.6 × 102 EVs/ µL  [71]

HER2 and EpCAM Breast cancer UC Fluorescence microscopy -  [72]
GPC 1 and CD63 Pancreatic cancer UC Fluorescence-based -  [73]
CD63 and internal TSG101 
protein

U87-EGFRvIII cell lines UC ACE microassay chip 
(immunofluorescence)

1–10 × 106 EVs/ µL  [74]

EpCAM MCF-7 ExoDIF devices centrifuge Fluorescence (Alexa Fluor 
647)

-  [75]

CD63 B16, MCF-7, OVCAR-3 
and Hep G2

UC Cy3-based Fluorescence 1.4 × 103 EVs/ mL  [76]

EpCAM Hep G2 UC Fluorescence-based -  [77]
GPC-1 mRNA Pancreatic cancer UC Fluorescence-based 0.18–3 × 103 EVs/ 

µL
 [78]

miRNA-21 Breast cancer UC Fluorescence-based 1.8 × 104 EVs/ µL  [79]
CD63 MDA-MB-231 ExoEasy Maxi Kit Fluorescence-based 5.0 × 104 EVs/ µL  [80]
GPC-1 Panc-1 UC; ultrafiltration 

(100 kDa)
RIDA -  [81]

CD147 HCT15 cell line UC 2-color fluorescence 1.2 × 105 EVs/ µL  [82]
CD63 and nucleolin HL-60 cell line UC Fluorescence-based 1 × 102 EVs/ µL  [83]
CD63 Hep G2 ExoEasy Maxi Kit Fluorescence-based 4.8 × 104 EVs/ µL  [84]
miRNA-27a, miRNA-375, 
and miRNA-21

MCF-7 UC Cy3-based Fluorescence 6 × 107 EVs/ µL  [85]

mRNA-1246 MCF-7 UC Fluorescence-based 2 × 107 EVs/ µL  [86]
CD147 HER-2 breast cancer 

patients
Affinity separation based 
on nanobead

Fluorescence-based 
(ExoCounter)

23.2 ng/mL  [37]

EpCAM, CD63, MUC1, 
and HER2

Hela, MCF-7, SKOV3 
and HepG2

- Fluorescence-based 0.24 µg/mL  [87]

CD63 LS180 Centrifugation Fluorescence-based 2.5 × 101 EVs/ µL  [88]
Hsa-miRNA-21 HeLa ExoQuick-TCTM System TIRF imaging techniques 378 copies/µL  [89]
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which enables dynamic monitoring of changes connected to 
exosomes. A number of advanced laboratory-based meth-
ods for the identification of exosomes have made significant 
advances by utilizing the principle of fluorescence. Among 
these methods, there has been major progress in techniques 
such as fluorescence spectroscopy, real-time polymerase 
chain reaction (rt-PCR), as well as flow cytometry [64]. 
Over the past few years, there has been a growing utilization 
of nanomaterials, encompassing 2D nanomaterials, QDs, 
CNTs, metallic nanoparticles (MNPs), and various others, 
in the development of biosensors employing fluorescence 
resonance energy transfer (FRET), which is mainly due 
to the fact that all these materials possess distinctive opti-
cal properties [65, 66]. Numerous attempts are underway 
to develop more sophisticated and compact fluorescence-
based biological sensors for identifying exosomes. Table 1 
provides an overview and analysis of the development of 
these investigations.

Colorimetry-Based Biosensor Detection

Colorimetric biosensors operate on the basis of absorp-
tion and color alterations within a reaction media. As the 
outcomes of this analytical approach can be effortlessly 
noticed with the naked eye and no additional sophisti-
cated equipment is needed, it turns out to be an extremely 
simple procedure. [90, 91]. The colorimetric biosensor has 
shown potential as a tool for detecting exosomal biomarkers 
owing to its high extinction coefficient, which allows for 
quick analysis. The basis for colorimetry-based biosensor 

detection of exosomes involves various techniques such 
as Fluorescence, Colorimetry, Surface plasmon resonance 
(SPR), Raman scattering, Chemiluminescence, and Electro-
chemiluminescence. In the following section, we are going 
to discuss these various techniques briefly.

Fluorescence-Based Biosensor Detection

A potent technique in exosome investigation for can-
cer detection is fluorescence biosensor detection, which 
depends on the unique fluorescence characteristics associ-
ated with particular molecules. Fluorescence biosensors 
offer remarkable sensitivity and specificity, enabling the 
detection of even low concentrations of exosomes, which is 
crucial for early cancer diagnosis. Fluorescence biosensors 
use the fluorescent phenomenon to monitor the concentra-
tion, position, and dynamics of biomolecules. This phenom-
enon occurs when electromagnetic radiation is absorbed by 
fluorophores or fluorescently labeled molecules and reemit-
ted as fluorescence. Fluorescence biosensors are often com-
posed of three components: a photodetector that gauges 
the fluorescence intensity and spectrum, an excitation light 
source (such as lasers or LEDs), and fluorophore molecules 
that label the target biomolecules. In which, Techniques 
such as (1) FRET (Fluorescence resonance energy transfer), 
(2) FLIM (fluorescence lifetime imaging), (3) FCS (fluo-
rescence correlation spectroscopy), and (4) FI (changes in 
fluorescence intensity) are often used to bio-recognize the 
excitation signal [63]. The efficiency of the approach is 
further enhanced by its capacity to offer real-time results, 

Fig. 5  Biosensors based on 
electrochemical (Amperomet-
ric) detection of exosomes. The 
diagrammatic representation is of 
the sandwich assay with an HRP-
enzymatic readout of the CD9 
exosomes by the gold electrodes 
surface conjugated with α-CD9 
antibodies. The Biosensor chip 
will be used for the detection of 
the signals. Abbreviations: BSA 
(Bovine Serum Albumin), MUA 
(11-Mercaptoundecanoic acid), 
HRP (Horseradish peroxidase). 
[Adapted with permission Doldan 
et al. 2016 Copyright 2016 Amer-
ican Chemical Society] [142]
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Moreover, colorimetric biosensors based on nanomaterials 
can be broadly classified into two groups depending on their 
distinct material properties: those with innate optical prop-
erties, such as colloidal gold nanoparticles (AuNPs), and 
those with catalytic properties, such as iron oxide nanopar-
ticles (Fe3O4 NPs) [93].

AuNPs have an exceptionally high extinction coefficient, 
making them a good choice for solution colorimetric analy-
ses. Moreover, changes in the distance between AuNPs 
cause the surface plasmon resonance effect, which causes 
fluctuations in the ultraviolet absorption intensity of AuNPs 
or a noticeable shift in the color of the solution [94]. Addi-
tionally, AuNPs act like tiny enzymes or nanozymes, at the 
nanoscale, imitating the functions of natural enzymes [95]. 
This characteristic makes them suitable for use in color-
based biosensors for detecting exosomes. These biosensors 
can be applied to analyze the proteins in exosomes, assist-
ing in the diagnosis of cancer. This property of AuNPs was 

detection is the measurement of the wavelength or intensity 
of color changes brought on by biological activity. Colori-
metric biosensors often employ carbon nanomaterials, gold 
nanoparticles, and metal oxide nanomaterials. Owing to 
remarkable characteristics such as high stability, low cost, 
and large-scale production capabilities, carbon nanomateri-
als have garnered significant attention for the development 
of colorimetric biosensors. A notable example of such can 
be found in the studies conducted by Wang et al., where 
they investigated the increase of the inherent peroxidase-
like activity on graphite-phase carbon nitride nanosheets 
(g-C3N4 NSs) utilizing the capabilities of single-stranded 
DNA (ssDNA). By integrating a specific aptamer ssDNA 
targeting the exosome transmembrane protein CD63 in the 
breast cancer cell line (MCF-7) with g-C3N4, they observed 
a substantial boost in its intrinsic peroxidase activity, lead-
ing to the generation of a dark blue product (Fig. 3) [92]. 

Table 2  Colorimetric-based biosensors for exosome detection in can-
cers, an overview
Targets Source of 

Exosomes 
(Disease)

Meth-
ods of 
Exosome 
Isolation

Method of 
Detection

Limit of 
Detection 
(LOD)

Refer-
ence

CD63 MCF-7 Ultracen-
trifugation 
(UC)

Colori-
metric 
aptasensor

5.2 × 105 
exosomes/
µL

 [98]

CD63 MCF-7 ZnO 
nanowires/ 
UC

Colouri-
metric 
assay

2.2 × 104 
exosomes/
µL

 [99]

CD63, 
EpCAM, 
PDGF, 
PSMA, 
PTK7

HeLa, 
PC-3, 
CEM, and 
Ramos 
cells

UC Colouri-
metric 
assay

-  
[100]

LMP1, 
EGFR

Nasopha-
ryngeal 
carcinoma 
(NPC) cells 
and plasma 
from 
patients 
with NPC

Magnetic 
separation

AuNP-
based 
colouri-
metric 
assay

1 × 102 
exosomes/
mL

 
[101]

CD63 MCF-7 UC Colouri-
metric pH 
responsive 
bioassay

4.46 × 103 
exosomes/
µL

 
[102]

CD63 MCF-7 UC UV–vis-
ible 
absorption 
spectro-
photom-
eter

13.52 × 105 
exosomes/
µL

 [92]

EpCAM PC3 cells 
lines and 
plasma

UC + Mag-
netic 
Beads

Chroma-
tography

3.58 × 103 
exosomes/
µL

 
[103]

CD63 Hep G2 UC LRET 1.1 × 103 
exosomes/
µL

 [67]

Table 3  SPR-based biosensors for exosome detection in cancers, an 
overview
Targets Source of 

Exosomes 
(Disease)

Meth-
ods of 
Exosomes 
isolation

Method of 
Detection

Limit of 
Detection 
(LOD)

Refer-
ence

HER2 HER2(+)
BT474 
and 
HER2(-) 
MDAMB-
231 cells 
and breast 
cancer

Cen-
trifugation 
(Total 
Exosome 
isolation 
reagent)

SPR 2,070 
exosomes/µ

 
[112]

CD9, 
CD41b

Human 
hepato-
cellular 
carcinoma 
cell lines

UC SPRi /  
[113]

CD9 A549, 
SHSY5Y

UC LSPR 0.194 µg/
mL

 
[114]

EGFR, 
PD-L1

Non-small 
cell lung 
cancer 
cells 
(NSCLC 
A549), 
NSCLC 
patients

Centri-
fuge + total 
exosome 
isolation 
kit

SPR 2 × 107 
exosomes/
µL

 
[115]

HSP90, 
HSP70, 
TSG101 
and 
CD63, 
EpCAM, 
EGFR

OVCAR3, 
OV420, 
CaOV3

UC Nanohole-
based SPR 
(iNPS)

104 EVs/
mL

 
[116]

CD24, 
EpCAM

Ovarian 
cancer 
patients

Dif-
ferential 
centrifuga-
tion

Transmis-
sion SPR

670 aM  
[117]
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visible and near-infrared wavelength range [106, 107]. The 
detection mechanism involves attaching a bioreceptor to 
the surface of a biosensor, which is then followed by intro-
ducing a solution containing another biomolecule that can 
interact with the bioreceptor [108]. In recent years, the SPR 
detection technique has seamlessly integrated into the ongo-
ing nanotechnology trend, giving rise to SPR-based nano-
sensors or nanoplasmonic biosensors. This development 
has attracted significant attention because of their capability 
for real-time analysis without the need for sample labeling 
[109, 110]. The SPR-based nano biosensors technique has 
been employed in the detection of exosomes as well. Given 
that exosomes have an average size of around 100 nm and 
that SPR can typically detect signal changes within a range 
of 200 nm from the gold surface, using SPR for exosome 
quantification combines the strengths of both exosomes and 
SPR at the same time. This method’s exceptional sensitivity 
is also attributed to the significant molecular weight of exo-
somes [111]. We have provided a capsulation of the various 
exosome detection studies using SPR based biosensors in 
the Table 3, below.

Surface Enhanced Raman Scattering SERS-Based Biosensor 
Detection

In the field of biological studies and biomedical analysis, 
SERS (surface-enhanced Raman scattering) is becom-
ing known as a potent plasmonic technology with a broad 
range of applications. This innovative technique has proven 
itself useful for monitoring environmental conditions, 
enabling cellular imaging, and detecting biomolecules [118, 
119]. Currently the SERS has been smoothly integrated 
with the booming field of nanotechnology, particularly in 

explored in the studies of Jiang et al., where they formulated 
an AuNP-based colorimetric biosensor capable of assessing 
exosome surface proteins at an efficient rate [96]. AuNPs 
were conjugated using exosomal protein aptamers (CD63) 
in this assay. The linking of these aptamers kept the particles 
apart under a high concentration of salt (NaCl). When exo-
somes were present, the connection between the aptamers 
and AuNPs broke, causing the particles to collide and, as 
a result, change color. Within minutes, this approach could 
identify numerous surface proteins on exosomes such as 
CD63, PTK7, PDGF, PSMA, and EpCAM from distinct 
cell lines, for instance, PC-3, CEM, HeLa, and Ramos [93, 
96]. The catalytic characteristics are used in another type 
of colorimetric biosensor. A notable example is the work 
of Chen and colleagues, who developed a visible, label-
free, and simple approach for detecting PC3-derived exo-
somes in blood [97] using aptamer-functionalized magnetite 
nanoparticles (Fe3O4 NPs). This novel approach makes use 
of the catalytic capabilities of Fe3O4 NPs to provide an effi-
cient and user-friendly detection process. Given below is the 
table (Table 2) that provides an overview of various applica-
tions of colorimetric sensors for the detection of exosomes.

Surface Plasmon Resonance (SPR) Based Biosensor 
Detection

Surface Plasmon Resonance (SPR) has emerged as a highly 
effective and reliable analytical technique in the clinical 
detection studies regarding the interaction among biologi-
cal molecules [104, 105]. This optical phenomenon enables 
real-time monitoring of these interactions in their natural 
state. Because of its excellent optical confinement, surface 
plasmon resonance (SPR) is particularly beneficial in the 

Fig. 6  A Schematic representation 
of exosome as a potential target 
for detection of cancer biomarker. 
[Adapted from Singh et al. 2022] 
[154]

 

1 3

2203



A. D. Tripathi et al.

of Raman intensity in SERS is the localized SPR, which 
generates an intense electromagnetic field in close proxim-
ity to metallic nanoparticles (for instance, AuNPs). This 
phenomenon enables the extraction of unique fingerprint 
data using Raman spectra, resulting in great sensitivity and 
stability in various analytical settings [120, 121]. Another 
combination offering a compelling solution is the Au@Ag 
core shell colloids, broadening the excitation spectrum and 
enabling adjustable surface plasmon resonance (SPR) char-
acteristics. Combining the distinct properties of gold and 
silver metals results in enhanced stability and exceptional 
enhancement capabilities for SERS. While Au nanostruc-
tures exhibit superior SERS enhancement, shape and size 
control are difficult to achieve; in contrast, Au nanostruc-
tures are easier to create and maintain stability. The incor-
poration of benefits of both of their qualities into a core shell 
structure can aid in achieving highly enhanced SERS. Ma 
et al. demonstrated this concept by developing stable SERS 
probes, Au@R6G@AgAu nanoparticles (ARANPs), which 
showed significant sensitivity improvements [122]. Another 
research study conducted by Pang et al. utilized Au@Ag 
nanorods with DTNB (5,5′-dithiobis-(2-nitrobenzoic acid)) 
as the SERS signal probe along with Fe3O4@Ag nanoma-
terials and a signal amplification technique for quantitative 
detection of miRNA-10b in exosomes and residual plasma 
(Fig. 4) [123]. Integrated SERS improvements and recircula-
tion signal amplification resulted in an impressive detection 
limit of 1 aM, allowing for direct and quantitative detection 
of exosomal miRNA in chronic pancreatitis, pancreatic duc-
tal adenocarcinoma (PDAC), and healthy control plasma 
samples. At present, because of the high speed, multiplex-
ing capabilities and rapid speed, the SERS nanomaterial-
based biological sensors have been successfully applied for 
the detection of exosomal biosensors. Contrasted with SPR 
or fluorescence techniques, SERS biosensors can recognize 
distinct spectral signals in intricate and variable biological 
surroundings [124]. Table 4 summarizes the SERS biosen-
sors application for the identification of exosome concentra-
tion has been provided.

Chemiluminescence-Based Biosensor Detection

Chemiluminescence (CL), an influential optical technique, 
relies on the electromagnetic radiation emitted during an 
exothermic chemical reaction, eliminating the need for 
external light sources or optics [132, 133]. This distinguish-
ing feature, combined with high sensitivity, broad linear 
dynamic range, simple apparatus, rapid analysis, and mini-
mal background interference, has led to the widespread use 
of chemiluminescence in optical biosensors [134]. Despite 
its efficacy, only a few chemiluminescence-based tech-
niques coupled with nanomaterials have been reported to 

conjunction with metallic nanoparticles, which has garnered 
a great deal of attention as SERS substrates because of their 
small dimensions, large specific-surface area, and distinc-
tive electrical, optical, and physicochemical features [108]. 
Specifically, combination of AuNPs with SERS technology, 
because AuNPs are the most popular signal amplifying mate-
rials. The fundamental mechanism behind the enhancement 

Table 4  SERS-based biosensors for exosome detection in cancers, an 
overview
Targets Source of 

Exosomes 
(Disease)

Methods of 
Exosomes 
isolation

Method of 
Detection

Limit of 
Detection 
(LOD)

Refer-
ence

HER2 Breast 
cancer 
cells 
(SKBR3)

Immuno-
magnetic 
separation

SERS-
based (Au 
core with 
Ag shell 
nanorods)

1,200 
exosomes/
µL

 
[125]

HER-2, 
CEA 
and 
PSMA

SKBR3, 
LNCaP 
and T84,

ExoQuick-
TC™ 
exosome 
precipita-
tion kit

SERS 
(AuNP)

73, 32, 
and 203 
exosomes/
µL (for the 
LNCaP, 
SKBR3, 
and T84 
exosomes)

 
[126]

CD9 Hep G2 Immuno-
magnetic 
separation

SERS tags 
(AuNS@4- 
MBA@Au 
AuNSs)

27 exo-
somes/
µL

 
[127]

GPC-1 Serum 
and 
PANC-1 
and 
HPDE6c7 
cells

UC PDA 
encap-
sulated 
antibodyre-
porter-
Ag@Au 
multilayer 
(PEARL) 
SERS tags

1 exo-
some/2 µL

 
[128]

miRNA-
21

NSCLC, 
A549

UC SERS tags 
(Au@
R6G@
AgAu)

6.59 × 10− 3 
molecules/ 
exosomes

 
[122]

miRNA-
10b

PDAC, 
chronic 
pancre-
atitis, and 
normal 
controls 
(NC)

Magnetic 
separation

SERS tags 
(Fe3O4@
Ag-DNA-
Au@Ag@
DTNB)

1 aM  
[129]

N/A LNCaP 
and PC3

Size-
exclusion 
chromatog-
raphy

Raman 
spectros-
copy

/  
[130]

HER2 MDA-
MB-231, 
MDAMB-
468 and 
SKBR3 
and 
HER2(+)

UC SERS tags 
(AuNRs 
coated 
with 
QSY21)

2 × 103 
exosomes/
µL

 
[131]
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Electrochemical Nanobiosensors

Electrochemical biosensors are one of the most sought-after 
biosensor techniques because of the advantages such as 
highly sensitive, cost effective and time efficient procedures 
as well as requirement of small sample quantity [138]. With 
the flexibility of integrating electrochemical methods with 
various types of platforms for developing sample manipula-
tion chips [139] on top the above-mentioned advantages of 
the methods makes electrochemical techniques one of the 
best candidates for detection and quantification of exosomes 
in medical samples [140]. The electrochemical method is 
an umbrella term that includes various techniques such as 
amperometric and voltametric methods among others. In the 
section ahead we are briefly going to talk about these vari-
ous methods for the detection of exosomes.

Amperometric Methods

Amperometric methods are important in the field of electro-
chemical biosensors because they provide a sensitive and 
quantitative method of detecting analytes. In amperometric 
measurements, the sensor maintains a constant potential at 
the working electrode while monitoring the current, which 
is associated with analyte concentration [141]. Because of 
its excellent sensitivity and selectivity, this method is espe-
cially beneficial for biosensors. Amperometric methods 
integrated into electrochemical biosensors have found uses 
in a variety of disciplines, including medical diagnostics, 
environmental monitoring, and food safety. Nanotechnol-
ogy and materials science advances continue to improve the 
efficiency of amperometric biosensors, resulting in useful 
tools for accurate and consistent detection in a variety of 
environments. In the research study conducted by Doldan 
et al., in 2016, an amperometric electrochemical biosensor-
based-sandwich assay was constructed for the detection of 
exosomes present in the gold electrode. In this study, the 
rabbit antihuman CD9 antibody (a transmembrane protein 
that functions as a suitable biomarker) was immobilized 
onto a gold electrode, and in order to capture exosomes, 
monoclonal antibodies were utilized against the CD9 anti-
bodies. Once the samples were successfully sandwiched, 
it was followed by signal amplification, and an HRP-con-
jugated (horseradish peroxidase) α-mouse IgG antibody 
was applied at last. Eventually, the amperometric diagnos-
tic approach was used, which relied on the efficacy of the 
enzymatic process and the electrochemical degradation of 
tetramethylbenzidine (TMB) on the outer coating of the 
gold electrode (Fig. 5). The developed sensor operates with 
a 1.5 L analyte volume and can detect as few as 200 exo-
somes/µL, with a LOD of 2 × 102 particles/µL [142].

detect exosomal biomarkers. This suggests a potential area 
for investigation and innovation in improving the capabili-
ties of CL-based approaches for exosome identification. To 
address the above-mentioned constraints, scientists have 
turned to metal oxide nanomaterials, including iron oxide 
and CuS nanoparticles [108]. Notably, Wang et al. pre-
sented a novel (CL) chemiluminescence-based biosensor 
that uses superparamagnetic iron oxide particles (SIOPs) 
to quickly and quantitatively identify tumor-derived exo-
somes (TEXs) from biofluids [123, 135]. The technique 
used a double-antibody sandwich design, with anti-CD63 
antibody-conjugated SIOPs and anti-CD9 antibodies tagged 
with acridinium ester. Exosomes isolated from a pancreatic 
tumor cell line culture medium through ultracentrifugation 
were subjected to analysis. The antibody-modified SIOPs 
revealed the capacity to precisely detect TEXs while acting 
as a capture probe. Resulting in the establishment of a bio-
sensing device for a simplified one-step test. This CL-based 
biosensor’s limit of detection (LOD) was calculated to be 
2.63 × 105 particles/mL. This development represents a 
noteworthy advancement in the field of exosome detection, 
offering a swift and quantitative approach for TEX analysis 
from complex biofluids. Another study, done by Jiang et al., 
revealed a novel approach for fast detection of extracellular 
vesicles based on CuS-encased microgels [136].

Electrochemiluminescence-Based Biosensor Detection

Electrochemiluminescence (ECL) is a very sensitive and 
adaptable technology that has found widespread use in 
biosensor detection. This approach generates light by an 
electrochemical reaction, combining elements of electro-
chemistry and chemiluminescence [108]. The key compo-
nents of ECL-based biosensors are a working electrode, a 
counter electrode, and a reference electrode. Immobilized 
recognition components, such as antibodies, enzymes, or 
aptamers, that selectively interact with the target analyte 
are often carried by the working electrode. When a volt-
age is applied, the electrochemical reaction at the electrode 
surface produces reactive species, which causes light to 
be emitted. Low background noise, great sensitivity, and a 
wide dynamic range are all advantages of ECL-based bio-
sensors. This approach has been used successfully to iden-
tify diverse biomolecules such as proteins, nucleic acids, 
and particular cells, making it a vital tool in biomedical 
research and diagnostics. For their analytical applications, 
various nanomaterials with outstanding ECL capabilities, 
such as CNTs, QDs, metallic nanoparticles, silica nanopar-
ticles (SiNPs), and graphene-based C3N4 nanosheets [137], 
have been explored. However, research on the identification 
of exosome’s biomarkers utilizing these nanomaterials in 
the context of ECL as of yet remains restricted.
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entities. This microchip successfully gathered plasma exo-
somes from glioblastoma cells containing surface markers 
and RNAs. The DEP high-field zones selectively captured 
bio-nanoparticles while subsequently enabling the removal 
of larger particles and biomolecules during the wash-
ing process. The whole procedure, including the exosome 
segregation and on-chip fluorescence measurement, was 
accomplished in three quick phases in less than 30  min, 
indicating great efficiency. Moreover, the microchip facili-
tated on-chip immunofluorescence identification of protein 
biomarkers as well as provided viable mRNA for RT-PCR 
[151]. The ability to combine segregation and identification 
approaches in a single tool is a significant benefit of electri-
cal bio-based sensors for exosome detection.

Additionally, exosome-encapsulated miRNA detection 
is a promising technique for non-invasive cancer diagnosis 
[153]. Traditional approaches, such as RT-PCR, demand a 
high concentration of RNA isolated from exosomes, which 
requires significant sample volumes, time-consuming oper-
ations, multiple equipment, and chemical kits. To address 
these challenges, Taller et al. developed a microfluidic chip 
that combines a surface acoustic wave (SAW) exosome-
lysis chip with a second chip for RNA detection. The SAW 
on the piezoelectric crystal’s surface induces effective tur-
bulent mixing, lysing isolated exosomes without interfering 
with RNA detection. The RNA detection sensor employs an 
anion-exchange nanoporous membrane, demonstrating a 
lysis rate of 38%, a detection limit of 2 pM, and a reduced 
analysis time of ~ 1.5 h (~ 30 min for lysing and ~ 1 h for 
detection). his technique is appropriate for mouse model 
research as well as the analysis of fine needle aspiration 
(FNA) samples from clinical patients [153].

To conclude, a detailed outline for the exosome detec-
tion, isolation, and diagnosis is schematically represented 
in Fig. 6.

Conclusion

Cancer is one of the leading contributors to fatalities across 
the globe, as previously highlighted in the current article. 
Early detection of cancer is very crucial to commence 
immediate treatment and slow down the progression of the 
malignancies. In order to increase the survival chances of the 
cancer patient, impressive developments have been success-
fully attained in the discipline of preliminary diagnosis and 
therapy for cancer in the past few decades. In conjunction 
with this, the development of nanotechnology—specifically, 
the use of nano-mediated biosensors—has significantly ben-
efited cancer diagnostics, notably in the domain of detection 
of cancer-derived exosomes. While these advancements are 
promising, substantial progress is needed to fully develop 

Voltammetric Method

Voltammetric techniques, in which current is measured 
in relation to electrode potential, are the most commonly 
used approach in electrochemical biosensors. This prefer-
ence comes from their technological advantage over other 
electrochemical processes. These methods excel in quanti-
fying ions and molecules and have fewer restrictions than 
alternative techniques [143, 144]. The method has also been 
applied for the exosome detection. An example of exosome 
detection using the voltammetric method can be seen in the 
research studies conducted in the year 2017 by Boriachek et 
al., wherein they demonstrated a square-wave anodic strip-
ping voltammetry (SWASV)-based electrochemical nano-
immunosensor. This utilized QDs as the signal amplifier 
and was used for the recognition of colon and breast tumor-
specific exosomes. In this study the LOD was 100 exo-
somes/µL, with the relative standard-deviation of < 5.5% 
in the cancer cell lines [145]. In some of the assay studies 
of voltammetric detection of exosomes, aptamers were used 
instead of antibodies. Aptamers are small, single-stranded 
DNA or RNA molecules chosen for their high affinity bind-
ing to certain targets. Their adaptability makes them useful 
in a variety of applications, such as biosensors and targeted 
drug administration. Aptamers are less expensive and less 
complicated when compares to antibodies. Aptasensors are 
biosensors that use an aptamer as a biorecognition, and they 
have been used to detect exosomes even more than anti-
body-based biosensors [146, 147].

Electrical Nanobiosensors

Exosomes’ ability to hold electrical energy when they are 
electrically polarised has led to the conclusion that they can 
be electrically detected based on earlier research. When 
voltage is given to exosomes, the interaction between the 
exosome surface and its surrounding environment creates 
an interface-effective layer [148]. The favorable electrical 
characteristics of exosomes, coupled with the advantages 
of electrical biosensors, such as low cost, low power, real-
time analysis, and on-site application due to tiny size, col-
lectively position electrical biosensors as viable diagnostic 
instruments for exosome detection [149, 150]. Electrical 
biosensors also have the advantage of being readily incor-
porated into chips, and since they are real-time assessment 
systems, they can complete tests immediately [54]. Ibsen et 
al. have described an Altering Current Electrokinetic (ACE) 
microarray chip for effectively separating and identifying 
exosomes using unadulterated human plasma in their inves-
tigations on electrical biosensors [151]. ACE microarrays 
apply alternating current to generate a dielectrophoretic sep-
aration force [152], attracting nanoparticles and nanoscale 

1 3

2206



Advancements in Nano-Mediated Biosensors: Targeting Cancer Exosome Detection

by all contributors.

Funding  Abhay Dev Tripathi received a fellowship from the Depart-
ment of Biotechnology, India, throughout the course of this study 
(DBT award no. DBT/JRF/BET-19/I/2019/AL/140), which was fund-
ed under the DBT JRF Ph.D. program.

Data Availability  No datasets were generated or analysed during the 
current study.

Declarations

Ethical Approval  Not applicable.

Competing Interests  The authors declare no competing interests.

References

1.	 Sung H, Ferlay J, Siegel RL, et al (2021) Global Cancer Statis-
tics 2020: GLOBOCAN Estimates of Incidence and Mortality 
Worldwide for 36 Cancers in 185 Countries. CA Cancer J Clin 
71:209–249. https://doi.org/10.3322/CAAC.21660

2.	 Crosby D, Bhatia S, Brindle KM, et al (2022) Early detec-
tion of cancer. Science (1979) 375:. https://doi.org/10.1126/
SCIENCE.AAY9040/ASSET/0A3087E0-148F-45C4-B9D9-
5558E774A080/ASSETS/IMAGES/LARGE/SCIENCE.
AAY9040-F6.JPG

3.	 Yang Y, Huang Q, Xiao Z, et al (2022) Nanomaterial-based 
biosensor developing as a route toward in vitro diagnosis of 
early ovarian cancer. Mater Today Bio 13:100218. https://doi.
org/10.1016/j.mtbio.2022.100218

4.	 Wang X, Tian L, Lu J, Ng IOL (2022) Exosomes and cancer - 
Diagnostic and prognostic biomarkers and therapeutic vehi-
cle. Oncogenesis 2022 11:1 11:1–12. https://doi.org/10.1038/
s41389-022-00431-5

5.	 Xu L, Shoaie N, Jahanpeyma F, et al (2020) Optical, electrochem-
ical and electrical (nano)biosensors for detection of exosomes: A 
comprehensive overview. Biosens Bioelectron 161

6.	 Sharma A (2018) Role of stem cell derived exosomes in tumor 
biology. Int J Cancer 142:1086–1092. https://doi.org/10.1002/
IJC.31089

7.	 Hadavand M, Hasni S (2019) Exosomal biomarkers in oral dis-
eases. Oral Dis 25:10–15. https://doi.org/10.1111/ODI.12878

8.	 Console L, Scalise M, Indiveri C (2019) Exosomes in inflamma-
tion and role as biomarkers. Clinica Chimica Acta 488:165–171. 
https://doi.org/10.1016/J.CCA.2018.11.009

9.	 Vallabhaneni KC, Hassler MY, Abraham A, et al (2016) Mesen-
chymal Stem/Stromal Cells under Stress Increase Osteosarcoma 
Migration and Apoptosis Resistance via Extracellular Vesicle 
Mediated Communication. PLoS One 11:e0166027. https://doi.
org/10.1371/JOURNAL.PONE.0166027

10.	 Zuo B, Qi H, Lu Z, et al (2020) Alarmin-painted exosomes elicit 
persistent antitumor immunity in large established tumors in 
mice. Nature Communications 2020 11:1 11:1–16. https://doi.
org/10.1038/s41467-020-15569-2

11.	 Mathivanan S, Fahner CJ, Reid GE, Simpson RJ (2012) ExoCarta 
2012: database of exosomal proteins, RNA and lipids. Nucleic 
Acids Res 40:D1241–D1244. https://doi.org/10.1093/NAR/
GKR828

12.	 Munich S, Sobo-Vujanovic A, Buchser WJ, et al (2012) Dendritic 
cell exosomes directly kill tumor cells and activate natural killer 
cells via TNF superfamily ligands. Oncoimmunology 1:1074–
1083. https://doi.org/10.4161/ONCI.20897

these technologies and improve their accuracy for early 
cancer diagnosis. The present study reviewed the most sig-
nificant latest advancements in nano-mediated biosensors, 
including target selection, detection mode, and limits, to 
identify exosomes produced from cancer. Exosomes are 
overexpressed in a variety of cancer types; the specific tar-
geting surely helps to identify cancer at early stages eas-
ily. Some exosomes, such as glypicans, are cleaved and are 
available in the extracellular fluids, thus enhancing the level 
of detection with the help of nano-based biosensors. These 
findings highlight that exosome detection nano-biosensors 
are beginning to emerge as a viable substitute for traditional 
methods (such as, ELISA, qPCR, etc.), delivering positive 
aspects in early cancer assessment and prognosis including 
shorter detection times, higher sensitivity, and lower expen-
ditures. For instance, the application of gold nanoparticles, 
quantum dots, and magnetic nanoparticles has exhibited 
unparalleled sensitivity and specificity with the utilization 
of SERS, Electrochemical, SPR, Chemiluminescence, and 
Fluorescence-based biosensors for the detection.

Additionally, recent investigations employed novel nano-
materials and composites to develop reliable and potent 
biosensors for exosome-based illness diagnostics. Their 
implementation is projected to advance healthcare diagno-
sis for multiple diseases. Further exploration into biocom-
patible, non-invasive, and cost-effective nanomaterials will 
be important for widespread clinical adoption. Enhancing 
the specificity and sensitivity of biosensors is essential to 
ensure accurate detection. Therefore, by integrating artifi-
cial intelligence to analyze complex data patterns can fur-
ther refine the diagnostic process, leading to more precise 
and earlier detection methods. In summary, nano-mediated 
biosensors symbolize the convergence of nanotechnology 
and biomedicine, providing significant breakthroughs in the 
biology of cancer and opening new techniques for diagnosis 
and treatment advancements. Future studies on nano-based 
biosensors have to concentrate on several substantial vari-
ables, including cost, reproducibility, simplicity of applica-
tion, point-of-care applications, stability, and specificity. By 
addressing these areas, future advancements might enhance 
earlier diagnosis, better patient care, and higher survival 
rates.
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