
Vol.:(0123456789)1 3

Information Technology and Management (2019) 20:107–121 
https://doi.org/10.1007/s10799-018-00297-3

The effect of information security certification announcements 
on the market value of the firm

Jason K. Deane1 · David M. Goldberg1  · Terry R. Rakes1 · Loren P. Rees1

Published online: 1 January 2019 
© Springer Science+Business Media, LLC, part of Springer Nature 2019

Abstract
Information security management has increasingly been recognized as one of the major business challenges of the last decade. 
While security research has widely recognized that breaches are detrimental to business value, the other side of the equation 
has received little attention. The literature on the value impact of proactive financial investments into information security 
management infrastructure and policy is very limited. Unlike most information technology investments, reinforcements to 
information security management programs suggest a reduction of a firm’s risk of damages in future attacks rather than an 
improvement in a firm’s revenue generation. Furthermore, contemporary information security management represents a 
process-based shift in a firm’s operations. In light of the unique information security risks faced by modern firms, we posit 
several hypotheses related to the value created from information security management program investments. We then present 
an empirical examination of the effects of information security management program investments on shareholder value. We 
use a firm’s successful completion of the ISO 27001 certification requirements as evidence of its commitment to develop-
ing a robust information security management program. Based on 111 public announcements, we find that the associated 
abnormal stock market reaction is both positive and statistically significant. We further control for firms’ industries, sizes, 
and dates of certification, and we find that they all affect the mean abnormal returns observed. This study demonstrates the 
capacity for information security management program investments to generate value for firms and further offers guidance 
for practitioners seeking to maximize shareholder value.
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1 Introduction

Information security has become a focal point for many 
organizations. Firms have continually increased their 
reliance on data and technology, and, in doing so, have 
increased their information security risk profile [1, 2]. As 
a result, operational performance setbacks associated with 
information security breaches have seemingly made their 
way into the business news headlines with increased fre-
quency, including major attacks against firms such as Home 
Depot, Target, Sony, Anthem, eBay, and JC Penney [3]. 
Highlighting the importance of this issue, the White House 
has weighed in, with the Obama administration issuing new 

guidelines urging organizations to do more to protect their 
information assets and stating that failing to do so presents a 
national security risk [4]. Many prior researchers and prac-
titioners have explored and discussed how costly and eco-
nomically devastating such security breaches can be, often 
resulting in the loss of substantial shareholder value [5–9]. 
Prior research in Information Technology (IT) value crea-
tion has shown that general IT investments have resulted 
in positive stock market reactions [10, 11]. However, prior 
research considering the stock market reaction to a proac-
tive investment in a robust preventative information security 
management program has been limited. Information secu-
rity management investments include several important 
considerations that distinguish them from typical IT invest-
ments and even general computer security investments. IT 
investments typically represent proactive improvements to 
a firm’s business processes, such as “innovative” invest-
ments [10]. These investments may represent the first use 
of a groundbreaking technology in a firm’s industry [10]. 
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In comparison, information security management invest-
ments involve a much more defensive strengthening of a 
firm’s existing infrastructure. Furthermore, while general 
IT investments including computer/network security may 
involve the implementation of a particular product or ser-
vice, information security management investments have 
become more process-based in recent years, as information 
security issues now transcend technical concerns to include 
information policies and protocols [12]. Chai et al. [13] 
showed that the stock market values general organizational 
investments in IT security; their dataset included all compa-
nies that had a press release indicating any level of invest-
ment in a security implementation. As information security 
has become more process-based in recent years, however, 
investments often concern specific security practices and 
protocols as opposed to purely technical implementations. 
The ISO 27001 certification specifically focuses on devel-
oping a robust Information Security Management System 
(ISMS), a more holistic and thorough requirement for data 
management than many other forms of information security 
investments. By focusing on the ISO 27001 certification, 
we analyze a uniquely “common size” event, indicating that 
each firm in our sample has made a comparable investment. 
In doing so, we provide guidance as to the expected stock 
market reaction to specific types of information security 
investments. Furthermore, considering that Chai et al. [13] 
examine a dataset running from 1997 through 2006, we pro-
vide an updated perspective commensurate with the modern 
state of the market and of the rapidly evolving information 
security domain. Although this prior work discusses some 
important considerations such as effects of commercial 
exploitation, the Sarbanes–Oxley legislation, and choices 
of security solution vendors [13], we provide coverage of a 
unique set of hypotheses, including industry, firm size, and 
recent temporal effects not modeled in prior work. Given 
the extreme resource commitment that is commonly asso-
ciated with the development of such a robust information 
security program, our work will fill an important gap in the 
literature and help executives determine if such an invest-
ment is appropriate for their organizations. We hypothesize 
that an organization’s commitment to the development of a 
robust information security program represents considerable 
value to the firm even though it may not directly impact the 
organization’s ability to generate revenue. According to the 
widely accepted efficient market hypothesis [14], this value 
should be recognized by the market through the stock price 
movement. In this work, we test this hypothesis by analyzing 
the impact on shareholder value of an organization’s com-
mitment to developing a robust information security posture.

Specifically, we use the event study methodology to 
assess the stock market’s reaction to ISO/IEC 27001 (often 
shortened to ISO 27001) certification announcements. The 
ISO 27001 is recognized worldwide as one of the most 

thorough and robust information security certifications 
available [15–17]. The certification is awarded to firms 
implementing low-risk information security management 
policies and iteratively testing, developing, and improving 
their information security infrastructure [15–17]. As such, 
we use announcements of these certifications to examine our 
central hypothesis on the value creation power of proactive 
information security management program investments.

We note that the stock market’s reaction to the public 
announcement of an organization’s achievement of such 
a well-respected certification represents a lower bound on 
the actual impact of the investment on the overall market 
value to the firm. As a result of information leakage, some 
investors may already be aware of the organization’s effort 
to improve their information security posture and thus may 
have already altered their financial position based on their 
perception of the likely effectiveness of the program. Hen-
dricks and Singhal [18] noted this same market behavior in 
relation to announcements of quality awards. After achiev-
ing an ISO 27001 certification, it is likely that investors will 
conduct a reassessment of the probability of the success of 
such a program. While some of the value of the develop-
ment of a sound information security management program 
would have been reflected in stock price movement predat-
ing the announcement of the certification, the announce-
ment itself should represent an upward reassessment of the 
firm’s value. Therefore, the stock market reaction that can 
be attributed solely to the announcement of the certification 
only represents the lower bound of the actual market value 
that is associated with the development of a robust informa-
tion security program.

The remainder of this paper is structured in the following 
manner. In Sect. 2, we review recent works on information 
security and IT value creation, and we propose and justify 
research hypotheses in accordance with the literature in this 
area. In Sect. 3, we describe our data collection process 
and provide descriptive statistics on our dataset. Section 4 
describes the event study methodology and our application 
of this methodology to evaluate the market’s perception of 
commitments to information security investments. Next, 
we describe the results of our analysis and the implications 
thereof in Sect. 5. Finally, in Sect. 6 we discuss the contribu-
tions made to the body of knowledge in this area and recom-
mend several future research directions.

2  Literature review and research 
hypotheses

Information security breaches arise from a multitude of 
vectors, such as computer viruses, crimeware, denial of 
service attacks, insider misuse, and physical theft [19]. 
Much empirical research on information security describes 
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the nature of attacks, including the number of attacks that 
occur and the severity of those attacks [20], often measured 
in terms of the number of records lost in the breach [19]. 
Some avenues of research compare the trade-offs associ-
ated with different risk management approaches, including 
risk pooling arrangements [21], law enforcement deterrence 
[22], recovery countermeasures [23], and reactive versus 
proactive strategies [24]. Furthermore, a wealth of survey 
research has been performed to assess the manners in which 
organizations manage their information security protocols 
and perceive potential information security threats [25–28]. 
Several works have sought to assess the impact of infor-
mation security breaches on an organization, with multiple 
event studies performed to analyze the economic impact of 
security breaches under various scenarios [5–9].

Recent research notes that information security breaches 
have substantially negative effects upon organizations for 
various reasons. First, breached firms regularly find that 
potential customers choose to buy from their rivals after 
being deterred by the prospect of their personal informa-
tion being compromised [29]. As a result, empirical research 
finds that firms experiencing security breaches suffer a 
decrease in stock price on average in the short-term [5–7] 
and long-term [8, 9]. Second, security breaches may dam-
age a firm’s competitive position if company secrets are sto-
len as part of the security breach. For example, electronics 
manufacturer HTC experienced a security breach in 2013 by 
which its confidential design technology was sold to com-
petitors, essentially weakening its ability to differentiate its 
products in the electronics industry [30]. Third, firms may 
incur legal liabilities as a result of security breaches; particu-
larly, in the event that firms’ customer records are compro-
mised in security breaches, these firms may be subjected to 
class-action lawsuits from customers. For example, follow-
ing a breach of consumer financial information, Target was 
the subject of multiple class action lawsuits in 2013 [31]. 
Fourth, information security breaches impose organizational 
costs because firms expend considerable efforts in under-
standing the nature of the breach and in mending their secu-
rity protocols to prevent against the breach recurring [5].

Though extant research commonly references the con-
sequences of security breaches for firms, comparatively 
few articles discuss the impacts of proactive information 
security measures [32, 33]. Gordon and Loeb present a 
model for assessing the value of prospective information 
security investments [34], but empirical evidence on the 
actual returns of such investments is limited. It follows intui-
tively that, to the extent that proactive information security 
measures protect against future security breaches, they also 
differentiate a firm from competitors as the firm’s risk of 
experiencing the negative effects of a breach decreases. 
Agrawal et al. [35] note the need for further study on the effi-
cacy of information security standards as a specific type of 

information security investment. The value creation of gen-
eral IT investments is well grounded in the literature; how-
ever, research in information security investments has only 
gained traction recently [36]. In addition, it is acknowledged 
by Wang et al. [36] that several models have been proposed 
to assist organizations in their determination of how much to 
invest in information security; however, we are not aware of 
any works other than the work by Chai et al. [13] that have 
attempted to confirm and quantify the value creation of such 
investments. Additionally, prior research by Dos Santos et al. 
[10] and Im et al. [11] has shown that investments in general 
Information Technologies result in positive abnormal returns 
for some firms, and investments in “innovative” IT have par-
ticularly substantial value. Unfortunately, it is not clear from 
the literature where significant investments in the develop-
ment of a robust information security management system 
fall in this analysis. As is discussed further below, since 
investments in information security management programs 
represent a different type of value proposition for firms than 
other common IT investments, research on the efficacy of 
these investments is crucial for both academia and industry.

Broadbent [37, p. 6] defines information technology as “a 
firm’s total investment in computing and communications 
technology.” This category includes investments in hard-
ware, software, telecommunications, and data storage [37]. 
In contrast, information security is a more specific domain. 
Von Solms and Van Niekerk [12] define information secu-
rity as “the preservation of the confidentiality, integrity, 
and availability of information,” a set of criteria that has 
become known as the CIA triangle. Whitman and Mattord 
[38] argue that, as firms have had to adapt security proto-
cols to modern challenges, the additional considerations of 
accuracy, authenticity, utility, and possession necessitate 
consideration.

We note two important distinctions between typical IT 
investments and information security management pro-
gram development investments. First, while most forms 
of IT investments involve proactive changes to improve a 
firm’s profit impacting business processes [10, 11], infor-
mation security management programs represent a uniquely 
defensive posture. These investments do not typically pro-
vide firms with a mechanism to perform business processes 
more efficiently or to improve sales. As such, many manag-
ers question if investments in such programs are worthwhile, 
as returns on such investments do not seem tangible [39, 40]. 
Indeed, the value of many IT investments is grounded in the 
fact that the investments are seen as a firm’s commitment to 
cutting-edge technologies to improve its business processes 
[35]. As innovative investments may allow a firm to secure a 
competitive advantage by performing at a higher level rela-
tive to competitors, Dos Santos et al. [10] found that the 
market places additional value upon news of these invest-
ments. As stakeholders may not view information security 
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management program investments as yielding this type of 
advantage, they may question the value of proactive invest-
ments in such programs. Second, while many general IT 
investments involve the technical issues of implementing a 
particular product or service, information security manage-
ment program development investments alternatively rep-
resent process-based changes in a firm’s behavior. While 
information security investments were previously viewed as 
technical challenges of implementing superior protocols, the 
evolution of computers and networks has resulted in an evo-
lution of information security concerns [41]. For example, 
information security now involves the implementation of 
protocols for employee handling of information assets [41], 
a consideration that modern security standards now require 
[15–17]. As a result of these recent changes in the landscape 
of information security investments, further study is needed 
to evaluate their efficacy, representing a significant gap in 
the literature.

While several standards, certifications, audits and training 
programs such as NIST, COBIT, BS 7799, ITIL, and PCI 
DSS, are designed to assist in the development and veri-
fication of organizational information security programs, 
we chose to focus on the ISO/IEC 27001 certification. The 
ISO/IEC 27001 certification is a robust and internationally 
accepted information security certification administered by 
the International Organization for Standardization (ISO) and 
the International Electrotechnical Commission (IEC), which 
built upon and largely replaced the earlier BS 7799 certifi-
cation. The certification is awarded subject to the condition 
that the applicant firm implements, operates, and maintains 
a highly functioning Information Security Management Sys-
tem (ISMS) in accordance with organizational risk assess-
ment and management objectives [15, 16]. Susanto et al. 
[17] offer further justification for this standard’s characteris-
tics, concluding that the ISO 27001 offers superior usability 
relative to other major standards and that it is better recog-
nized by stakeholders [17]. We chose to focus on this certifi-
cation alone for a number of reasons. First, the ISO umbrella 
of standards is recognized worldwide for its breadth and 
quality. Some standards, such as PCI DSS, refer to only 
very specific aspects of a firm’s information security efforts, 
such as handling of credit card transactions. Others, such as 
COBIT or ITIL, are focused on IT service management and 
IT governance, which consider the alignment of a firm’s IT 
services and its business objectives, of which information 
security is one of several areas of focus. NIST is recognized 
as a vital standard for the handling of federal data, but it is a 
standard for data management practices rather than a certi-
fication that firms achieve. The ISO/IEC 27001 certification 
is widely accepted as the international benchmark for ISMS 
[17] and is arguably the most robust and expensive of secu-
rity standards to achieve and is projected to soon become the 
domestic de facto standard [16], leaving many organizations 

trying to determine if it is worth the substantial investment. 
It is widely acknowledged that achieving the ISO/IEC 27001 
certification can be a very grueling time and resource inten-
sive process, but it sends a clear message with respect to 
an organization’s commitment to information security. The 
cost of an ISO 270001 certification averages about $100,000 
[42], although this figure represents a lower bound for larger 
publicly traded firms. Costs associated with the certifica-
tion increase for larger organizations and for organizations 
with larger gaps between present implementations and ISO 
27001-compliant solutions. Second, this information secu-
rity certification represents a uniquely “common size” event, 
as each firm that earns this certification has attained a similar 
level of security competency. While it may be difficult to 
reconcile differences between the diverse set of security pro-
grams, this certification indicates notable similarity in firms’ 
achievements. As a firm’s efforts to earn this certification are 
indicative of substantial information security infrastructure 
investment and management, which protects against future 
attacks, we expect that the stock market will view firms hav-
ing achieved the ISO 27001 certification as less risky and, 
therefore, more valuable relative to competitors. As such, 
we posit Hypothesis 1:

H1: ISO 27001 certification announcements are associated 
with positive abnormal market value creation.

2.1  Industry effect

Im et al. [11] ’s seminal work on IT value creation controlled 
for industry type by separating their dataset into financial 
and manufacturing firms. Their cross-group comparison 
found that more modern IT investments by financial firms 
generated superior value in comparison to that created for 
manufacturing firms. We, however, do not anticipate that 
findings are generalizable when focusing on the value of tar-
geted IT investments in information security. As mentioned 
previously, earning the ISO 27001 certification may be seen 
by the market as a preventative measure protecting against 
exceedingly costly future security attacks; as such, we expect 
the market to place the highest value on ISO 27001 certifi-
cations earned by firms from industries in which damaging 
security attacks have been historically frequent. Earning the 
information security certification should immediately differ-
entiate a firm in a vulnerable industry from its rivals, provid-
ing it a competitive advantage as an information secure firm 
in an information insecure industry. Utilizing Verizon’s Data 
Breach Investigations Report [19], we identify the industries 
with the most serious recent history of information security 
breaches. Verizon’s DBIR is based on direct incident data 
collected by Verizon and 70 other industry partners. While 
we do not claim that their dataset is all-encompassing, we 
are confident that it provides a representative sample of the 
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overall population of information security breaches. Given 
the reluctance of firms to openly admit that they have experi-
enced an information security breach, Verizon’s report does 
not include company names but does include the general 
demographic information including the company’s industry 
for this set of breaches. Of the 2122 confirmed data loss 
events in Verizon’s sample, the financial services and manu-
facturing industries were the two private-sector industries in 
which the greatest number of data breaches occurred [19].1 
Therefore, we expect information security certifications to 
be of paramount significance to investors in both of these 
industries. This notion further differentiates the value of 
information security investments from general IT invest-
ments. Im et al. [11] and Dos Santos et al. [10] both note an 
expectation that firms in the financial industry should derive 
greater benefit from general IT investments than firms in 
the manufacturing industry. Dos Santos et al. [10] specifi-
cally note that IT investments ought to be more beneficial 
to financial firms due to the information-intensive nature of 
the industry. This assertion is further supported by evidence 
that banks are able to use nuanced information processing 
to improve their performance [43]. However, as informa-
tion security more specifically concerns prevention of data 
breaches as opposed to enhancing a firm’s revenue genera-
tion, we expect that firms most targeted by attacks have the 
most to gain from an information security certification, so 
both financial and manufacturing firms should benefit from 
information security certifications. Based on this premise, 
we posit Hypothesis 2A and Hypothesis 2B:

H2A: Financial services firms’ ISO 27001 certification 
announcements are associated with greater than average 
positive abnormal market returns.

H2B: Manufacturing firms’ ISO 27001 certification 
announcements are associated with greater than average 
positive abnormal market returns.

2.2  Firm size effect

Additionally, we expect the market to react differently to 
the news of an ISO 27001 certification depending upon the 
firm’s size. Im et al. [11] hypothesized that IT investments 
would result in a greater impact to market value for smaller 

firms, and their findings supported this hypothesis. We also 
expect that the market will react more positively to informa-
tion security certification announcements from small firms 
than to certification announcements from large firms. We 
present two justifications for this hypothesis. First, we expect 
small firms to run more narrowly concentrated operations, 
and, as such, these firms may require a spotless operating 
record in order to remain profitable. By contrast, while an 
information security breach is certainly damaging for a 
larger firm, we expect that these firms will run broader oper-
ations allowing for unaffected business units to financially 
absorb the impact of a security breach in other units. As 
such, we expect that receiving an information security cer-
tification should greatly alleviate concerns about a security 
breach adversely affecting the health of a small firm’s main 
business unit. Second, as Hendricks and Singhal [18] note, 
larger firms tend to receive closer attention than smaller 
firms, and, as such, the market may have access to more 
public information about larger firms than about smaller 
firms. Particularly in the case of an ISO 27001 certifica-
tion, the process of improving information security stand-
ards may occur over several months, during which investors 
may revise their expectations of the firm if given access to 
new information. In accordance with the efficient market 
hypothesis, we expect the market to react to new informa-
tion about a firm immediately and for that information to be 
reflected in a change in stock price. Therefore, because some 
investors may already have altered their valuation of a firm 
during the period preceding the issue of the certification 
due to knowledge of that firm’s commitment to the develop-
ment of a robust information security management program, 
we expect that the market will find news of an ISO 27001 
certification to be less surprising for a larger firm than for a 
smaller firm. The notion that smaller firms’ actions are more 
difficult for the market to anticipate is empirically verified 
by Brown et al. [44], who find that the market reacts with 
greater magnitude to earnings announcements of small firms 
than to earnings announcements of large firms. Of course, 
this rationale is not an argument that it is less important for 
larger firms to invest in information security management 
programs, but rather that the market’s reaction to a larger 
firm’s investment in an information security management 
program should result in a less striking abnormal return 
during the announcement’s event window due to the firm’s 
characteristics and the efficient market hypothesis. As such, 
we posit Hypothesis 3:

H3: Smaller firms’ ISO 27001 certification announcements 
are associated with greater positive abnormal market returns 
than larger firms’ ISO 27001 certification announcements.

1 According to Verizon’s Data Breach Investigations Report, the pub-
lic or government industry actually included the greatest number of 
confirmed data breaches with 303, although these entities are outside 
the scope of the event study methodology, which focuses on publicly 
traded firms. The financial services industry included 277 confirmed 
data breaches, followed by 235 breaches in the manufacturing indus-
try, 223 breaches in the accommodations industry, and 164 breaches 
in the retail industry.
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2.3  Time lag effect

Finally, given that the threat domain for information secu-
rity has progressed throughout the duration of our study 
period, we expect the market’s reactions to information 
concerning new ISO 27001 certifications to have adapted 
in response to that progression. A major chapter in informa-
tion security began in 2013, which is colloquially referred 
to as “the year of the mega breach” [45]. Relative to 2012, 
total data breaches increased by 62%, and targeted attack 
campaigns increased by 92% [45, 46]. In addition, eight dif-
ferent breaches each resulted in exposure of ten million or 
more identities compared to only one breach of that mag-
nitude in 2012; in total, 2013s breaches exposed over 552 
million identities [45]. Several major breaches, including 
the Target breach, were widely-publicized, making consum-
ers aware of the possibility that their information could be 
compromised and altering their buying behavior; following 
Target’s breach, its earnings fell 46% in the fourth quarter 
of 2013 [31, 47]. Possibly in response to the changing risk 
environment, 2013 also marked the year in which the great-
est number of firms from our sample received ISO 27001 
certifications (see Panel C of Table 2). Consequently, we 
expect perceived value of information security certifications 
to have become more apparent to the market since 2013, and 
we posit Hypothesis 4:

H4: ISO 27001 certification announcements since 2013 are 
associated with greater positive abnormal share price reac-
tions than ISO 27001 certification announcements before 
2013.

3  Sample selection procedure and data 
description

The results of this paper are based on a sample of public 
announcements stating that a firm had achieved the ISO 
27001 certification. The search covered the time period from 
2005 through 2015. In particular, because we are interested 
in the market’s reaction to an announcement of a recently 
earned ISO 27001 certification, we concentrated our search 
on articles containing keywords that referenced a newly 
earned certification rather than articles that referenced a 
pre-existing certification. Key words used in the search are 
listed in Panel A of Table 1. In Panel B of Table 1, we detail 
the search sources used to find certification announcements.

Unfortunately, not all of the announcements that were 
discovered were useable. Several had to be filtered out of 
our dataset based on the criteria listed below.

• Announcements of ISO 27001 certifications that per-
tained to firms that were not publicly traded. Ta
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• Announcements of ISO 27001 certifications that per-
tained to firms lacking sufficient stock price informa-
tion at the time of the announcement in the Center for 
Research in Security Prices (CRSP) dataset, which 
includes stocks traded on the New York Stock Exchange 
(NYSE) or NASDAQ. We also removed announcements 

for which we could not collect stock price data for an 
estimation period of at least 40 days, which we discuss 
further in Sect. 4.

• Announcements of the same ISO 27001 certifications 
that were found from multiple data sources. In this case, 
we stored the article with the earliest date of publication 

Table 2  Description of the sample of 111 announcements of ISO 27001 certifications

a All measures are reported in millions of US dollars
b “Other” contains 6 unique industry classifications, and each classification contains no more than 4 members

Measurea Mean Median SD Maximum Minimum

Panel A: Descriptive statistics of firm financial characteristics
 Market capitalization 36,551 6858 69,622 359,848 13
 Total assets 42,013 3113 92,425 520,701 4
 Sales 18,661 2344 32,555 128,752 4
 Net income 1594 153 4345 21,863 − 6082

Stock market Count Percentage

Panel B: Descriptive statistics of stock exchange representation
 NYSE 87 78.38
 NASDAQ 24 21.62
 All stock exchanges 111 100.00

Prior breach Count Percentage

Panel C: Descriptive statistics on prior breach status
 Yes 31 27.93
 No 80 72.07
 All firms 111 100.00

Year Count Percentage

Panel D: Distribution of announcement years
 2005 2 1.80
 2006 1 0.90
 2007 5 4.50
 2008 11 9.91
 2009 2 1.80
 2010 10 9.01
 2011 14 12.61
 2012 13 11.71
 2013 28 25.23
 2014 15 13.51
 2015 10 9.01
 2005–2015 111 100.00

Description Count Percentage SIC code range

Panel E: Descriptive statistics of industry representation
 Manufacturing 24 21.62 2000–3999
 Communications 11 9.91 4812–4899
 Financial services 14 12.61 6000–6799
 Computer software/services 51 45.95 7370–7377
 Otherb 11 9.91 Various
 All industries 111 100.00
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and removed all other articles referencing the same cer-
tification.

A thorough search of the above sources revealed 124 
useable announcements. Using this initial sample, we per-
formed an additional news search on each firm to identify 
any possible confounding events, or events outside the event 
type being studied that may have affected abnormal returns 
within the event window [48]. A confounding event is any 
event that confuses the results. In our situation, this would 
be an event related to the company in question that could 
have impacted the abnormal return recognized during the 
trading window utilized for the study. For example, one firm 
in our sample was involved in a major court case for which 
announcements were released during the same three-day 
period that comprised the event window for the ISO 27001 
certification announcement; as such, the market’s reaction 
to the legal proceedings could easily have obscured the mar-
ket’s reaction to the new certification announcement. There-
fore, this company and any others that had similar events 
were removed. Our analysis revealed 13 such confounding 
events, resulting in a final dataset of 111 useable firms.

In addition to the date of the announcement, as part of 
the data collection process we identified basic financial 
characteristics of each firm and grouped firms into indus-
tries by SIC (Standard Industrial Classification) codes. We 
provide descriptive statistics on financial characteristics of 
our sample in Panel A of Table 2, descriptive statistics on 
the stock markets represented in our sample in Panel B of 
Table 2, descriptive statistics on prior breach statuses rep-
resented in our sample in Panel C of Table 2, the distribu-
tion of announcement years in our sample in Panel D of 
Table 2, and descriptive statistics on industries represented 
in our sample in Panel E of Table 2. Descriptive statistics 
on firm financial characteristics and industry representation 
were obtained from S&P Global’s COMPUSTAT database, 
which contains financial data on major firms around the 
world. Firms’ histories of breaches were obtained from the 
Privacy Rights Clearinghouse data breach database, which 
contains detailed data on data breaches since 2005.

4  Methodology

4.1  Parametric analysis

We employ the event study methodology in order to quantify 
the estimated change in shareholder value associated with 
ISO 27001 certification announcements. The event study 
methodology is a well-accepted approach used to estimate the 
market’s response to specific events that affect shareholder 
value for given firms while accounting for stimuli affecting 
the entire market [49, 50]. While initially pioneered in the 

finance domain, the event study methodology has gained 
widespread acceptance and usage in the information systems 
domain in recent years [51–58]. In event study literature, the 
phrase “abnormal returns” is used to refer to estimates of the 
magnitude and direction at which a change in stock price can 
be associated with a specific event of study as opposed to the 
broader flux and flow of the entire stock market. An impor-
tant theoretical foundation for the event study methodology is 
the premise that, given an efficient market, the impact of new 
information about a firm (i.e., an event) is immediately met 
with a corresponding adjustment in that firm’s stock price. 
As the market gathers new information, investors revise their 
expectations for the firm, and their valuation of the firm, 
reflected in that firm’s stock price, changes accordingly. As 
a result, by observing the manner in which stock prices react 
in short time periods around events, we may understand and 
approximate the impact that the event has had upon those 
stock prices, which is the difference between a firm’s actual 
returns as influenced by an event and its expected returns in 
absence of the event. In this section, we describe the key fea-
tures underpinning the event study techniques and detail our 
methodology for the estimation of these abnormal returns.

Various models have been employed for the estimation 
of abnormal returns; we apply the market model, a deriva-
tion of the commonly accepted Capital Asset Pricing Model 
(CAPM), in this event study. Brown and Warner’s analysis 
finds the market model to be well specified [49, 50]; further-
more, Armitage found in comparing various event study mod-
els via simulation experiments that the market model outper-
forms its competitors and that standardizing abnormal returns 
and using a t test is typically the best test of significance when 
using the market model [59]. Like the CAPM, the market 
model suggests a linear relationship between a stock’s return 
and the return on a portfolio consisting of all stocks compris-
ing the market (hereafter referred to as market return):

Given a stock i, rit represents the return of that stock on 
day t. Next, �i represents the y-intercept of the linear rela-
tionship between stock i and the market return, essentially 
signifying a constant daily return for stock i. �i represents the 
slope of the linear relationship between stock i and the market 
return, and rmt represents the market return on day t. As such, 
the multiplication of these two terms in �irmt represents the 
portion of a stock’s return that is explained by movements 
in the entire market, m, rather than stock i alone. Therefore, 
across different stocks, the magnitude and direction of �i rep-
resent the expected impact of market movements upon the 
given firm’s stock return. Finally, �it represents error for stock 
i on day t, or the portion of the stock’s movement on day t 
that cannot be explained by market movements and instead 
encapsulates the impacts of stock i’s movements in response 
to new information about the specific firm.

(1)rit = �i + �irmt + �it
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As is widely accepted in event study analysis, the model 
parameters in (1) are determined using an Ordinary Least 
Squares (OLS) regression for each firm i by analyzing actual 
stock price for that firm over an estimation period of 255 
trading days, where available. We required that each firm 
had useable data for at least 40 days, and any announcements 
for which this data was unavailable were removed from our 
event study. Furthermore, we estimated market returns for 
construction of the OLS models using an equally weighted 
index containing securities included in the CRSP dataset, 
including the NYSE and NASDAQ. As a product of this 
regression analysis, we estimated values for �̂�i , 𝛽i , and Ŝ2

𝜀i
 . 

The following expression equates the abnormal return for 
firm i on day t, written as Ait , to the difference between rit , 
which represents the observed return for firm i on day t, and 
�̂�i + 𝛽irmt , which represents the expected return for firm i on 
day t:

We define N as the total number of firms, i, included in 
our sample. We calculate the daily mean abnormal return on 
day t, written as Āt , in the following:

We analyze the abnormal return over a window of two 
days. The generalized formula for the cumulative abnormal 
return over a period of days, t1,… , tf  , is defined in the fol-
lowing expression as the sum of the estimated daily mean 
abnormal returns on each day t, Āt:

Furthermore, in order to test the significance of firm i’s 
estimated abnormal return, we calculate the standardized 
abnormal return, As

it
 , by dividing firm i’s abnormal return, 

Ait , by its estimated standard deviation, Ŝ𝜀i.

Next, utilizing this standardized abnormal return, we cal-
culate a test statistic, Tt , in (6). Our use of this technique 
posits a null hypothesis for abnormal returns under which 
the expected mean abnormal return is 0 with a variance of 
Ŝ2
𝜀i
 . Based on the Central Limit Theorem, the sum of N 

standardized abnormal returns is distributed normally about 
a mean of 0 with a variance of N:

(2)Ait = rit −
(

�̂�i + 𝛽irmt
)

= rit − �̂�i − 𝛽irmt

(3)Āt =

N
∑

i=1

Ait

N

(4)CAR
(

t1, tf
)

=

t=tf
∑

t=t1

Āt

(5)As
it
=

Ait

Ŝ𝜀i

Finally, we present the equation for evaluating multiple 
days, t1,… , tf  , of abnormal returns. Given that each firm’s 
returns follow like (i.e., normal) distributions and that each 
firm’s abnormal returns are independent of each other 
firm’s abnormal returns, the multiple day test statistic, Tc , 
is expressed as:

The formulas in this section reflect the market model, 
which has been studied extensively [49, 50, 60] since the 
introduction of the event study methodology by Fama et al. 
[14]. According to Binder [61], this methodology, using for-
mulas similar to the above, is widely accepted for analyzing 
the impacts of corporate events across diverse study areas. 
Additionally, the parametric t test is a well-accepted tool for 
testing statistical significance in an event study framework 
[59, 62]. The t test is considered to be the best framework for 
analyzing statistical significance in most event study frame-
works and to be relatively robust [59].

For robustness, we supplement the results of the market 
model with the Fama–French–Carhart model, which sug-
gests a revised estimation procedure for estimating abnormal 
returns. Fama and French [63] extend the market model’s 
simple linear regression model with a three-factor multiple 
regression model, which also considers market capitaliza-
tion values and book-to-market ratios alongside the market 
return. Carhart [64] offers a further extension of this model 
by considering a fourth factor, momentum, in addition to 
these factors. We display results from both estimation pro-
cedures to ensure the robustness of our results.

4.2  Event study structure

In the following, we detail the organization of the event 
study. Figure 1 displays a schematic of our event study 
timeline. We use a 255-day estimation period to build an 
OLS regression model for each firm, which is approximately 
equivalent to one trading year. Where data for 255 days of a 
firm’s activity was unavailable, we required at least 40 days 
of data availability for a firm to be included in the sample. 
The estimation period is arranged such that it ends 45 days 
prior to our event window. Any overlap between the two time 
periods would cause the regression model to be influenced 
by the event itself [65], and, as Willi and Knolmayer advise 
[66], we institute a buffer between the estimation period and 

(6)Tt =

N
�

i=1

As
it

√

N

(7)Tc =

N
�

i=1

�

∑t=tf
t=t1

Ait

�

∕

�

∑t=tf
t=t1

Ŝ2
𝜀i

√

N
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the event window to ensure that no residual effects of either 
time period “contaminate” the other. We employ a 2-day 
event window in our event study, an approach commonly 
employed in information systems event study research [51]. 
In addition to the day of the ISO 27001 announcement, we 
include the day before the event in our event window to 
account for the prospect that information about the firm’s 
certification may have circulated before the date of public 
announcement. However, we do not include additional days 
because longer event windows allow for more confounding 
events to influence the observed abnormal returns. In addi-
tion, we expect the market to react to new information about 
a firm immediately per the efficient market hypothesis, so a 
2-day event window should sufficiently capture the market’s 
response [48].

In the event that the announcement of a newly earned 
certification occurred on a day that the market was closed 
or that the announcement occurred after the market’s trad-
ing hours, we treat the next trading day as the event date 
(day 0). This is a common practice in event study research 
and verifies that our event date occurs on the first day that 
the market had an opportunity to react to the announcement 
[67]. Consistent with event study convention, we term the 
event date day 0, the trading date immediately following the 
event date day +1, and trading date immediately preceding 
the event date day − 1, and so on.

5  Empirical results

5.1  Sub‑sample analysis

5.1.1  Overall market reaction

In this section, we detail the results of our event study as 
applied to our research hypotheses. Table 3 contains the 
data to support our evaluation of Hypothesis 1. We observed 
that firms experienced positive abnormal returns on both 
individual days within the event window, day − 1 and day 
0, with a mean abnormal return of 0.72% over this period. 
Furthermore, the t-statistic was statistically significant on 
day 0 and for the window encompassing both days. The 

Fama–French–Carhart model largely corroborated the 
results of the market model. This supports our notion that 
the market places significant value upon the organizational 
commitment to information security, as a firm’s efforts to 
earn the ISO 27001 certification indicate a commitment to 
information security practices and that the firm has already 
achieved a highly functioning ISMS.

Given the descriptive financial data presented in Panel 
A of Table 2, this abnormal return presents an enormous 
opportunity for managers: as the average firm studied in this 
paper has a market capitalization of $36.55 billion, an addi-
tional return of 0.72% represents an average of a $263.17 
million increase in value. Furthermore, as noted previously, 
due to the potential for information leakage, this figure rep-
resents a lower bound for the potential benefits that investing 
firms may garner [18]. While we expect the event window 
to encapsulate the market’s reaction to a newly earned ISO 
27001 certification, we also tested a 20-day time period 
after our event window (days + 1 through + 20) to ensure 
that the observed abnormal return was not an ephemeral 
increase in valuation. That is, had the market consistently 
responded with negative abnormal returns in the days fol-
lowing the event window, it may have indicated that the 
certification only temporarily altered investors’ valuations 
rather than indicating a valuable capability in the long term. 
We observed a mean abnormal return of 0.07% during this 

Fig. 1  Structure of the event 
study timeline

Table 3  Abnormal returns for the sample of 111 announcements of 
ISO 27001 certifications

The symbols *, **, and *** represent statistical significance at 0.10, 
0.05, and 0.01 levels respectively. All tests are two-tailed

Day −1 Day 0 Days −1 and 0

Panel A: Full sample of announcements (N = 111): market model
 Mean abnormal return 0.27% 0.45% 0.72%
 Abnormal returns positive (%) 56.76% 58.56% 62.16%
 t-statistic 1.53 1.99* 2.51**

Panel B: Full sample of announcements (N = 111): Fama–French–
Carhart model

 Mean abnormal return 0.42% 0.36% 0.78%
 Abnormal returns positive (%) 57.66% 62.16% 63.06%
 t-statistic 1.77* 1.54 2.34**
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time period, and 53.15% of returns were positive. This mean 
abnormal return is less than 0.01% per day, or a rather minor 
change in value. The mean abnormal returns for this period 
were not significant via our statistical test, indicating that 
the market’s reaction during this time period is more easily 
attributable to various confounding events than a consistent 
response to the ISO 27001 certification. As such, we did not 
observe evidence that the market responds significantly in 
the period following the ISO 27001 certification announce-
ment; instead, the event window (− 1, 0) appears to capture 
the majority of the changes in shareholder value as a result 
of the ISO 27001 certification announcement.

5.1.2  Industry type effect

Table  4 contains the data to support our evaluation of 
Hypothesis 2A and Hypothesis 2B. Utilizing the SIC code 
groupings outlined in Panel D of Table 2, we repeated our 
analysis for the firms in each of the industries represented in 
our sample. Supporting our hypotheses, the mean abnormal 
returns from the financial services and manufacturing indus-
tries were the highest and were much greater than the mean 
abnormal return from our sample as a whole. The majority 
of abnormal returns for the financial services industry were 
positive for each day of the event window, and the mean 
abnormal return over the 2-day event window of 1.07% out-
performed the mean abnormal return of 0.72% observed for 

the sample as a whole. Abnormal returns on day − 1 were 
not statistically significant via the t-statistic, and the statisti-
cal tests indicated statistical significance at the 0.10 level for 
abnormal returns on day 0 and for the event window (− 1, 
0). Similarly, we also found that the majority of abnormal 
returns for the manufacturing industry were positive for each 
day of the event window. The mean abnormal return over 
the 2-day event window was 1.12% for this industry, also 
outperforming the average of 0.72% observed for the sample 
as a whole. Our analysis indicated statistical significance for 
abnormal returns on each day of the event window and for 
the window itself. Again, the Fama–Franch–Carhart model 
did not substantially differ from the market model. In sum, 
the evidence collected supports our hypotheses, which we 
base on the notion that firms in industries with histories of 
frequent breaches, the financial services and manufacturing 
industries, will realize relatively higher differentiation from 
a commitment to information security.

Table 4  Abnormal returns grouped by industry classifications

The symbols *, **, and *** represent statistical significance at 0.10, 
0.05, and 0.01 levels respectively. All tests are two-tailed

Day −1 Day 0 Days −1 and 0

Panel A: Announcements in the financial services industry (N = 14): 
market model

 Mean abnormal return 0.34% 0.73% 1.07%
 Abnormal returns positive (%) 57.14% 64.29% 78.57%
 t-statistic 0.61 2.33* 2.26*

Panel B: Announcements in the manufacturing industry (N = 24): 
market model

 Mean abnormal return 0.74% 0.38% 1.12%
 Abnormal returns positive (%) 83.33% 58.33% 87.50%
 t-statistic 2.40** 1.50 3.27***

Panel C: Announcements in the financial services industry (N = 14): 
Fama–French–Carhart model

 Mean abnormal return 0.35% 0.70% 1.05%
 Abnormal returns positive (%) 57.14% 57.14% 78.57%
 t-statistic 0.50 2.35* 2.31*

Panel D: Announcements in the manufacturing industry (N = 24): 
Fama–French–Carhart model

 Mean abnormal return 0.76% 0.43% 1.19%
 Abnormal returns positive (%) 75.00% 50.00% 91.67%
 t-statistic 1.95* 1.21 3.17**

Table 5  Abnormal returns grouped by firm size (market capitaliza-
tion)

Day −1 Day 0 Days −1 and 0

Panel A: Announcements made by small sized firms (N = 37): 
market model

 Mean abnormal return 0.44% 0.81% 1.25%
 Abnormal returns positive (%) 54.05% 62.16% 56.76%
 t-statistic 0.79 1.45 2.16*

Panel B: Announcements made by medium sized firms (N = 37): 
market model

 Mean abnormal return 0.12% 0.33% 0.45%
 Abnormal returns positive (%) 59.46% 54.05% 64.86%
 t-statistic 0.41 1.86* 1.22

Panel C: Announcements made by large sized firms (N = 37): 
market model

 Mean abnormal return 0.21% 0.18% 0.40%
 Abnormal returns positive (%) 56.76% 59.46% 62.16%
 t-statistic 1.24 0.19 1.08

Panel D: Announcements made by small sized firms (N = 37): 
Fama–French–Carhart model

 Mean abnormal return 0.69% 0.61% 1.30%
 Abnormal returns positive (%) 56.76% 62.16% 62.16%
 t-statistic 1.26 1.12 1.68*

Panel E: Announcements made by medium sized firms (N = 37): 
Fama–French–Carhart model

 Mean abnormal return 0.23% 0.32% 0.56%
 Abnormal returns positive (%) 56.76% 67.57% 67.17%
 t-statistic 0.75 1.03 1.25

Panel F: Announcements made by large sized firms (N = 37): Fama–
French–Carhart model

 Mean abnormal return 0.34% 0.16% 0.49%
 Abnormal returns positive (%) 59.46% 56.76% 59.46%
 t-statistic 1.11 0.98 1.31
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5.1.3  Firm size effect

Table  5 contains the data to support our evaluation of 
Hypothesis 3. To evaluate our hypotheses that smaller firms 
experienced greater abnormal returns than larger firms, we 
grouped our firms into three categories by market capitali-
zation: small, medium, and large. Market capitalization is 
a common method of measuring firm size in event study 
research [68]. The evidence we observed largely supported 
our hypothesis: smaller firms experienced greater positive 
abnormal returns than larger firms. Our analyses using the 
t-statistic reached the statistical result that small firms’ 
abnormal returns, which totaled 1.25%, were statistically 
insignificant on day − 1 and day 0 and statistically significant 
at the 0.10 level over the 2-day window (− 1, 0). Medium 
firms were associated with a mean abnormal return of 0.45% 
over the 2-day window. Returns were statistically signifi-
cant on day 0 but not on day − 1. Over the 2-day window, 
the observed t-statistic was insignificant. Finally, the largest 
third of firms in our sample experienced the lowest mean 
abnormal return of 0.40%. In addition, our analysis indi-
cated that each day within the event window had statistically 
insignificant abnormal returns, and the 2-day window was 
statistically insignificant. We observed that the mean abnor-
mal return for small firms was more than double the mean 
abnormal return for medium firms and more than triple the 
mean abnormal return for large firms. While all three groups 
experienced positive stock market reactions, small firms 
greatly outperformed larger firms, supporting our hypoth-
esis. The robustness tests using the Fama–Franch–Carhart 
model corroborated this finding.

5.1.4  Time lag effect

Table 6 contains the data to support our evaluation of Hypoth-
esis 4. Separating events before 2013 from events on or after 
the first day of 2013 yielded similarly sized groups of 58 and 
53 events, respectively. Our analysis strongly supported our 
hypothesis that announcements made beginning in 2013 would 
be associated with greater positive abnormal returns than 
events before 2013. Although events before 2013 were associ-
ated with a positive mean abnormal return of 0.45%, and more 
than half of these events were associated with positive abnor-
mal returns, the t-statistic failed to detect statistical signifi-
cance on either of the individual days within the event window 
or the window itself. In contrast, events on or after the first day 
of 2013 were associated with a greater mean abnormal return 
of 1.02%, and a greater percentage of abnormal returns were 
positive for each day of the event window and for the window 
itself. In addition, we found that both days within the 2-day 
event window and the event window itself were statistically 
significant. Again, the results from the Fama–French–Carhart 
model corroborated the results from the market model. Events 

since 2013 were associated with more than twice the mean 
abnormal return of events before 2013, supporting our notion 
that the market would value these more recent certifications 
more highly in light of recent changes in the nature of informa-
tion security risk.

5.2  Regression analysis

As a supplement to our sub-sample analysis, we also provide 
a regression analysis to ensure the robustness of our findings 
(Table 7). The regression analysis will consider each of the 
hypotheses jointly to determine whether each hypothesis is sup-
ported while controlling for additional effects. In our regres-
sion model, we consider variables for each of the hypotheses 
studied: industry effect, firm size effect, and time lag effect. We 
considered hypotheses concerning abnormal returns for two 
specific industries: financial services (H2A) and manufactur-
ing (H2B). For each of these hypotheses, we created a binary 
variable equal to one if the firm participated in the industry 
of interest and 0 otherwise. We modeled the firm size effect 
using market capitalization, and we performed a logarithmic 
transformation on the market capitalization values to account 
for the substantial range in firm sizes (see Table 2) [69]. Next, 
we created a binary variable equal to one if the firm’s event date 
was since 2013 and zero otherwise. Finally, we included a final 
variable to control for whether each firm had experienced a data 
breach prior to receiving the certification, which we set equal 
to 1 if the firm had experienced a prior breach and 0 otherwise. 
Hence, we construct the regression model in (8).

Table 6  Abnormal returns grouped by time period

The symbols *, **, and *** represent statistical significance at 0.10, 
0.05, and 0.01 levels respectively. All tests are two-tailed

Day −1 Day 0 Days −1 and 0

Panel A: Announcements before 2013 (N = 58): market model
 Mean abnormal return 0.10% 0.35% 0.45%
 Abnormal returns positive (%) 51.72% 50.00% 56.90%
 t-statistic 0.07 0.49 0.39

Panel B: Announcements since 2013 (N = 53): market model
 Mean abnormal return 0.45% 0.57% 1.02%
 Abnormal returns positive (%) 62.26% 69.81% 69.81%
 t-statistic 2.08* 2.70*** 3.37***

Panel C: Announcements before 2013 (N = 58): Fama–French–
Carhart model

 Mean abnormal return 0.23% 0.25% 0.48%
 Abnormal returns positive (%) 51.72% 56.90% 62.07%
 t-statistic 0.45 0.71 0.77

Panel D: Announcements since 2013 (N = 53): Fama–French–
Carhart model

 Mean abnormal return 0.51% 0.49% 1.01%
 Abnormal returns positive (%) 64.15% 67.92% 64.15%
 t-statistic 1.70* 2.62*** 3.34***
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The regression model largely corroborated the results of 
the sub-sample analysis. Each of the coefficients reflected the 
same direction of relationship with the dependent variable 
that we observed in the sub-sample analysis. In the market 
model regression analysis, there were significant relation-
ships for financial services firms and manufacturing firms at 
the 0.05 level, indicating the firms in these industries tended 
to experience greater positive abnormal returns than other 
firms. We found that market capitalization was inversely 
related with abnormal returns, indicating that smaller firms 
experienced greater abnormal returns than larger firms; 
however, this relationship was not statistically significant 
in the regression analysis. The time lag hypothesis was sup-
ported at the 0.05 level, indicating that firms that had been 
certified since 2013 experienced greater abnormal returns 
than firms certified prior to 2013. Finally, we did observe 
that firms that had experienced a prior breach experienced 
lesser abnormal returns than firms that had not experienced 
a prior breach, although this relationship was not statistically 

(8)

CAR = �0 + �1Financial services + �2Manufacturing

+ �3Log(market capitalization)

+ �4Time lag + �5Prior breach + �

significant. When using the Fama–French–Carhart model 
rather than the market model to estimate abnormal returns, 
we observed broadly consistent results. In sum, the results 
from our regression analysis largely corroborated the results 
of our sub-sample analyses.

6  Research limitations, future research 
directions, summary and conclusions

Following expansions of information technology infrastructure 
in the past decade, information security policy has become 
a vital consideration for managers. Indeed, many firms have 
experienced the negative consequences associated with secu-
rity breaches; this study serves to address the value to the stock 
market of the proactive development of a robust information 
security management program, and it specifically addresses 
the extent to which the market perceives these investments as 
a valuable reduction of information security risk. Using ISO 
27001 certifications as evidence that firms have successfully 
developed such a program; we employ the event study method-
ology to examine empirically the abnormal returns associated 
with the announcements of these certifications. We observe 
positive and statistically significant abnormal returns in the 

Table 7  Regression analyses of 
abnormal returns in the window 
(−1, 0)

Multicollinearity was assessed using variance inflation factors (VIF). Multicollinearity is problematic if 
any VIF values exceed 10; in both models, all VIF values were less than 2.
*, **, and *** indicate statistical significance at the 0.10, 0.05, and 0.01 levels respectively. All tests are 
two-tailed

Coefficient t

Panel A: Regression coefficients and significance tests: market model
 Intercept 1.17 1.03
 Financial services 1.12 2.02**
 Manufacturing 1.77 2.10**
 Log (market capitalization) − 0.34 − 1.16
 Time lag 1.14 2.37**
 Prior breach − 0.48 − 0.78

Panel B: Model metrics: market model
 R2 0.14
 Adjusted  R2 0.10
 F 3.21***

Panel C: Regression coefficients and significance tests: Fama–French–Carhart model
 Intercept 1.42 1.36
 Financial services 0.90 1.67*
 Manufacturing 1.40 2.05**
 Log (market capitalization) − 0.40 − 1.57
 Time lag 1.00 2.03**
 Prior breach − 0.27 − 0.60

Panel D: Model metrics: Fama–French–Carhart model
 R2 0.13
 Adjusted  R2 0.09
 F 2.57**
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2-day window comprising the day of and the day preceding 
these announcements, indicating that the market perceives 
significant value in commitments to information security risk 
management. Furthermore, we observe that firms in the histor-
ically vulnerable manufacturing and financial services indus-
tries derived greater benefit from these certifications, indicat-
ing a greater level of differentiation between these firms and 
their competitors. Also, the observed evidence is consistent 
with our notion that small firms acquire a slightly greater ben-
efit from earning ISO 27001 certifications than large firms, and 
that more recent certifications are associated with greater posi-
tive abnormal returns than older certifications. Future research 
could provide a more detailed cross sectional analysis of this 
dataset in an effort to identify other situations/scenarios when 
significant investments in the development of a information 
security management program are met with abnormal stock 
market returns.

Two noted limitations of our study include the constrained 
sample size and the single country focus. First, although our 
sample size of 111 announcements provided sufficient power 
to detect statistical significance in our evaluations of every 
hypothesis, a larger sample size would further limit sam-
pling error. Future researchers might consider incorporating 
additional security certifications or consider expanding the 
time horizon in an effort to develop a larger sample. Second, 
our results are based upon abnormal returns from two major 
American stock exchanges, so the same conclusions reached 
in our study may not apply to firms in countries with differing 
information security climates. Despite these limitations, we 
feel that our sample spans a significant breadth of industries 
and company sizes, making our results widely generalizable 
within the American economy and similar information secu-
rity risk climates. However, we hope that future researchers 
will replicate this analysis for firms whose stock trades on 
foreign exchanges in an effort to expand our understanding 
of how this level of IS security investment is valued around 
the world.

While previous research has examined the impact of secu-
rity breaches upon a firm [5–9], our study fulfills the need for 
empirical analysis on the value of the significant investment 
required to develop a robust information security program. Our 
findings indicate that the market perceives significant value in 
investments in this level of information security infrastructure. 
Though managers may hesitate to spend significantly on infor-
mation security because of the difficulty in quantifying the pre-
ventative effects of those investments [40], our study provides 
empirical evidence for the market’s valuation of investments in 
information security programs. In illuminating several insights 
on the market’s response to ISO 27001 certification announce-
ments, our research offers managers empirical guidelines with 
which to evaluate information security investment decisions 
within their firms.
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