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Abstract Information security cannot rely solely on
technology. More attention must be drawn to the users’
behavioral perspectives regarding information security. In
this study, we propose that a culture encouraging
employees to comply with information policies related to
collecting, preserving, disseminating and managing infor-
mation will improve information security. Information
security culture is believed to be influenced by an organi-
zation’s corporate culture (or organizational culture). We
examine how this occurs through an in-depth case study of
a large organization. We present a relationship map for
organizational culture and information security practices.
Six propositions are drawn from the findings of our inter-
views and discussions. Managerial insights, such as how to
measure an organization’s information security culture and
subsequently determine what perspective(s) is important
for the organization to improve, are also discussed.
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1 Introduction

Today, information is regarded as a critical asset for
organizations. Like electricity, business cannot operate
without information [2]. However, with the rapid devel-
opment of information technologies, particularly the
widespread use of the Internet, business transactions and
information processing are more vulnerable than ever for
threats and risks both external and internal to an organi-
zation [22]. Mcllwraith [18] reported that two to three
percent of a company’s profit may possibly be lost due to
information security issues. According to the China
National Computer Network Emergency Response Center
(CNCERT), over 50,000 oversea IPs participated in
attacking 8.9 million hosts in China in 2011. Among these
controlled hosts, 99.4 % of the IPs were from the United
States and approximately 75 % of the IPs were disguised as
websites of Chinese domestic banks. These numbers are
surprising. The overall situation appears bleak for compa-
nies’ information security problems. Occurrences of these
hacks make companies realize the immense importance of
solving information security problems.

Through a comprehensive literature review on infor-
mation security research, we found that before the 2000s,
academics and practitioners conducted many studies on
information security research, many of which focused on
technical perspectives. However, since the millennium,
people gradually realize that information security cannot be
achieved solely through applying technology. The ‘human
factor’ has been raised as a more critical issue by an
increasing number of researchers, although it is often
ignored by practitioners. Regardless of how advanced the
technologies are, without an insufficient consciousness of
information security by employees, great loss might occur
in companies where employees are unconscious of risks
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and regard it as unimportant to unintentionally disclose
confidential information. Thus, it is critical for companies
to establish employees’ consciousness of responsibility and
develop their information security culture (ISC). As a
subset of an organization’s corporate culture (or organi-
zational culture), information security is characterized as
having a shared belief, recognition and value system, thus
formulating normalized thinking and behavior modes, and
is believed to help an organization achieve its objectives in
information security management (ISM).

The remainder of this paper is organized as follows.
First, we present a summary of the existing literature on
organizational culture, ISM and their relationships; from
this discussion, we formulate the theoretical foundations of
our study. Research gaps are also indicated in this sec-
tion. Next, based on the findings of existing literature, we
propose a theoretical model that illustrates the relationships
between organizational culture and ISC from a ‘practice’
perspective. As we aim to propose a theory for ISC
research, we conduct an in-depth case study of a large
company in China to examine the detailed relationships.
Finally, we summarize our qualitative findings and provide
future directions for ISC research.

2 Literature review
2.1 Organizational culture

Every organization has a particular culture, which consists
of a set of assumptions, values and norms and directs the
activities within an organization. Organizational culture
has been defined in various ways and ascribed to numbers
of identifiable value sets, such as management styles,
reward systems, communication styles, and manners of
decision making, all of which help to define an organiza-
tion’s character and norms. Hofstede et al. [11] defined
organizational culture as “the manifestation of practices or
behaviors evolving from the shared values in the organi-
zation”, which implies that organizational culture refers to
practices or the more observable perspectives of culture.
Scholars have developed various models for measuring
organizational culture with the aim to differentiate orga-
nizations along the lines of the dominant values guiding
organizational behaviors.

In this study, we choose Hofstede’s framework to
measure organizational culture as it is relatively easy to
map onto organizational issues, such as ISM practices.
Furthermore, Hofstede’s data show that different organi-
zations within the same national culture can be distin-
guished by their daily practices and not by their values,
which is in opposition to Schein’s work. We believe that
this finding is consistent with and supportive of this study.

@ Springer

2.2 Organizational culture and information security
management

According to Deal and Kennedy [5], culture is believed to be
the single most important factor accounting for the success
or failure of an organization. Organizational culture cer-
tainly influences the behaviors of employees and the activ-
ities of the entire organization. Thus, an organization’s ISM
practices are to be supported and guided by its organiza-
tional culture. In a comprehensive literature review con-
ducted by Leidner and Kayworth [17], IT behaviors that
require organizational or management changes, such as
adopting, managing, and using information technologies, are
often resisted by people who do not want to change accus-
tomed practices and subsequently run into trouble. Accord-
ing to Lacey [16], ISM practices are easily resisted by
employees if there is a lack of motivation for changing their
daily habits [13]. As noted by many researchers, information
security is mainly a managerial issue rather than a technical
one; without a deep change in its organizational security
culture, an organization cannot achieve effectiveness in
ISM. Thus, many studies have been conducted to determine
ideal forms of organizational culture to facilitate organiza-
tions in carrying out ISM. Through two case studies,
Kokolakis et al. [14] found that organizations with a
coherent culture, which is characterized as employees fol-
lowing a code of practice or ethics, will be able to imple-
ment and adopt IS policies more easily. Chang and Lin [3]
reported that controlling organizational culture significantly
influences ISM in terms of confidentiality, integrity, and
availability, whereas flexible organizational culture is not
significantly associated with ISM except insofar as cooper-
ativeness negatively relates to confidentiality. In their sur-
vey, Herath and Rao [9] suggested that intrinsic and
extrinsic motivators significantly influence security behav-
iors, whereas certainty of detection was found to be signif-
icant and severity of punishment has a negative effect on
security behavior intentions. Kraemer et al. [15] examined
human and organizational factors in computer and infor-
mation security: factors such as management and organiza-
tion are identified as significant players in ISM. By applying
protection motivation theory (PMT) and the theory of
planned behavior (TPB), Ifinedo [12] empirically tested
whether subjective norms (organizational culture) positively
influence the behavioral compliance intentions, in terms of
information security policy adherence, of employees, which
produced positive results. Hedstrom et al. [7] argued that as
organizations apply multiple forms of rationality in organi-
zational actions, value conflicts must be caused. Thus, a
value-based compliance model is useful in ISM, as it con-
siders the managers and employees’ rationalities. In the
discussion above, we can see a clear relationship between
organizational culture and ISM practices.
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2.3 Information security culture

An increasing number of studies have indicated that the
establishment of an ISC in an organization is necessary for
effective ISM practices. According to Schlienger and
Teufel [19], a security culture “encompasses all socio-
cultural measures that support technical security mea-
sures”, which helps to establish trust among the actors of
an organization and becomes a part of the organizational
culture. Helokunnas and Kuusisto [8] proposed ISC as a
system consisting of a framework that includes the stan-
dardization, certification and measurement of information
security and contains employees’ attitudes toward,
knowledge about and mental models of information secu-
rity. Thomson et al. [20] reported that information security
must be integrated with organizational culture to achieve
protection of information assets. According to Kanungo
et al. [13], organizations must mold the information secu-
rity behaviors of employees. Such molded information
security behaviors formulate a balanced ISC that can direct
individual and group behaviors. Through a questionnaire
survey, Veiga et al. [21] first validated an assessment
instrument for ISC. The instrument includes the dimen-
sions of ISC, including ISM, performance management,
performance accountability, communication, governance
and capability development. Unfortunately, few studies
have expanded upon their research. One possible reason
might be that there is a lack of consistency between what
the authors defined as an ISC and the common under-
standing in the existing literature of organizational culture.
In contrast, information security is a well-known branch of
organizational culture; however, the specifics of how
information security and organizational culture are related
remain unclear. As proposed by Crossler et al. [4], cultural
studies are one of the future directions of behavioral
information security research. Therefore, we are motivated
to conduct this study. In summarizing the discussion above,
we believe that there is a necessity for a clear and mea-
surable framework to justify the detailed relationship
between the elements (or dimensions) of organizational
culture and those of ISC that practitioners can apply to
guide their daily ISM practices.

3 The research framework

In this section, we elaborate on the relationship between
organizational culture and ISC. We define ISC as the
manifestation of ISM practices or information security
behaviors evolving from the shared values and beliefs in
information security within an organization. This definition
is consistent with Hofstede’s definition of organizational
culture. In the following discussion, we first present the

dimensions of Hofstede’s organizational culture frame-
work, with which we will examine the role of organiza-
tional culture in ISM practices. We then decompose ISC
into four dimensions: employees’ behavioral compliance
with information security policies (Compliance), an orga-
nization’s communication to employees concerning infor-
mation security (Communication), an organization’s
actions in response to employee violation of ISM (Ac-
countability), and the positioning of information security
within an organization (Governance). We believe that these
four dimensions integrate human, organizational and
technological views into ISM as proposed by Werlinger
et al. [23]. For the purpose of this study, we aim to propose
a theory of the relationships between organizational culture
and ISC. Thus, the case study method is applied.

3.1 Hofstede’s organizational culture framework

According to Hofstede et al. [11], organizational culture
can be described with six dimensions of practices: process
oriented versus results oriented, employee oriented versus
job oriented, parochial versus professional, open system
versus closed system, loose versus tight control and nor-
mative versus pragmatic.

Process oriented versus results oriented explores the dif-
ferences between a concern with means and a concern with
goals [10]. This dimension typically refers to the innovative-
ness and risk-taking of an organization. Process-oriented
organizations have relatively conservative attitudes toward
innovations and their associated risks, thus exerting minimal
effort and preferring the use of existing methods, whereas
results-oriented organizations encourage the use of innovative
techniques for the survival and growth of the organization.

Employee oriented versus job oriented explores the
differences between a concern for people and a concern for
accomplishing the job [10]. In an employee-oriented
organization, employees feel that the organization should
take care of their personal problems and welfare, whereas
in job-oriented organizations, employees believe that their
organization is only concerned about completing jobs and
not about their personal affairs.

Parochial versus professional compares how employees
derive their identity from the organization or from their job
type [10]. In a parochial organization, workers believe that
when hiring new employees, companies should consider
their social and family backgrounds along with their
capabilities and that companies should also take care of
their employees’ futures. Conversely, in a professional
organization, workers believe that their company should
only consider employees’ capabilities and leave their pri-
vate affairs out of the scope of consideration.

Open system versus closed system refers to the com-
munication climate of an organization. In an open system
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organization, employees are eager to share their experience
and information in support of one another—they are open
with new hires and outsiders alike. However, in a closed
system organization, new employees need more time to
feel comfortable and accepted—the organization and its
more tenured employees are felt to be closed and secretive
[10].

Loose versus tight control deals with the rules, policies
and structure (hierarchy) of an organization. Organizations
with a tight control culture place a strict emphasis on fol-
lowing the rules and policies. They are highly cost-con-
scious, and meeting times are punctually kept. In contrast,
in loose control organizations, employees do not primarily
consider costs, and meeting times are only approximately
kept [10].

Normative versus pragmatic deals with the popular
notion of “customer orientation” [10]. Normative organi-
zations place more emphasis on following the correct
procedures than on the results, whereas pragmatic organi-
zations emphasize meeting the customer’s needs and con-
sider results to be more important than following correct
procedures.

According to Hofstede [10], these six dimensions are
derived from perceptions of the daily practices of organi-
zations and their employees, which is consistent with our
definition of ISC. Thus, we apply Hofstede’s six dimen-
sions of organizational culture in our study to conduct the
analysis.

3.2 Four proposed dimensions of information
security culture

Following the comprehensive literature review, we propose
that ISC includes the following dimensions of ISM
practices:

e Compliance: this dimension mainly refers to employ-
ees’ behavioral compliance with information security
policies, particularly in terms of their willingness to
change their working practices to ensure the security of
information assets, their commitment to information
security policies, and their beliefs concerning adequate
information protection.

e Communication: this dimension refers to how an
organization explains its information security policies
to employees, how it informs employees of the personal
impacts of information security changes, and its
expectations of employees regarding information
security.

e Accountability: this dimension refers to an organiza-
tion’s response to employee violation of information
security policies, which includes the actions an orga-
nization will take if employees do not obey its
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information security policies, whether employees feel
safe at the organization, and whether employees are
held accountable when they violate the organization’s
rules/policies of ISM.

e Governance: this dimension includes the positioning of
information security at an organization, the manage-
ment’s obedience to information security policies, the
controls placed on information security assets, and the
management-level perception of the importance of
information security.

3.3 A framework of the relationship
between organizational culture and information
security culture

Based on the discussions above, we propose a framework
for elaborating the relationship between organizational
culture and ISC, as shown in Fig. 1.

4 The case study

We use a case study approach because the focus of this
study is to answer “how” questions [24]. Moreover, we
cannot manipulate the behaviors of those involved. Thus,
the purpose of this study is to explore and enrich the
understanding of the relationship between organizational
culture and ISC, with the eventual aim of building a theory
explaining how organizational culture influences ISC. Of
course, the use of only a single case reduces the general-
izability of the findings. However, the rich data found in
our single case study provide an excellent foundation for
the inductive process of theory building.

In IS research, case studies pose considerable problems
in terms of ensuring sufficient rigor and reliability [1]. To
ensure an adequate level of reliability in this study, we
introduce multiple respondents from the same company
who work in different departments and have different
backgrounds. Additionally, we asked these respondents to
review and evaluate the research results. Of course, it is
always better to include more companies and conduct
multiple case studies. However, given our circumstances,
this is impossible due to limited resources. Nevertheless,
we were able to collect a considerable amount of data for
our analysis. Our case study concerns a large manufactur-
ing firm in the garment industry. The garment industry is
one of the most representative industries of China, and the
company we studied is the largest garment manufacturing
firm in China; with over 30 years of history, it evinces the
change of China’s economic reform and opening-up. It is
the main OEM for many major international brands,
including Nike, Adidas, Ralph Lauren, and Tommy
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Fig. 1 The research framework

Organizational Culture

Process vs.
Results Oriented

Employee vs.
Job Oriented

Open vs.
Closed System

Parochial vs.
Professional

Loose vs.
Tight Control

Normative vs.
Pragmatic

Hilfiger. It developed from a small factory into a large
corporation with over 50,000 workers in mainland China.
Its management also developed from a family-run enter-
prise into an internationally standardized corporation. We
spent 6 months with the company to collect case data while
providing management consultancy services. Through our
early study of this company, we believe that it character-
izes many features of Chinese manufacturing firms and can
be positioned as a classic representative of the Chinese
garment industry. Thus, we ultimately chose this company
for the purpose of our study.

4.1 Research questions and case data collection

As suggested by Eisenhardt [6], it is important to define the
research question(s) when building a theory from case
studies. Based on the comprehensive literature review and
early-stage interviews with top management in the company,
we proposed the following research questions for our study:

Research question 1: Can the culture of an organization
significantly influence its employees’ behaviors/prac-
tices when considering its information assets (namely, its
information security culture)?

Research question 2: If the answer to question 1 is yes,
how can we interpret the impacts of organizational
culture on information security culture? By applying
Hofstede’s framework, how will each dimension of
organizational culture influence information security
culture in terms of compliance, communication,
accountability and governance?

Information Security
Culture

Compliance

Communication

\4

Accountability

Governance

With these two research questions in mind, we con-
ducted the case study and analyzed the data collected from
the company. There were three stages to our interviews. In
the first stage, we invited top management, mid-level
managers and regular employees from different depart-
ments to participate. There were no specific questions, and
we recorded their opinions of this study. During this stage,
we had three meetings with these three types of intervie-
wees. All interviewees from top and middle management
had more than 10 years of experience with the company,
and two of the top management respondents were the
cofounders of the company. For the common staff mem-
bers, some were from production lines, others were
administrative employees, and all of them had worked with
the company for over 5 years. Thus, these interviewees
were believed to know the company well. The purpose of
these meetings was to gain an understanding of the
knowledge possessed by the people in this company
regarding their daily practices (which can later be inter-
preted as elements of organizational culture and ISC). In
the second stage, we presented an open-ended question-
naire with questions concerning the organizational culture
and ISC, all of which were open-ended—the participants
were required to answer the questions in a descriptive
manner. With this information, we conducted a qualitative
analysis and prepared the materials for future discussions.
In the third stage, we asked the executive director of the
company to arrange a focus group meeting, the participants
of which were representatives from the three types of
interviewees. During the meeting, we presented the outline
and summary of the findings from the first two stages of the
study. Subsequently, the participants discussed and
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presented their opinions of the findings. The content of this
meeting was recorded for future analysis.

4.2 Case data analysis

As described above, there were three stages to our case
study. Thus, our case data analysis will be conducted in an
inductive manner corresponding to the three stages of the
data collection.

In the first stage, twelve persons were interviewed, and
they were open about discussing the current practices of
their company from their perspectives. To avoid collecting
unrelated or unnecessary information, we intentionally
provided questions that fall within the scope of this study.
Instead of asking the respondents’agree or disagree’
questions, we decomposes the original Likert-scale ques-
tions into ‘what’ and ‘how’ (i.e., open-ended) questions.
For example, one of the original questions for ‘process
versus results oriented’ is “People feel comfortable with
unfamiliar situations”, which we changed into “Could you
please describe how people deal with new situations” and
led them into a discussion. Through such a decomposition,
the interviews become sufficiently open, and the respon-
dents talked about their daily operations and practices
related to information and security management as well as
their daily practices in general, which have been implicitly
elaborated by the dimensions of organizational culture in
this study.

In the second stage, we provided an entire set of the
questions, which included those on organizational culture
and information security practices. All of these questions
were open-ended, and the respondents needed to provide
answers that reflected their daily practices and routines. We
do not suggest that these questions on organizational cul-
ture and information security practices explain everything
to be elucidated. For example, the four sets of questions on
information security practices are all relevant for describ-
ing the main scope of the ISC. However, we do not aim to
obtain completeness but conciseness: it is sufficient to use
the four sets, and there is no necessity to use more to
explain most of what occurs.

In the third stage, which was held 1 month after the
second stage was completed, three representatives,
including the executive director, were invited to participate
in a focus group meeting. In the meeting, we first presented
our findings from the first and second stage interviews. For
the discussion results, we used a relational diagramming
technique to causally interrelate the six dimensions of
organizational culture and the four dimensions of ISC. We
also considered the directions of impacts among these
factors. We attempted to arrive at a relational structure that
could explain how organizational culture influences ISC,
which is the focus of this study. In the following
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discussion, we present our theory of how the dimensions of
organizational culture influence those of information
security practices (or ISC). The relationships elaborated in
Fig. 2 are the findings from the discussion and examination
of the results from our analysis of the interview data. Based
on the research framework (Fig. 1), we summarize the
relationships as shown in Fig. 2.

5 Discussion

In this section, we present six preliminary research
propositions resulting from this exploratory study for fur-
ther investigation in subsequent research. We refer to these
as propositions because they are not ready to be tested as
hypotheses. This is a common phenomenon from case
studies because generalization is always problematic, and
our case is not suggested as a possible one for general-
ization. However, we believe that further research follow-
ing these propositions should be able to produce more
generalizable findings.

Proposition 1 The dimension of organizational culture
Process versus Results Oriented will influence Information
Security Culture in terms of Compliance and Communi-
cation. Process-oriented culture, which is characterized as
‘more conservative toward innovations and associated
risks’, is believed to lead to increased compliance with
information security management policies and rules. In
terms of communication, it mainly refers to how organi-
zations explain and disseminate information security poli-
cies and rules to employees. Thus, in a process-oriented
organization, it is believed that the organization will
develop routines to involve and inform employees of its
information security policies.

Proposition 2 The dimension of organizational culture
Employee versus Job Oriented will influence information
security culture in terms of compliance and accountability.
In an employee-oriented organization, employees are more
likely to be taken care of by the company. Thus, employees
are more likely to comply with rules and policies, including
those related to information security management.
Regarding accountability, employee-oriented organiza-
tions will consider more options when responding to
employee violations of information security management.

Proposition 3 The dimension of organizational culture
Open versus Closed System will influence information
security culture in terms of communication and account-
ability. In an open-system organization, new employees
find it easy to feel comfortable and accepted, and inter-
employee conversations are more open. Thus, it will be
easier for management to explain information security
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Open vs. Closed System

Employee vs. Job Oriented

Parochial vs. Professional

Loose vs. tight control

Normative vs. Pragmatic
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Communication
J
N
Accountability
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Governance

Fig. 2 Causal relationships between organizational culture and information security culture

management policies and rules to their employees. It is
also easier for employees to accept personal impacts when
information security affairs have to change. Regarding an
organization’s response to employee violations of infor-
mation security management policies, open-system orga-
nizations can be less strict, whereas closed-system
organizations might take severe measures.

Proposition 4 The dimension of organizational culture
Parochial versus Professional will influence information
security culture in terms of compliance and governance.
Employees of a parochial organization identify themselves
as members of that organization, whereas in professional
organizations, employees only identify themselves with
their professions. It is believed that in parochial organi-
zations, employees are more likely to comply with rules and
policies, including those related to information security.
Conversely, professional organizations will place infor-
mation security in a more important position, as it would
be a ‘profession’ for such an organization.

Proposition 5 The dimension of organizational culture
Loose versus Tight Control will influence information
security culture in terms of compliance, accountability and
governance. In a loose control organization, rules and
policies are not taken strictly. Thus, employees are more
likely to be less obedient to information security manage-
ment policies, and they may believe it to be less serious
when violating the related rules and policies. Regarding

the positioning of information security management, loose
control organizations are also believed to position it as less
important, even at the management level. This dimension is
important and dangerous for information security man-
agement compared with the other dimensions of organi-
zational culture.

Proposition 6 The dimension of organizational culture
Normative versus Pragmatic will influence information
security culture in terms of compliance, accountability and
governance. In a normative organization, the procedures
are critical, whereas a pragmatic organization will use its
best effort to fulfill the customers’ needs. Thus, it is
believed that employees in normative organizations are
more likely to obey the rules and policies. When violating
rules, employees are more likely to be held accountable for
such behaviors in normative organization. With regard to
the positioning of information security management, man-
agement in a normative organization is also believed to
perceive employee obedience to information security poli-
cies and rules as more important.

6 Conclusions and future research
This study suggested that organizational culture impacts

ISC. We attempted to illustrate the relationship between
the two cultures by proposing the causal linkages above.
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Our case analysis shows that Hofstede’s framework was
suitable for explaining the relationship between organiza-
tional culture and ISC. Furthermore, we believe that the
four proposed dimensions of ISC could be a practical
measure. This study provides a supportive foundation for
future research, which must produce generalized findings
to provide detailed practical guidelines for practitioners as
well as insights for academics in relevant fields. Future
research could be deployed in at least two directions: one to
validate a measure for ISC and the other to develop an
exploratory model to empirically test the impact of orga-
nizational culture on ISC. Moreover, there are revised or
possible additional dimensions that could be constructed
for the proposed ISC framework of this study.
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