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Abstract
The core concept of Industry 4.0 is to integrate advanced information technologies, especially emerging technologies, such 
as the Internet of Things, 5G & 6G, data analytics and management, artificial intelligence, cloud computing, and blockchain, 
to achieve a consistent transformation and upgrade of manufacturing and to reshape the value chain of industry and society. 
More research focuses on the integration of informatization and industrialization, the digital integration and governance of 
the industry, and specific technical and operational objects. This paper conducts a survey trying to depict an overview of 
Industry 4.0, specifically a bibliographic analysis, the extant review and status, the enabling technologies, the major driv-
ers, implementing policies in major countries, and developing trends and challenges. Furthermore, the next generation of 
industrial revolution Industry 5.0 is discussed. This study theoretically and practically provides a good foundation of the 
industrial revolution from the information systems perspective.

Keywords Industry 4.0 · Industry 5.0 · IoT (internet of things) · Cloud computing · Artificial intelligence (AI) · Blockchain

1 Introduction

In recent years, countries have promulgated national and 
regional innovation strategies related to the new generation 
of manufacturing. For example, “Industry 4.0” was proposed 
by Germany, “Made in China 2025” was proposed by China, 
and “Re-Industrialization” was proposed by the United 
States. Industry 4.0 is an intelligent transformation of tradi-
tional manufacturing. It has gradually become an integrated 
framework for related concepts and technologies, such as 
the transformation and upgrading of global manufactur-
ing, intelligent manufacturing, and the industrial Internet of 
Things (IIoT). In 2011, the term “Industry 4.0”, also known 
as smart manufacturing, was proposed in Hanover, Germany. 
It is a cyber physical system (CPS) based on traditional man-
ufacturing, the Internet, and the Internet of Things (IoT), and 
it is associated with various high technologies, such as cloud 
computing, artificial intelligence, blockchain, etc. It aims to 
realize the smart factory, thereby seamlessly connecting the 
individual needs of customers to the production process. A 

smart factory is an intelligent automatic system that allows 
sensors, machines, and facilities to communicate with each 
other among different institutions and industries (Li, 2018; 
Xu et al., 2018; Zheng & Lu, 2021).

Industry 4.0 is regarded as the fourth industrial revolu-
tion. In the first industrial revolution, humans got rid of the 
limitations of many physical properties and employed water 
and steam as power for manufacturing and transportation. 
The second industrial revolution was brought about by the 
development of the electrical system. Electricity replaced 
water and steam as the power for production, and machines 
were first used for manufacturing. The third industrial revo-
lution centred on the era of production automation and preci-
sion, using electronic equipment and information technology 
to increase production capacity (Lu, 2017a; Xu & Duan, 
2019).

The revolution of Industry 4.0 connects IoT, cloud com-
puting, big data analysis, AI, blockchain, and other high tech-
nologies into a high degree of automation and production. 
It can offer the production environment the capabilities of 
self-awareness, self-learning, autonomous decision-making, 
self-execution, and adaption for production. Industry 4.0 inte-
grates the manufacturing systems of different smart factories 
into the value chain in the form of CPS, in order to obtain 
real-time data and make decision for manufacturing. The 
manufacturing system of CPS has a high degree of flexibility, 
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adaptability, and agility. Industry 4.0 can produce customized 
products with higher quality, lower cost, and higher interop-
erability (Osterrieder et al., 2020; Xu, 2020a, b).

1.1  Features of Industry 4.0

The characteristics of Industry 4.0 are mainly reflected in 
the integration of three aspects: (1) Vertical integration with 
networked manufacturing systems; (2) Horizontal integra-
tion through value networks; (3) Future value chains across 
product life cycles through engineering processes end-to-end 
digital integration. The smart factory is the core component 
and key function of Industry 4.0. Horizontal integration 
refers to multiple smart factories and integrations between 
different smart factories through a value network. Vertical 
and horizontal integration can achieve end-to-end integra-
tion in the smart system (Lu, 2017a; Liao et al., 2017; Hof-
mann & Rüsch, 2017).

Smart products are another key concept in the Industry 
4.0 system. In a smart factory, products and machines com-
municate with each other to promote performance. The term 
“smart products” refers to objects, equipment, and machines 
that are equipped with sensors, controlled by software, and 
connected to the Internet. Industry 4.0 is the fourth indus-
trial revolution, which means that many other problems 
may yet arise in this new era, among them standardization, 
safety and security, resource allocation efficiency, new social 
infrastructure, work organization and design, training, and 
the regulatory framework (Zhong et al., 2017; Wang, et al., 
2016a, b; Davis et al., 2012).

1.2  Principles of Industry 4.0

The core of Industry 4.0 is a cyber physical system (CPS). 
CPS is the integration of calculation analysis, intercon-
nection communication, and precise control. According 
to potential data, CPS analyses and modifies data and then 
predicts results to dynamically connect the virtual and the 
physical worlds, aiming to form a unified system of things, 
data, products, and services. The integrated system com-
bines production, logistics and services to monitor, coordi-
nate, and control manufacturing in real time (Jin et al., 2012; 
Lu 2017b; Oztemel & Gursev, 2020).

Its basic principle is its ability to provide all relevant 
information in real time through the establishment of a net-
work in the value chain, and its ability to obtain the best 
value from data transaction. Industry 4.0 connects people, 
objects, and systems, and creates dynamic, self-organizing, 
cross-organizational, and real-time optimized value net-
works based on cost, availability, and resource consump-
tion. In the smart factory of Industry 4.0, CPS monitors 
the actual process, creates virtual objects in the physical 
world, and makes further decisions (Fig. 1). Through IoT 

and cloud computing, CPS can communicate and cooperate 
with people in real time. Participants have great opportuni-
ties to share and use intra-organizational and inter-organiza-
tional services within the system value chain (Fatorachian & 
Kazemi, 2018; Oztemel & Gursev, 2020; Culot et al., 2020).

Industry 4.0 makes all of its production factors in the 
physical world and reflects the corresponding models in the 
virtual world. This seamless connection between the real 
and the virtual world establishes the global production opti-
mization of the smart factory. In addition, multiple facto-
ries in the value network are horizontally integrated; that 
is, the actual production factors and models are separately 
integrated in order to achieve the best decision of the entire 
value network. Through the CPS platform, IoT, services, 
data, and human effort can be connected and interacted 
via the Internet (Wang et al., 2016a, b; Oztemel & Gursev, 
2020).

Covering the rapid development of Industry 4.0, this arti-
cle presents a comprehensive overview of Industry 4.0. To 
depict the complete picture, a total of 2032 papers, published 
between 2011 and 2021 from WoS (Web of Science), were 
chosen for the study. This article is structured as follows. 
Section 1 presents an introduction of Industry 4.0. Section 2 
provides a comparison among the extant popular review arti-
cles showing the potential that this study addresses. Sec-
tion 3 illustrates the bibliographic analytics of Industry 4.0, 
while Section 4 introduces the enabling technologies of 
Industry 4.0. Section 5 explains the major drivers of Indus-
try 4.0, and Section 6 lists policies towards Industry 4.0 in 
major countries. Section 7 describes development trends and 
challenges of Industry 4.0, Section 8 depicts foundations of 
Industry 5.0, and Section 9 is the conclusion.

2  The Extant Prominent Studies of Industry 
4.0

This section considers the top ten highly influential and cited 
review/survey papers of Industry 4.0, ordered by the number 
of their comprehensive citations from Google Scholar as of 
August 31, 2021. Among the 10 papers, the total number of 
citations reached 11,645, which reflects that Industry 4.0 and 
the relevant topics attract a lot of attention in the real world. 
It also means that Industry 4.0 prompts the development of 
the whole society.

Specifically, Lu (2017a, b), Xu et al. (2018), Liao et al. 
(2017), Hofmann & Rüsch (2017), and Oztemel & Gursev 
(2020) offer general reviews, such as Industry 4.0’s present 
status, as well as enabling technologies, viable applications, 
encountering challenges, developing trends, and potential 
research. Zhong et al. (2017); Wang et al. (2016a, b; Davis 
et al. (2012)) illustrate smart manufacturing and smart facto-
ries, reporting on enterprise architecture, the cyber physical 
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system, enterprise integration, data analytics, innovation, and 
performance. Jin et al. (2012) discusses implementation of the 
smart city and IoT within the context of Industry 4.0. Their 
detailed perspectives are listed in the following table (Table 1).

The top ten review papers serve to depict most of the poten-
tial from different angles; however, there is still the lack of a 
comprehensive overview of Industry 4.0. This paper describes 
Industry 4.0 from its more comprehensive aspects: those asso-
ciated with bibliographical analytics, descriptive and prescrip-
tive analytics, and the relevant prospects.

3  Bibliographic Analysis of Industry 4.0

3.1  Methodology

Aiming to seek popular and relevant articles, this study 
searched the major database, Web of Science (WoS). In 
addition, Google Scholar was used to double check the 

comprehensive citations of the selected articles. The key-
words, “Industry 4.0”, “smart manufacturing”, and “smart 
factory”, were used to search among articles’ titles, key-
words, or abstracts within the time frame of 2011 through 
2021 (Table 2). The articles selected from the WoS database 
were from categories that are relevant to Industry 4.0, such as 
Business, Computer Science Information Systems, Econom-
ics, Management, Operations Research management Science. 
Articles consist of journal papers and conference proceedings. 
Eventually, the number qualified papers related to Industry 
4.0 was 2032, after culling out duplicate papers from different 
search results or papers published beyond the designated year 
range of 2011 to 2021.

Fig. 1  The principle of industry 4.0
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3.2  Descriptive Analysis

3.2.1  The Trend of Publication (2011 ‑ 2021)

Within the current decade, research on Industry 4.0 has 
been increasing tremendously; since 2018, the number of 
publications has increased by an exponential level (Fig. 2). 
For the year 2021 through the writing of this article, as 
many as 631 papers have been published. Based upon the 
statistics, Industry 4.0 is not only a hot topic, but it is 
becoming mature, especially as regards the development 
of the relevant technologies and disciplines. Industry 4.0 
will last for many years attracting the attention from prac-
titioners, scholars, and other researchers.

3.2.2  Distributions of Journals

The selected 2032 articles were published in 408 journals. 
This indicates that Industry 4.0 covers a broad array of 
disciplines, such as agriculture, architecture, artificial 
intelligence, business, chemistry, computing, ecology, 
economics, education, engineering, ergonomics, geogra-
phy, history, hospitality, humanities, information systems, 
management, manufacturing, material sciences, math-
ematics, mechanics, nanoscience, nutrition, operations, 
optics, physics, political science, psychology, quantum 
information science, robotics, sciences, social sciences, 
sociology, surgery, telecommunication, transportation, 
thermodynamics, and urban studies. The following table 

Table 1  Top 10 Reviews of 
industry 4.0

Notes:
1. The order of the Top 10 reviews is substantially based on the comprehensive citations of each article 
from Google Scholar, as of the counts on September 30, 2021.
2. KEY: <1> Features of Industry 4.0; <2> Principles of Industry 4.0; <3> The Prominent Studies of 
Industry 4.0; <4> Bibliographic Analysis of Industry 4.0; <5> The Enabling Technologies of Industry 
4.0; <6> The Major Drivers of Industry 4.0; <7> Policies towards Industry 4.0 in Major Countries; <8> 
Development Trends and Challenges of Industry 4.0; <9> Foundations of Industry 5.0.

Article Google Citation <1> <2> <3> <4> <5> <6> <7> <8> <9>

Lu, 2017a, b 1904 ● ● ● ● ● ●
Xu et al., 2018 1454 ● ● ● ● ● ●
Zhong et al., 2017 1373 ● ● ● ● ●
Wang et al., 2016a 1283 ● ● ● ●
Jin, et al., 2012 1262 ● ● ●
Liao et al., 2017 1262 ● ● ● ● ●
Hofmann & Rüsch 2017 1155 ● ● ● ●
Wang et al., 2016b 1132 ● ● ●
Davis et al., 2012 672 ● ● ●
Oztemel & Gursev 2020 610 ● ● ● ● ● ●
This Paper ● ● ● ● ● ● ● ● ●

Table 2  Literature selection 
summary Subject A survey in industry 4.0

Time Period 2011 - 2021
Database Web of Science (Paper selection)

Google Scholar (Citations checking)
Search Fields Title, Keywords, or Abstract
Search Criteria Business, Computer Science Information Systems, Eco-

nomics, Management, Operations Research management 
Science

Search Keywords “Industry 4.0” (1472 papers)
“Smart Manufacturing” (666 papers)
“Smart Factory” (279 papers)

Quantity Total Selected (2417)
Identical Paper (358), Year Out of Range (27)
Finalized Paper (2032)
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(Table 3) lists the top 37 journals that have published at 
least ten papers related to Industry 4.0. The journal with 
the most is IEEE Access, with 244 publications, an open-
source platform that has attracted more and more atten-
tion. Another top tier journal is the International Journal 
of Production Research that has also compiled more than 
100 articles. Furthermore, as new journals, Journal of 
Management Analytics and the Journal of Industrial Inte-
gration and Management-Innovation and Entrepreneur-
ship has had 21 and 12 articles published on the topic 
respectively, as well.

There are 373 journals that have published at least one 
but less than ten papers related to Industry 4.0 since 2011. 
Among them, IEEE (Institute of Electrical and Electron-
ics Engineers) is the major organization that has developed 
several different journals that have covered Industry 4.0; in 
total, the quantity of published papers is 377. The journals, 
along with the number of Industry 4.0 papers published 
in them, are IEEE Access (244), IEEE Internet of Things 
Journal (64), IEEE Latin America Transactions (13), IEEE 
Network (13), IEEE Communications Surveys and Tutori-
als (12), IEEE Systems Journal (9), IEEE Cloud Comput-
ing (4), IEEE Transactions on Engineering Management 
(3), IEEE Journal of Biomedical and Health Informatics (2), 
IEEE Transactions on Computational Social Systems (2), 
IEEE Transactions on Emerging Topics in Computing (2), 
IEEE Transactions on Network and Service Management 
(2), IEEE Transactions on Services Computing (2), IEEE 
Pervasive Computing (1), IEEE Security & Privacy (1), 

IEEE Transactions on Dependable and Secure Computing 
(1), IEEE Transactions on Multi-Scale Computing Systems 
(1), and IEEE Wireless Communications.

3.3  Intellectual Relationship Analysis

3.3.1  Keywords Analytics

The keyword was first analysed by “Biblioshiny for Biblio-
metrix” of the R Project. This paper focuses on the authors’ 
keywords. In total, the selected 2032 articles include 6375 
keywords. The keywords that occurred most frequently were 
identified, and they are illustrated in the following picture 
(Fig. 3). The minimum frequency of a keyword is 20. There 
are four clear groups of keywords that indicate the research 
on Industry 4.0 from different angles.

For instance, the first (largest) cluster consists of illus-
tration of the attributes of Industry 4.0. The keywords are 
“Industry 4.0”, “intelligent manufacturing”, “supply chain 
management”, “digital transformation”, “big data analytics”, 
“sustainability”, “circular economy”, and “digitalization.” 
The second cluster consists of a discussion of the ecosys-
tems in smart manufacturing, such as “smart manufactur-
ing”, “smart factory”, “digital twin”, “industrial Internet 
of Things”, “innovation”, “cyber physical system”, “fourth 
industrial revolution”, “simulation”, and “technology.” The 
third and fourth clusters are mainly key technologies and 
applications used in Industry 4.0. These keywords include 
“blockchain”, “IoT”, “security”, “cloud computing”, 

Fig. 2  Yearly publication trend
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“machine learning”, “edge computing”, “wireless sensor 
network”, “monitoring”, “augmented reality”, “data mod-
els”, “5G”, “optimization”, and “automation”.

3.3.2  Collaboration Structure

For the selected 2032 articles, we built a keyword word 
cloud (Fig. 4). The word cloud consists of the 50 most fre-
quent words from all the potential keywords of 3032 papers. 
The most used keyword for the research of Industry 4.0 was 
“Internet”, used 278 times, and the least used, “quality” was 
found as a keyword in only 32 papers.

The top 50 most frequent keywords (Table 4) are: Inter-
net (278), management (272), future (258), systems (230), 
framework (208), industry 4.0 (195), design (192), model 
(179), performance (176), big data (172), things (152), inno-
vation (144), system (132), challenges (129), architecture 
(99), optimization (98), impact (95), implementation (93), 
cyber-physical systems (78), technology (75), integration 
(74), technologies (74), smart (72), networks (67), algorithm 
(64), information (64), security (63), supply chain (57), IoT 
(52), knowledge (50), big data analytics (48), context (47), 
opportunities (47), research agenda (47), service (47), logis-
tics (45), cloud, (42), information-technology (41), supply 
chain management (41), models (40), strategy (40), perspec-
tive (39), firm performance (38), industry (37), capabilities 
(35), analytics (34), simulation (34), sustainability (34), of-
the-art (33), and quality (32).

According to the co-citation network (Fig. 5), the influ-
encing scholars are easily classified to two major groups. 
One eminent scholar, Dr. Li D. Xu of Old Dominion Uni-
versity (USA) has made a strong contribution to the research 
on Industry 4.0. In each group, he has published at least 
one paper that plays an important role. Also, as might be 
expected, among all of the influencing papers between the 
two groups, there is a high degree of cross-citing between 
scholars. It is clear that Industry 4.0 is not a separate disci-
pline but rather a multiple subject that requires researchers 
to get familiar with the knowledge bases of different fields 
associated with the combined methodology to further seek 
values and to improve the overall development of the entire 
society.

3.3.3  Country Collaboration Map

The following figure (Fig. 6) depicts the studies on which 
researchers have collaborated, from countries all over the 
world. Until now, the major research has still been concen-
trated in the countries that have greatly developed Industry 
4.0. For instance, in Asia, those countries are China and 
Korea; in North America, that country is USA; in South 
America, that country is Brazil; in Europe, those countries 
are Germany and the UK; in Oceania, those countries are 
Australia and New Zealand. China is the most developed 
country in the consideration of Internet 4.0, and it plays a 
dominant role around the world; its number of total citations 
is almost double the number of citations from the US.

Table 3  Journal distribution

Notes: In the database, the industry 4.0 relevant articles published 
among more than 400 journals and conference proceedings. The table 
include the main 37 journals that has published at least 10 papers 
since 2011.

Source title Count

IEEE Access 244
International Journal of Production Research 122
Journal of Industrial Information Integration 81
International Journal of Computer Integrated Manufacturing 72
Journal of Manufacturing Systems 71
Journal of Manufacturing Systems 71
IEEE Internet of Things Journal 64
Technological Forecasting and Social Change 48
Journal of Manufacturing Technology Management 44
Electronics 42
International Journal of Production Economics 42
Production Planning & Control 38
Journal of Ambient Intelligence and Humanized Computing 34
Benchmarking-An International Journal 25
Enterprise Information Systems 24
Journal of Management Analytics 21
Systems Research and Behavioral Science 19
Logforum 18
Polish Journal of Management Studies 18
International Journal of Productivity and Performance Man-

agement
16

Future Internet 15
Brazilian Journal of Operations & Production Management 13
IEEE Latin America Transactions 13
IEEE Network 13
Information 13
Annals of Operations Research 12
IEEE Communications Surveys and Tutorials 12
International Journal of Operations & Production Manage-

ment
12

Journal of Asian Finance Economics and Business 12
Journal of Industrial Integration and Management-Innovation 

and Entrepreneurship
12

Multimedia Tools and Applications 12
Regional Studies 12
Wireless Communications & Mobile Computing 12
Expert Systems with Applications 11
Computer Communications 10
Concurrent Engineering-Research and Applications 10
Wireless Networks 10
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Europe is one of the major areas that has been enriching 
research and developing Industry 4.0. Among the top 20 
most cited countries (Table 5), 12 countries are from Europe, 
Germany, UK, Italy, France, Sweden, Spain, Austria, Nor-
way, Hungary, Poland, Russia, and Turkey.

3.4  Cluster Analysis of Research

For cluster analysis, two levels of measurement, density and 
centrality, were employed. The centrality of a cluster points 
out the importance of a theme in a research field, while den-
sity signifies a theme development status (Waltman et al., 
2010; Callon et al., 1983). Figure 7 shows that the themes 

around industry technologies, supply chain, and manufac-
turing are the largest and most central to the research field. 
These themes are those that mainly drive research in the 
field. However, theme of supply chain-related research is 
comparatively less developed than the theme that focuses 
on manufacturing. The lean production and operational 
performance-related research is significantly developed, 
but it is not much central to the overall discussion. Smart 
factory and manufacturing-related discussions are not much 
developed or central to the overall research of Industry 4.0. 
Hence, smart manufacturing and cloud computing-related 
research need to be further developed in the future. In addi-
tion, within the scope of Industry 4.0, other topics, like IoT 
(Internet of Things), system cybersecurity, AI (artificial 
intelligent), 5G, and 6G, are becoming more and more popu-
lar in both academia and practice.

4  The Enabling Technologies of Industry 4.0

With the implementation of Industry 4.0, manufactur-
ing and other relevant industries have been improved to a 
higher level of development. But without the support of 
foundational facilities and technologies, Industry 4.0 can-
not be fulfilled as the strategical expectation. The develop-
ment of Industry 4.0 is the comprehensive integration and 
interoperability of the enabling technologies. This section 
addresses the enabling technologies within Industry 4.0, 
including AI technology, IoT, cloud computing, and block-
chain technology.

Fig. 3  Keywords network

Fig. 4  Word cloud
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Table 4  The top 50 keywords Terms Frequency Terms Frequency Terms Frequency

internet 278 implementation 93 service 47
management 272 cyber-physical systems 78 logistics 45
future 258 technology 75 cloud 42
systems 230 integration 74 information-technology 41
framework 208 technologies 74 supply chain management 41
industry 4 0 195 smart 72 models 40
design 192 networks 67 strategy 40
model 179 algorithm 64 perspective 39
performance 176 information 64 firm performance 38
big data 172 security 63 industry 37
things 152 supply chain 57 capabilities 35
innovation 144 IoT 52 analytics 34
system 132 knowledge 50 simulation 34
challenges 129 big data analytics 48 sustainability 34
architecture 99 context 47 of-the-art 33
optimization 98 opportunities 47 quality 32
impact 95 research agenda 47

Fig. 5  Most influenced papers
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4.1  The AI Technology

AI (artificial intelligence) is a branch of computing and 
is known as one of the three cutting-edge technologies in 
the world. Its main directions are the principle of human 
intelligence activities, the construction of artificial sys-
tems with a certain degree of intelligence, and the study of 
basic theories and technologies on how to use computers 

to simulate certain human intelligent behaviours (Muhuri 
et al., 2019; Zhang & Lu, 2021).

With the penetration of artificial intelligence technol-
ogy, machines have the capabilities of self-acquisition, 
self-adjustment, self-determination, and self-control. 
Machines can achieve collaborative cooperation, inter-
connection, and mutual sharing. This parallel status is a 
breakthrough in achieving intelligent manufacturing (Lu 
2019b; Culot et al., 2020; Azeem et al., 2021).

Large data centres and huge storage capacity make AI 
a reality. For AI, the two branches of machine learning 
and deep learning use big data analysis to optimize pro-
cesses and to seek new solutions and ideas. Based upon 
various mathematical algorithms, from small and medium-
sized companies to large multinational companies, every 
organization accumulates usable data. Machine learning, 
the major development of AI in Industry 4.0, allows for 
the recognition of features and relationships and uses 
algorithms to find solutions. Generally, machine learning 
consists of four categories (Table 6): supervised learn-
ing, unsupervised learning, semi-supervised learning, and 
reinforcement learning (Lu, 2019b; Tortorella et al., 2020; 
Zhang & Lu, 2021).

AI technology appears in our daily lives in the form of 
unmanned driving and industrial robots. Technology in man-
ufacturing applications may become the new standard for 
analyzing large amounts of data and for performing predic-
tive maintenance. AI will have a huge impact on manufac-
turing and automation. For example, AI-related algorithms 
can be used to optimize the manufacturing supply chain to 
help companies predict market changes. AI can be linked 
together by location search, weather patterns, consumer 
behavior, political status, and socioeconomic and macro-
economic factors to estimate market demand (Tao & Zhang, 
2017; Müller et al., 2018b; Chen et al., 2021).

Fig. 6  Country collaboration 
map

Table 5  The top 20 most cited countries

Country Total citations Average 
article cita-
tions

China 11,314 24.12
USA 5846 40.04
Brazil 2784 24.00
Germany 2313 21.42
United Kingdom 1925 16.31
Italy 1764 12.97
France 1688 31.26
Korea 1203 8.41
Sweden 1040 29.71
India 882 5.73
Spain 780 8.30
Australia 548 11.66
Austria 413 15.88
Iran 402 28.71
New Zealand 385 29.62
Norway 329 19.35
Hungary 310 12.92
Poland 308 5.70
Russia 290 8.29
Turkey 264 5.87
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AI attempts to understand the nature of intelligence and 
produces a new type of intelligent machine that can react in a 
way similar to that of human thinking. Research in this field 
includes robotics, speech understanding, image recognition, 
natural language processing, and expert systems. The theory 
and technology of AI have matured gradually, and the field 
of AI application has also been expanding. In the future, 
technological products engendered by AI will embed human 
wisdom. AI can simulate the process of human conscious-
ness and thinking (Tao et al., 2018; Diez-Olivan et al., 2019; 
Wang et al., 2021).

4.2  IoT

IoT is an important emerging technology. According to pre-
agreed communication protocols and exchange and commu-
nication standards, IoT uses radio frequency identification 
(RFID) and barcode recognition and smart sensors, as well 

as other information sensing devices, to transmit data to the 
Internet in order to achieve human-computer interaction, 
intelligent identification management, and decision-making 
control between things. In an environment constituted by 
the Industrial Internet of Things (IIoT), through machine-
to-machine communication, machines can interact and com-
municate with other machines, objects, and infrastructure. 
As a result, a large amount of data can be generated. After 
processing and analysis, how to use these data to optimize 
factory management and control to further solve the problem 
of global manufacturing upgrades is the key to the success 
of Industry 4.0 and manufacturing (Kim, 2017; Zhang & 
Chen, 2020).

In recent years, IoT has developed rapidly. In the net-
work, sensors and devices collect and analyse data related to 
the production environment, and then modify and improve 
the operation of the production line based on the results of 
the data analytics. This offers the potential to understand 

Fig. 7  Clustering coupling

Table 6  Machine learning categorizations and explanations

Supervised learning
All data have something in common. A supervised models can learn the characteristics of the data set as the basis for prediction and classifica-

tion. The model output can be used to calculate the error value through the standard answers.
Unsupervised learning
There is no standard answer for all data. The machine (computer) has to find the answer. This method does not require manual classification. The 

accuracy of the prediction is not high.
Semi supervised learning
A few pieces of data have something in common, but most of the data does not. This is equivalent to combining the advantages of supervised 

and unsupervised models. This approach requires only a small amount of manual classification to make the prediction more accurate.
Reinforcement learning
The machine will try to find the best solution with risks or errors. In order to make a decision, the answers and results need to be further revised.
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the real-time operating status of the machine, to monitor or 
predict when the machine needs maintenance, and to avoid 
damage caused by downtime. Among those potentials, com-
munication technology is a critical part of IoT. At present, 
manufacturers and organizations are vigorously promoting 
the relevant communication standards and specifications of 
IoT, so it will have easy-to-build, low-cost, and universal 
technology, to integrate and communicate with each entity 
(Xu et al., 2021; Manavalan & Jayakrishna, 2019; Khan & 
Javaid, 2021).

Before Industry 4.0, the manufacturing industry devel-
oped a mature manufacturing execution system (MES), 
which could arrange, manage, and track the operation of 
each step in the production process by using Internet of 
Things technology to provide a management foundation. 
Specifically, IoT, in industrial production, focuses more on 
the expansion and use of industrial applications. Under the 
influence of Industry 4.0, after a period of exploration, the 
development of the global Industrial IoT (IIoT) has gradu-
ally shown its performance. IIoT explores more machine-to-
machine communication, collects big data in the production 
process, and implements machine learning to make produc-
tion operations more effective and reliable (Boyes et al., 
2018; Reyna et al., 2018; Kim, 2021).

IIoT is the integration of sensor networks, the Internet, 
and massive data collection and analysis. It can effectively 
improve the production efficiency of existing industries and 
create new business opportunities. Since the goal of intel-
ligent manufacturing is to establish a self-sensing production 
environment, IIoT is an indispensable part of the integration 
of network entity systems and production processes. IIoT can 
collect data generated from various sensors and production 
equipment in real time. After artificial intelligence embed-
dedness, IIoT can help industrial production equipment and 
infrastructure in making decisions, predicting real-time and 
accurate production, or scheduling existing resources to 
improve efficiency and to reduce unnecessary costs. It can 
further increase profits and complete automation tasks that 
could not be handled before (Li et al., 2018; Sisinni et al., 
2018; Reyna et al., 2018).

4.3  Cloud Computing

Cloud computing is part of the era of big data. With the 
exponential growth of data, a grid computing model based 
on Internet technology, distributed computing, and infor-
mation resource sharing management technology has been 
proposed. It provides users with scalable and configur-
able on-demand services and resource sharing computing 
models, and it offers users convenient, fast, stable, reliable, 
economical, practical, and interactively configurable per-
sonalized services. The cloud platform can access, monitor, 

and obtain the resources needed by individuals in real time 
(Yang, 2019; Rajput & Singh, 2019; Aceto et al., 2020).

Cloud computing is an Internet-based calculating and 
resources system. Shared resource and information are 
transmitted through cloud computing. It is characterized by 
distributing calculations in different locations on the struc-
tured computer. This enables companies to switch resources 
to the required applications and allows them to access them 
as needed. Cloud computing provides a reliable and safe data 
storage system in which users no longer need to worry about 
data loss, virus intrusion, or other troubles (Moeuf et al., 
2018; Kim, 2017; Reinhardt et al., 2020).

Based on the application of cloud computing business 
models, cloud technology is a general term for network 
technology, information technology, integration technology, 
management platform technology, application technology, 
etc. Cloud computing is an emerging technology that can 
form a resource pool which can be used on demand, flex-
ibly and conveniently. Since it is not maintained locally, and 
since traditional methods cannot be used for storage, moni-
toring, or protection, it allows remote and more effective 
real-time collaboration for companies to process operating 
modes (Pace et al., 2018; Mittal et al., 2018, 2019; Xie et al., 
2021).

Compared with traditional data systems, one of the 
advantages of cloud technology is that the cloud reduces 
maintenance and improves manageability. For example, 
the SaaS model (Software as a Service) of cloud comput-
ing allows customers to pay service fees on demand based 
on different combinations of factors, such as the number of 
concurrent users, the number of functions used, the data 
storage capacity, and the length of use time. There is no need 
to pay various fees, such as software license fees, servers 
and other hardware devices operating systems, databases and 
other platform, the cost of customization, the development 
and implementation of software project, and the cost of IT 
maintenance. The most important function of only charging 
for services is the ERP product that transacts the service 
(Liao et al., 2017; Machado et al., 2020).

4.4  Blockchain Technology

As an emerging technology, blockchain is gradually leading 
a new round of technological and industrial revolution across 
the globe. Its application scenarios have penetrated from 
digital currency into finance, supply chain, medicine, and 
other fields, promoting the transformation of the Internet of 
Information into the Internet of Value. Traditional manufac-
turing has also begun to have a strong interest in blockchain 
technology. Companies have begun to apply blockchain to 
accounting, logistics, and production activities (Lu, 2018; 
Lin et al., 2018; Dev et al., 2020; Gorkhali et al., 2020).
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Intelligent manufacturing is a human-machine inte-
grated system composed of intelligent machines and human 
experts. It can perform intelligent activities in the manu-
facturing process, such as analysis, reasoning, judgment, 
conception, and decision-making. Through the cooperation 
between humans and intelligent devices, the mental work 
of human experts in the manufacturing process has been 
expanded, extended, and partially replaced. Intelligent man-
ufacturing updates the concept of manufacturing automation 
and flexible integration. Intelligent manufacturing combines 
with a wide range of social production networks to realize 
value transfer. Blockchain and its relevant technologies will 
play an important role in intelligent manufacturing (Jin et al., 
2014; Reyna et al., 2018; Xu & Viriyasitavat, 2019).

In the implementation of intelligent manufacturing, the 
key task is to realize both the vertical integration of the 
internal information system of the manufacturing enter-
prise and the horizontal integration based on the value 
chain and information flow between different manufacturing 
enterprises. Since manufacturing equipment and informa-
tion systems involve multiple manufacturers, the original 
centralized system mainly uses manual or central computer 
control, and it is difficult to obtain all of the information in 
the manufacturing process in real time. At the same time, 
all information, such as order demand, production capacity, 
inventory level changes, and sudden failures, are monitored 
by the independent systems. The technical architecture, 
communication protocol, and data storage format of these 
systems are different from each other. This affects the effi-
ciency of interconnection and intercommunication, and it 
also restricts the application of intelligent manufacturing in 
the actual manufacturing process (Lu, 2019a; Viriyasitavat 
et al., 2020; Nanayakkara et al., 2021).

Blockchain technology is characterized by the ability to 
connect sensors, control modules and systems, communica-
tion networks, ERP systems, and other systems by manufac-
turing companies. Through a unified ledger infrastructure, 
blockchain can assist equipment manufacturers and safety 
production supervision departments to maintain long-term 
maintenance and to continuously monitor all aspects of 
manufacturing in order to improve the safety and reliability 
of manufacturing. The traceability and the non-tampering 
modification of blockchain ledger records are also conducive 
to the development of corporate auditing, facilitating system 
discovery, tracking, and problem solving and optimization, 
as well as improving the manufacturing process of intelli-
gent manufacturing. The use of blockchain technology can 
effectively collect and analyze the information generated 
by all sensors and other components in the originally iso-
lated system, can use big data analysis to evaluate its actual 
value, and can perform the expected analysis on production. 
It can help companies quickly establish a safer operating 
mechanism, a more efficient workflow, and better service 

(Lu, 2018; Reyna et al., 2018; Qi & Tao, 2018; Viriyasitavat 
et al., 2019).

5  Major Drivers of Industry 4.0

Currently, the manufacturing industry is undergoing a transi-
tion from manual assistance to fully automated operations 
such as industrial automation and smart factories. Modern 
massive production is completed through automated opera-
tions, and the production process nearly requires no manual 
assistance. To meet the needs of modernization, industry 
that is automatic and intelligent is an inevitable trend. The 
development of a diversified economic market is the main 
factor that is driving this industrial revolution (Lu 2017a; 
Wang et al., 2016a; Ivanov et al., 2019).

The continuous growth of the industry is attributed to 
the continuous development of technical support. The key 
drivers of modern manufacturing include the IIoT (Industrial 
Internet of Things), robotics, big data, network security, and 
other drivers, such as 3D, modeling, simulation, visualiza-
tion, and immersion. Industry 4.0, supported by these tech-
nologies, has the advantages of high productivity, accuracy, 
safety, high quality, and intelligence (Wang et al., 2016b; 
Wan et al., 2016; Frank et al., 2019a, b).

5.1  IIoT (Industrial Internet of Things)

IIoT is the continuous integration of various acquisition and 
control sensors or controllers with sensing and monitoring 
functions, as well as with mobile communications, intelli-
gent analysis, and other technologies, into all aspects of the 
industrial production process. IIoT has potential to improve 
the quality and the productivity of manufacturing, to reduce 
product costs and resource consumption, and to reach a new 
stage in the intelligence of industries. The application of 
IIoT in Industry 4.0 has the characteristics of real-time, auto-
mation, embeddedness, security, and information interoper-
ability (Xu et al., 2014; Lu & Xu, 2018; Boyes et al., 2018; 
Zheng et al., 2018; Frank et al., 2019a).

IIoT can use relevant information to complete basic tasks 
through the use of tablets, smartphones, and other intelli-
gent devices. For example, a company can use data analysis 
to change its business to use a leaner and more adaptable 
method, in order to achieve long-term or short-term goals. 
Through this connection, all departments can speed up their 
response speed and can improve the agility of operations 
(Wan et al., 2016; Zhong et al., 2017; Zhang & Chen, 2020; 
Li & Xu, 2021).

Smart devices not only perform well in capturing and 
analyzing data in real time, but they are also more accu-
rate and time-sensitive in terms of the strategies that drive 
business decisions. Therefore, IIoT integrated with smart 
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devices plays a huge role in quality control, traceability, sus-
tainability, supply chain efficiency, predictive maintenance, 
asset tracking, customer satisfaction, and facility manage-
ment (Ivanov et al., 2016; Yin et al., 2018; Manavalan & 
Jayakrishna, 2019).

5.2  Robotics

A robot is a machine that realizes various functions through 
its own power and control capabilities. It can accept manual 
commands, run pre-arranged programs, or take actions based 
on principles established by AI technology. Its mission is to 
assist or replace labor, such as production, construction, or 
high-risk work (Roblek et al., 2016; Zhang et al., 2019; Hal-
eem & Javaid, 2019).

As more and more physical factories become smarter and 
more efficient, robots will occupy a more important position 
in manufacturing. With the advancement of robotics, these 
machines can exhibit more complex and outstanding func-
tions, including machine learning and storage, greater flex-
ibility, and more effective collaboration functions. Robots 
have been regarded as an important part of Industry 4.0 
(Peruzzini & Stjepandić, 2018; Fraga-Lamas et al., 2018; 
Yli-Ojanperä et al., 2019).

5.3  Big Data

Big data requires new processing models with stronger 
decision-making capabilities, insight and discovery capa-
bilities, and process optimization functions to adapt to the 
high growth rate and the diversified information assets. Big 
data requires special techniques to effectively process large 
amounts of data that can be tolerated over time. Technolo-
gies applicable to big data include massively parallel pro-
cessing (MPP) databases, data mining, distributed file sys-
tems, distributed databases, cloud computing platforms, the 
Internet, and scalable storage systems (Chen et al., 2016; Qi 
& Tao, 2018; Birkel et al., 2019; Aceto et al., 2020; Duan & 
Xu, 2021; Javaid et al., 2021).

In terms of product type and depth, manufacturing is the 
most complex industry. Companies that use big data in man-
ufacturing can respond to global development challenges, 
such as opening new factories in new locations and trans-
ferring production to other countries. The way in which we 
store and capture data changes every day, so new standards 
for sharing, transmission, updating, searching, visual query, 
and information privacy have emerged. Industry 4.0 needs 
to adopt more powerful technologies to keep up with the 
pace of data updates. Therefore, the emergence of enter-
prise resource planning (ERP) has provided a vital role for 
the business development of enterprises (Buer et al., 2018; 
Jiang, et al., 2019; Hämäläinen & Inkinen 2019; Sahal et al., 
2020; Faheem et al., 2021).

5.4  Network Security

As more and more business operations turn to cloud-based 
solutions and rely more and more on robotic labor, main-
taining the integrity and safety of the system will become 
a critical issue. As manufacturing companies simultane-
ously build and integrate their systems through the IIoT, 
more information security threats and vulnerabilities will 
appear (Li et al., 2017; Dalenogare et al., 2018; Fragapane 
et al., 2020).

In addition, manufacturing companies are the basis for 
the continuous development of automated processes. In 
the increasingly insecure digital environment of Industry 
4.0, the level of security needs to be urgently considered. 
To address these vulnerabilities, manufacturing and other 
industries are paying close attention to cloud-based sys-
tems. Perhaps cloud-based security is one of the important 
components of future modern integrated system functions. 
However, dealing with the security issues of the cloud-based 
system is a challenging and complex process (Wang et al., 
2016b; Lin et al., 2018; Dolgui et al., 2019).

5.5  Other Drivers

3D printing is one of the emerging advanced manufactur-
ing technologies. 3D printing can now construct large and 
complex structures in less than a day. In the past, it usually 
took weeks to complete this process. The use of new spe-
cial consumable materials is the main development direc-
tion of 3D printing. This technique is easier for metals, but 
it is relatively difficult for high-strength alloys, ceramics, 
and nano-ceramics (Kang et al., 2016; Longo et al., 2020; 
Ghobakhloo, 2020).

Companies can immerse themselves in new forms of 
modeling, simulation, visualization, and interaction, and 
they can use new technologies to present and to predict 
scenarios more effectively. Some innovative technologies 
such as modeling, immersive tools, and visualization can 
be used by companies that rely on big data, including those 
in the manufacturing, medical, energy, and financial fields. 
These innovative displays are not only data, but they also 
offer effective methods to help teams develop technology 
and increase their mission success rates (Luthra & Mangla, 
2018; Ghobakhloo & Fathi, 2019; Machado et al., 2020).

6  Policies of Industry 4.0 Among Countries

How to implement the related strategies and modules is criti-
cal to the success of Industry 4.0. Most of the major coun-
tries have developed policies regarding their use of Industry 
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4.0. In this section, we briefly address unique policies in 
major countries, such as China, the US, and Germany.

6.1  China

In 2015, China issued the “Made in China 2025” action 
plan, which not only heralded the arrival of a new round 
of industrial revolution but pointed out that China’s manu-
facturing industry will strive to build a new generation of 
information technology industry. The intelligent develop-
ment of manufacturing, high-end equipment manufacturing, 
and new energy industries is accelerating the transformation 
of China from a large manufacturing country to a powerful 
manufacturing country. To smart manufacturing, China is 
using “Internet + Industry” to integrate the Internet into the 
manufacturing industry and using the Internet to lead the 
transformation and the upgrading of China’s manufacturing 
industry to intelligent development (Li, 2018; Reischauer, 
2018; Kuo et al., 2019).

6.2  The US

As a traditional manufacturing powerhouse, the US pro-
posed “Achieving Domestic Competitive Advantage in 
Advanced Manufacturing Industry” (AMP 1.0) and “Accel-
erating American Advanced Manufacturing Industry” (AMP 
2.0) in 2012 and 2014, respectively. These two projects aim 
to promote the development of a national reindustrialization 
associated with the industrial Internet of Things. To realize 
the safety of “Industry 4.0”, two conditions need to be ful-
filled: one is to ensure that the smart factories and industrial 
products themselves do not cause danger to the environment 
or to personnel. The other is to prevent data loss and abuse. 
With the increasing integration of the virtual machine and 
the real world, the challenge of network information security 
has become more and more severe. Therefore, it is neces-
sary to facilitate cybersecurity system to achieve Industry 
4.0 (Reischauer, 2018; Lin et al., 2017; Kuo et al., 2019).

6.3  Germany

As the birthplace of Industry 4.0, Germany identified 
Industry 4.0 as one of the top ten future projects through it 
“High-Tech Strategy 2020” as early as 2006, and now, it has 
upgraded Industry 4.0 to a national strategy. The goal is to 
promote Germany to become a supplier of a new generation 
of industrial revolution, and then to help it to dominate the 
manufacturing market. Germany uses innovative ideas to 
efficiently and quickly transform products and services in 
order to promote the transformation of the industry. Inno-
vation includes not only technological innovation, but also 
social innovation. Social development is also an important 

factor affecting innovation in Industry 4.0 (Reischauer, 2018; 
Kuo et al., 2019).

6.4  Comparison and Summary

According to the development characteristics and the inno-
vation output of the manufacturing industry, the US has 
obvious advantages in R&D and technology accumulation 
in manufacturing. Germany maintains a leading global posi-
tion in certain advanced equipment manufacturing. There is 
a certain gap in the layout of manufacturing and in the pro-
portion of high-end manufacturing between China and the 
two developed countries (Kamble et al., 2018; Reischauer, 
2018; Kuo et al., 2019; Beier et al., 2020; Aceto et al., 2020).

The US and Germany have established public infrastruc-
ture, innovation platforms, and innovation networks, and 
have strengthened popular science and scientific communi-
cation regarding the new industrial innovation. Meanwhile, 
China is focusing on policy and institutional reform, aim-
ing to fulfill transformation of scientific and technological 
achievements (Sung, 2018; Horváth & Szabó, 2019; Kuo 
et al., 2019; Birkel et al., 2019; Alcácer & Cruz-Machado, 
2019).

7  Development Trends and Challenges 
of Industry 4.0

Driven by Industry 4.0, the productivity and the profit mar-
gins of the manufacturing industry have been improved to an 
unprecedented degree. In this process, many challenges will 
inevitably be encountered. Among them is likely to be the 
growing demand for personalized and customized products, 
the ability to reduce waste, and the handling of resources in 
a more responsible manner. However, with creativity and 
originality, these and other difficulties will be solved. The 
developing trends and challenges of Industry 4.0 are (1) 
standard and seamless operation, (2) an AI-relevant process 
and system improvement and management, (3) the coop-
eration of human and robots, and (4) 5G communication 
technology.

7.1  Standards and Seamless Operation

Due to the lack of unified standard software and hardware 
support, industrial software is usually limited by platforms 
with different technical specifications. Since many things 
inside and outside the factory are connected to services, 
communication methods and data formats require a uni-
fied architecture. “Interconnectivity” refers to the dynamic 
reorganization of the machines and modules in a factory. 
It is necessary to ensure seamless interoperability between 
devices from different vendors, and standardized protocols 
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will play a key role. It is likely that the cumbersome wiring 
and cables will disappear without a trace, replaced by wire-
less protocols such as 5G and its derivative technologies. 
These machines are not only connected to each other but 
are connected to the cloud system. In cloud systems, flexible 
computing functions are used to run powerful algorithms 
to process various types of data (Chen et al., 2017; Ardito 
et al., 2019; Yadav et al., 2020).

7.2  AI relevant Process and System Improvement & 
Management

After reinforcement learning (RL) training, AI will play a 
greater role in Industry 4.0. RL helps engineers implement 
controllers and decision-making algorithms in complex sys-
tems, such as robotics and automatic systems, autonomous 
driving, and control design. RL will become an important 
part of improving large-scale systems. The key goal is to 
provide engineers with easy-to-use tools to build and train 
RL strategies and to generate large amounts of simulation 
data for training. Then, the RL agents are integrated into 
the system simulation tool to generate code for the embed-
ded hardware. RL can achieve major breakthroughs in the 
industrial field, can improve the automation level of mobile 
factory equipment, and can even realize unmanned operation 
(Oesterreich & Teuteberg, 2016; Ghobakhloo, 2018; Büchi 
et al., 2020).

In view of the continuous development of edge comput-
ing equipment and industrial controllers, computing capa-
bilities have rapidly improved. With the strong collaboration 
of the cloud system, the software functions of the production 
system will be continuously updated. The AI algorithms will 
dynamically optimize the output of the entire production line 
while minimizing energy and other resource consumption. 
This can not only help companies reduce waste and fulfill 
corporate social responsibility policies, but it will save a 
lot of resources. Predictive maintenance will continue to 
improve; it will no longer be limited to investigating the 
data of one machine or one site, but it will comprehensively 
consider the equipment data of multiple factories and even 
multiple different suppliers (Davis et al., 2012; Peruzzini & 
Stjepandić, 2018; Olsen & Tomlin, 2020).

7.3  The Cooperation of Human and Robots

However, there is still the question of how to generate cus-
tomized samples through multiple production lines without 
having to spend a long conversion time or having to tolerate 
other inefficiencies. In the age of Industry 4.0, this vision 
will finally be realized to meet the needs of achieving a full 
range of personalized production. Traditionally, we have 
employed a fixed and inflexible way to set up machines in 
the workshop. After setting and adjusting the parameters, 

you could use it to produce specific products for months or 
even years. However, future production lines will contain 
multiple reconfigurable electromechanical modules and will 
be equipped with more and more collaborative robots that 
can communicate and interact with humans. At the same 
time, AI technology will be used to set parameters and to 
adjust the machine according to the next personalized prod-
uct produced on the production line (de Sousa Jabbour, et al., 
2018a, b; Tortorella & Fettermann 2018).

7.4  5G and Industry 4.0

The application scenarios that support 5G have expanded, 
from the mobile Internet to the mobile Internet of Things, 
and a new generation of high-speed, mobile, secure, and 
ubiquitous information infrastructure will be built. 5G will 
accelerate the digital transformation of many industries, and 
it will be used more in the industrial Internet, in automotive 
networks, and in other fields to expand the market, to bring 
new opportunities, and to support the vigorous development 
of the digital economy (Hofmann & Rüsch, 2017; Rossit 
et al., 2019; Lu & Ning, 2020).

Real-time communications between people, robots, 
factory logistics, and products are the basic conditions of 
Industry 4.0. Real-time data will generate transparency and 
actionable insights, while edge analytics will help maxi-
mize value and optimize production. These factors require 
standardization and data security. 5G is the right tool to take 
advantage of digital transformation, since it relies on stand-
ardized network functions, with built-in security, guaran-
teed service levels, and distributed cloud and network slicing 
concepts (Nascimento et al., 2019; Ivanov & Dolgui, 2020; 
Raj et al., 2020).

The trend of personalized product customization is grow-
ing. The current process needs to be adjusted to make it 
more flexible and customizable, while still protecting the 
initial investment in the production line. The high-speed 
wireless infrastructure of the 5G network can facilitate the 
rapid and flexible modification of OEM (original equipment 
manufacturer) machines, with less impact and higher effi-
ciency (Müller et al., 2018a; Tao et al., 2019; Kamble et al., 
2020).

By collecting data from the production line and transmit-
ting the data to the cloud system, a combination of wire-
less sensors and a large-capacity communication network 
(5G) can be used for continuous monitoring. Compared 
with traditional systems, the ability to combine control, data 
logging, and alarms into a virtual controller in the cloud 
platform will help to simplify digital processes and to save 
on costs. In addition, the cloud platform can control vari-
ous production tools and is a solution for remote machines 
and portable systems that can run independently (Yin et al., 
2018; Aazam et al., 2018; Lu & Zheng, 2020).
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8  Prospects for Industry 5.0

Industry 4.0 has spread to major countries all across the 
globe, with each country conducting the industrial revolu-
tion associated with its own features and environment of 
manufacturing, as well as other relevant fields. With the 
emergence of high technologies and the foreseeable future 
of industry and society, the next generation of industrial 
revolution, Industry 5.0, is described. However, there exist 
a numberof fuzzy issues. This section presents several fun-
damental points, such as a look at Industry 5.0, the notable 
features of Industry 5.0, and human values achievement in 
Industry 5.0 (Lu, 2017a, b; Nahavandi 2019; Leong et al., 
2020; Longo et al., 2020).

8.1  What is Industry 5.0?

In the modern world, the factory environment of the future is 
destined to be smarter than ever. During the past few years, 
we have gradually become familiar with a new concept, 
Industry 4.0, the combination of sensors, data processing, 
connectivity, and production facilities. Slowly, the new gen-
eration of industry, Industry 5.0, is appearing. It is expected 
to bring new advantages in areas such as mass customization 
(Li, 2018; Nahavandi, 2019; Culot et al., 2020; Fernandez-
Viagas & Framinan, 2021).

But what is Industry 5.0? In an increasingly intercon-
nected world, what value will it bring to manufacturers? In 
short, Industry 5.0 will allow people to rejoin the automated 
process, thereby strengthening the collaboration between 
humans and machines (robots). In a symbiotic relationship, 
humans will be able to cooperate with a new generation 
of collaborative robots in order to add value to products. 
In this more diverse environment, production lines will 
become more intelligent; for example, humans will be able 
to supervise product customization at a higher level (Longo 
et  al., 2020). Automation systems are commonplace in 
today’s manufacturing environment; the starting point of the 

Industry 5.0 revolution stems from the shift in the relation-
ship between human and intelligent systems. The following 
table (Table 7) illustrates several definitions of Industry 5.0 
from other scholars.

8.2  The Notable Feature of Industry 5.0: Personal 
Customization

The unique feature of Industry 5.0 is “personalized customi-
zation”: various sensor data are directly connected to design 
and production, in order to provide customers with personal-
ized products in real time. The high degree of automation 
brought by Industry 5.0 will not compress the human value, 
but it will lift the human value throughout the process of 
human-machine collaboration and integration (Moeuf et al., 
2018; Leong et al., 2020; Haleem & Javaid, 2019; Javaid & 
Haleem, 2020; Choudhary & Mishra, 2021).

Personal customization is based on the Internet, which 
integrates enterprises, collaborative partners, suppliers, and 
customers to customize personalized products according to 
the needs and preferences of those consumers. It seeks to 
explore the personalized needs of consumers and to design 
personalized products through high technologies and algo-
rithms, i.e., AI-relevant mechanisms (Nahavandi, 2019; 
Machado et al., 2020; Echchakoui & Barka 2020; Bellini 
et al., 2021).

8.3  Human Value Achievement in Industry 5.0

In the factory of Industry 5.0, the working space of workers 
will not shrink; rather, it will increase. Compared to current 
conditions, workers will have a more spacious, friendly, and 
secure working environment. At the same time, the produc-
tion operations in the manufacturing will begin to participate 
more and more in the design process, not just in the manu-
facturing procedure (Li, 2018; Leong et al., 2020; Longo 
et al., 2020; Kumar et al., 2021).

Industry 5.0 will realize closed-loop design and will 
break through the physical boundaries of manufacturing. 

Table 7  Definitions of industry 5.0

Definition Article

“Industry 5.0 will be a synergy between humans and autonomous machines. The autonomous workforce will be perceptive 
and informed about human intention and desire. The human race will work alongside robots, not only with no fear but also 
with peace of mind, knowing that their robotic co-workers adequately understand them and have the ability to effectively 
collaborate with them. It will result in an exceptionally efficient and value-added production process, flourishing trusted 
autonomy, and reduced waste and associated costs”.

Nahavandi, 2019

“A new revolutionary wave—Industry 5.0—is emerging as an ‘Age of Augmentation’ when the human and machine 
reconcile and work in perfect symbiosis with one another. Industry 5.0. Unlike Industry 4.0, the new revolutionary wave 
combines the diverging strengths of CPPS and human agents to create symbiotic factories”.

Longo et al., 2020

“Industry 5:0, a symmetrical innovation and the next generation global governance, is an incremental advancement of Indus-
try 4:0 (asymmetrical innovation). It aims to design orthogonal safe exits by segregating the hyperconnected automation 
systems for manufacturing and production”.

Leong et al., 2020
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For example, to produce a new generation of aircraft, we 
are still be limited by existing manufacturing and data opera-
tion capabilities. In the era of Industry 5.0, we will be able 
to better automate the manufacturing process. This means 
that real-time data can be better implemented and used. The 
data, design, and manufacturing process can be seamlessly 
connected (Moeuf et al., 2018; Nahavandi, 2019; Abdirad 
et al., 2021).

9  Conclusions

Technological development in the industry will continue 
to develop rapidly. Industry 4.0 and Industry 5.0 illustrate 
changes in the way we design, produce, and maintain prod-
ucts and services in a highly intelligent manner. This trans-
formation will increasingly promote the symbiotic interac-
tion between machines and humans. The interweaving and 
the integration provide the potential to create more intelli-
gent and efficient facilities and factories in the future. Indus-
try 4.0 aims to realize the visualization and the real-time 
production through the use of big data, massive production, 
and personalized and uninterrupted seamless connection. 
By introducing a new generation of ICT (Information and 
Communication Technology), Industry 4.0 is a new era in 
the transformation and upgrading of industry and society.

This study conducts a comprehensive survey study into 
Industry 4.0. The study covers a broad range of Industry 
4.0 topics including its bibliographic analytics, its enabling 
technologies, its major drivers, the policies of major coun-
tries, the development trends and challenges associated with 
Industry 4.0, and the foundations of Industry 5.0. The future 
research of industry revolution in Information Systems will 
move forward to its adoption and absorption; furthermore, 
both companies and institutions will seek approaches that 
will transform industry to a higher level for business profits 
and value exchange.

Declarations 

Conflict of interest There is no conflict interest. Any ideas and insights 
expressed in this paper are those of the authors.

References

Aazam, M., Zeadally, S., & Harras, K. A. (2018). Deploying fog com-
puting in industrial internet of things and industry 4.0. IEEE 
Transactions on Industrial Informatics, 14(10), 4674–4682

Azeem, M., Haleem, A., & Javaid, M. (2021). Symbiotic relationship 
between machine learning and Industry 4.0: A review. Journal 
of Industrial Integration and Management, 2130002

Abdirad, M., Krishnan, K., & Gupta, D. (2021). A two-stage 
metaheuristic algorithm for the dynamic vehicle routing 

problem in Industry 4.0 approach. Journal of Management 
Analytics, 8(1), 69–83

Aceto, G., Persico, V., & Pescapé, A. (2020). Industry 4.0 and health: 
Internet of things, big data, and cloud computing for healthcare 
4.0. Journal of Industrial Information Integration, 18, 100129

Alcácer, V., & Cruz-Machado, V. (2019). Scanning the industry 4.0: 
A literature review on technologies for manufacturing systems. 
Engineering Science and Technology An International Journal, 
22(3), 899–919

Ardito, L., Petruzzelli, A. M., Panniello, U., & Garavelli, A. C. 
(2019). Towards Industry 4.0: Mapping digital technologies 
for supply chain management-marketing integration. Business 
Process Management Journal, 25(2), 323–346

Beier, G., Ullrich, A., Niehoff, S., Reißig, M., & Habich, M. (2020). 
Industry 4.0: How it is defined from a sociotechnical per-
spective and how much sustainability it includes–A literature 
review. Journal of Cleaner Production, 259, 120856

Bellini, P., Cenni, D., Mitolo, N., Nesi, P., Pantaleo, G., & Soderi, 
M. (2021). High level control of chemical plant by Industry 
4.0 solutions. Journal of Industrial Information Integration, 
100276

Birkel, H. S., Veile, J. W., Müller, J. M., Hartmann, E., & Voigt, K. I. 
(2019). Development of a risk framework for Industry 4.0 in the 
context of sustainability for established manufacturers. Sustain-
ability, 11(2), 384

Boyes, H., Hallaq, B., Cunningham, J., & Watson, T. (2018). The 
industrial internet of things (IIoT): An analysis framework. Com-
puters in industry, 101, 1–12

Büchi, G., Cugno, M., & Castagnoli, R. (2020). Smart factory perfor-
mance and Industry 4.0. Technological Forecasting and Social 
Change, 150, 119790

Buer, S. V., Strandhagen, J. O., & Chan, F. T. (2018). The link between 
Industry 4.0 and lean manufacturing: mapping current research 
and establishing a research agenda. International Journal of Pro-
duction Research, 56(8), 2924–2940

Callon, M., Courtial, J. P., Turner, W. A., & Bauin, S. (1983). From 
translations to problematic networks: An introduction to co-word 
analysis. Social Science Information, 22(2), 191–235

Chen, B., Wan, J., Shu, L., Li, P., Mukherjee, M., & Yin, B. (2017). 
Smart factory of industry 4.0: Key technologies, application case, 
and challenges. IEEE Access, 6, 6505–6519

Chen, H., Li, L., & Chen, Y. (2021). Explore success factors that 
impact artificial intelligence adoption on telecom industry in 
China. Journal of Management Analytics, 8(1), 36–68

Chen, Y., Chen, H., Gorkhali, A., Lu, Y., Ma, Y., & Li, L. (2016). Big 
data analytics and big data science: a survey. Journal of Manage-
ment Analytics, 3(1), 1–42

Choudhary, V., & Mishra, A. (2021). Analyzing the critical success 
enablers of Industry 4.0 using hybrid fuzzy AHP-CoCoSo 
method. Journal of Industrial Integration and Management, 
2150018

Culot, G., Nassimbeni, G., Orzes, G., & Sartor, M. (2020). Behind the 
definition of Industry 4.0: Analysis and open questions. Interna-
tional Journal of Production Economics, 226, 107617

Dalenogare, L. S., Benitez, G. B., Ayala, N. F., & Frank, A. G. (2018). 
The expected contribution of Industry 4.0 technologies for indus-
trial performance. International Journal of Production Econom-
ics, 204, 383–394

Davis, J., Edgar, T., Porter, J., Bernaden, J., & Sarli, M. (2012). Smart 
manufacturing, manufacturing intelligence and demand-dynamic 
performance. Computers & Chemical Engineering, 47, 145–156

de Sousa Jabbour, A. B. L., Jabbour, C. J. C., Foropon, C., & Filho, G. 
(2018a). When titans meet–Can industry 4.0 revolutionise the 
environmentally-sustainable manufacturing wave? The role of 
critical success factors. Technological Forecasting and Social 
Change, 132, 18–25



 Information Systems Frontiers

1 3

de Sousa Jabbour, A. B. L., Jabbour, C. J. C., Filho, G., & Roubaud, 
D. (2018b). Industry 4.0 and the circular economy: a proposed 
research agenda and original roadmap for sustainable operations. 
Annals of Operations Research, 270(1), 273–286

Dev, N. K., Shankar, R., & Qaiser, F. H. (2020). Industry 4.0 and cir-
cular economy: Operational excellence for sustainable reverse 
supply chain performance. Resources, Conservation and Recy-
cling, 153, 104583

Diez-Olivan, A., Del Ser, J., Galar, D., & Sierra, B. (2019). Data fusion 
and machine learning for industrial prognosis: Trends and per-
spectives towards Industry 4.0. Information Fusion, 50, 92–111

Dolgui, A., Ivanov, D., Sethi, S. P., & Sokolov, B. (2019). Scheduling 
in production, supply chain and Industry 4.0 systems by optimal 
control: fundamentals, state-of-the-art and applications. Interna-
tional Journal of Production Research, 57(2), 411–432

Duan, L., & Xu, L. (2021). Data Analytics in Industry 4.0: a survey. 
Information Systems Frontiers, Early Publication

Echchakoui, S., & Barka, N. (2020). Industry 4.0 and its impact in 
plastics industry: A literature review. Journal of Industrial Infor-
mation Integration, 100172

Faheem, M., Butt, R. A., Ali, R., Raza, B., Ngadi, M. A., & Gungor, V. 
C. (2021). CBI 4. 0: A Cross-layer approach for big data gather-
ing for active monitoring and maintenance in the manufactur-
ing industry 4.0. Journal of Industrial Information Integration, 
100236

Fatorachian, H., & Kazemi, H. (2018). A critical investigation of Indus-
try 4.0 in manufacturing: theoretical operationalisation frame-
work. Production Planning & Control, 29(8), 633–644

Fernandez-Viagas, V., & Framinan, J. M. (2021). Exploring the benefits 
of scheduling with advanced and real-time information integra-
tion in Industry 4.0: A computational study. Journal of Industrial 
Information Integration, 100281

Fragapane, G., Ivanov, D., Peron, M., Sgarbossa, F., & Strandhagen, J. 
O. (2020). Increasing flexibility and productivity in Industry 4.0 
production networks with autonomous mobile robots and smart 
intralogistics. Annals of operations research, 1–19

Fraga-Lamas, P., Fernandez-Carames, T. M., Blanco-Novoa, O., & 
Vilar-Montesinos, M. A. (2018). A review on industrial aug-
mented reality systems for the industry 4.0 shipyard. IEEE 
Access, 6, 13358–13375

Frank, A. G., Dalenogare, L. S., & Ayala, N. F. (2019a). Industry 4.0 
technologies: Implementation patterns in manufacturing compa-
nies. International Journal of Production Economics, 210, 15–26

Frank, A. G., Mendes, G. H., Ayala, N. F., & Ghezzi, A. (2019). Ser-
vitization and Industry 4.0 convergence in the digital transforma-
tion of product firms: A business model innovation perspective. 
Technological Forecasting and Social Change, 141, 341–351

Ghobakhloo, M. (2018). The future of manufacturing industry: a stra-
tegic roadmap toward Industry 4.0. Journal of Manufacturing 
Technology Management, 29(6), 910–936

Ghobakhloo, M. (2020). Industry 4.0, digitization, and opportunities 
for sustainability. Journal of cleaner production, 252, 119869

Ghobakhloo, M., & Fathi, M. (2019). Corporate survival in Indus-
try 4.0 era: the enabling role of lean-digitized manufacturing. 
Journal of Manufacturing Technology Management, 31(1), 1–30

Gorkhali, A., Li, L., & Shrestha, A. (2020). Blockchain: A literature 
review. Journal of Management Analytics, 7(3), 321–343

Haleem, A., & Javaid, M. (2019). Additive manufacturing applications 
in industry 4.0: a review. Journal of Industrial Integration and 
Management, 4(4), 1930001

Hämäläinen, E., & Inkinen, T. (2019). Industrial applications of big 
data in disruptive innovations supporting environmental report-
ing. Journal of Industrial Information Integration, 16, 100105

Hofmann, E., & Rüsch, M. (2017). Industry 4.0 and the current status 
as well as future prospects on logistics. Computers in Industry, 
89, 23–34

Horváth, D., & Szabó, R. Z. (2019). Driving forces and barriers of 
Industry 4.0: Do multinational and small and medium-sized 
companies have equal opportunities? Technological Forecast-
ing and Social Change, 146, 119–132

Ivanov, D., & Dolgui, A. (2020). A digital supply chain twin for man-
aging the disruption risks and resilience in the era of Industry 
4.0. Production Planning & Control, 775–788

Ivanov, D., Dolgui, A., & Sokolov, B. (2019). The impact of digi-
tal technology and Industry 4.0 on the ripple effect and sup-
ply chain risk analytics. International Journal of Production 
Research, 57(3), 829–846

Ivanov, D., Dolgui, A., Sokolov, B., Werner, F., & Ivanova, M. 
(2016). A dynamic model and an algorithm for short-term 
supply chain scheduling in the smart factory industry 4.0. 
International Journal of Production Research, 54(2), 386–402

Javaid, M., & Haleem, A. (2020). Critical components of Industry 
5.0 towards a successful adoption in the field of manufactur-
ing. Journal of Industrial Integration and Management, 5(03), 
327–348

Javaid, M., Haleem, A., Singh, R. P., & Suman, R. (2021). Sig-
nificant applications of big data in Industry 4.0. Journal of 
Industrial Integration and Management, 1–19

Jin, J., Gubbi, J., Marusic, S., & Palaniswami, M. (2014). An infor-
mation framework for creating a smart city through internet of 
things. IEEE Internet of Things Journal, 1(2), 112–121

Jiang, D., Wang, Y., Lv, Z., Qi, S., & Singh, S. (2019). Big data 
analysis based network behavior insight of cellular networks 
for industry 4.0 applications. IEEE Transactions on Industrial 
Informatics, 16(2), 1310–1320

Kamble, S., Gunasekaran, A., & Dhone, N. C. (2020). Industry 4.0 
and lean manufacturing practices for sustainable organisational 
performance in Indian manufacturing companies. International 
Journal of Production Research, 58(5), 1319–1337

Kamble, S. S., Gunasekaran, A., & Gawankar, S. A. (2018). Sustain-
able Industry 4.0 framework: A systematic literature review 
identifying the current trends and future perspectives. Process 
Safety and Environmental Protection, 117, 408–425

Kang, H. S., Lee, J. Y., Choi, S., Kim, H., Park, J. H., Son, J. Y., & 
Do Noh, S., …. (2016). Smart manufacturing: Past research, 
present findings, and future directions. International Journal 
of Precision Engineering and Manufacturing-Green Technol-
ogy, 3(1), 111–128

Khan, I. H., & Javaid, M. (2021). Role of Internet of Things (IoT) 
in adoption of Industry 4.0. Journal of Industrial Integration 
and Management, 2150006

Kim, J. H. (2017). A review of cyber-physical system research rel-
evant to the emerging IT trends: industry 4.0, IoT, big data, 
and cloud computing. Journal of Industrial Integration and 
Management, 2(3), 1750011

Kim, J. H. (2021). 6G and Internet of Things: a survey. Journal of 
Management Analytics, 8(2), 316–332

Kumar, G., Bakshi, A., Khandelwal, A., Panchal, A., & Soni, U. 
(2021). Analyzing Industry4. 0 implementation barriers in 
Indian SMEs. Journal of Industrial Integration and Manage-
ment, 1–17

Kuo, C. C., Shyu, J. Z., & Ding, K. (2019). Industrial revitalization 
via industry 4.0–A comparative policy analysis among China, 
Germany and the USA. Global transitions, 1, 3-14

Leong, Y. K., Tan, J. H., Chew, K. W., & Show, P. L. (2020). Signifi-
cance of Industry 5.0. The Prospect of Industry 5.0 in Biomanu-
facturing, Chapter 2.2 (pp. 95–114). CRC Press

Li, L. (2018). China’s manufacturing locus in 2025: With a compari-
son of “Made-in-China 2025” and “Industry 4.0”. Technological 
Forecasting and Social Change, 135, 66–74

Li, S., Xu, L. D., & Zhao, S. (2018). 5G Internet of Things: A survey. 
Journal of Industrial Information Integration, 10, 1–9



Information Systems Frontiers 

1 3

Li, X., Li, D., Wan, J., Vasilakos, A. V., Lai, C. F., & Wang, S. 
(2017). A review of industrial wireless networks in the context 
of industry 4.0. Wireless Networks, 23(1), 23–41

Li, X., & Xu, L. (2021). A review of Internet of Things-Resource 
allocation. IEEE Internet of Things Journal, 8(11), 8657–8666

Liao, Y., Deschamps, F., Loures, E. D. F. R., & Ramos, L. F. P. 
(2017). Past, present and future of Industry 4.0-a systematic 
literature review and research agenda proposal. International 
Journal of Production Research, 55(12), 3609–3629

Lin, C., He, D., Huang, X., Choo, K. K. R., & Vasilakos, A. V. 
(2018). BSeIn: A blockchain-based secure mutual authentica-
tion with fine-grained access control system for industry 4.0. 
Journal of Network and Computer Applications, 116, 42–52

Lin, K. C., Shyu, J. Z., & Ding, K. (2017). A cross-strait compari-
son of innovation policy under industry 4.0 and sustainability 
development transition. Sustainability, 9(5), 786

Longo, F., Padovano, A., & Umbrello, S. (2020). Value-oriented 
and ethical technology engineering in industry 5.0: a human-
centric perspective for the design of the factory of the future. 
Applied Sciences, 10(12), 4182

Lu, Y. (2017a). Industry 4.0: A survey on technologies, applications 
and open research issues. Journal of Industrial Information 
Integration, 6, 1–10

Lu, Y. (2017b). Cyber physical system (CPS)-based industry 4.0: 
a survey. Journal of Industrial Integration and Management, 
2(3), 1750014

Lu, Y. (2018). Blockchain and the related issues: A review of cur-
rent research topics. Journal of Management Analytics, 5(4), 
231–255

Lu, Y. (2019). The blockchain: State-of-the-art and research challenges. 
Journal of Industrial Information Integration, 15, 80–90

Lu, Y. (2019). Artificial intelligence: a survey on evolution, models, 
applications and future trends. Journal of Management Analyt-
ics, 6(1), 1–29

Lu, Y., & Xu, L. D. (2018). Internet of Things (IoT) cybersecurity 
research: A review of current research topics. IEEE Internet of 
Things Journal, 6(2), 2103–2115

Lu, Y., & Ning, X. (2020). A vision of 6G–5G’s successor. Journal of 
Management Analytics, 7(3), 301–320

Lu, Y., & Zheng, X. (2020). 6G: A survey on technologies, scenarios, 
challenges, and the related issues. Journal of Industrial Informa-
tion Integration, 19, 1–14

Luthra, S., & Mangla, S. K. (2018). Evaluating challenges to Indus-
try 4.0 initiatives for supply chain sustainability in emerging 
economies. Process Safety and Environmental Protection, 117, 
168–179

Machado, C. G., Winroth, M. P., & da Ribeiro, E. H. D. (2020). Sus-
tainable manufacturing in Industry 4.0: an emerging research 
agenda. International Journal of Production Research, 58(5), 
1462–1484

Manavalan, E., & Jayakrishna, K. (2019). A review of Internet of 
Things (IoT) embedded sustainable supply chain for industry 
4.0 requirements. Computers & Industrial Engineering, 127, 
925–953

Mittal, S., Khan, M. A., Romero, D., & Wuest, T. (2018). A critical 
review of smart manufacturing & Industry 4.0 maturity models: 
Implications for small and medium-sized enterprises (SMEs). 
Journal of Manufacturing Systems, 49, 194–214

Mittal, S., Khan, M. A., Romero, D., & Wuest, T. (2019). Smart man-
ufacturing: Characteristics, technologies and enabling factors. 
Proceedings of the Institution of Mechanical Engineers, Part B: 
Journal of Engineering Manufacture, 233(5), 1342-1361

Moeuf, A., Pellerin, R., Lamouri, S., Tamayo-Giraldo, S., & Barbaray, 
R. (2018). The industrial management of SMEs in the era of 
Industry 4.0. International Journal of Production Research, 
56(3), 1118–1136

Muhuri, P. K., Shukla, A. K., & Abraham, A. (2019). Industry 4.0: 
A bibliometric analysis and detailed overview. Engineering 
Applications of Artificial Intelligence, 78, 218–235

Müller, J. M., Buliga, O., & Voigt, K. I. (2018). Fortune favors the 
prepared: How SMEs approach business model innovations in 
Industry 4.0. Technological Forecasting and Social Change, 
132, 2–17

Müller, J. M., Kiel, D., & Voigt, K. I. (2018). What drives the imple-
mentation of Industry 4.0? The role of opportunities and chal-
lenges in the context of sustainability. Sustainability, 10(1), 
247

Nahavandi, S. (2019). Industry 5.0 - a human-centric solution. Sus-
tainability, 11(16), 4371

Nanayakkara, S., Rodrigo, M. N. N., Perera, S., Weerasuriya, G. 
T., & Hijazi, A. A. (2021). A methodology for selection of a 
Blockchain platform to develop an enterprise system. Journal 
of Industrial Information Integration, 23, 100215

Nascimento, D. L. M., Alencastro, V., Quelhas, O. L. G., Caiado, R. 
G. G., Garza-Reyes, J. A., Rocha-Lona, L., & Tortorella, G. 
(2019). Exploring Industry 4.0 technologies to enable circu-
lar economy practices in a manufacturing context: A business 
model proposal. Journal of Manufacturing Technology Man-
agement, 30(3), 607–627

Oesterreich, T. D., & Teuteberg, F. (2016). Understanding the impli-
cations of digitisation and automation in the context of Indus-
try 4.0: A triangulation approach and elements of a research 
agenda for the construction industry. Computers in Industry, 
83, 121–139

Olsen, T. L., & Tomlin, B. (2020). Industry 4.0: Opportunities and 
challenges for operations management. Manufacturing & Service 
Operations Management, 22(1), 113–122

Osterrieder, P., Budde, L., & Friedli, T. (2020). The smart factory as 
a key construct of industry 4.0: A systematic literature review. 
International Journal of Production Economics, 221, 107476

Oztemel, E., & Gursev, S. (2020). Literature review of Industry 4.0 
and related technologies. Journal of Intelligent Manufacturing, 
31(1), 127–182

Pace, P., Aloi, G., Gravina, R., Caliciuri, G., Fortino, G., & Liotta, A. 
(2018). An edge-based architecture to support efficient applica-
tions for healthcare industry 4.0. IEEE Transactions on Industrial 
Informatics, 15(1), 481–489

Peruzzini, M., & Stjepandić, J. (2018). Editorial to the special issue 
“Transdisciplinary analytics in supply chain management”. Jour-
nal of Management Analytics, 5(2), 75–80

Qi, Q., & Tao, F. (2018). Digital twin and big data towards smart 
manufacturing and industry 4.0: 360 degree comparison. IEEE 
Access, 6, 3585–3593

Raj, A., Dwivedi, G., Sharma, A., de Sousa Jabbour, A. B. L., & Rajak, 
S. (2020). Barriers to the adoption of industry 4.0 technologies 
in the manufacturing sector: An inter-country comparative per-
spective. International Journal of Production Economics, 224, 
107546

Rajput, S., & Singh, S. P. (2019). Connecting circular economy and 
industry 4.0. International Journal of Information Management, 
49, 98–113

Reinhardt, I. C., Oliveira, J. C., & Ring, D. T. (2020). Current perspec-
tives on the development of industry 4.0 in the pharmaceutical 
sector. Journal of Industrial Information Integration, 18, 100131

Reischauer, G. (2018). Industry 4.0 as policy-driven discourse to insti-
tutionalize innovation systems in manufacturing. Technological 
Forecasting and Social Change, 132, 26–33

Reyna, A., Martín, C., Chen, J., Soler, E., & Díaz, M. (2018). On block-
chain and its integration with IoT. Challenges and opportunities. 
Future Generation Computer Systems, 88, 173–190

Roblek, V., Meško, M., & Krapež, A. (2016). A complex view of indus-
try 4.0. Sage Open, 6(2), 2158244016653987



 Information Systems Frontiers

1 3

Rossit, D. A., Tohmé, F., & Frutos, M. (2019). Industry 4.0: smart 
scheduling. International Journal of Production Research, 
57(12), 3802–3813

Sahal, R., Breslin, J. G., & Ali, M. I. (2020). Big data and stream 
processing platforms for Industry 4.0 requirements mapping for 
a predictive maintenance use case. Journal of Manufacturing 
Systems, 54, 138–151

Sisinni, E., Saifullah, A., Han, S., Jennehag, U., & Gidlund, M. (2018). 
Industrial internet of things: Challenges, opportunities, and 
directions. IEEE Transactions on Industrial Informatics, 14(11), 
4724–4734

Sung, T. K. (2018). Industry 4.0: a Korea perspective. Technological 
Forecasting and Social Change, 132, 40–45

Tao, F., & Zhang, M. (2017). Digital twin shop-floor: a new shop-
floor paradigm towards smart manufacturing. IEEE Access, 5, 
20418–20427

Tao, F., Zhang, H., Liu, A., & Nee, A. Y. (2018). Digital twin in indus-
try: State-of-the-art. IEEE Transactions on Industrial Informat-
ics, 15(4), 2405–2415

Tao, F., Qi, Q., Wang, L., & Nee, A. Y. C. (2019). Digital twins and 
cyber–physical systems toward smart manufacturing and industry 
4.0: Correlation and comparison. Engineering, 5(4), 653–661

Tortorella, G. L., & Fettermann, D. (2018). Implementation of Industry 
4.0 and lean production in Brazilian manufacturing companies. 
International Journal of Production Research, 56(8), 2975–2987

Tortorella, G. L., Vergara, A. M. C., Garza-Reyes, J. A., & Sawhney, 
R. (2020). Organizational learning paths based upon industry 
4.0 adoption: An empirical study with Brazilian manufacturers. 
International Journal of Production Economics, 219, 284–294

Viriyasitavat, W., Xu, L., Bi, Z., & Pungpapong, V. (2019). Blockchain 
and internet of things for modern business process in digital 
economy? The state of the art. IEEE Transactions on Computa-
tional Social Systems, 6(6), 1420–1432

Viriyasitavat, W., Xu, L., Bi, Z., & Sapsomboon, A. (2020). Block-
chain-based business process management (BPM) framework 
for service composition in industry 4.0. Journal of Intelligent 
Manufacturing, 31(7), 1737–1748

Wan, J., Tang, S., Shu, Z., Li, D., Wang, S., Imran, M., & Vasila-
kos, A. V. (2016). Software-defined industrial internet of things 
in the context of industry 4.0. IEEE Sensors Journal, 16(20), 
7373–7380

Wang, S., Wan, J., Li, D., & Zhang, C. (2016a). Implementing smart 
factory of industrie 4.0: an outlook. International Journal of Dis-
tributed Sensor Networks, 12(1), 3159805

Wang, S., Wan, J., Zhang, D., Li, D., & Zhang, C. (2016b). Towards 
smart factory for industry 4.0: a self-organized multi-agent sys-
tem with big data based feedback and coordination. Computer 
Networks, 101, 158–168

Wang, Y., Sun, Q., Rong, D., Li, S., & Xu, L. (2021). Image source 
identification using convolutional neural networks in IoT envi-
ronment. Wireless Communications and Mobile Computing, 
Article ID 5804665

Waltman, L., Van Eck, N. J., & Noyons, E. C. (2010). A unified 
approach to mapping and clustering of bibliometric networks. 
Journal of Informetrics, 4(4), 629–635

Xie, N., Tan, W., Zheng, X., Zhao, L., Huang, L., & Sun, Y. (2021). 
An efficient two-phase approach for reliable collaboration-aware 
service composition in cloud manufacturing. Journal of Indus-
trial Information Integration, 23, 100211

Xu, L. (2020a). The contribution of systems science to industry 4.0. 
Systems Research and Behavioral Science, 37(4), 618–631

Xu, L. (2020b). Industry 4.0-frontiers of the fourth industrial revolu-
tion. Systems Research and Behavioral Science, 37(4), 531-534

Xu, L. D., & Duan, L. (2019). Big data for cyber physical systems in 
industry 4.0: a survey. Enterprise Information Systems, 13(2), 
148–169

Xu, L. D., He, W., & Li, S. (2014). Internet of Things in industries: 
A survey. IEEE Transactions on Industrial Informatics, 10(4), 
2233–2248

Xu, L. D., Lu, Y., & Li, L. (2021). Embedding blockchain technology 
into IoT for security: a survey. IEEE Internet of Things Journal, 
8(13), 10452–10473

Xu, L., & Viriyasitavat, W. (2019). Application of blockchain in col-
laborative Internet of Things services. IEEE Transactions on 
Computational Social Systems, 6(6), 1295–1305

Xu, L. D., Xu, E. L., & Li, L. (2018). Industry 4.0: state of the art 
and future trends. International Journal of Production Research, 
56(8), 2941–2962

Yadav, G., Luthra, S., Jakhar, S. K., Mangla, S. K., & Rai, D. P. (2020). 
A framework to overcome sustainable supply chain challenges 
through solution measures of industry 4.0 and circular economy: 
An automotive case. Journal of Cleaner Production, 254, 120112

Yang, J. (2019). Cloud computing for storing and analyzing petabytes 
of genomic data. Journal of Industrial Information Integration, 
15, 50–57

Yin, Y., Stecke, K. E., & Li, D. (2018). The evolution of production 
systems from Industry 2.0 through Industry 4.0. International 
Journal of Production Research, 56(1–2), 848–861

Yli-Ojanperä, M., Sierla, S., Papakonstantinou, N., & Vyatkin, V. 
(2019). Adapting an agile manufacturing concept to the reference 
architecture model industry 4.0: A survey and case study. Journal 
of Industrial Information Integration, 15, 147–160

Zhang, C., & Chen, Y. (2020). A review of research relevant to the 
emerging industry trends: Industry 4.0, IoT, block chain, and 
business analytics. Journal of Industrial Integration and Man-
agement, 5(1), 165–180

Zhang, C., & Lu, Y. (2021). Study on artificial intelligence: The state 
of the art and future prospects. Journal of Industrial Information 
Integration, 23, 100224

Zhang, J., Ding, G., Zou, Y., Qin, S., & Fu, J. (2019). Review of job 
shop scheduling research and its new perspectives under Indus-
try 4.0. Journal of Intelligent Manufacturing, 30(4), 1809–1830

Zheng, P., Wang, H., Sang, Z., Zhong, R. Y., Liu, Y., Liu, C., & Xu, X. 
(2018). Smart manufacturing systems for Industry 4.0: Concep-
tual framework, scenarios, and future perspectives. Frontiers of 
Mechanical Engineering, 13(2), 137–150

Zheng, X. R., & Lu, Y. (2021). Blockchain technology–recent research 
and future trend. Enterprise Information Systems, 1–23

Zhong, R. Y., Xu, X., Klotz, E., & Newman, S. T. (2017). Intelligent 
manufacturing in the context of industry 4.0: a review. Engineer-
ing, 3(5), 616–630

Publisher’s Note Springer Nature remains neutral with regard to 
jurisdictional claims in published maps and institutional affiliations.

Yang Lu is an Assistant Professor of InformationSystems & Opera-
tions Management Department, College of Business, Universityof 
Central Oklahoma, United States. He received his B.S. degree from 
JilinUniversity, China, in 2004 and the M.S. degree from the Univer-
sity ofManchester, UK, in 2006. He received his Ph.D. degree in ICT 
(Information andCommunication Technology) from ODU in USA. He 
is a Senior Member of IEEE.

He has made significant contributions to thefield, as evidenced by 
my three ESI Highly Cited papers and my ranking amongStanford’s 
Top 2% of Scientists. He has published research papers in refereed-
journals published by major publishers such as Elsevier, IEEE, Taylor 
&Francis, and World Scientific.


	The Current Status and Developing Trends of Industry 4.0: a Review
	Abstract
	1 Introduction
	1.1 Features of Industry 4.0
	1.2 Principles of Industry 4.0

	2 The Extant Prominent Studies of Industry 4.0
	3 Bibliographic Analysis of Industry 4.0
	3.1 Methodology
	3.2 Descriptive Analysis
	3.2.1 The Trend of Publication (2011 - 2021)
	3.2.2 Distributions of Journals

	3.3 Intellectual Relationship Analysis
	3.3.1 Keywords Analytics
	3.3.2 Collaboration Structure
	3.3.3 Country Collaboration Map

	3.4 Cluster Analysis of Research

	4 The Enabling Technologies of Industry 4.0
	4.1 The AI Technology
	4.2 IoT
	4.3 Cloud Computing
	4.4 Blockchain Technology

	5 Major Drivers of Industry 4.0
	5.1 IIoT (Industrial Internet of Things)
	5.2 Robotics
	5.3 Big Data
	5.4 Network Security
	5.5 Other Drivers

	6 Policies of Industry 4.0 Among Countries
	6.1 China
	6.2 The US
	6.3 Germany
	6.4 Comparison and Summary

	7 Development Trends and Challenges of Industry 4.0
	7.1 Standards and Seamless Operation
	7.2 AI relevant Process and System Improvement & Management
	7.3 The Cooperation of Human and Robots
	7.4 5G and Industry 4.0

	8 Prospects for Industry 5.0
	8.1 What is Industry 5.0?
	8.2 The Notable Feature of Industry 5.0: Personal Customization
	8.3 Human Value Achievement in Industry 5.0

	9 Conclusions
	References


